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(57) A user equipment (UE) includes circuitry config-
ured to establish a packet data network (PDN) connec-
tion with a first public land mobility network (PLMN) op-
erated by a first network operator. A second PDN con-
nection request is sent to a second PLMN operated by
a second network operator that is equivalent to the first
PLMN, and at least one action is determined based on
receiving a reject message from the second PLMN hav-
ing at least one of a cause value and a cause type.
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Description

CROSS-REFERENCE TO RELATED PATENT APPLI-
CATIONS

[0001] The present application claims the benefit of the
earlier filing date of U.S. provisional application
62/013,686 having common inventorship with the
present application and filed in the U.S. Patent and
Trademark Office on June 18, 2014, the entire contents
of which being incorporated herein by reference.

BACKGROUND

TECHNICAL FIELD

[0002] The exemplary and non-limiting embodiments
of the present disclosure relate to wireless communica-
tion systems, methods, and devices. More specifically,
the present disclosure relates to signaling information to
at least one user equipment (UE) when a request for a
network connection is lost.

DESCRIPTION OF RELATED ART

[0003] The 3GPP specifications group SA1 has spec-
ified equivalency between a public land mobility network
(PLMN) and an equivalent PLMN (ePLMN) based on pro-
tocols and signaling for selection, reselection and hando-
ver. In practice, this basis for equivalency can cause
problems for some network operators that can support a
UE on one PLMN but may not necessarily support the
UE on an ePLMN that may be considered equivalent by
the criteria of SA1.

BRIEF SUMMARY OF THE INVENTION

[0004] According to an aspect, a user equipment (UE)
is provided, comprising:

circuitry configured to
establish a packet data network (PDN) connection
with a first public land mobility network (PLMN) op-
erated by a first network operator,
send a second PDN connection request to a second
PLMN operated by a second network operator that
is equivalent to the first PLMN, and
determine at least one action based on receiving a
reject message from the second PLMN having at
least one of a cause value and a cause type.

[0005] Advantageously, the circuitry is further config-
ured to determine the cause value from a cause value
information element (IE).
[0006] Advantageously, the circuitry is further config-
ured to determine the cause type from a cause type IE.
[0007] Advantageously, the circuitry is further config-
ured to determine the cause type based on at least one

bit value of the cause type IE.
[0008] Advantageously, the circuitry is further config-
ured to determine that the cause value is associated with
one or more equivalent PLMNs based on the at least one
bit value.
[0009] Advantageously, the circuitry is further config-
ured to determine that the cause type provides no addi-
tional information related to the cause value based on
the at least one bit value. Advantageously, the cause
type IE includes one or more bits indicating a specific
radio access technology (RAT).
[0010] Advantageously, the circuitry is further config-
ured to receive an equivalent PLMN list from the first
PLMN including one or more PLMNs that are equivalent
to the first PLMN.
[0011] Advantageously, the circuitry is further config-
ured to send the second PDN connection request to the
second PLMN with connection parameters that match
the connection parameters of the first PLMN.
[0012] Advantageously, the connection parameters in-
clude at least one of an access point name (APN) and
an internet protocol (IP) version.
[0013] Advantageously, the circuitry is further config-
ured to determine that one or more of the connection
parameters are incompatible with the second PLMN
based on the cause value of the reject message.
[0014] Advantageously, the circuitry is further config-
ured to determine that one or more of the connection
parameters are incompatible with one or more equivalent
PLMNs based on the cause type of the reject message.
[0015] Advantageously, the circuitry is further config-
ured to send a modified PDN connection request to the
one or more PLMNs with modified connection parame-
ters. Advantageously, the circuitry is further configured
to determine the modified connection parameters based
on the cause value of the reject message.
[0016] Advantageously, the circuitry is further config-
ured to cease connection attempts with at least one of
the one or more equivalent PLMNs based on at least one
of the cause type and cause value of the reject message.
[0017] Advantageously, the circuitry is further config-
ured to reattempt the second PDN connection request
to the second PLMN with modified connection parame-
ters after a predetermined amount of time.
[0018] Advantageously, the circuitry is further config-
ured to store previous reject messages in memory.
[0019] Advantageously, the circuitry is further config-
ured to determine configuration parameters for future
PDN connection requests based on the previous reject
messages.
[0020] According to an aspect, a method comprises:

establishing a packet data network (PDN) connec-
tion with a first public land mobility network (PLMN)
operated by a first network operator;
sending a second PDN connection request to a sec-
ond PLMN operated by a second network operator
that is equivalent to the first PLMN; and
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determining at least one action based on receiving
a reject message from the second PLMN having at
least one of a cause value and a cause type.

[0021] According to an aspect, a user equipment (UE)
comprises:

circuitry configured to
establish a connection to an external network via a
first evolved packet core (EPC) associated with a
first e-NodeB (eNB),
send a request to connect to the external network
via a second EPC associated with a second eNB,
and
determine at least one action based on receiving a
reject message from the second eNB having one or
more session management (SM) information ele-
ments (IEs).

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] A more complete appreciation of the invention
and many of the attendant advantages thereof will be
readily obtained as the same becomes better understood
by reference to the following detailed description when
considered in connection with the accompanying draw-
ings, wherein:

Figures 1A is an exemplary related art illustration of
a format for a session management (SM) cause val-
ue information element (IE), according to certain em-
bodiments;
Figure 1B is an exemplary list of meanings of SM
cause values, according to certain embodiments;
Figure 2 is an exemplary illustration of a radio envi-
ronment, according to certain embodiments;
Figure 3 is an exemplary illustration of a radio envi-
ronment, according to certain embodiments;
Figure 4A is an exemplary table illustrating bit posi-
tions for a first octet of a cause type information el-
ement, according to certain embodiments;
Figure 4B illustrates exemplary values for a bit in a
bit 1 position of the cause type information element,
according to certain embodiments;
Figure 5A is an exemplary signaling diagram, ac-
cording to certain embodiments;
Figure 5B is an exemplary signaling diagram, ac-
cording to certain embodiments;
Figure 6 is an exemplary flowchart of a connectivity
request process, according to certain embodiments;
Figure 7 is a non-limiting example of a UE, according
to certain embodiments; and
Figure 8 is a high level schematic block diagram of
the radio environment, according to certain embod-
iments.

DETAILED DESCRIPTION

[0023] In the drawings, like reference numerals desig-
nate identical or corresponding parts throughout the sev-
eral views. Further, as used herein, the words "a," "an"
and the like generally carry a meaning of "one or more,"
unless stated otherwise. The drawings are generally
drawn to scale unless specified otherwise or illustrating
schematic structures or flowcharts.
[0024] Furthermore, the terms "approximately,"
"about," and similar terms generally refer to ranges that
include the identified value within a margin of 20%, 10%,
or preferably 5%, and any values therebetween.
[0025] In a first exemplary embodiment, a user equip-
ment (UE) includes circuitry configured to establish a
packet data network (PDN) connection with a first public
land mobility network (PLMN) operated by a first network
operator. A second PDN connection request is sent to a
second PLMN operated by a second network operator
that is equivalent to the first PLMN, and at least one action
is determined based on receiving a reject message from
the second PLMN having at least one of a cause value
and a cause type.
[0026] In another exemplary embodiment, a method
includes establishing a packet data network (PDN) con-
nection with a first public land mobility network (PLMN)
operated by a first network operator; sending a second
PDN connection request to a second PLMN operated by
a second network operator that is equivalent to the first
PLMN; and determining at least one action based on re-
ceiving a reject message from the second PLMN having
at least one of a cause value and a cause type.
[0027] In another exemplary embodiment, a user
equipment (UE) includes circuitry configured to establish
a connection to an external network via a first evolved
packet core (EPC) associated with a first e-NodeB (eNB),
send a request to connect to the external network via a
second EPC associated with a second eNB, and deter-
mine at least one action based on receiving a reject mes-
sage from the second eNB having one or more session
management (SM) information elements (IEs).
[0028] Aspects of the present disclosure are directed
to a UE operating in a General Packet Radio Service
(GPRS) and/or a LTE network (E-UTRAN). The networks
described herein are exemplary and are just one example
of a suitable radio environment in which these teachings
can be implemented and is used here only to provide a
practical context for describing the inventive concepts
detailed herein. These teachings may be utilized when
the UE is operating in networks deploying other radio
access technologies, such as for example UTRAN, which
includes wideband code division multiple access (WCD-
MA), high-speed downlink packet access (HSDPA), and
the like.
[0029] According to certain embodiments, a UE having
a packet data network (PDN) connection on a first PLMN
seeks to reselect to a second ePLMN that is considered
to be equivalent according to SA1 equivalency criteria.
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A first network operator operates the first PLMN and a
second network operator operates the second ePLMN.
The second network operator may be unable to grant the
UE’s PDN request for the reselection due to a gateway
of the second network operator between the second
ePLMN and the Internet having an access point name
(APN), such as internet.t-mobile, that is not compatible
with the APN used by the UE with the first PLMN, and/or
due to the gateway of the second network operator using
an internet protocol (IP) that is not supported by the UE.
In a GPRS radio system, communications to/from a mo-
bile device/UE pass through GPRS serving nodes such
as serving GPRS support nodes (SSGNs) and gateway
GPRS support nodes (GGSNs). In the described exam-
ple, the gateway is the GGSN since the GGSN is the
node that interfaces the radio network to the external
network, such as the internet.
[0030] In addition, in reply to the UE’s PDN request,
the second network operator can reply with a reject mes-
sage to the UE that has a cause value which indicates
the reason for the rejection. As an example, Figure 1A
is an exemplary related art illustration of a two-octet for-
mat for the session management (SM) cause value in-
formation element (IE), and Figure 1B is an exemplary
related art list of the meanings of the conventional SM
cause values, according to certain embodiments. How-
ever, the related art cause values may not be able to
inform the UE that the second ePLMN, which from the
UE’s perspective is equivalent and should be a viable
PLMN, is not suitable for the UE.
[0031] Figure 2 is an exemplary illustration of a radio
environment 200, according to certain embodiments.
The radio environment 200 can be interchangeably re-
ferred to as a radio network throughout the disclosure. A
radio access network (RAN) can include network ele-
ments that communicate directly with a UE 20 via wire-
less communications such as serving cell 21 and neigh-
bor cell 22. In U-TRAN and E-UTRAN environments, the
serving cell 21 and neighbor cell 22 can be a Node B and
an e-Node B (eNB), respectively. The Node B and eNB
designations can include relays, remote radio heads, and
the like. The radio network can include the RAN as well
as a core network with which the RAN communicates. In
Figure 2, the core network is an evolved packet core
(EPC) 205, which is specific to E-UTRAN. The EPC 205
includes a mobility management entity 201, a serving
gateway 202 (S-GW in E-TRAN, which is equivalent to
a SSGN in UTRAN) and a packet data network gateway
204 (P-GW in E-UTRAN, which is equivalent to a GGSN
in UTRAN). The packet gateway 204 interfaces with the
radio network, and particularly the core network/EPC
205, with a PDN which is shown as the internet 206 in
Figure 2. In other embodiments, the PDN can be some
other type of extra-net, intra-net, or some other PDN ex-
ternal to the radio network.
[0032] In the radio environment 200, the serving gate-
way 202 provides internet network access and standard
network access for the mobile devices associated with

the radio access network, such as the UE 20. The serving
gateway 202 and the mobility management entity 201
can be in direct communication with each other via ca-
bling, wire, optical fiber, and/or transmission hardware
(e.g., a router or repeater). The serving cell 21 and neigh-
bor cell 22 are wirelessly in contact with the UE 20 via
the illustrated bi-directional radio links. There may also
be a backhaul link (e.g., an X2 interface) between the
cells/eNBs directly, which may implemented as a broad-
band wired or optical connection between the eNBs. The
illustrated connections between any individual eNB as-
sociated with serving cell 21 and/or neighbor cell 22, the
mobility management entity 201, and the serving gate-
way 202 can be implemented as S1 interfaces in the E-
UTRAN system.
[0033] Also shown for the EPC 205 in radio environ-
ment 200 is a policy and charging rules function (PCRF)
node 203 that can be used to determine policy rules for
communications that are ongoing or are requested for
the radio access network. The PCRF node 203 can ac-
cess subscriber databases of the UE’s home network
and request corresponding subscriber information from
counterparts in the UE’s home network if the EPC 205
is a visited network for the UE 20. The PCRF node 203
can also perform subscriber charging and other related
functions.
[0034] In an exemplary implementation where the UE
20 reselects from the current serving cell 21 to the neigh-
bor cell 22, both the serving cell 21 and the neighbor cell
22 use the same EPC 205 and the same packet gateway
204, so the network operator can grant the request for a
PDN connection through the neighbor cell 22 so long as
long as congestion, authentication, and other checks
meet predetermined criteria.
[0035] Figure 3 is an exemplary illustration of a radio
environment 300, according to certain embodiments. In
the radio environment 300, the serving cell 21 and the
neighbor cell 22 may use different core networks 205A
and 205B, which have corresponding packet gateways
204A and 204B. In this example, the serving cell 21 and
the neighbor cell 22 may or may not be controlled by the
same network operator. In addition, the link from the core
network 205A/205B to the external network (Internet 206)
passes through different packet gateways 204A/204B.
For simplicity, the other core network nodes in the core
networks 205A/205B are represented as a single node
but it can be understood there may be multiple other en-
tities/servers apart from the packet gateways 204A/204B
in each of the the core networks 205A/205B, such as the
nodes 201/202/203 shown in Figure 2.
[0036] In addition, the UE 20 can have a PDN connec-
tion through the serving cell 21 which represents a first
PLMN. When first registering to the first PLMN, the UE
20 receives a list of equivalent PLMNs from the network.
If the neighbor cell 22 represents a second ePLMN that
was among the equivalents to the first PLMN in the list
that the UE 20 received when first registering to the first
PLMN, then the UE 20 may anticipate that the APN and
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the IP version that has been successfully used with the
first PLMN may be suitable for use in the second ePLMN
that is equivalent.
[0037] Assuming that the APN and IP used with the
first PLMN can also be successfully used with the second
ePLMN may be valid for some network operations, ac-
cording to certain embodiments. Some network opera-
tors control an ePLMN that is equivalent as PLMN equiv-
alency is currently defined in 3GPP, and so would be
included in the PLMN equivalents list that the UE 20 re-
ceives. However, the first PLMN and second ePLMN may
not be equivalent in all respects necessary to establish
a new PDN connection for the UE 20 with that ePLMN.
[0038] With respect to the radio environment 300, net-
work procedures may dictate that the neighbor cell 22
attempts to establish a PDN connection for the reselect-
ing UE 20 using the an APN and IP version the matches
the APN and IP version that the UE 20 used for the suc-
cessful PDN connection with the serving cell 21. If the
packet gateway 204B used by the neighbor cell 22 has
a different APN and/or uses a different IP version for
packet data than that of packet gateway 204A used by
the serving cell 21, the requested PDN connection may
fail. In certain embodiments, the neighbor cell 22 may
inform the UE 20 of this failure via a PDN Connectivity
Reject message, and indicate in the message the SM
cause value corresponding to a reason for the connection
failure. From that SM cause value, the UE 20 may then
determine that it may not be able to obtain a PDN con-
nection with the second ePLMN and then attempt to get
a packet connection in some other manner. In addition,
if no other PLMNs are available, the UE 20 may abandon
connection attempts and lose connectivity.
[0039] In some implementations, the UE 20 may be
able to obtain a PDN connection with the ePLMN by using
an APN and/or IP version associated with the second
ePLMN. However, conventional SM cause values may
not provide sufficient information to the UE 20 regarding
the availability of the ePLMN. For example, the process-
ing circuitry of the UE 20 may not be able to determine
if the ePLMN for which the PDN connection was denied
is truly not available for the UE 20 or if the requested
PDN connection cannot be established due to the APN
and/or IP version in the PDN connection request that is
not compatible with the packet gateway used by the
ePLMN. However, adding a new SM cause value may
not be suitable for legacy UEs already deployed in the
stream of commerce. According to the teachings on the
present disclosure, a new information element (IE) can
be used, which is referred to as a Cause Type IE. The
SM cause type IE provides additional information to the
UE 20 regarding types of causes in session management
messages.
[0040] The SM cause type IE can optionally be imple-
mented by network operators and may solve the problem
encountered by certain network operators (e.g., Telia-
Sonera) where the network operators have service offer-
ings corresponding to what 3GPP’s SA1 specifies are

ePLMNs for PLMN selection, reselection, and hando-
vers. Network operators that can implement the SM
cause type IE include network operators having PLMNs
which are considered equivalent to another PLMN that
is connected to the UE 20 but may be unable to establish
a corresponding PDN connection to the UE 20 due to
unequal APNs, IP versions, or the like. In certain embod-
iments, network operators having PLMNs that are not
equivalent at the service level, such as GERAN, UTRAN,
and LTE network operators, can fulfill the SA1 specifica-
tion of equivalent networks by not including the SM cause
type IE in the reject message or by configuring the SM
cause type IE such that no further information about the
accompanying cause value is included in the SM cause
type IE.
[0041] Figure 4A is an exemplary table illustrating bit
positions for a first octet of a SM cause type IE, according
to certain embodiments. In the example shown by Figure
4A, bit position "1" includes information related to the
ePLMN. The SM cause type IE can be extendable to
include additional information in the other bit positions,
which may be used to address future enhancements in
order to provide network operators more flexibility with
network configuration. For example, if the SM cause type
IE were radio access technology (RAT) specific (e.g.,
LTE, UTRAN, GERAN), then one or more additional bits
could be used beyond what is shown in Figure 4A to
indicate the specific RAT. Adding the one or more addi-
tional bits to specify the RAT may be useful for certain
networks, such as in North America, which have a con-
figuration where an APN may not be available in the LTE
RAT but may be available in GERAN/UTRAN. In some
implementations, the SM cause type IE is signaled to the
UE 20 within an associated PDN Connectivity Reject
message along with the cause value IE described in Fig-
ures 1A and 1B (and possibly also in other messages
that indicate a cause value).
[0042] Figure 4B illustrates exemplary values for an
ePLMN bit, according to certain embodiments. The
ePLMN bit can include the bit in position "1," or the least
significant bit of the SM cause type IE. For example, a
value of 1 for the ePLMN bit indicates that the accompa-
nying SM cause value is applicable for the PLMN to which
the UE 20 is currently connected in addition to any equiv-
alent PLMNs. In one implementation, the UE 20 attempts
a PDN connection with a PLMN with Packet Data Proto-
col (PDP) type IP version 6 and receives a PDN Reject
Message with cause value #50, which indicates that only
IP version 4 is allowed. The SM cause type IE PLMN bit
that is set to 1 indicates that the cause value #50 is ap-
plicable to the current PLMN and all equivalent PLMNs.
In addition, a value of 0 for the ePLMN bit indicates that
the SM cause type IE includes no additional information
about the accompanying SM cause value. According to
one implementation, bits two, three, and four of the octet
for the SM cause type IE are considered to be spare bits
and can be set to zero. In other implementation, bits two,
three, and four can be used to indicate a specific RAT
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for the SM cause type IE.
[0043] These values for the ePLMN bit are exemplary,
and in other implementations, the bit values may have
the opposite meanings, and/or the ePLMN bit values may
be positioned in other positions than bit position "1" of
the octet of the SM cause type IE. In one implementation,
the SM cause type IE described by Figures 4A and 4B
are published in a relevant radio standard so that the
meaning and bit positions/bit values can be unequivocal
to both the network entities and the UEs implementing
the teachings described herein. For example, one such
published standard for UTRAN is 3GPP TS 24.008; an-
other for E-UTRAN is 24.301 and describes evolved
packet system (EPS) session management (ESM) cause
values as opposed to SM cause values.
[0044] According to certain embodiments, the SM
cause type IE includes a time/length/value (TLV) format
that can be modified and/or extended. For example, IE
formats are detailed at 3 GPP TS 24.0007. The TLV for-
mat enables the length field L to define a length for the
next subsequent value field V, so that an amount of in-
formation in that value field can be tailored for a particular
use and yet still be properly decoded by the UE 20 that
reads the length field. In another embodiment, the new
SM cause type IE has the format Value (V) as described
by Figures 4A and 4B where the length is fixed at one
octet. This implementation with the fixed length can rep-
resent a lighter signaling load on the air interface than
the TLV implementation with the changing length. In ad-
dition, in some implementations, using four of the eight
bits in the fixed-octet implementation may enable the
3GPP to define the cause type, RAT, and other values
related to the SM cause type IE.
[0045] In addition, publishing the SM cause type IE in
a RAT standard may not adversely affect those network
operators whose SA1-equivalent PLMNs are also fully
equivalent on the service level. For example, use of the
SM cause type IE may be optionally implemented so that
the SM cause type IE does not affect the operations of
network operators that do not experience the PLMN
equivalency problems described herein. In addition, use
of the SM cause type IE may reduce a need for UE man-
ufacturers and software suppliers to create proprietary
solutions that each network may need to be able to han-
dle regardless of whether or not the networks experience
the above-described PLMN equivalency problems.
[0046] Additionally, the SM cause type IE and associ-
ated functionality may also be implemented in mobility
management layers, such as in particular situations
where diversity of network configurations can be detect-
ed. For example, the information used initially in one or
more of the spare bits of the SM cause type IE as de-
scribed in Figure 4B may eventually be made into a new
IE to be defined for mobility management.
[0047] Figure 5A is an exemplary signaling diagram of
an attempt by the UE 20 to establish PDN connectivity
to a second PLMN (PLMN 2), according to certain em-
bodiments. According to the example of Figure 5A, PLMN

2 is listed as an equivalent to a first PLMN (PLMN 1). For
example, the UE 20 may receive such an equivalent list
when the UE 20 registers to PLMN 1. At Figure 5A, at
step 502, the UE 20 selects PLMN 1 and requests PDN
connectivity by sending an Activate PDP Context Re-
quest message 503 to the network which includes the
APN and IP version (PDP address type = IP version 6)
for the PLMN gateway. In response to the Activate PDP
Context request message 503, the network replies with
an Activate PDP Context Reject message 506A that has
a cause value #50, which means that the reason for the
rejection is that the relevant gateway (which has the re-
quested APN) only allows PDP type IP version 4.
[0048] Being rejected on PLMN 1, at step 508, the UE
20 then selects PLMN 2 which is listed as an equivalent
of PLMN 1, and attempts to establish PDN connectivity
on PLMN 2 by sending a new Activate PDP Context Re-
quest message 510A to the network. In the example of
Figure 5A, the UE 20 sends both requests 504, 510A to
the same network but in some implementations, the re-
quests may go to different operators, depending on which
network operators operate the PLMNs. In addition, the
Activate PDP Context Request message 510A utilizes
the same APN and the same IP version as the earlier
request message 504 so that essentially the same mes-
sage requesting connectivity on PLMN 2 was used to
request connectivity on PLMN 1.
[0049] Figure 5A also includes the end result that a
PLMN change allows the UE 20 to resend the same
(matching) request 510A for a new PLMN 2 that was
earlier rejected (504 and 506A) for PLMN 1 by a specific
cause value (#50 in this case). According to certain em-
bodiments, some network operators may be able to es-
tablish the requested connection to PLMN 2 at step 510A,
but in other embodiments, other network operators may
be unable to establish the requested connection to PLMN
2 despite the 3GPP/SA1 equivalence of PLMN 1 and
PLMN 2.
[0050] Figure 5B is an exemplary signaling diagram
that incorporates the SM cause type IE, according to cer-
tain embodiments. The SM cause type IE used in the
signaling diagram of Figure 5B forbids the UE 20 from
retrying the same request in an equivalent PLMN after
receiving a reject message from the network. Steps 502
and 508, and message 504 are as described for Figure
5A. The reject message 506B in Figure 5B differs from
the reject message 506A of Figure 5A in that the reject
message 506B further includes the SM cause type IE
with the ePLMN bit set to "1" as defined in Figure 4B,
which means that the cause value #50 is applicable for
PLMN 1 (the PLMN in which that cause value was re-
ceived) as well as in all equivalent PLMNs. After the UE
20 selects PLMN 2 at step 508, at 510B, the ePLMN bit
set in the SM cause type IE prevents the UE 20 from
trying to connect to the equivalent PLMN 2 using the
same parameters as the original request message 504.
In this example, the gateway for PLMN 2 is compatible
with IP version 4 but not IP version 6, so if the UE 20 in
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Figure 5B were to submit a request for PDN connectivity
on PLMN 2 that requested IP version 4, the network can
accept the request as long as no other bars to connec-
tivity exist, such as congestion, failed authentication, and
the like.
[0051] While the exemplary embodiments described
previously detail a specific Layer 3 (L3) message encod-
ing of the described information carried in the new cause
type IE, this is only one particular but non-limiting imple-
mentation of these teachings. Another type of IE and/or
the information described herein for the SM cause type
IE can be delivered to the UE 20 in alternative ways. For
example, when the UE 20 initially registers to the network,
the UE 20 can receive a message from a registered
PLMN (RPLMN) that identifies which PLMNs that are oth-
erwise equivalent by the 3GPP SA1 definition are not
equivalent at the service level for a given network oper-
ator or for the operator providing the list. The message
received from the RPLMN may be distinct from the PLMN
equivalent list or may be included as a modification to
the PLMN equivalent list. In another implementation, the
PLMN equivalent list may include information associated
with a cause timer or a back-off timer. For example, the
UE 20 can use the cause timer value in conjunction with
the cause value and SM cause type IE to provide a pre-
determined amount of time before next attempting to es-
tablish a PDN on the PLMN in which the cause value was
received.
[0052] In another example that may be implemented
by individual mobile device manufacturers, rather than
clearing local memory of rejections related to the change
of PLMN, the UE 20 can instead, in certain known oper-
ator networks, maintain the PLMN rejections in the local
memory of the when changing to an ePLMN. The UE 20
can then check the local memory for a previous ePLMN
rejection. If the SM cause type IE (or other alternative
method of informing the UE 20) informed the UE 20 that
the corresponding cause value was valid for all the equiv-
alent PLMNs then the UE 20 may not attempt to establish
a PDN connection with that previously-rejected ePLMN.
In addition, the UE 20 can obtain and/or determine a re-
newed APN and/or IP version that will be supported by
the network operator for the ePLMN for the initial attempt
at establishing a PDN connection.
[0053] For the messaging that is implemented to inform
the UE 20 about PLMN rejections for ePLMNs, if the net-
work sends a reject cause which denies future actions
from the UE 20, the network can additionally inform the
UE 20 (preferably but not necessarily at the same time)
whether the rejection concerns only the current RPLMN
or also any equivalent ePLMNs. In addition, the network
can also inform the UE 20 whether a PDN connection
establishment for the current PLMN would apply to only
that PLMN or also equivalent PLMNs when the UE 20
registers to the network (e.g., in an Attach or Attach Con-
firm/Complete message), or during routine network po-
sition updates such as location update (LU), registration
area update (RAU) and/or tracking area update (TAU).

[0054] Figure 6 is an exemplary flowchart of a connec-
tivity request process 600, according to certain embodi-
ments. At the start of the process, the UE 20 has a PDN
connection through the serving cell 21 which represents
a first PLMN. The first PLMN with which the UE 20 has
a PDN connection can be referred to as a current PLMN
or RPLMN. When the UE 20 makes the PDN connection
with the first PLMN, the processing circuitry of the UE 20
receives a list of PLMNs that are considered to be equiv-
alent to the first PLMN based on the 3 GPP standard.
[0055] At step S602, the processing circuitry of the UE
20 attempts to establish a PDN connection with a second
PLMN that is on the list of equivalent PLMNs received
by the UE 20 when connecting to the current PLMN. For
example, the UE 20 can select the second PLMN and
request PDN connectivity by sending an Activate PDP
Context Request message to the network which includes
the APN and IP version for the PLMN gateway. In one
implementation, the IP version selected by the UE 20 for
the PLMN gateway is IP version 6.
[0056] At step S604, the processing circuitry of the UE
20 determines whether a reject message has been re-
ceived from the network. For example, the processing
circuitry of the UE 20 can receive a PDP Context Reject
message from the network in response to the request
message if at least one of the requested APN and IP
version are not compatible with the requested PLMN. In
some implementations, the reject message can include
at least one of a cause value and a SM cause type IE. If
the UE 20 receives a reject message from the network,
resulting in a "yes" at step S604, then step S606 is per-
formed. Otherwise, if the UE 20 receives a network ac-
ceptance message, resulting in a "no" at step S610, then
step S610 is performed.
[0057] At step S610, the UE 20 receives a network
acceptance message in response to the PLMN request
message, then the UE 20 can proceed with establishing
the PDN connection to the second PLMN. The network
can accept the PDN connection request as long as no
other bars to connectivity exist, such as congestion, failed
authentication, and the like.
[0058] At step S606, if the UE 20 has received a reject
message from the network, the processing circuitry of
the UE 20 determines the SM cause type IE value. The
ePLMN bit can include the bit in position "1," or the least
significant bit of the SM cause type IE. For example, a
value of 1 for the ePLMN bit indicates that the accompa-
nying SM cause value is applicable for the PLMN to which
the UE 20 is currently connected in addition to any equiv-
alent PLMNs. In one implementation, the UE 20 attempts
a PDN connection with a PLMN with PDP type IP version
6 and receives a PDN Reject Message with cause value
#50, which indicates that only IP version 4 is allowed.
The SM cause type IE PLMN bit that is set to 1 indicates
that the cause value #50 is applicable to the current
PLMN and all equivalent PLMNs. In addition, a value of
0 for the ePLMN bit indicates that the SM cause type IE
includes no additional information about the accompa-
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nying SM cause value. According to one implementation,
bits two, three, and four of the octet for the SM cause
type IE are considered to be spare bits and can be set
to zero. In other implementation, bits two, three, and four
can be used to indicate a specific RAT for the SM cause
type IE.
[0059] At step S608, the processing circuitry of the UE
20 determines an action in response to the cause value
and SM cause type IE value in the reject message. For
example, if the UE 20 receives a reject message from
the network in response to an attempt to the second
PLMN that is considered to be equivalent to the current
PLMN, the processing circuitry of the UE 20 may cease
future connection attempts to the second PLMN. In ad-
dition, the UE 20 may attempt connection to the second
PLMN using modified connection parameters (e.g., APN,
IP version) that are different than those parameters used
when the reject message was received. The UE 20 may
also attempt to connect to another equivalent PLMN us-
ing the modified connection parameters.
[0060] A hardware description of the UE 20 according
to exemplary embodiments is described with reference
to Figure 7. In addition, the hardware described by Figure
7 can also apply to the circuitry associated with the serv-
ing cell 21, the neighbor cell 22 and other higher level
network entities associated with the MAC (L2) and net-
work layer (L3). The processes described herein can also
be performed by processing circuitry of a processor de-
signed and programmed specifically to optimally perform
the connectivity request process 600 described previous-
ly herein. Implementation of the connectivity request
process 600 on the hardware described herein improves
the ability of the UE 20 to respond to reject messages
sent in response to an equivalent PLMN connection re-
quest.
[0061] The UE 20 includes a CPU 700 that perform the
processes described above/below. The process data
and instructions may be stored in memory 702. These
processes and instructions may also be stored on a stor-
age medium disk 704 such as a hard drive (HDD) or
portable storage medium or may be stored remotely. Fur-
ther, the claimed advancements are not limited by the
form of the computer-readable media on which the in-
structions of the inventive process are stored. For exam-
ple, the instructions may be stored on CDs, DVDs, in
FLASH memory, RAM, ROM, PROM, EPROM, EEP-
ROM, hard disk or any other information processing de-
vice with which the UE 20 communicates, such as the
serving cell 21 and/or the neighbor cell 22.
[0062] Further, the claimed advancements may be
provided as a utility application, background daemon, or
component of an operating system, or combination there-
of, executing in conjunction with CPU 700 and an oper-
ating system such as Microsoft Windows 7, UNIX, Sola-
ris, LINUX, Apple MAC-OS and other systems known to
those skilled in the art.
[0063] The hardware elements in order to achieve the
UE 20 may be realized by various circuitry elements,

known to those skilled in the art. For example, CPU 700
may be a Xenon or Core processor from Intel of America
or an Opteron processor from AMD of America, or may
be other processor types that would be recognized by
one of ordinary skill in the art. Alternatively, the CPU 700
may be implemented on an FPGA, ASIC, PLD or using
discrete logic circuits, as one of ordinary skill in the art
would recognize. Further, CPU 700 may be implemented
as multiple processors cooperatively working in parallel
to perform the instructions of the inventive processes de-
scribed above.
[0064] The UE 20 in Figure 7 also includes a network
controller 706, such as an Intel Ethernet PRO network
interface card from Intel Corporation of America, for in-
terfacing with network 104. As can be appreciated, the
network 104 can be any E-UTRAN/LTE network but can
also be a public network, such as the Internet, or a private
network such as an LAN or WAN network, or any com-
bination thereof and can also include PSTN or ISDN sub-
networks. The network 104 can also be wired, such as
an Ethernet network, or can be wireless such as a cellular
network including EDGE, 3G and 4G wireless cellular
systems. The wireless network can also be Wi-Fi, Blue-
tooth, or any other wireless form of communication that
is known.
[0065] In addition, while not particularly illustrated for
the UE 20, serving cell 21, and neighbor cell 22, these
devices can include a modem and/or a chipset and/or an
antenna chip which may or may not be inbuilt onto a
radiofrequency (RF) front end module within the respec-
tive host device. These devices can also include trans-
mitter and receiver hardware for wireless communica-
tions between the UE 20, serving cell 21, and neighbor
cell 22.
[0066] The UE 20 further includes a display controller
708, such as a NVIDIA GeForce GTX or Quadro graphics
adaptor from NVIDIA Corporation of America for inter-
facing with display 710 of the UE 20, such as a Hewlett
Packard HPL2445w LCD monitor. A general purpose I/O
interface 712 at the UE 20 interfaces with a keyboard
and/or mouse 714 as well as a touch screen panel 716
on or separate from display 710. General purpose I/O
interface 712 also connects to a variety of peripherals
718 including printers and scanners, such as an OfficeJet
or DeskJet from Hewlett Packard.
[0067] A sound controller 720 is also provided in the
UE 20, such as Sound Blaster X-Fi Titanium from Crea-
tive, to interface with speakers/microphone 722 thereby
providing sounds and/or music.
[0068] The general purpose storage controller 724
connects the storage medium disk 704 with communica-
tion bus 726, which may be an ISA, EISA, VESA, PCI,
or similar, for interconnecting all of the components of
the UE 20. A description of the general features and func-
tionality of the display 710, keyboard and/or mouse 714,
as well as the display controller 708, storage controller
724, network controller 706, sound controller 720, and
general purpose I/O interface 712 is omitted herein for
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brevity as these features are known.
[0069] In other alternate embodiments, processing
features according to the present disclosure may be im-
plemented and commercialized as hardware, a software
solution, or a combination thereof. Moreover, instructions
corresponding to connectivity request process 600 in ac-
cordance with the present disclosure could be stored in
a thumb drive that hosts a secure process.
[0070] Figure 8 is a high level schematic block diagram
of the radio environment 300, according to certain em-
bodiments. The components of the radio environment
300, such as the serving cell 21, neighbor cell 22, and
UE 20, include one or more hardware devices for prac-
ticing the exemplary embodiments of the teachings de-
scribed herein. For example, the UE 20 includes a proc-
essor, such as at least one data processor (DP) 20A,
which can also be referred to as processing circuitry,
memory such as at least one computer-readable memory
20B storing instructions for executing at least one soft-
ware program 20C, and also communication circuitry that
can include a transmitter TX 20D and a receiver RX 20E
for bidirectional wireless communications with the serv-
ing cell 21 using the operative radio access technology.
Wireless communications can be performed via one or
more antennas 20F. One of the PROGs 20G in the MEM
20B of the UE 20 can issue software instructions to the
circuitry of the DP 20A to decode from the PDN connec-
tivity reject message received from the neighbor cell 22
based on the cause value and the value of the SM cause
type IE as described previously herein.
[0071] The serving cell 21 and the neighbor cell 22 also
shown in Figure 8. Each of these cells 21/22 also have
at least one DP/processing circuitry 21A/22A, a MEM
21B/22B storing a PROG 21C/22C, and communication
circuitry such as transmitters 21E/22E and receivers
21D/22D that interface to one or more antennas 21F/22F.
One of the relevant PROGs 21G in the MEM 21B of the
serving cell 21 includes software instructions to send to
the UE 20 a list of equivalent PLMNs when the UE 20
registers the first PLMN that is represented at Figure 8
by the serving cell 21. The PROGs 22G in the MEM 22B
of the neighbor cell 22 includes software instructions to
send to the UE 20 a cause value and a cause type IE as
detailed herein, when the neighbor cell 22 rejects the
UE’s request for PDN connectivity to the second ePLMN
when appropriate, where the neighbor cell 22 in Figure
6 represents the second ePLMN and the second ePLMN
is on the list of equivalent PLMNs provided by the serving
cell 21 to the UE 20.
[0072] Figure 8 additionally shows a higher network
node 26 also having a DP/processing circuitry 26A, a
MEM 26B storing PROGs 26C, and a modem for mod-
ulating and demodulating signals to/from the serving cell
21 over the control and data link. In some cases the neigh-
bor cells 22/23 may also communicate with the higher
network entity 26, and the serving cell 21 may also com-
municate via an X1 or other interface 24 with one or more
of the neighbor cells 22/23.

[0073] At least one of the PROGs 20C/20G in the UE
20 can include one or more software instructions that,
when executed by the associated DP/processing circuit-
ry 20A, enable the device to operate in accordance with
the exemplary embodiments of the disclosure, as de-
scribed herein. Similarly, for the PROGs 22C/22G in the
neighbor cell 22 and the PROGs 26C in the MEM 26B
of the higher network entity 26 can also include one or
more software instructions that, when executed by the
associated DP/processing circuitry 21A/26A, enable the
devices to operate in accordance with the exemplary em-
bodiments of the disclosure, as described herein.
[0074] The exemplary embodiments of this disclosure
may be implemented at least in part by computer software
stored on the MEM 20B/21 B/22B which is executable
by the DP/processing circuitry 20A/21A/22A of the UE
20 and/or serving cell 21, neighbor cell 22, or higher net-
work entity 26; or by hardware, or by a combination of
tangibly stored software and hardware (and tangibly
stored firmware) in any one or more of the MEMs
20B/21B/26B. In this manner the respective DP/process-
ing circuitry 20A/21A/26A with the MEM 20B/21B/26B
and stored PROG 20C/20G/21C/21G/22C/22G may be
considered a data processing system. Electronic devices
implementing these aspects of the invention may not in-
clude the entire UE 20 or eNB 21, 22/23 as depicted at
Figure 8, but instead may be one or more components
thereof such as the above described tangibly stored soft-
ware, hardware, firmware and DP/processing circuitry,
and/or a system on a chip SOC and/or an application
specific integrated circuit ASIC and/or a digital signal
processor DSP (including multiple core processors and
other arrangements of circuitry) and/or a modem and/or
an antenna module and/or a radiofrequency RF front end
module.
[0075] In general, the various embodiments of the UE
20 can include, but are not limited to personal portable
digital devices having wireless communication capabili-
ties, such as for example cellular and other mobile
phones including smartphones, navigation devices, lap-
top/palmtop/tablet computers, digital cameras and music
devices, Internet appliances, USB dongles and data
cards. Such portable digital devices may be implemented
as radio communications handsets, wearable radio com-
munications terminals, implanted radio communications
terminals, and/or combinations of these.
[0076] Various embodiments of the computer readable
MEMs 20B/21B/23B/26B include any data storage tech-
nology type which is suitable to the local technical envi-
ronment, including but not limited to semiconductor
based memory devices, magnetic memory devices and
systems, optical memory devices and systems, fixed
memory, removable memory, disc memory, flash mem-
ory, DRAM, SRAM, EEPROM and the like. Various em-
bodiments of the DPs 20A/21A/23A/26A include but are
not limited to general purpose computers, special pur-
pose computers, microprocessors, digital signal proces-
sors (DSPs) and multi-core processors, though in other
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embodiments the implementing hardware is more gen-
erally characterized as circuitry.
[0077] Various modifications and adaptations to the
foregoing exemplary embodiments of this invention may
become apparent to those skilled in the relevant arts in
view of the foregoing description. While the exemplary
embodiments have been described above in the context
of the E-UTRAN/LTE and LTE-Advanced radio access
technology, as noted above the exemplary embodiments
of this invention are not limited for use with only these
particular types of wireless radio access technology net-
works.
[0078] Further, some of the various features of the
above non-limiting embodiments may be used to advan-
tage without the corresponding use of other described
features. The foregoing description should therefore be
considered as merely illustrative of the principles, teach-
ings and exemplary embodiments of this invention, and
not in limitation thereof.
[0079] A number of implementations have been de-
scribed. Nevertheless, it will be understood that various
modifications may be made without departing from the
spirit and scope of this disclosure. For example, prefer-
able results may be achieved if the steps of the disclosed
techniques were performed in a different sequence, if
components in the disclosed systems were combined in
a different manner, or if the components were replaced
or supplemented by other components. The functions,
processes and algorithms described herein may be per-
formed in hardware or software executed by hardware,
including computer processors and/or programmable cir-
cuits configured to execute program code and/or com-
puter instructions to execute the functions, processes
and algorithms described herein. Additionally, an imple-
mentation may be performed on modules or hardware
not identical to those described. Accordingly, other im-
plementations are within the scope that may be claimed.

Claims

1. A user equipment (UE) comprising:

circuitry configured to
establish a packet data network (PDN) connec-
tion with a first public land mobility network
(PLMN) operated by a first network operator,
send a second PDN connection request to a sec-
ond PLMN operated by a second network oper-
ator that is equivalent to the first PLMN, and
determine at least one action based on receiving
a reject message from the second PLMN having
at least one of a cause value and a cause type.

2. The device of Claim 1, wherein the circuitry is further
configured to determine the cause value from a
cause value information element (IE).

3. The device of Claim 1 or 2, wherein the circuitry is
further configured to determine the cause type from
a cause type IE.

4. The device of Claim 3, wherein the circuitry is further
configured to determine the cause type based on at
least one bit value of the cause type IE.

5. The device of Claim 4, wherein the circuitry is further
configured to determine that the cause value is as-
sociated with one or more equivalent PLMNs based
on the at least one bit value.

6. The device of Claim 4 or 5, wherein the circuitry is
further configured to determine that the cause type
provides no additional information related to the
cause value based on the at least one bit value.

7. The device of any of Claims 3 to 6, wherein the cause
type IE includes one or more bits indicating a specific
radio access technology (RAT).

8. The device of any preceding Claim, wherein the cir-
cuitry is further configured to receive an equivalent
PLMN list from the first PLMN including one or more
PLMNs that are equivalent to the first PLMN.

9. The device of any preceding Claim, wherein the cir-
cuitry is further configured to send the second PDN
connection request to the second PLMN with con-
nection parameters that match the connection pa-
rameters of the first PLMN.

10. The device of Claim 9, wherein the connection pa-
rameters include at least one of an access point
name (APN) and an internet protocol (IP) version.

11. The device of Claim 9 or 10, wherein the circuitry is
further configured to determine that one or more of
the connection parameters are incompatible with the
second PLMN based on the cause value of the reject
message.

12. The device of Claim 11, wherein the circuitry is fur-
ther configured to determine that one or more of the
connection parameters are incompatible with one or
more equivalent PLMNs based on the cause type of
the reject message.

13. The device of Claim 12, wherein the circuitry is fur-
ther configured to send a modified PDN connection
request to the one or more PLMNs with modified
connection parameters.

14. A method comprising:

establishing a packet data network (PDN) con-
nection with a first public land mobility network
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(PLMN) operated by a first network operator;
sending a second PDN connection request to a
second PLMN operated by a second network
operator that is equivalent to the first PLMN; and
determining at least one action based on receiv-
ing a reject message from the second PLMN
having at least one of a cause value and a cause
type.

15. A user equipment (UE) comprising:

circuitry configured to
establish a connection to an external network
via a first evolved packet core (EPC) associated
with a first e-NodeB (eNB),
send a request to connect to the external net-
work via a second EPC associated with a sec-
ond eNB, and
determine at least one action based on receiving
a reject message from the second eNB having
one or more session management (SM) infor-
mation elements (IEs).
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