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Description

CROSS REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to U.S. Patent
Application No. 62/016,384, filed June 24, 2014, and U.S.
Patent Application No. 14/340,720, filed July 25, 2014.

TECHNICAL FIELD

[0002] This disclosure generally relates to speaker ver-
ification.

BACKGROUND

[0003] A hotword is a particular word that a user may
speak to invoke the attention of a computing device be-
fore the user speaks a voice command. A computing de-
vice may always be listening for a hotword and, when
the hotword is received, the computing device may proc-
ess a subsequently received utterance as a voice com-
mand.
[0004] In one example, a computing device may listen
for the hotword, "Ok computer." When a user states, "Ok
computer, write a message." the computing device may
detect the hotword "ok computer," which may cause the
phrase "write a message" to be processed as a voice
command. Speaker dependent models of hotwords need
to be trained and updated on a regular basis. US patent
application US 6804647 (L. P. Heck et al., "Method and
System for on-line unsupervised adaptation in speaker
verification", 12.10.2004) discloses an approach for per-
forming an unsupervised adaptation of speaker verifica-
tion models.

SUMMARY

[0005] According to one innovative aspect of the sub-
ject matter described in this specification, a user device
receives an utterance that is spoken by a user. The user
device determines whether the utterance includes a hot-
word, and performs speaker verification to identify wheth-
er the speaker of the utterance is an authorized user of
the device or an imposter. In performing speaker verifi-
cation, the user device generates a confidence score for
the utterance based on the similarity of the utterance to
a voice template associated with an authorized user, and
compares the confidence score to a threshold. In order
to gather feedback form the user regarding the user’s
success and failures in using the speaker verification sys-
tem, the user is prompted to verify his/her identification
using a technique other than voice-based speaker veri-
fication. In response to successfully verifying his/her
identification, the user is prompted to confirm whether
audio data corresponding to an utterance of a predefined
hotword received at a particular time was falsely rejected.
Upon reception of a confirmation by the user that the
respective audio data was falsely rejected, labelling the

utterance as a false rejection and using the audio data
to update the voice template of the user.
[0006] In another aspect, the user device also identifies
the environmental context associated with the utterance,
such as the amount of background noise, and transmits
a data set indicating the environmental context and the
confidence score to a server, for further processing.
[0007] The server analyzes the data set, as well as
data sets from other devices, and clusters the data sets
by similar environmental context. The server selects a
particular data set in each cluster, and selects, as a
threshold, the confidence score associated with that data
set.
[0008] One way to select a data set is to use an em-
pirically defined target rejection rate based on the idea
that a particular percentage of the utterances should be
accepted. The server pairs the confidence score of the
selected data set with the corresponding environmental
context and provides the confidence score as a threshold
for the corresponding environmental context to the user
device as well as other user devices. The threshold rep-
resents the cutoff confidence score for verifying a speak-
er for a particular environmental context. With different
thresholds for different environmental contexts, the user
device may require a higher confidence score when at-
tempting to recognize a user’s voice in one environmental
context such as a low noise environment, and may re-
quire a lower confidence score when attempting to rec-
ognize a user’s voice in another environmental context,
such as a high noise environment.
[0009] In general, another aspect of the subject matter
described in this specification refers to methods that in-
clude the actions of receiving, for each of multiple utter-
ances of a hotword, a data set including at least (i) a
speaker verification confidence score associated with the
utterance, and (ii) environmental context data associated
with the utterance; selecting from among the data sets,
a subset of the data sets that are associated with a par-
ticular environmental context; selecting a particular data
set from among the subset of data sets based on one or
more selection criteria; selecting, as a speaker verifica-
tion threshold for the particular environmental context,
the speaker verification confidence score included in the
particular data set; and providing the speaker verification
threshold for use in performing speaker verification of
utterances that are associated with the particular envi-
ronmental context.
[0010] These and other example methods can each
optionally include one or more of the following features.
The environmental context data specifics an amount of
noise detected immediately preceding receipt of the ut-
terance. The environmental context data specifies a loud-
ness of the utterance. The environmental context data
specifies a signal-to-noise ratio of a loudness of an audio
signal that encodes the utterance. The one or more se-
lection criteria is an empirically defined rejection rate. The
actions include labeling the data sets with a post trigger
accuracy indicator associated with the utterance. The ac-
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tions include labeling the data sets with different, second
speaker verification confidence score. The data sets
each further includes an audio signal that encodes the
utterance. The action of selecting from among the data
sets, a subset of the data sets that are associated with
a particular environmental context includes: determining
an environmental context data range; and selecting the
subset of the data sets that includes the environmental
context data associated with the utterance within the en-
vironmental context data range.
[0011] The action of selecting a particular data set from
among the subset of data sets based on one or more
selection criteria includes: determining a threshold based
on the one or more selection criteria; and identifying the
particular data set from among the subset of data sets
that satisfies the threshold by less than other data sets
in the subset of data sets. The actions include selecting
from among the data sets, a plurality of subsets of the
data sets that are each associated with a respective par-
ticular environmental context; selecting, based on the
one or more selection criteria, a plurality of particular data
sets, each particular data set being from among a re-
spective subset of the data sets; selecting, as a plurality
of speaker verification thresholds, each of the speaker
verification threshold being for the respective particular
environmental context, a plurality of speaker verification
confidence scores included in each particular data set;
and providing the plurality of speaker verification thresh-
olds for use in performing speaker verification of utter-
ances that are associated with the respective particular
environmental context.
[0012] The actions include selecting from among the
data sets, a plurality of subsets of the data sets that are
each associated with a respective user; selecting, based
on the one or more selection criteria, a plurality of par-
ticular data sets, each particular data set being from
among a respective subset of the data sets; selecting,
as a plurality of speaker verification thresholds, each of
the speaker verification threshold being for the respective
user, a plurality of speaker verification confidence scores
included in each particular data set; and providing the
plurality of speaker verification thresholds for use in per-
forming speaker verification of utterances that are asso-
ciated with the respective user. The action of providing
the speaker verification threshold for use in performing
speaker verification of utterances that are associated
with the particular environmental context includes pro-
viding, to a user device, an environmental context data
range and a speaker verification threshold for the envi-
ronmental context data range.
[0013] Other examples of this aspect include corre-
sponding systems, apparatus, and computer programs
recorded on computer storage devices, each configured
to perform the operations of the methods.
[0014] Particular embodiments of the subject matter
described in this specification can be implemented so as
to realize one or more of the following advantages. A
device can identify a speaker in noisy environments.

[0015] The details of one or more embodiments of the
subject matter described in this specification are set forth
in the accompanying claims. Other features, aspects,
and advantages of the subject matter will become appar-
ent from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016]

FIG. 1 is a diagram of an example system for speaker
verification.

FIG. 2 is a diagram of an example process for speak-
er verification.

FIG. 3 shows an example of a computing device and
a mobile computing device.

[0017] Like reference numbers and designations in the
various drawings indicate like elements.

DETAILED DESCRIPTION

[0018] FIG. 1 is a diagram of an example system 100
for speaker verification. In general, diagram 100 illus-
trates a user 102 speaking an utterance 104 into a mi-
crophone of a computing device 106. The computing de-
vice 106 processes the utterance 104 and collects data
associated with the surrounding environment 108. The
computing device 106 transmits data based on the utter-
ance 104 and the environment 108 to a server 160 that
includes a sample clusterer 132 and a threshold selector
146. The server 160 processes the data set based on
the utterance 104 as well as data based on other utter-
ances to identify a speaker verification threshold for ver-
ifying the voice of a user in the surrounding environment
108 and similar environments. In some implementations,
verifying the voice of the user can also include identifying
the voice of the user.
[0019] Before using the speaker verification feature of
the computing device 106, the user 102 trains the com-
puting device 106 to recognize the user’s voice. To train
the computing device 106, the user 102 repeats several
phrases as prompted by the computing device 106. The
phrases may include the hotword as well as other words
and phrases. For example, the computing device 106
may prompt the user to say "Ok computer," "open," "call,"
"message" and other words. The computing device 106
processes the audio from the user’s voice to create a
voice template that the computing device 106 can use to
compare when the computing device 106 receives audio
through the microphone. The computing device 106 may
be a desktop computer, laptop computer, smartphone,
or tablet computer.
[0020] Once the computing device 106 has a voice
template for the user 102, the user can begin to speak
the hotword to initiate a voice command. The computing
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device 102 may be in a locked state with the microphone
active and processing audio received through the micro-
phone. The computing device 106 receives the audio re-
ceived through the microphone and stores the audio in
a buffer. The computing device 106 may store on the
previous few seconds of audio in the buffer. For example,
the computing device 106 may store five seconds of au-
dio. Instead of being in a locked state, the computing
device 102 may be in an unlocked state. In this instance
the microphone may still be active and the computing
device 106 can store and receive a particular amount of
audio in the buffer. In the example illustrated in FIG. 1,
the user 102 speaks "Ok computer" into the computing
device 106. The computing device 106 receives the audio
of the user’s voice and the audio received through the
microphone before the user spoke and stores the buff-
ered audio 110 for further processing.
[0021] In some implementations, an endpointer 112 re-
ceives the buffered audio 110 from the buffer of the com-
puting device 106. The endpointer 112 may be imple-
mented in software executed by one or more processors
of the computing device 106. The endpointer 112 iden-
tifies the audio frames of the buffered audio 110 that sep-
arate speech and non-speech and those audio frames
are endpoints. In the example illustrated in FIG. 1, the
buffered audio 110 includes non-speech audio 114 and
speech audio 116. The non-speech audio 114 corre-
sponds to the audio received by the microphone before
the user began speaking, and the speech audio 116 cor-
responds to the user speaking. For example, the non-
speech audio 114 corresponds to noise picked up by the
microphone before the user 102 began speaking, and
the speech audio 116 corresponds to the user speaking
"Ok computer."
[0022] In some implementations, instead of the end-
pointer 112 receiving the buffered audio 110 from the
buffer of the computing device 106, a neural network
module receives the buffered audio 110. The neural net-
work module may be implemented in software executed
by one or more processors of the computing device 106.
The neural network module analyzes the buffered audio
110 to identify an audio frame that separates speech from
non-speech. In the example illustrated in FIG. 1, the neu-
ral network identifies the audio frame that separates the
non-speech audio 114 from the speech audio 116.
[0023] The hotworder 118 receives the speech audio
116 from the endpointer 112 or the neural network mod-
ule. Similar to the endpointer 112, the hotworder may be
implemented in software executed by one or more proc-
essors of the computing device 106. The hotworder 118
compares the speech audio 112 to a hotword template
and determines whether the user spoke the hotword. In
some implementations, a computing device, such as the
server 160, may generate the hotword template from mul-
tiple users speaking the hotword and combining each
hotword audio segment. The hotword template may be
an average of the hotword audio segments as spoken
by the multiple users. In some implementations, the serv-

er 160 may generate the hotword template from a single
user speaking the hotword. In this instance, the hotword
template may be an average of multiple hotword audio
segments spoken by the single user.
[0024] The speaker verification module 120 receives
the buffered audio 110 from the endpointer 112 and com-
putes a speaker verification confidence score 122. The
scorer 124 of the speaker verification module 120 com-
putes the speaker verification confidence score 122. The
speaker verification confidence score 122 reflects the
likelihood that the user’s voice is captured in the speech
audio 116. To compute the speaker verification confi-
dence score 122, the scorer 124 compares the speech
audio 116 to the voice template for the user. In some
implementations, the speaker verification confidence
score 122 is a value between zero and one. The higher
the likelihood that the user’s voice is recorded in the
speech audio 116, the closer the speaker verification
confidence score 122 is to one.
[0025] The environmental context detector 125 of the
speaker verification module 120 analyzes the buffered
audio 110 to determine the environmental context data
126 associated with the buffered audio 110. The envi-
ronmental context may be related to the loudness of the
non-speech audio 114, the loudness of the speech audio
116, or a ratio of the loudness of the speech audio 116
to the loudness of the non-speech audio 114. The loud-
ness may be the decibel level of the non-speech audio
114, the speech audio 116, or the ratio of the two.
[0026] Using the speaker verification confidence score
122 and the environmental context 126, the speaker ver-
ification module 120 uses the thresholds 128 to conclude
whether the speech audio 116 corresponds to the user.
There may be different thresholds depending on the en-
vironmental context 126. For example if the environmen-
tal context indicates that the noises level of the non-
speech audio 114 is fifty-eight decibels, then the speaker
verification module 120 may use a threshold for the fifty
to sixty decibel range. The speaker verification module
120 compares the threshold to the speaker verification
confidence score 122 and if the speaker verification con-
fidence score 122 satisfies the threshold, then the speak-
er verification module concludes that the speaker who
spoke the speech audio 116 is the authorized user. In
some implementations, if the speaker verification confi-
dence score 122 is greater or equal to the threshold, then
the speaker is the authorized user. For example, if the
threshold is 0.7 and the speaker verification confidence
score 122 is 0.7, then the computing device 106 con-
cludes that the speaker is the authorized user.
[0027] The speaker verification module 120 stores the
speaker verification confidence score 122 and the envi-
ronmental context data 126 into a data set 130. In the
example shown in FIG. 1, the data set 130 includes a
speaker verification confidence score of 122 of 0.7 and
environmental context data 126 of 58 decibels. In some
implementations, the data set also includes the buffered
audio 110.
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[0028] A sample clusterer 132 receives the data set
130 from the computing device 106. The sample clusterer
132 may be implemented in software running on one or
more processors of a server. The sample cluster 132 is
capable of receiving the data set 130 from the computing
device 106 through a network. The sample clusterer 132
also receives other data sets from the computing device
106 each time the hotworder 118 detects a spoken hot-
word and from other users 134 speaking hotwords into
their respective computing devices.
[0029] In some implementations, a second speaker
verification module 136 computes an additional value to
add to the data set. The server 160 that includes the
sample cluster 132 may also include second speaker ver-
ification module 136 that performs processes the buff-
ered audio 110. The second speaker verification module
136 may perform a more robust analysis of the buffered
audio 110 that may not be possible on a computing device
106 with limited processing capabilities. The second
speaker verification module 136 computes a value similar
to the speaker verification module 120 in that the value
may be between zero and one and closer to one indicates
a closer match between the speech audio 116 and the
voice template. The sample clusterer 132 may add the
speaker verification confidence score from the second
speaker verification module 136 to each data set.
[0030] In some implementations, an accuracy feed-
back module 138 computes an additional value to the
data set. The accuracy feedback module 138 may gather
data collected from the user 102 regarding the user’s
successes and failures in using the speaker verification
feature of the computing device 106. There may be in-
stances when the user 102 speaks a hotword into the
microphone of the computing device 106 and the com-
puting device 106 does not recognize the user 102. This
is considered a false rejection. Alternatively, there may
be instances when an imposter speaks a hotword into
the microphone of the computing device 106 and the
computing device 106 inaccurately identifies the impost-
er as the user 102. This is considered a false acceptance.
Another example of a false acceptance is when the user
102 or an imposter speaks a word that is similar to a
hotword and the computing device 106 inaccurately de-
termines that the user 102 spoke the hotword. For ex-
ample, the user 102 may speak "hey scooter" and the
computing device 106 incorrectly determines that the us-
er 102 spoke "ok computer." An accurate verification of
the user 102 is a true acceptance, and an accurate re-
jection of an imposter or non-hotword is a true rejection.
[0031] To gather feedback from the user 102, the com-
puting device 106 may prompt the user 102 for a pass-
word or verify the user’s identity by another means other
than speaker verification. Once the user’s identity is ver-
ified, the computing device 106 may prompt the user 102
as to whether the user 102 tried to access the computing
device 106 using the speaker verification feature at par-
ticular times. The user 102 may label each access at-
tempt as a true acceptance, a true rejection, a false ac-

ceptance, or a false rejection. The computing device 102
provides the user feedback to the accuracy feedback
module 138. The accuracy feedback module 132 adds
the user feedback to the data set 130.
[0032] In instances where the user 102 identifies a
false rejection, the computing device may use the buff-
ered audio 110 to further refine the voice template that
is used to recognize the user 102. As an example, user
102 says, "Ok computer," and the hotworder 118 of the
computing device 106 recognizes the spoken hotword.
The speaker verification module 120 of the computing
device 106 does not recognize the user’s voice because
the speaker verification score for the utterance is below
the speaker verification threshold for the environmental
context in which the user is speaking. The computing
device 106 prompts the user 102 whether the user 102
said "Ok computer." The user 102 confirms that the user
102 said "Ok computer," and the computing device labels
the utterance as a false rejection. Since the computing
device did not recognize the user’s voice, the speaker
verification module 120 updates the voice template with
the recent utterance in order to improve speaker verifi-
cation for the user 102 and reduce false rejections and
false acceptances.
[0033] In some implementations, the second speaker
verification module 136 adds, to the data set, a label that
indicates whether the data set corresponds to a true re-
jection, true acceptance, false rejection, or a false ac-
ceptance. In this instance, the computing device 106 in-
cludes, in the data set 130, an additional data field indi-
cating whether the speaker verification module 120 iden-
tified the speech audio 116 as corresponding to the voice
template. The second speaker verification module 136
performs additional computations on the buffered audio
110 to identify whether the speaker verification module
120 made a true rejection, true acceptance, false rejec-
tion, or a false acceptance. The second speaker verifi-
cation module 136 may have more computing resources
available compared to the computing resources of the
computing device 106.
[0034] The sample clusterer 132 clusters the data set
130 and the other data sets according to similar environ-
mental context data. The sample clusterer 132 deter-
mines one or more environmental context data ranges
such that each environmental context data range will in-
clude a minimum number of data sets. For example, the
sample clusterer 132 may have a minimum number of
data sets for each environmental context data ranges of
eight hundred data sets. In the example illustrated in FIG.
1, the sample clusterer 132 identified three data set clus-
ters. Data set cluster 140 contains the data sets that have
environmental context data between fifty and sixty dec-
ibels. Data set cluster 142 contains the data sets that
have environmental context data between sixty and sev-
enty decibels. Data set cluster 144 contains the data sets
that have environmental context data between seventy
and eighty decibels.
[0035] In some implementations, the sample clusterer
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132 clusters the data set 130 and other data sets that
correspond to utterances spoken by the same user. In
the example shown in FIG. 1, the sample clusterer 132
may cluster data sets that correspond to utterances spo-
ken by user 102. When clustering only data sets that
correspond to utterances spoken by a particular user,
the minimum number of data sets required for each en-
vironmental context may be different than when cluster-
ing data sets that correspond to utterances spoken by
multiple users.
[0036] The threshold selector 146 uses a selection cri-
teria 148 to select a particular data set from each data
set cluster. The selected data set cluster is a data set
that the threshold selector selects as a data set that in-
cludes the speaker verification confidence value to be
used as a speaker verification confidence threshold for
future speaker verification confidence values that are as-
sociated with environmental context data within the en-
vironmental context data range. In some implementa-
tions, the selection criteria is an empirically defined target
rejection rate. An empirically defined target rejection rate
is based on analyzing past hotword utterance data. In
analyzing the past hotword utterance data, a line be-
tween authorized users speaking a hotword and impost-
ers speaking a hotword may become apparent such that
a certain percentage of past hotword utterance data is
from authorized users speaking a hotword. An example
empirically defined target rejection rate is seven percent.
With a seven percent empirically defined target rejection
rate, the threshold selector 146 ranks the data sets in
each data set cluster by the speaker verification score
and selects the data set that with the speaker verification
score that is higher than seven percent of the data sets
in the data set cluster.
[0037] In the example illustrated in FIG. 1, the thresh-
old selector 146 identifies a data set at the seven percent
target rejection rate for each of the data set cluster 140,
142, and 144. As shown in the speaker verification
threshold table 150, the data set cluster 140 that contains
the data sets with environmental context data between
fifty and sixty decibels has, at the seven percent level, a
data set that contains a speaker verification score of 0.7.
The data set cluster 142 that contains the data sets with
environmental context data between sixty and seventy
decibels has, at the seven percent level, a data set that
contains a speaker verification score of 0.6. The data set
cluster 144 that contains the data sets with environmental
context data between seventy and eighty decibels has,
at the seven percent level, a data set that contains a
speaker verification score of 0.4.
[0038] In some implementations, the threshold selec-
tor 146 may use the additional data from the accuracy
feedback module 138. With the data from the accuracy
feedback module 138, the threshold selector 146 ranks
the data sets in each data set cluster by the speaker
verification score. The threshold selector 146 may select
the data set that best separates the acceptances from
the rejections in each data set group and the speaker

verification confidence score for the selected data set is
the speaker verification confidence threshold for the en-
vironmental context data range of that data set cluster.
In each data set cluster, the selected data set may be at
a different percentage level. When selecting the data set
that separates the acceptances from the rejections in
each data set cluster, the line may not be apparent be-
cause some of the data sets are likely false rejections
and false acceptances. In these instances, the threshold
selector 146 may select the data set that divides the data
set cluster so that most of the false rejections are on the
side with the true acceptances and the false acceptances
are on the side with the true rejections. The threshold
selector 146 may also use the label that was added by
the second speaker verification module 136 and that in-
dicates whether the data set corresponds to a true rejec-
tion, true acceptance, false rejection, or a false accept-
ance in a similar fashion to the additional data from the
accuracy feedback module 138.
[0039] In some implementations, the threshold selec-
tor 146 may use the additional data from the second
speaker verification module 136. With the data from the
second speaker verification module 136, the threshold
selector 146 may rank the data sets in each data set
cluster by the speaker verification confidence score from
the second speaker verification module 136. The thresh-
old selector 146 may use the empirically defined target
rejection rate to divide each data set cluster. The thresh-
old selector 146 may either select the speaker verification
confidence score from the second speaker verification
module 136 or the speaker verification confidence score
from the second speaker verification module 120 as the
speaker verification confidence threshold.
[0040] In some implementations, the threshold selec-
tor 146 may use both the additional data from the second
speaker verification module 136 and the additional data
from the accuracy feedback module 138. In this instance,
the threshold selector 146 may rank the data sets using
the speaker verification confidence score from the sec-
ond speaker verification module 136 and select a data
set cluster based on the additional data from the accuracy
feedback module 138 as previously described. Similar
to above, the threshold selector 146 may either select
the speaker verification confidence score from the sec-
ond speaker verification module 136 or the speaker ver-
ification confidence score from the second speaker ver-
ification module 120 as the speaker verification confi-
dence threshold.
[0041] The threshold selector 146 provides the speak-
er verification threshold table 150 to the computing de-
vice 106 and other computing devices 152 for use in
speaker verification. The threshold selector 146 may pro-
vide the speaker verification threshold table 150 to the
computing devices on a periodic basis such as every
week or as a part of other software updates. Alternatively,
the threshold selector 146 may provide the speaker ver-
ification threshold table 150 to the computing devices
when prompted by computing devices. The computing

9 10 



EP 3 154 055 B1

7

5

10

15

20

25

30

35

40

45

50

55

device 120 may request an updated speaker verification
threshold table 150 if the user 102 frequently provides
feedback suggesting that the speaker verification thresh-
old module 120 has many false acceptances or false re-
jections. Once the computing device 120 receives the
speaker verification threshold table 150, the computing
device 120 stores the speaker verification threshold table
150 in the thresholds 128 for future speaker verification.
[0042] FIG. 2 is a diagram of an example process 200
for speaker verification. The process 200 may be per-
formed by a computing device such as the server 160
that includes the sample clusterer 132 and the threshold
selector 146 from FIG. 1. The process 200 analyzes data
sets related to speaker verification and computes speak-
er verification confidence score thresholds for use in dif-
ferent environmental contexts.
[0043] The computing device receives, for each of mul-
tiple utterances of a hotword, a data set including at least
(i) a speaker verification confidence score associated
with the utterance, and (ii) environmental context data
associated with the utterance (210). The data set is cre-
ated by a user device that receives the utterance of the
hotword from a user. The user device computes a speak-
er verification confidence score by comparing the hot-
word utterance to a voice template for the user. The user
device computes environmental context data that is typ-
ically based on the noise level of the utterance. In some
implementations, the environmental context data speci-
fies an amount of noise detected by the user device for
the time period before the user speaks the utterance. For
example, the environmental context data may be based
on the root mean square or the decibel level of the audio
signal received for a particular period of time before the
user speaks. In some implementations, the environmen-
tal context data may be based on the loudness of the
utterance. For example, the environmental context data
may be based on the root mean square or the decibel
level of the utterance. In some implementations, the en-
vironmental context data may be based on a signal to
noise ratio of the utterance or of a ratio of the loudness
of the audio signal received for the particular period of
time before the user speaks to the loudness of the utter-
ance.
[0044] In some implementations, the computing device
may add additional data to the data set. The computing
device may add a post trigger accuracy indicator. The
computing device may gather post trigger accuracy data
after the user device makes a determination as to the
verification of the user based on the audio signal. For
example, the user device reject a user’s attempt to use
the speaker verification feature and then authenticate the
user by prompting the user to enter a password. In this
instance, the computing device could add to the data set
that the data set represents a false rejection. In some
implementations, the user device may also include the
audio signal in the data set. The computing device may
analyze the audio signal to compute a different, second
speaker verification confidence score to include with the

data set.
[0045] The computing device selects from among the
data sets, a subset of the data sets that are associated
with a particular environmental context (220). The com-
puting device clusters the data sets based on the envi-
ronment context data such that the clusters each include
at least a minimum number of data sets. The computing
device may select an environmental context data range
to cluster the data sets. For example, the computing de-
vice may cluster the data sets based on the loudness of
the audio signal received for a particular period of time
before the user speaks.
[0046] The computing device selects a particular data
set from among the subset of data sets based on one or
more selection criteria (230). The computing device
ranks the subset of the data sets according to the envi-
ronmental context data. In some implementations, the
computing device may select a particular data set based
on an empirically defined target rejection rate. In some
implementations, the computing device may select a par-
ticular data set based on the post trigger accuracy data.
In some implementations, the computing device may
rank the subset of the data sets according to the different,
second speaker verification confidence score and select
the particular data set based on the different, second
speaker verification confidence score.
[0047] The computing device selects, as a speaker
verification threshold for the particular environmental
context, the speaker verification confidence score includ-
ed in the particular data set (240). For example, the com-
puting device selects, in the environmental context data
range of fifty to sixty decibels, the data set with a speaker
verification confidence score of 0.7. The speaker verifi-
cation confidence score of 0.7 is the speaker verification
confidence threshold for utterances in the fifty to sixty
decibel range.
[0048] The computing device provides the speaker
verification threshold for use in performing speaker ver-
ification of utterances that are associated with the par-
ticular environmental context (250). In some implemen-
tations, the computing device provides the environment
context data range and the corresponding speaker ver-
ification confidence threshold as well as other environ-
ment context data ranges and corresponding speaker
verification confidence thresholds to user devices for use
in speaker verification.
[0049] In some implementations, the computing device
may select, based on the environmental context data,
subsets of the data sets that are spoken by a particular
user. In this instance, the computing device identifies a
speaker verification threshold for the particular user and
provides the corresponding speaker verification thresh-
old and the environmental context data to the particular
user’s device. The computing device may also use data
from the post trigger accuracy indicator and the different,
second speaker verification score to identify speaker ver-
ification threshold for the particular user.
[0050] Embodiments of the subject matter and the op-
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erations described in this specification can be implement-
ed in digital electronic circuitry, or in computer software,
firmware, or hardware, including the structures disclosed
in this specification and their structural equivalents, or in
combinations of one or more of them. Embodiments of
the subject matter described in this specification can be
implemented as one or more computer programs, i.e.,
one or more modules of computer program instructions,
encoded on computer storage medium for execution by,
or to control the operation of, data processing apparatus.
Alternatively or in addition, the program instructions can
be encoded on an artificially-generated propagated sig-
nal, e.g., a machine-generated electrical, optical, or elec-
tromagnetic signal, that is generated to encode informa-
tion for transmission to suitable receiver apparatus for
execution by a data processing apparatus. A computer
storage medium can be, or be included in, a computer-
readable storage device, a computer-readable storage
substrate, a random or serial access memory array or
device, or a combination of one or more of them. More-
over, while a computer storage medium is not a propa-
gated signal, a computer storage medium can be a
source or destination of computer program instructions
encoded in an artificially-generated propagated signal.
The computer storage medium can also be, or be includ-
ed in, one or more separate physical components or me-
dia (e.g., multiple CDs, disks, or other storage devices).
[0051] The operations described in this specification
can be implemented as operations performed by a data
processing apparatus on data stored on one or more
computer-readable storage devices or received from oth-
er sources.
[0052] The term "data processing apparatus" encom-
passes all kinds of apparatus, devices, and machines for
processing data, including by way of example a program-
mable processor, a computer, a system on a chip, or
multiple ones, or combinations, of the foregoing The ap-
paratus can include special purpose logic circuitry, e.g.,
an FPGA (field programmable gate array) or an ASIC
(application-specific integrated circuit). The apparatus
can also include, in addition to hardware, code that cre-
ates an execution environment for the computer program
in question, e.g., code that constitutes processor
firmware, a protocol stack, a database management sys-
tem, an operating system, a cross-platform runtime en-
vironment, a virtual machine, or a combination of one or
more of them. The apparatus and execution environment
can realize various different computing model infrastruc-
tures, such as web services, distributed computing and
grid computing infrastructures.
[0053] A computer program (also known as a program,
software, software application, script, or code) can be
written in any form of programming language, including
compiled or interpreted languages, declarative or proce-
dural languages, and it can be deployed in any form,
including as a stand-alone program or as a module, com-
ponent, subroutine, object, or other unit suitable for use
in a computing environment. A computer program may,

but need not, correspond to a file in a file system. A pro-
gram can be stored in a portion of a file that holds other
programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated
to the program in question, or in multiple coordinated files
(e.g., files that store one or more modules, sub-programs,
or portions of code). A computer program can be de-
ployed to be executed on one computer or on multiple
computers that are located at one site or distributed
across multiple sites and interconnected by a communi-
cation network.
[0054] The processes and logic flows described in this
specification can be performed by one or more program-
mable processors executing one or more computer pro-
grams to perform actions by operating on input data and
generating output. The processes and logic flows can
also be performed by, and apparatus can also be imple-
mented as, special purpose logic circuitry, e.g., an FPGA
(field programmable gate array) or an ASIC (application-
specific integrated circuit).
[0055] Processors suitable for the execution of a com-
puter program include, by way of example, both general
and special purpose microprocessors, and any one or
more processors of any kind of digital computer. Gener-
ally, a processor will receive instructions and data from
a read-only memory or a random access memory or both.
The essential elements of a computer are a processor
for performing actions in accordance with instructions
and one or more memory devices for storing instructions
and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data
to, or both, one or more mass storage devices for storing
data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices.
Moreover, a computer can be embedded in another de-
vice, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console,
a Global Positioning System (GPS) receiver, or a porta-
ble storage device (e.g., a universal serial bus (USB)
flash drive), to name just a few. Devices suitable for stor-
ing computer program instructions and data include all
forms of non-volatile memory, media and memory devic-
es, including by way of example semiconductor memory
devices, e.g., EPROM, EEPROM, and flash memory de-
vices; magnetic disks, e.g., internal hard disks or remov-
able disks; magneto-optical disks; and CD-ROM and
DVD-ROM disks. The processor and the memory can be
supplemented by, or incorporated in, special purpose
logic circuitry.
[0056] To provide for interaction with a user, embodi-
ments of the subject matter described in this specification
can be implemented on a computer having a display de-
vice, e.g., a CRT (cathode ray tube) or LCD (liquid crystal
display) monitor, for displaying information to the user
and a keyboard and a pointing device, e.g., a mouse or
a trackball, by which the user can provide input to the
computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, feedback
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provided to the user can be any form of sensory feedback,
e.g., visual feedback, auditory feedback, or tactile feed-
back; and input from the user can be received in any
form, including acoustic, speech, or tactile input. In ad-
dition, a computer can interact with a user by sending
documents to and receiving documents from a device
that is used by the user; for example, by sending web
pages to a web browser on a user’s client device in re-
sponse to requests received from the web browser.
[0057] Embodiments of the subject matter described
in this specification can be implemented in a computing
system that includes a back-end component, e.g., as a
data server, or that includes a middleware component,
e.g., an application server, or that includes a front-end
component, e.g., a client computer having a graphical
user interface or a Web browser through which a user
can interact with an implementation of the subject matter
described in this specification, or any combination of one
or more such back-end, middleware, or front-end com-
ponents. The components of the system can be intercon-
nected by any form or medium of digital data communi-
cation, e.g., a communication network. Examples of com-
munication networks include a local area network ("LAN")
and a wide area network ("WAN"), an inter-network (e.g.,
the Internet), and peer-to-peer networks (e.g., ad hoc
peer-to-peer networks).
[0058] A system of one or more computers can be con-
figured to perform particular operations or actions by vir-
tue of having software, firmware, hardware, or a combi-
nation of them installed on the system that in operation
causes or cause the system to perform the actions. One
or more computer programs can be configured to perform
particular operations or actions by virtue of including in-
structions that, when executed by data processing ap-
paratus, cause the apparatus to perform the actions.
[0059] The computing system can include clients and
servers. A client and server are generally remote from
each other and typically interact through a communica-
tion network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other. In some embodiments, a server transmits data
(e.g., an HTML page) to a client device (e.g., for purposes
of displaying data to and receiving user input from a user
interacting with the client device). Data generated at the
client device (e.g., a result of the user interaction) can be
received from the client device at the server.
[0060] While this specification contains many specific
implementation details, these should not be construed
as limitations on the scope of any inventions or of what
may be claimed, but rather as descriptions of features
specific to particular embodiments of particular inven-
tions. Certain features that are described in this specifi-
cation in the context of separate embodiments can also
be implemented in combination in a single embodiment.
Conversely, various features that are described in the
context of a single embodiment can also be implemented
in multiple embodiments separately or in any suitable

subcombination. Moreover, although features may be
described above as acting in certain combinations and
even initially claimed as such, one or more features from
a claimed combination can in some cases be excised
from the combination, and the claimed combination may
be directed to a subcombination or variation of a sub-
combination.
[0061] Similarly, while operations are depicted in the
drawings in a particular order, this should not be under-
stood as requiring that such operations be performed in
the particular order shown or in sequential order, or that
all illustrated operations be performed, to achieve desir-
able results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system components in the embod-
iments described above should not be understood as re-
quiring such separation in all embodiments, and it should
be understood that the described program components
and systems can generally be integrated together in a
single software product or packaged into multiple soft-
ware products.
[0062] Thus, particular embodiments of the subject
matter have been described. Other embodiments are
within the scope of the following claims. In some cases,
the actions recited in the claims can be performed in a
different order and still achieve desirable results. In ad-
dition, the processes depicted in the accompanying fig-
ures do not necessarily require the particular order
shown, or sequential order, to achieve desirable results.
In certain implementations, multitasking and parallel
processing may be advantageous.
[0063] FIG. 3 shows an example of a computing device
300 and a mobile computing device 350 that can be used
to implement the techniques described here. The com-
puting device 300 is intended to represent various forms
of digital computers, such as laptops, desktops, worksta-
tions, personal digital assistants, servers, blade servers,
mainframes, and other appropriate computers. The mo-
bile computing device 350 is intended to represent vari-
ous forms of mobile devices, such as personal digital
assistants, cellular telephones, smart-phones, and other
similar computing devices. The components shown here,
their connections and relationships, and their functions,
are meant to be examples only, and are not meant to be
limiting.
[0064] The computing device 300 includes a processor
302, a memory 304, a storage device 306, a high-speed
interface 308 connecting to the memory 304 and multiple
high-speed expansion ports 310, and a low-speed inter-
face 312 connecting to a low-speed expansion port 314
and the storage device 306. Each of the processor 302,
the memory 304, the storage device 306, the high-speed
interface 308, the high-speed expansion ports 310, and
the low-speed interface 312, are interconnected using
various busses, and may be mounted on a common
motherboard or in other manners as appropriate. The
processor 302 can process instructions for execution
within the computing device 300, including instructions
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stored in the memory 304 or on the storage device 306
to display graphical information for a GUI on an external
input/output device, such as a display 316 coupled to the
high-speed interface 308. In other implementations, mul-
tiple processors and/or multiple buses may be used, as
appropriate, along with multiple memories and types of
memory. Also, multiple computing devices may be con-
nected, with each device providing portions of the nec-
essary operations (e.g., as a server bank, a group of
blade servers, or a multi-processor system).
[0065] The memory 304 stores information within the
computing device 300. In some implementations, the
memory 304 is a volatile memory unit or units. In some
implementations, the memory 304 is a non-volatile mem-
ory unit or units. The memory 304 may also be another
form of computer-readable medium, such as a magnetic
or optical disk.
[0066] The storage device 306 is capable of providing
mass storage for the computing device 300. In some im-
plementations, the storage device 306 may be or contain
a computer-readable medium, such as a floppy disk de-
vice, a hard disk device, an optical disk device, or a tape
device, a flash memory or other similar solid state mem-
ory device, or an array of devices, including devices in a
storage area network or other configurations. Instruc-
tions can be stored in an information carrier. The instruc-
tions, when executed by one or more processing devices
(for example, processor 302), perform one or more meth-
ods, such as those described above. The instructions
can also be stored by one or more storage devices such
as computer- or machine-readable mediums (for exam-
ple, the memory 304, the storage device 306, or memory
on the processor 302).
[0067] The high-speed interface 308 manages band-
width-intensive operations for the computing device 300,
while the low-speed interface 312 manages lower band-
width-intensive operations. Such allocation of functions
is an example only. In some implementations, the high-
speed interface 308 is coupled to the memory 304, the
display 316 (e.g., through a graphics processor or accel-
erator), and to the high-speed expansion ports 310,
which may accept various expansion cards (not shown).
In the implementation, the low-speed interface 312 is
coupled to the storage device 306 and the low-speed
expansion port 314. The low-speed expansion port 314,
which may include various communication ports (e.g.,
USB, Bluetooth, Ethernet, wireless Ethernet) may be
coupled to one or more input/output devices, such as a
keyboard, a pointing device, a scanner, or a networking
device such as a switch or router, e.g., through a network
adapter.
[0068] The computing device 300 may be implement-
ed in a number of different forms, as shown in the figure.
For example, it may be implemented as a standard server
320, or multiple times in a group of such servers. In ad-
dition, it may be implemented in a personal computer
such as a laptop computer 322. It may also be imple-
mented as part of a rack server system 324. Alternatively,

components from the computing device 300 may be com-
bined with other components in a mobile device (not
shown), such as a mobile computing device 350. Each
of such devices may contain one or more of the comput-
ing device 300 and the mobile computing device 350,
and an entire system may be made up of multiple com-
puting devices communicating with each other.
[0069] The mobile computing device 350 includes a
processor 352, a memory 364, an input/output device
such as a display 354, a communication interface 366,
and a transceiver 368, among other components. The
mobile computing device 350 may also be provided with
a storage device, such as a micro-drive or other device,
to provide additional storage. Each of the processor 352,
the memory 364, the display 354, the communication in-
terface 366, and the transceiver 368, are interconnected
using various buses, and several of the components may
be mounted on a common motherboard or in other man-
ners as appropriate.
[0070] The processor 352 can execute instructions
within the mobile computing device 350, including in-
structions stored in the memory 364. The processor 352
may be implemented as a chipset of chips that include
separate and multiple analog and digital processors. The
processor 352 may provide, for example, for coordination
of the other components of the mobile computing device
350, such as control of user interfaces, applications run
by the mobile computing device 350, and wireless com-
munication by the mobile computing device 350.
[0071] The processor 352 may communicate with a
user through a control interface 358 and a display inter-
face 356 coupled to the display 354. The display 354 may
be, for example, a TFT (Thin-Film-Transistor Liquid Crys-
tal Display) display or an OLED (Organic Light Emitting
Diode) display, or other appropriate display technology.
The display interface 356 may comprise appropriate cir-
cuitry for driving the display 354 to present graphical and
other information to a user. The control interface 358 may
receive commands from a user and convert them for sub-
mission to the processor 352. In addition, an external
interface 362 may provide communication with the proc-
essor 352, so as to enable near area communication of
the mobile computing device 350 with other devices. The
external interface 362 may provide, for example, for wired
communication in some implementations, or for wireless
communication in other implementations, and multiple
interfaces may also be used.
[0072] The memory 364 stores information within the
mobile computing device 350. The memory 364 can be
implemented as one or more of a computer-readable me-
dium or media, a volatile memory unit or units, or a non-
volatile memory unit or units. An expansion memory 374
may also be provided and connected to the mobile com-
puting device 350 through an expansion interface 372,
which may include, for example, a SIMM (Single In Line
Memory Module) card interface. The expansion memory
374 may provide extra storage space for the mobile com-
puting device 350, or may also store applications or other
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information for the mobile computing device 350. Spe-
cifically, the expansion memory 374 may include instruc-
tions to carry out or supplement the processes described
above, and may include secure information also. Thus,
for example, the expansion memory 374 may be provide
as a security module for the mobile computing device
350, and may be programmed with instructions that per-
mit secure use of the mobile computing device 350. In
addition, secure applications may be provided via the
SIMM cards, along with additional information, such as
placing identifying information on the SIMM card in a non-
hackable manner.
[0073] The memory may include, for example, flash
memory and/or NVRAM memory (non-volatile random
access memory), as discussed below. In some imple-
mentations, instructions are stored in an information car-
rier. that the instructions, when executed by one or more
processing devices (for example, processor 352), per-
form one or more methods, such as those described
above. The instructions can also be stored by one or
more storage devices, such as one or more computer-
or machine-readable mediums (for example, the memory
364, the expansion memory 374, or memory on the proc-
essor 352). In some implementations, the instructions
can be received in a propagated signal, for example, over
the transceiver 368 or the external interface 362.
[0074] The mobile computing device 350 may commu-
nicate wirelessly through the communication interface
366, which may include digital signal processing circuitry
where necessary. The communication interface 366 may
provide for communications under various modes or pro-
tocols, such as GSM voice calls (Global System for Mo-
bile communications), SMS (Short Message Service),
EMS (Enhanced Messaging Service), or MMS messag-
ing (Multimedia Messaging Service), CDMA (code divi-
sion multiple access), TDMA (time division multiple ac-
cess), PDC (Personal Digital Cellular), WCDMA (Wide-
band Code Division Multiple Access), CDMA2000, or
GPRS (General Packet Radio Service), among others.
Such communication may occur, for example, through
the transceiver 368 using a radiofrequency. In addition,
short-range communication may occur, such as using a
Bluetooth, WiFi, or other such transceiver (not shown).
In addition, a GPS (Global Positioning System) receiver
module 370 may provide additional navigation- and lo-
cation-related wireless data to the mobile computing de-
vice 350, which may be used as appropriate by applica-
tions running on the mobile computing device 350.
[0075] The mobile computing device 350 may also
communicate audibly using an audio codec 360, which
may receive spoken information from a user and convert
it to usable digital information. The audio codec 360 may
likewise generate audible sound for a user, such as
through a speaker, e.g., in a handset of the mobile com-
puting device 350. Such sound may include sound from
voice telephone calls, may include recorded sound (e.g.,
voice messages, music files, etc.) and may also include
sound generated by applications operating on the mobile

computing device 350.
[0076] The mobile computing device 350 may be im-
plemented in a number of different forms, as shown in
the figure. For example, it may be implemented as a cel-
lular telephone 380. It may also be implemented as part
of a smart-phone 382, personal digital assistant, or other
similar mobile device.
[0077] Various implementations of the systems and
techniques described here can be realized in digital elec-
tronic circuitry, integrated circuitry, specially designed
ASICs (application specific integrated circuits), computer
hardware, firmware, software, and/or combinations
thereof. These various implementations can include im-
plementation in one or more computer programs that are
executable and/or interpretable on a programmable sys-
tem including at least one programmable processor,
which may be special or general purpose, coupled to
receive data and instructions from, and to transmit data
and instructions to, a storage system, at least one input
device, and at least one output device.
[0078] These computer programs (also known as pro-
grams, software, software applications or code) include
machine instructions for a programmable processor, and
can be implemented in a high-level procedural and/or
object-oriented programming language, and/or in as-
sembly/machine language. As used herein, the terms
machine-readable medium and computer-readable me-
dium refer to any computer program product, apparatus
and/or device (e.g., magnetic discs, optical disks, mem-
ory, Programmable Logic Devices (PLDs)) used to pro-
vide machine instructions and/or data to a programmable
processor, including a machine-readable medium that
receives machine instructions as a machine-readable
signal.
[0079] The term machine-readable signal refers to any
signal used to provide machine instructions and/or data
to a programmable processor.
[0080] To provide for interaction with a user, the sys-
tems and techniques described here can be implemented
on a computer having a display device (e.g., a CRT (cath-
ode ray tube) or LCD (liquid crystal display) monitor) for
displaying information to the user and a keyboard and a
pointing device (e.g., a mouse or a trackball) by which
the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a
user as well; for example, feedback provided to the user
can be any form of sensory feedback (e.g., visual feed-
back, auditory feedback, or tactile feedback); and input
from the user can be received in any form, including
acoustic, speech, or tactile input.
[0081] The systems and techniques described here
can be implemented in a computing system that includes
a back end component (e.g., as a data server), or that
includes a middleware component (e.g., an application
server), or that includes a front end component (e.g., a
client computer having a graphical user interface or a
Web browser through which a user can interact with an
implementation of the systems and techniques described
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here), or any combination of such back end, middleware,
or front end components. The components of the system
can be interconnected by any form or medium of digital
data communication (e.g., a communication network).
Examples of communication networks include a local ar-
ea network (LAN), a wide area network (WAN), and the
Internet.
[0082] The computing system can include clients and
servers. A client and server are generally remote from
each other and typically interact through a communica-
tion network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.
[0083] Although a few implementations have been de-
scribed in detail above, other modifications are possible.
For example, while a client application is described as
accessing the delegate(s), in other implementations the
delegate(s) may be employed by other applications im-
plemented by one or more processors, such as an ap-
plication executing on one or more servers. In addition,
the logic flows depicted in the figures do not require the
particular order shown, or sequential order, to achieve
desirable results. In addition, other actions may be pro-
vided, or actions may be eliminated, from the described
flows, and other components may be added to, or re-
moved from, the described systems.

Claims

1. A computer-implemented method for use with a
speaker verification system in which users speak ut-
terances of a predefined hotword to invoke the at-
tention of a computing device and the computing de-
vice uses a voice template for a user to perform
speaker verification to identify whether the speaker
of the utterance is the user, the method comprising:

in order to gather feedback from the user regard-
ing the user’s successes and failures in using
the speaker verification system, prompting the
user to verify their identification using a tech-
nique other than voice-based speaker identifi-
cation;
in response to the user successfully verifying
their identification using the technique other
than voice-based speaker identification,
prompting the user to confirm whether audio da-
ta corresponding to an utterance of the prede-
fined hotword received at a particular time was
falsely rejected due to it having been incorrectly
determined that it was not the user who uttered
the predefined hotword;
receiving data indicating that the user has con-
firmed that the audio data corresponding to the
utterance was falsely rejected; and
in response to receiving the data indicating that

the user has confirmed that the audio data cor-
responding to the utterance was falsely rejected,
labelling the utterance as a false rejection, pro-
viding, to an accuracy feedback module and for
addition to a data set corresponding to the ut-
terance, an indication that the utterance has
been confirmed as a false rejection, and using
the audio data to update the voice template for
the user for use in determining whether audio
data corresponding to subsequently received ut-
terances of the predefined hotword are to be ac-
cepted or rejected.

2. The method of claim 1, wherein prompting the user
to verify their identification using a technique other
than voice-based speaker identification comprises:
prompting the user for a password.

3. The method of claim 1, comprising:
in response to the user successfully verifying their
identification using the technique other than voice-
based speaker identification, prompting the user to
confirm whether the audio data corresponding to the
utterance of the predefined hotword was properly
accepted, properly rejected, falsely accepted, or
falsely rejected.

4. A system for use with a speaker verification system
in which users speak utterances of a predefined hot-
word to invoke the attention of a computing device
and the computing device uses a voice template for
a user to perform speaker verification to identify
whether the speaker of the utterance is the user, the
system comprising:
one or more computers and one or more storage
devices storing instructions that are operable, when
executed by the one or more computers, to cause
the one or more computers to perform operations
comprising:

in order to gather feedback from the user regard-
ing the user’s successes and failures in using
the speaker verification system, prompting the
user to verify their identification using a tech-
nique other than voice-based speaker identifi-
cation;
in response to the user successfully verifying
their identification using the technique other
than voice-based speaker identification,
prompting the user to confirm whether audio da-
ta corresponding to an utterance of the prede-
fined hotword received at a particular time was
falsely rejected due to it having been incorrectly
determined that it was not the user who uttered
the predefined hotword;
receiving data indicating that the user has con-
firmed that the audio data corresponding to the
utterance was falsely rejected; and
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in response to receiving the data indicating that
the user has confirmed that the audio data cor-
responding to the utterance was falsely rejected,
labelling the utterance as a false rejection, pro-
viding, to an accuracy feedback module and for
addition to a data set corresponding to the ut-
terance, an indication that the utterance has
been confirmed as a false rejection, and using
the audio data to update the voice template for
the user for use in determining whether audio
data corresponding to subsequently received ut-
terances by users of the predefined hotword are
to be accepted or rejected.

5. The system of claim 4, wherein prompting the user
to verify their identification using a technique other
than voice-based speaker identification comprises:
prompting the user for a password.

6. The system of claim 4, wherein the operations further
comprise:
in response to the user successfully verifying their
identification using the technique other than voice-
based speaker identification, prompting the user to
confirm whether the audio data corresponding to the
utterance of the predefined hotword was properly
accepted, properly rejected, falsely accepted, or
falsely rejected.

7. A non-transitory computer-readable medium storing
software comprising instructions executable by one
or more computers which, upon such execution,
cause the one or more computers to perform the
method of any one of claims 1-3.

Patentansprüche

1. Computerimplementiertes Verfahren zur Verwen-
dung mit einem Sprecherverifizierungssystem, in
welchem Benutzer Äußerungen eines vorbestimm-
ten Hotword aussprechen, um eine Computervor-
richtung aufmerksam zu machen und wobei die
Computervorrichtung eine Sprachvorlage verwen-
det, um zu veranlassen, dass ein Benutzer eine
Sprecherverifizierung ausführt, um zu identifizieren,
ob der Sprecher der Äußerung der Benutzer ist, wo-
bei das Verfahren umfasst:

Auffordern des Benutzers, seine Identifizierung
unter Verwendung einer Technik, welche von
einer sprachbasierten Sprecheridentifizierung
unterschiedlich ist, zu verifizieren, um ein Feed-
back von dem Benutzer bezüglich der Erfolge
und der Versagen beim Verwenden des Spre-
cherverifizierungssystems zu sammeln;
als Reaktion auf eine erfolgreiche Verifizierung,
durch den Benutzer, seiner Identifizierung, unter

Verwendung der Technik, welche von einer
sprachbasierten Sprecheridentifizierung unter-
schiedlich ist, Auffordern des Benutzers, zu be-
stätigen, ob Audiodaten, welche einer Äußerung
des vorbestimmten Hotword entsprechen, das
zu einem bestimmten Zeitpunkt empfangen
wurde, fälschlicherweise abgelehnt wurden,
weil irrtümlicherweise bestimmt wurde, dass es
sich nicht um den Benutzer handelte, welcher
das vorbestimmte Hotword äußerte;
Empfangen von Daten, welche angeben, dass
der Benutzer bestätigt hat, dass die Audiodaten,
welche der Äußerung entsprechen, fälschlicher-
weise abgelehnt wurden; und
als Reaktion auf das Empfangen der Daten, wel-
che angeben, dass der Benutzer bestätigt hat,
dass die Audiodaten, welche der Äußerung ent-
sprechen, fälschicherweise abgelehnt wurden,
Kennzeichnen der Äußerung als eine falsche
Ablehnung, Bereitstellen, an ein Genauigkeits-
feedbackmodul, und zum Hinzufügen zu einem
Datensatz, welcher der Äußerung entspricht, ei-
ner Angabe, dass die Äußerung als falsche Ab-
lehnung bestätigt wurde, und Verwenden der
Audiodaten, um die Sprachvorlage zu aktuali-
sieren, zur Verwendung durch den Benutzer,
um zu bestimmen, ob die Audiodaten, welche
anschließend empfangenen Äußerungen des
vorbestimmten Hotword entsprechen, akzep-
tiert oder abgelehnt werden sollen.

2. Verfahren nach Anspruch 1, wobei das Auffordern
des Benutzers, seine Identifizierung unter Verwen-
dung einer Technik zu verifizieren, welche von einer
sprachbasierten Sprecheridentifizierung unter-
schiedlich ist, umfasst:
Auffordern des Benutzers, ein Passwort einzuge-
ben.

3. Verfahren nach Anspruch 1, umfassend:
als Reaktion auf die erfolgreiche Verifizierung, durch
den Benutzer, seiner Identifizierung, unter Verwen-
dung der Technik, welche von einer sprachbasierten
Sprecheridentifizierung unterschiedlich ist, Auffor-
dern des Benutzers, zu bestätigen, ob die Audioda-
ten, welche einer Äußerung des vorbestimmten Hot-
word entsprechen, ordnungsgemäß akzeptiert, ord-
nungsgemäß abgelehnt, fälschlicherweise akzep-
tiert oder fälschlicherweise abgelehnt wurden.

4. System zur Verwendung mit einem Sprecherverifi-
zierungssystem, in welchem Benutzer Äußerungen
eines vorbestimmten Hotword aussprechen, um ei-
ne Computervorrichtung aufmerksam zu machen
und wobei die Computervorrichtung eine Sprachvor-
lage verwendet, um zu veranlassen, dass ein Benut-
zer eine Sprecherverifizierung ausführt, um zu iden-
tifizieren, ob der Sprecher der Äußerung der Benut-
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zer ist, wobei das System umfasst:
einen oder mehrere Computer und eine oder meh-
rere Speichervorrichtungen, welche Anweisungen
speichern, welche wenn durch den einen oder die
mehreren Computer ausgeführt, veranlassen, dass
der eine oder die mehreren Computer Operationen
ausführen, umfassend:

Auffordern des Benutzers, seine Identifizierung
unter Verwendung einer Technik, welche von
einer sprachbasierten Sprecheridentifizierung
unterschiedlich ist, zu verifizieren, um ein Feed-
back von dem Benutzer bezüglich der Erfolge
und der Versagen beim Verwenden des Spre-
cherverifizierungssystems zu sammeln;
als Reaktion auf eine erfolgreiche Verifizierung,
durch den Benutzer, seiner Identifizierung, unter
Verwendung der Technik, welche von einer
sprachbasierten Sprecheridentifizierung unter-
schiedlich ist, Auffordern des Benutzers, zu be-
stätigen, ob Audiodaten, welche einer Äußerung
des vorbestimmten Hotword entsprechen, das
zu einem bestimmten Zeitpunkt empfangen
wurde, fälschlicherweise abgelehnt wurden,
weil irrtümlicherweise bestimmt wurde, dass es
sich nicht um den Benutzer handelte, welcher
das vorbestimmte Hotword äußerte;
Empfangen von Daten, welche angeben, dass
der Benutzer bestätigt hat, dass die Audiodaten,
welche der Äußerung entsprechen, fälschlicher-
weise abgelehnt wurden; und
als Reaktion auf das Empfangen der Daten, wel-
che angeben, dass der Benutzer bestätigt hat,
dass die Audiodaten, welche der Äußerung ent-
sprechen, fälschicherweise abgelehnt wurden,
Kennzeichnen der Äußerung als eine falsche
Ablehnung, Bereitstellen, an ein Genauigkeits-
feedbackmodul, und zum Hinzufügen zu einen
Datensatz, welcher der Äußerung entspricht, ei-
ner Angabe, dass die Äußerung als falsche Ab-
lehnung bestätigt wurde, und Verwenden der
Audiodaten, um die Sprachvorlage zu aktuali-
sieren, zur Verwendung durch den Benutzer,
um zu bestimmen, ob die Audiodaten, welche
anschließend empfangenen Äußerungen des
vorbestimmten Hotword durch Benutzer ent-
sprechen, akzeptiert oder abgelehnt werden
sollen.

5. System nach Anspruch 4, wobei das Auffordern des
Benutzers, seine Identifizierung unter Verwendung
einer Technik zu verifizieren, welche von einer
sprachbasierten Sprecheridentifizierung unter-
schiedlich ist, umfasst:
Auffordern des Benutzers, ein Passwort einzuge-
ben.

6. System nach Anspruch 4, wobei die Operationen fer-

ner umfassen:
als Reaktion auf die erfolgreiche Verifizierung, durch
den Benutzer, seiner Identifizierung, unter Verwen-
dung einer Technik, welche von einer sprachbasier-
ten Sprecheridentifizierung unterschiedlich ist, Auf-
fordern des Benutzers, zu bestätigen, ob die Audio-
daten, welche einer Äußerung des vorbestimmten
Hotword entsprechen, ordnungsgemäß akzeptiert,
ordnungsgemäß abgelehnt, fälschlicherweise ak-
zeptiert oder fälschlicherweise abgelehnt wurden.

7. Nichtflüchtiges computerlesbares Medium, welches
eine Software speichert, welche Anweisungen um-
fasst, die durch einen oder mehrere Computer aus-
führbar sind, welche, wenn ausgeführt, veranlassen,
dass der eine oder die mehreren Computer das Ver-
fahren nach einem der Ansprüche 1 bis 3 ausführen.

Revendications

1. Procédé mis en œuvre par ordinateur destiné à être
utilisé avec un système de vérification de locuteur
selon lequel des utilisateurs émettent par la parole
des énonciations d’un mot-clé déclencheur prédéfini
de manière à attirer l’attention d’un dispositif infor-
matique et selon lequel le dispositif informatique uti-
lise un modèle vocal pour qu’un utilisateur réalise
une vérification de locuteur de manière à identifier
si oui ou non le locuteur de l’énonciation est l’utilisa-
teur, le procédé comprenant :

afin de recueillir une réaction de l’utilisateur en
ce qui concerne les succès et les échecs de l’uti-
lisateur à utiliser le système de vérification de
locuteur, la demande à l’utilisateur de vérifier
son identification en utilisant une technique
autre qu’une identification de locuteur basée sur
la voix ;
en réponse à la vérification couronnée de suc-
cès par l’utilisateur quant à son identification en
utilisant la technique autre qu’une identification
de locuteur basée sur la voix, la demande à l’uti-
lisateur de confirmer si oui ou non des données
audio qui correspondent à une énonciation du
mot-clé déclencheur prédéfini qui est reçu à un
instant particulier ont été rejetées à tort du fait
qu’il avait été déterminé de façon incorrecte que
ce n’était pas l’utilisateur qui avait énoncé le
mot-clé déclencheur prédéfini ;
la réception de données qui indiquent que l’uti-
lisateur a confirmé que les données audio qui
correspondent à l’énonciation ont été rejetées à
tort ; et
en réponse à la réception des données qui in-
diquent que l’utilisateur a confirmé que les don-
nées audio qui correspondent à l’énonciation
ont été rejetées à tort, l’étiquetage de l’énoncia-
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tion en tant que rejet à tort, la fourniture, à un
module de rétroaction de précision et dans le
but d’un ajout à un jeu de données qui corres-
pond à l’énonciation, d’une indication du fait que
l’énonciation a été confirmée en tant que rejet à
tort, et l’utilisation des données audio de maniè-
re à mettre à jour le modèle vocal pour l’utilisa-
teur dans le but de son utilisation au niveau de
la détermination de si oui ou non des données
audio qui correspondent à des énonciations re-
çues subséquemment du mot-clé déclencheur
prédéfini doivent être acceptées ou rejetées.

2. Procédé selon la revendication 1, dans lequel la de-
mande à l’utilisateur de vérifier son identification en
utilisant une technique autre qu’une identification de
locuteur basée sur la voix comprend :
la demande d’un mot de passe à l’utilisateur.

3. Procédé selon la revendication 1, comprenant :
en réponse à la vérification couronnée de succès
par l’utilisateur de son identification en utilisant la
technique autre qu’une identification de locuteur ba-
sée sur la voix, la demande à l’utilisateur de confir-
mer si oui ou non les données audio qui correspon-
dent à l’énonciation du mot-clé déclencheur prédé-
fini ont été dûment acceptées, dûment rejetées, ac-
ceptées à tort ou rejetées à tort.

4. Système destiné à être utilisé avec un système de
vérification de locuteur selon lequel des utilisateurs
émettent par la parole des énonciations d’un mot-
clé déclencheur prédéfini de manière à attirer l’at-
tention d’un dispositif informatique et selon lequel le
dispositif informatique utilise un modèle vocal pour
qu’un utilisateur réalise une vérification de locuteur
de manière à identifier si oui ou non le locuteur de
l’énonciation est l’utilisateur, le système
comprenant :
un ou plusieurs ordinateur(s) et un ou plusieurs dis-
positif(s) de stockage qui stocke(nt) des instructions
qui peuvent être rendues opérationnelles, lorsqu’el-
les sont exécutées par les un ou plusieurs ordina-
teurs, de manière à ce qu’elles forcent les un ou plu-
sieurs ordinateurs à réaliser les opérations
comprenant :

afin de recueillir une réaction de l’utilisateur en
ce qui concerne les succès et les échecs de l’uti-
lisateur à utiliser le système de vérification de
locuteur, la demande à l’utilisateur de vérifier
son identification en utilisant une technique
autre qu’une identification de locuteur basée sur
la voix ;
en réponse à la vérification couronnée de suc-
cès par l’utilisateur quant à son identification en
utilisant la technique autre qu’une identification
de locuteur basée sur la voix, la demande à l’uti-

lisateur de confirmer si oui ou non des données
audio qui correspondent à une énonciation du
mot-clé déclencheur prédéfini qui est reçu à un
instant particulier ont été rejetées à tort du fait
qu’il avait été déterminé de façon incorrecte que
ce n’était pas l’utilisateur qui avait énoncé le
mot-clé déclencheur prédéfini ;
la réception de données qui indiquent que l’uti-
lisateur a confirmé que les données audio qui
correspondent à l’énonciation ont été rejetées à
tort ; et
en réponse à la réception des données qui in-
diquent que l’utilisateur a confirmé que les don-
nées audio qui correspondent à l’énonciation
ont été rejetées à tort, l’étiquetage de l’énoncia-
tion en tant que rejet à tort, la fourniture, à un
module de rétroaction de précision et dans le
but d’un ajout à un jeu de données qui corres-
pond à l’énonciation, d’une indication du fait que
l’énonciation a été confirmée en tant que rejet à
tort, et l’utilisation des données audio de maniè-
re à mettre à jour le modèle vocal pour l’utilisa-
teur dans le but de son utilisation au niveau de
la détermination de si oui ou non des données
audio qui correspondent à des énonciations re-
çues subséquemment du mot-clé déclencheur
prédéfini en provenance d’utilisateurs doivent
être acceptées ou rejetées.

5. Système selon la revendication 4, dans lequel la de-
mande à l’utilisateur de vérifier son identification en
utilisant une technique autre qu’une identification de
locuteur basée sur la voix comprend :
la demande d’un mot de passe à l’utilisateur.

6. Système selon la revendication 4, dans lequel les
opérations comprennent en outre :
en réponse à la vérification couronnée de succès
par l’utilisateur de son identification en utilisant la
technique autre qu’une identification de locuteur ba-
sée sur la voix, la demande à l’utilisateur de confir-
mer si oui ou non les données audio qui correspon-
dent à l’énonciation du mot-clé déclencheur prédé-
fini ont été dûment acceptées, dûment rejetées, ac-
ceptées à tort ou rejetées à tort.

7. Support non transitoire pouvant être lu par un ordi-
nateur et stockant un logiciel qui comprend des ins-
tructions qui peuvent être exécutées par un ou plu-
sieurs ordinateur(s), lesquelles instructions, lors de
cette exécution, amènent les un ou plusieurs ordi-
nateurs à réaliser le procédé selon l’une quelconque
des revendications 1 à 3.
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