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(57) Provided is an information processing appara-
tus including a reception unit that receives a request for
access to an IC chip from an application having access
right information for accessing to the IC chip, an acqui-
sition unit that acquires an authentication information for
authenticating the application from an external server

based on the access right information contained the re-
quest for access received by the reception unit, an au-
thentication unit that authenticates the application based
on the authentication information obtained by the acqui-
sition unit, and a control unit that controls an access of
the application to the IC chip based on an authentication
result by the authentication unit.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present invention relates to an information
processing apparatus, a program, a storage medium and
an information processing system.

Description of the Related Art

[0002] In recent years, information processing appa-
ratuses, such as mobile phones, etc., with tamper-resist-
ant IC chips (hereinafter referred as "secure chips") in-
stalled therein have become popular. It is very convenient
that a user can perform data communication only by
passing such the information processing apparatus over
a reader/writer. By applying this information processing
apparatus to electronic money systems, for example, the
user can complete a payment immediately after just
passing the information processing apparatus over the
reader/writer at shops, etc.
[0003] Further, when using the above electronic mon-
ey system, the user may start an application installed
onto the information processing apparatus so as to con-
firm a usage history, a balance, etc., on the display
screen. Thus, various applications can be installed onto
the information processing apparatus.
[0004] Various technologies regarding the above-
mentioned information processing apparatuses with se-
cure chips have been developed. JP-A-2006-222787 dis-
closes a technology for speedily and securely communi-
cating despite of increases of services, accesses, or the
like, by managing access keys which enable a reader/
writer to communicate with information processing ap-
paratuses. JP-A-2006-246015 discloses a technology in
which a reader/writer authenticates information process-
ing apparatuses by combining one or two kinds of au-
thentication methods, and performs a communication
processing to a secure chip.

SUMMARY OF THE INVENTION

[0005] There are some applications, among those in-
stalled onto the above information processing appara-
tuses, which attempt fraudulent accesses to secure
chips. For this reason, the information processing appa-
ratuses need to prevent such fraudulent accesses. One
of examples of the fraudulent accesses is a fraud brows-
ing of usage histories without user permission.
[0006] In order to prevent the above-mentioned fraud-
ulent accesses, in the field of information processing ap-
paratuses, there has been a case in which a system op-
erating company modifies a specification of an applica-
tion manager to a proprietary specification, then limits
the modified application manager to be used only on the
system the company operates themselves so as to man-

age an access control to secure chips.
[0007] When a plurality of system operating compa-
nies share an application manager and peripheral sys-
tems, complying with a standard specification, however,
the application manager cannot be modified its specifi-
cation since the system’s integrity will be impaired if each
system operating company modifies the specification on
their own. For this reason, there has been a problem that
a conventional access control method cannot be applied.
There has been another problem that it is not convenient
to modify the specification of the application manager in
accordance with the application at each time when the
access control to secure chips is needed.
[0008] In light of the foregoing, it is desirable to provide
an information processing apparatus, a program, a stor-
age medium and an information processing system,
which are novel and improved, and which are capable of
preventing fraudulent accesses to secure chips by an
application without modifying a specification of an appli-
cation manager.
[0009] According to an embodiment of the present in-
vention, there is provided an information processing ap-
paratus including a reception unit that receives a request
for access to an IC chip from an application having access
right information for accessing to the IC chip, an acqui-
sition unit that acquires an authentication information for
authenticating the application from an external server
based on the access right information contained the re-
quest for access received by the reception unit, an au-
thentication unit that authenticates the application based
on the authentication information obtained by the acqui-
sition unit, and a control unit that controls an access of
the application to the IC chip based on an authentication
result by the authentication unit.
[0010] According to such a configuration, fraudulent
accesses to secure chips by an application can be pre-
vented without modifying a specification of an application
manager.
[0011] The information processing apparatus further
includes a verification unit that has a first public key of a
key pair having a first secret key and the first public key.
The access right information may contain a first digital
signature using the first secret key of the first key pair.
The authentication information may contain a second dig-
ital signature using the first secret key of the first key pair.
The verification unit may verify the first digital signature
contained in the access right information, and verifies the
second digital signature contained in the authentication
information.
[0012] The acquisition unit may obtain binary data of
the application from the application. The authentication
information may contain a signature value of the appli-
cation using a second secret key of a second key pair
that has the second secret key and a second public key,
and the second public key of the second key pair. The
authentication unit may authenticate the application by
comparing the binary data of the application obtained by
the acquisition unit, and a decrypted data that is the sig-

1 2 



EP 2 336 962 A2

3

5

10

15

20

25

30

35

40

45

50

55

nature value of the application contained in the authen-
tication information decrypted using the second public
key of the second key pair contained in the authentication
information.
[0013] The application may have a third public key of
a third key pair having a third secret key and the third
public key, and a third digital signature using the third
secret key of the third key pair. The acquisition unit may
obtain the third public key of the third key pair from the
application. The authentication information may contain
the third public key of the third key pair. The authentica-
tion unit may authenticate the application by comparing
the third public key of the third key pair obtained by the
acquisition unit, and the third public key of the third key
pair contained in the authentication information.
[0014] The information processing apparatus may fur-
ther include a storage unit that stores command informa-
tion for access to the IC chip, which is included in the
access right information contained by the application that
has been authenticated by the authentication unit. The
control unit may permit the application to access to the
IC chip when a command for access to the IC chip from
the application is contained in the command information
for access, which is stored in the storage unit. The control
unit may prevent the application from accessing to the
IC chip when the command for access to the IC chip from
the application is not contained in the command informa-
tion for access, which is stored in the storage unit.
[0015] The storage unit may further store accessible
area information of the IC chip, which is included in the
access right information contained by the application that
has been authenticated by the authentication unit. The
control unit may restrict an accessible area of the IC chip
to be accessed by the application based on the accessi-
ble area information stored in the storage unit.
[0016] The information processing apparatus may fur-
ther include a retention unit that retains the authentication
information obtained by the acquisition unit. The authen-
tication unit may authenticate the application based on
the authentication information retained by the retention
unit.
[0017] According to another embodiment of the
present invention, there is provided a program that caus-
es a computer to function as a reception unit that receives
a request for access to an IC chip from an application
having an access right information for accessing to the
IC chip, an acquisition unit that acquires an authentica-
tion information for authenticating the application from
an external server based on the access right information
contained in the request for access received by the re-
ception unit, an authentication unit that authenticates the
application based on the authentication information ob-
tained by the acquisition unit, and a control unit that con-
trols an access of the application to the IC chip based on
an authentication result by the authentication unit.
[0018] According to such a program, fraudulent ac-
cesses to secure chips by an application can be prevent-
ed without modifying a specification of an application

manager.
[0019] According to another embodiment of the
present invention, there is provided a storage medium
storing a program that causes a computer to function as
a reception unit that receives a request for access to an
IC chip from an application having an access right infor-
mation for accessing to the IC chip, an acquisition unit
that acquires an authentication information for authenti-
cating the application from an external server based on
the access right information contained in the request for
access received by the reception unit, an authentication
unit that authenticates the application based on the au-
thentication information obtained by the acquisition unit,
and a control unit that controls an access of the applica-
tion to the IC chip based on an authentication result by
the authentication unit.
[0020] According to such a storage medium, fraudu-
lent accesses to secure chips by an application can be
prevented without modifying a specification of an appli-
cation manager.
[0021] According to another embodiment of the
present invention, there is provided an information
processing apparatus including an information process-
ing apparatus, and an external server that is capable of
communication with the information processing appara-
tus. The information processing apparatus includes a re-
ception unit that receives a request for access to an IC
chip from an application having access right information
for accessing to the IC chip, an acquisition unit that ac-
quires an authentication information for authenticating
the application from the external server based on the
access right information contained in the request for ac-
cess received by the reception unit, an authentication
unit that authenticates the application based on the au-
thentication information obtained by the acquisition unit,
and a control unit that controls an access of the applica-
tion to the IC chip based on an authentication result by
the authentication unit.
[0022] According to such an information processing
apparatus, fraudulent accesses to secure chips by an
application can be prevented without modifying a spec-
ification of an application manager.
[0023] According to the embodiments of the present
invention described above, fraudulent accesses to se-
cure chips by an application can be prevented without
modifying a specification of an application manager.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024]

FIG. 1 is an illustration for illustrating an access con-
trol to secure chips by an application in a conven-
tional information processing apparatus;
FIG. 2 is an illustration for illustrating a schematic
configuration of an information processing system
according to a first embodiment of the present inven-
tion;
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FIG. 3 is an illustration for illustrating a functional
configuration of a client in FIG. 2;
FIG. 4 is a sequence diagram showing a preliminary
processing of access control, executed by the infor-
mation processing apparatus according to the first
embodiment of the present invention;
FIG. 5 is a sequence diagram showing a processing
of access control, executed by the information
processing apparatus according to the first embod-
iment of the present invention;
FIG. 6 is a flow chart showing an authentication
processing of access right information executed in
step S102 in FIG. 5;
FIG. 7 is a flow chart showing an authentication
processing of application executed in step S106 in
FIG. 5;
FIG. 8 is a flow chart showing a control processing
of command execution executed in step S109 in FIG.
5;
FIG. 9 is an illustration for illustrating a content of the
access right information;
FIG. 10 is an illustration for illustrating a content of
the access right information;
FIG. 11 is an illustration for illustrating a content of
authentication information;
FIG. 12 is an illustration for illustrating a content of
authentication information;
FIG. 13 is an illustration for illustrating a schematic
configuration of an information processing system
according to a second embodiment of the present
invention;
FIG. 14 is a sequence diagram showing a preliminary
processing of access control, executed by the infor-
mation processing apparatus according to the sec-
ond embodiment of the present invention;
FIG. 15 is a sequence diagram showing a processing
of access control, executed by the information
processing apparatus according to the second em-
bodiment of the present invention;
FIG. 16 is a flow chart showing an authentication
processing of application executed in step S808 in
FIG. 15;
FIG. 17 is an illustration for illustrating a content of
authentication information;
FIG. 18 is an illustration for illustrating a content of
authentication information;

DETAILED DESCRIPTION OF THE EMBODIMENT(S)

[0025] Hereinafter, preferred embodiments of the
present invention will be described in detail with refer-
ence to the appended drawings. Note that, in this spec-
ification and the appended drawings, structural elements
that have substantially the same function and structure
are denoted with the same reference numerals, and re-
peated explanation of these structural elements is omit-
ted.
[0026] The explanation is given in the following order:

1. A conventional access control
2. An information processing system according to a
first embodiment of the present invention
3. A preliminary processing of access control accord-
ing to the first embodiment of the present invention
4. A processing of access control according to the
first embodiment of the present invention
5. An information processing system according to a
second embodiment of the present invention
6. A preliminary processing of access control accord-
ing to the second embodiment of the present inven-
tion
7. 4. A processing of access control according to the
second embodiment of the present invention

[A conventional access control]

[0027] Before explaining an information processing
system according to embodiments of the present inven-
tion, first, an explanation will be given on an access con-
trol to secure chips by an application in a conventional
information processing apparatus. FIG. 1 is an illustration
for illustrating the access control to secure chips by an
application in a conventional information processing ap-
paratus.
[0028] In FIG. 1, a client 10 as an example of the con-
ventional information processing apparatus, such as a
mobile phone, includes an application 11, an application
12, a control module 13, an API (Application Program
Interface) 14, an application manager 15 and a secure
chip 16. The application 11 does not have an access right
to the secure chip 16. The application 12 has the access
right to the secure chip 16.
[0029] In the client 10, if the application 12 requests
the control module 13 for an access to the secure chip
16 via the API 14, the application manager 15 determines
whether the application 12, which has requested access,
has the access right or not. Since the application 12 has
the access right to the secure chip 16, the application
manager 15 permits the application 12 to access to the
secure chip 16. This enables the control module 13 to
execute a command for the access to the secure chip
16, which is required by the application 12, onto the se-
cure chip 16.
[0030] On the other hand, if the application 11 requests
access to the secure chip 16 via the API 14 toward the
control module 13, the application 11 will not be permitted
to the access to the secure chip 16 since the application
11 does not have the access right to the secure chip 16.
Thus, the control module 13 does not execute the com-
mand for access to the secure chip 16, which is required
by the application 11, onto the secure chip 16. This en-
ables to prevent fraudulent access to the secure chip 16
by the application 11 which does not have the access
right. Note that the client 10 has a function to prevent
installed applications from accessing to the secure chip
16 bypassing the control module 14.
[0031] In the conventional client 10, a system operat-
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ing company modified a specification of the application
manager 15 to a proprietary specification, then limited
the modified application manager 15 to be used only on
the system the company operates themselves so as to
manage the access control to secure chip 16. In a Java
application operating in the client 10 such as a mobile
phone, for example, an attribution for the access to the
secure chip 16 was added to a manifest file and a JAD
(Java Application Descriptor). Then the system operating
company modified a standard specification of a JAM
(Java Application Manager) to a proprietary specification
so that the JAM, as an example of the application man-
ager 15, can read the content of the added attribution for
the access, and applied the proprietary specification only
on the system the company operates themselves.
[0032] When a plurality of system operating compa-
nies share an application manager and peripheral sys-
tems, complying with a standard specification, however,
the application manager cannot be modified its specifi-
cation since the system’s integrity will be impaired if each
system operating company modifies the specification on
their own. For this reason, a conventional access control
method cannot be applied, and the fraudulent access to
the secure chip 16 by the application cannot be prevent-
ed.
[0033] The later-described information processing
system according to embodiments of the present inven-
tion executes a later-described preliminary processing
of access control and a processing of access control.
Thus, fraudulent access to the secure chip 16 by the ap-
plication can be prevented without modifying the speci-
fication of the application manager 15.

[An information processing system according to a first 
embodiment of the present invention]

[0034] Next, an explanation will be given on the infor-
mation processing system according to the first embod-
iment of the present invention. FIG. 2 is an illustration for
illustrating a schematic configuration of the information
processing system according to the first embodiment of
the present invention.
[0035] In FIG. 2, an information processing system
1000 as an example of the information processing appa-
ratus of the present invention includes a client 100, such
as a mobile phone, an issuer server 200, an application
providing server 300 and an authentication server 400.
Note that the information processing system 1000 may
include a client 150, such as a PC, instead of the client
100. The client 100 and 150 are one of examples of the
information processing apparatus of the present inven-
tion. The clients 100 and 150, and the servers 200, 300
and 400 are connected to a communication network 400
respectively.
[0036] The client 100 includes an application 110, a
control module 120 and a secure chip 130. The secure
chip 130 is an IC chip with excellent tamper-resistance
features. The secure chip 130 includes a non-contact

communication device (not shown) to perform non-con-
tact communication with a reader/writer (not shown), for
example, and communicates information with the reader/
writer in a non-contact manner. Further, the secure chip
130 includes a storage device (not shown) and stores
information to communicate in a non-contact manner.
Note that the storage device of the secure chip 130 can
also store information other than information to commu-
nicate in a non-contact manner. The application 110 per-
forms predetermined processing using information
stored in the storage device of the secure chip 130. More-
over, the application 110 includes later-described access
right information 112 in FIG. 9 and FIG. 10. The control
module 120 controls the secure chip 130. For example,
the control module 120 controls an access to the secure
chip 130 by the application 110 as described later.
[0037] The client 150 includes an application 160 and
a control module 170, and the control module 170 con-
trols an external secure chip 180. Each of the application
160, the control module 170 and the secure chip 180 has
a functional configuration same as the application 110,
the control module 120 and the secure chip 130 respec-
tively. Further, the application 160 has access right in-
formation 162 same as the access right information 112.
[0038] The application providing server 300 creates,
for example, the application 110. When creating the ap-
plication 110 to access to the secure chip 130, the appli-
cation providing server 300 requests the issuer server
200 for access to the secure chip 130. When the issuer
server 200 issues later-described access right informa-
tion 112, the application providing server 300 embeds
the issued access right information 112 into the applica-
tion 110. Further, the application providing server 300
transmits information for generating later-described au-
thentication information 402 to the issuer server 200. The
application providing server 300 provides the application
110 to the client 100 when the client 100 requests for
providing of the application 110.
[0039] The issuer server 200 generates the access
right information 112 after receiving a request for access
to the secure chip 130 from the application providing serv-
er 300, for example, and issues the generated the access
right information 112 to the application providing server
300. Further, the issuer server 200 generates the authen-
tication information 402 after receiving information for
generating the authentication information 402 from the
application providing server 300, and transmits the gen-
erated authentication information 402 to the authentica-
tion server 400.
[0040] The authentication server 400 has the authen-
tication information 402. The authentication server 400
is an example of an external server of the present inven-
tion. The authentication server 400 transmits the authen-
tication information 402 to the control module 120, as
described later for example, after receiving a request for
the authentication information 402 from the control mod-
ule 120 of the client 100.
[0041] The information processing system 1000 can
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prevent fraudulent accesses to the secure chip 130 by
applications without modifying specifications of applica-
tion managers (not shown) by executing a preliminary
processing of access control illustrated in FIG. 4 and a
processing of access control illustrated in FIG. 5 de-
scribed later. Hereinafter, an explanation will be given on
a case which the information processing system 1000 is
configured from the client 100, the issuer server 200, the
application providing server 300 and the authentication
server 400.
[0042] Next, an explanation will be given on a function-
al configuration of the client 100 in FIG. 2. FIG. 3 is an
illustration for illustrating the functional configuration of
the client 100 in FIG. 2.
[0043] In FIG. 3, the client 100 includes the application
110, the control module 120 and the secure chip 130.
The control module 120 includes a reception unit 121,
an acquisition unit 122, an authentication unit 123, a con-
trol unit 124, a verification unit 125, a storage unit 126
and a retention unit 127.
[0044] The reception unit 121 receives a request for
access to the secure chip 130 from the application 110
which has the access right information 112 to access to
the secure chip 130. The acquisition unit 122 obtains the
authentication information 402 to authenticate the appli-
cation 110 from the authentication server 400, based on
the access right information 112 contained in the request
for access received by the reception unit 121. The au-
thentication unit 123 authenticates the application 110
based on the authentication information 402 obtained by
the acquisition unit 122. The control unit 124 controls
access to the secure chip 130 by the application 110
based on an authentication result by the authentication
unit 123.
[0045] The verification unit 125 has a public key of a
key pair generated by the issuer server 200 as described
later, and verifies a digital signature contained in the ac-
cess right information 112 and a digital signature con-
tained in the authentication information 402. The storage
unit 126 stores command information for the access to
the secure chip 130 and accessible area information,
which are included in the access right information 112
contained by the application 110 that has been authen-
ticated by the authentication unit 123. The retention unit
127 retains the authentication information 402 obtained
by the acquisition unit 122.

[A preliminary processing of access control according to 
the first embodiment of the present invention]

[0046] Hereinafter, an explanation will be given on a
preliminary processing of access control according to the
first embodiment of the present invention. FIG. 4 is a
sequence diagram showing the preliminary processing
of access control, executed by the information process-
ing apparatus according to the first embodiment of the
present invention.
[0047] In FIG. 4, first, the issuer server 200 generates

a key pair for a digital signature as an example of the key
pair according to the first embodiment of the present in-
vention (step S201). Then, next, the issuer server 200
embeds a public key (not shown) of the generated key
pair in the control module 120 of the client 100 (step
S202).
[0048] Next, the application providing server 300 re-
quests the issuer server 200 for access to the secure
chip 130 so that the application 110 to be generated will
be able to access to the secure chip 130 of the client 100
(step S301). Specifically, the application providing server
300 transmits, to the issuer server 200, a list of com-
mands for chip access to be preferably executed and a
list of chip areas to be preferably accessed.
[0049] Next, the issuer server 200 which has received
the request for access to the secure chip 130 generates
the access right information 112 illustrated in FIG. 9 and
10, based on the contents of the request for access. As
illustrated in FIG. 9 and 10, the access right information
112 is configured from an application identifier 113, an
executable command list 114, an accessible area list 115
and a signature data 116. The application identifier 113
is information for identifying the application 110. The ex-
ecutable command list 114 is a list of commands for chip
access, the commands which are executable by the ap-
plication 110. The accessible area list 115 is a list of chip
areas accessible by the application 110. The signature
data 116 is a digital signature corresponding to the ap-
plication identifier 113, the executable command list 114
and the accessible area list 115, using a secret key 202
of the key pair generated in step S201. The signature
data 116 is an example of the first digital signature ac-
cording to the present invention. The issuer server 200
issues the generated access right information 112 to the
application providing server 300 (step S204).
[0050] Next, the application providing server 300 cre-
ates the application 110 (step S302), and embeds the
access right information 112, issued in step S204, to the
created application 110 (step S303). The application pro-
viding server 300, as described later, enables the appli-
cation 110 to pass the access right information 112 to
the control module 120 when the application 110 re-
quests the control module 120 for access to the secure
chip 130.
[0051] Next, the application providing server 300 gen-
erates a key pair for the digital signature as an example
of a second key pair of the present invention (step S304),
and as illustrated in FIG. 11, generates an application
signature value 404 of the application 110 using a secret
key 302 of the generated key pair (step S305). Then, the
application providing server 300, as illustrated in FIG. 11,
provides the application signature value 404 generated
in step S305 and a public key 304 of the key pair gener-
ated in step S304, to the issuer server 200 (step S306).
[0052] Next, the issuer server 200 generates the au-
thentication information 402 illustrated in FIG. 11 and 12
based on the application signature value 404 and the
public key 304 which have been provided (step S205).
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As illustrated in FIG. 11 and 12, the authentication infor-
mation 402 is configured from an application identifier
403, an application signature value 404, a public key for
signature verification 405 and a signature data 406. The
application identifier 403 is information for identifying the
application 110. The application signature value 404 is
a signature value addressing to the application 110. The
public key for signature verification 405 is the public key
304 corresponding to the secret key 302 used for per-
forming the digital signature addressing to the application
110. The signature data 406 is a digital signature corre-
sponding to the application identifier 403, the application
signature value 404 and the public key for signature ver-
ification 405, using the secret key 202 of the key pair
generated in step S201. The signature data 406 is an
example of the second digital signature of the present
invention. The issuer server 200 transmits the generated
authentication information 402 to the authentication serv-
er 400 (step S206), and the authentication server 400
registers the received authentication information 402 and
ends this processing.

[A processing of access control according to the first em-
bodiment of the present invention]

[0053] Hereinafter, an explanation will be given on a
processing of access control executed by the information
processing system according to the first embodiment of
the present invention. FIG. 5 is a sequence diagram
showing a processing of access control, executed by the
information processing system according to the first em-
bodiment of the present invention. This processing is ex-
ecuted after the preliminary processing of access control
in FIG. 4.
[0054] In FIG. 5, first, the application 110 requests the
control module 120 for access to the secure chip 130
(step S101). At this time, the application 110 passes the
embedded access right information 112 to the control
module 120.
[0055] Next, the control module 120, which has re-
ceived the request for access to the secure chip 130,
executes a later-described authentication processing of
access right information in FIG. 6, and authenticates a
validity of the access right information 112 passed from
the application 110 (step S102).
[0056] If the authentication processing of access right
information in step S102 is successfully completed, the
control module 120 requests the authentication server
400 for the authentication information 402 corresponding
to the access right information 112 (step S103). At this
time, the control module 120 passes the application iden-
tifier 113 included in the access right information 112 to
the authentication server 400.
[0057] Next, the authentication server 400 which has
received the request for the authentication information
402, transmits the authentication information 402 to the
control module 120 (step S401). Specifically, the authen-
tication server 400 transmits, to the control module 120,

the authentication information 402 which includes the ap-
plication identifier 403 identical to the application identi-
fier 113 passed from the control module 120.
Next, the control module 120 which has received the re-
quest for the authentication information 402, requests
the application 110 for binary data of the application 110
(step S104). Then the application 110 which has received
the request for the binary data of the application 110
transmits the binary data of the application 110 to the
control module 120 (step S105).
[0058] Next, the control module 120 which has re-
ceived the authentication information 402 executes a lat-
er-described authentication processing of application in
FIG. 7, and authenticates a validity of the access right to
the secure chip 130 for the application 110 which is re-
questing for access to the secure chip 130 (step S106).
[0059] If the authentication processing of application
in step S106 is successfully completed, the control mod-
ule 120 stores the executable command list 114 and the
accessible area list 115, which are included in the access
right information 112, onto the storage device (not
shown)(step S107)
[0060] Then the application 110 requests the control
module 120 to execute an command for chip access (step
S108). The control module 120, which has received the
request for executing the command for chip access, ex-
ecutes a later-described control processing of command
execution in FIG. 8 and determines whether to execute
the requested command for chip access or not (step
S109).
[0061] If a control processing of command execution
in step S109 is successfully completed, the control mod-
ule 120 executes the requested command for chip ac-
cess to the secure chip 130 (step S110) and ends this
processing.
[0062] FIG. 6 is a flow chart showing an authentication
processing of access right information executed in step
S102 in FIG. 5.
[0063] In FIG. 6, first, the control module 120 deter-
mines whether there is validity in a format of the access
right information 112 passed from the application 110
(step S501). Specifically, the control module 120 deter-
mines whether the format of the access right information
112 is a format, like the one illustrated in FIG. 10, defined
in the step S203 in FIG. 4 when the access right infor-
mation 112 was generated by the issuer server 200.
[0064] If the format of the access right information 112
is valid (YES in step S501), the control module 120 ver-
ifies the signature data 116 included in the access right
information 112 using the public key embedded in step
S202 in FIG. 4. The control module 120 determines
whether the signature data 116 is valid or not (step S502).
Specifically, the control module 120 decrypts the signa-
ture data 116 using the public key embedded in step
S202, determines whether the decrypted data is identical
to the target data for the signature, that are the application
identifier 113, the executable command list 114 and the
accessible area list 115, and determines whether the sig-

11 12 



EP 2 336 962 A2

8

5

10

15

20

25

30

35

40

45

50

55

nature data 116 is valid or not.
[0065] If the signature data 116 is valid (YES in step
S502), the control module 120 authenticates that the ac-
cess right information 112 is valid, and ends successfully
this processing. If the format of the access right informa-
tion 112 is not valid (NO in step S501) or if the signature
data 116 is not valid (NO in step S502), the control module
120 determines that the access right information 112 is
not valid, and ends this processing as an error.
[0066] According to the authentication processing of
access right information in FIG. 6, if the format of the
access right information 112 or the signature data 116 is
invalid, that is if the access right information 112 has not
issued validly by the issuer server 200, this processing
is to be ended as an error. This prohibits the application
(not shown) including the access right information 112
which has not been issued validly by the issuer server
200 from accessing to the secure chip 130.
[0067] FIG. 7 is a flow chart showing an authentication
processing of application executed in step S106 in FIG. 5.
[0068] In FIG. 7, first, the control module 120 deter-
mines whether a format of the authentication information
402 received is valid (step S601). Specifically, the control
module 120 determines whether the format of the au-
thentication information 402 is same as a format, like the
one illustrated in FIG. 12, defined in the step S205 in FIG.
4 when the authentication information 402 was generated
by the issuer server 200.
If the format of the authentication information 402 is valid
(YES in step S601), the control module 120 verifies the
signature data 406 included in the authentication infor-
mation 402 using the public key embedded in step S202
in FIG. 4. The control module 120 determines whether
the signature data 406 is valid or not (step S602). Spe-
cifically, the control module 120 decrypts the signature
data 406 using the public key embedded in step S202,
determines whether the decrypted data is identical to the
target data for the signature, that are the application iden-
tifier 403, the application signature value 404 and the
public key for signature verification 405, and determines
whether the signature data 406 is valid or not.
If the format of the authentication information 402 is not
valid (NO in step S601) or if the signature data 406 is not
valid (NO in step S602), the control module 120 deter-
mines that the authentication information 402 is not valid,
and ends this processing as an error.
If the signature data 406 is valid (YES in step S602), the
control module 120 extracts the application signature val-
ue 404 and the public key for signature verification 405
out of the received authentication information 402 (step
S603).
[0069] Next, the control module 120 decrypts the ex-
tracted application signature value 404 using the public
key for signature verification 405 (step S604). The control
module 120 determines whether the decrypted data of
the application signature value 404 extracted out of the
authentication information 402 is identical to the binary
data of the application 110 received in step S105 in FIG.

5 (step S605). Note that the decrypted data of the appli-
cation signature value 404 corresponds to the binary data
of the application 110.
[0070] If the decrypted data of the application signature
value 404 is identical to the binary data of the application
110 (YES in step S605), the control module 120 authen-
ticates that the application 110 is valid, and ends this
processing successfully. If the decrypted data of the ap-
plication signature value 404 is not identical to the binary
data of the application 110 (NO in step S605), the control
module 120 determines that the application 110 is invalid
and ends this processing as an error.
[0071] According to the authentication processing of
application in FIG. 7, if the decrypted data of the appli-
cation signature value 404 extracted out of the authenti-
cation information 402 is not identical to the binary data
of the application 110 received from the application 110,
that is if an invalid application (not shown) obtains the
access right information 112, the processing is to be end-
ed as an error. This prohibits the invalid application (not
shown) which obtains the access right information 112
from accessing to the secure chip 130.
In the above-described authentication processing of ap-
plication in FIG. 7, if a secured communication path is
prepared in advance between the client 100 and the au-
thentication server 400, there is no target likely to be al-
tered in the authentication information 402, so it is not
necessarily need to authenticate validity of the authenti-
cation information 402. In other words, in the authentica-
tion processing of application in FIG. 7, the processing
of step S603 is executed at first without executing the
processing of step S601 and step S602. This decreases
the number of steps in the authentication processing of
application.
[0072] FIG. 8 is a flow chart showing a control process-
ing of command execution executed in step S109 in FIG.
5.
[0073] In FIG. 8, first, the control module 120 deter-
mines whether the storage device (not shown) stores the
executable command list 114 and the accessible area
list 115 or not (step S701).
[0074] If the storage device stores the executable com-
mand list 114 and the accessible area list 115 (YES in
step S701), the control module 120 determines whether
the command for chip access requested in step S108 in
FIG. 5 exists in the executable command list 114. If the
storage device does not store neither the executable
command list 114 nor the accessible area list 115 (NO
in step S701), the control module 120 determines that
the command for chip access is not executable, and ends
this processing as an error.
[0075] If there is the requested command for chip ac-
cess in the executable command list 114 (YES in step
S702), the control module 120 determines whether there
is the access area for the requested command for chip
access in the accessible area list 115 (step S703). If there
is not the requested command for chip access in the ex-
ecutable command list 114 (NO in step S702), the control
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module 120 determines that the requested command for
access chip is not executable, and ends this processing
as an error.
[0076] If there is the access area for the requested
command for chip access in the accessible area list 115
(YES in step S703), the control module 120 determines
that the requested command for chip access is execut-
able, and ends this processing successfully. If there is
not the access area for the requested command for chip
access in the accessible area list 115 (NO in step S703),
the control module 120 determines that the requested
command for chip access is not executable, and ends
this processing as an error.
[0077] According to the control processing of com-
mand execution in FIG. 8, when the storage device does
not store neither the executable command list 114 nor
the accessible area list 115, that is when the execution
request for command for chip access is requested by an
application (not shown) which has requested the control
module 120 for access to the secure chip 130, but whose
the access right information and the application itself
have not been authenticated, this processing will be end-
ed as an error. This enables to prevent access to the
secure chip 130 by the application (not shown) whose
the access right information and the application itself
have not been authenticated by the control module 120.
[0078] If the requested command for chip access does
not exist in the executable command list 114, that is when
the application 110 requests for execution of the com-
mand for chip access which is not permitted to be exe-
cuted, this processing will be ended as an error. This
enables to prevent the execution of the command for chip
access which is not permitted to be executed by the ap-
plication 110.
[0079] If the access area for the requested command
for chip access does not exist in the accessible area list
115, that is when the application 110 requests for exe-
cution of the command for chip access which exceeds
the area permitted to be accessed, this processing will
be ended as an error. This enables to prevent the appli-
cation 110 from executing the command of chip access
which exceeds the area permitted to be accessed.
[0080] As described above, according to the process-
ing of access control in FIG. 5, by executing the authen-
tication processing of access right information in FIG. 6,
the authentication processing of application in FIG. 7 and
the control processing of command control in FIG. 8,
which are described above, it prevents fraudulent ac-
cesses to the secure chip 130 by applications. Further,
the control module 120 controls access to the secure
chip to 130 by the application 110 based on the access
right information 112 contained by the application 110,
and the authentication information 402 obtained from the
authentication server 400. Therefore, for the purpose of
access control, it is not necessarily need to modify the
specification of the application manager (not shown)
which performs control or the like of the installed appli-
cations, or the like. This enables to prevent fraudulent

accesses to the secure chip 130 by applications without
modifying the specification of the application manager
(not shown).
[0081] In the above-described processing of access
control in FIG. 5, the control module 120 may retain the
authentication information 402 in the storage device (not
shown) after receiving the authentication information 402
transmitted from the authentication server 400 in step
S401. Then, if the authentication information 402 corre-
sponding to the access right information 112 is retained
in the storage device in step S103, the control module
120 performs an authentication processing of application
in step S106 using the authentication information 402
retained in the storage device, without requesting the au-
thentication server 400 for the authentication information
402. This enables to decreases the number of steps of
the processing of access control.

[Information Processing System According to Second 
Embodiment of Present Invention]

[0082] Next, an information processing system ac-
cording to a second embodiment of the present invention
will be given. The information processing system accord-
ing to the present embodiment differs from the one in the
first embodiment only on the point that applications to be
installed onto clients have a digital signature and a public
key. So explanations will be omitted for the same config-
urations and functions, and the explanation only for the
different configurations and functions will be given in the
following. FIG. 13 is an illustration for illustrating a sche-
matic configuration of the information processing system
according to the second embodiment of the present in-
vention.
[0083] In FIG. 13, an information processing system
2000 as an example of the information processing sys-
tem of the present invention includes a client 600, such
as a mobile phone, an issuer server 200, an application
providing server 300 and an authentication server 410.
The client 600 is an example of the information process-
ing apparatus of the present invention. The client 600,
the servers 200, 300 and 410 are connected to the com-
munication network 500 respectively.
[0084] The client 600 includes an application 610, a
control module 620, a secure chip 630 and an application
manager 640. The secure chip 630 has the same struc-
ture of the secure chip 130 described above. The appli-
cation 610 performs predetermined processing using in-
formation stored in the storage device of the secure chip
630. The application 610 has access right information
612. The access right information 612 has the same
structure of the access right information 112 described
above. The application 610 has a digital signature 614
of the application 610 using a secret key (not shown) of
a key pair generated in a later-described application pro-
viding server 300, and a public key 618 out of the key
pair. The digital signature 614 is an example of a third
digital signature of the present invention. The application
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manager 640 authenticates the digital signature 614 us-
ing the public key 618 contained in the application 610
when installing the application 610 onto the client 600,
and authenticates the application 610. The control mod-
ule 620 controls the secure chip 630. The control module
620 controls, for example, access to the secure chip 630
by the application 610 as described later.
[0085] The application providing server 300 creates,
for example, the application 610. The application provid-
ing server 300 requests the issuer server 200 for the se-
cure chip 630 when creating the application 610 for ac-
cess to the secure chip 630. When the issuer server is-
sues the access right information 612, the application
providing server 300 embeds the issued access right in-
formation 612 into the application 610. Further, the ap-
plication providing server 300 transmits information for
generating later-described authentication information
412 to the issuer server 200. The application providing
server 300 provides the application 610 to the client 600
when the client 600 requests for providing of the appli-
cation 610.
[0086] The issuer server 200 generates the access
right information 612 after receiving a request for access
to the secure chip 130 from the application providing serv-
er 300, for example, and issues the generated access
right information 612 to the application providing server
300. Further, the issuer server 200 generates the authen-
tication information 412 after receiving information for
generating the authentication information 412 from the
application providing server 300, and transmits the gen-
erated authentication information 412 to the authentica-
tion server 410.
[0087] The authentication server 410 has the authen-
tication information 412. The authentication server 410
is an example of an external server of the present inven-
tion. The authentication server 410 transmits the authen-
tication information 412 to the control module 620, as
described later for example, after receiving a request for
the authentication information 412 from the control mod-
ule 620 of the client 600
[0088] The information processing system 2000 can
prevent fraudulent accesses to the secure chip 630 by
applications without modifying specifications of applica-
tion manager 640 or the like by executing a preliminary
processing of an access control illustrated in FIG. 14 and
a processing of the access control illustrated in FIG. 15
described later.

[A preliminary processing for the access control accord-
ing to second embodiment of the present invention]

[0089] Hereinafter, an explanation will be given on a
preliminary processing for an access control, executed
by the information processing apparatus according to the
second embodiment of the present invention. The pre-
liminary processing for the access control according to
the present embodiment differs from the one in the first
embodiment only on the points that the application pro-

viding server 300 provides only the public key of the key
pair to the issuer server 200 in step S306 in FIG. 4, and
that the issuer server 200 generates the authentication
information based on only the public key in step S205,
or the like. So explanations will be omitted for the same
configurations and functions, and the explanation only
for the different configurations and functions will be given
in the following. FIG. 14 is a sequence diagram showing
the preliminary processing for the access control, exe-
cuted by the information processing apparatus according
to the second embodiment of the present invention.
[0090] In FIG. 14, first, the issuer server 200 generates
a key pair (step S201). Next, the issuer server 200 em-
beds a public key (not shown) of the generated key pair
into the control module 120 of the client 100 (step S202).
Then the application providing server 300 requests the
issuer server 200 for access to the secure chip 130 (step
S301).
[0091] Next, the issuer server 200 generates the ac-
cess right information 612 same as the access right in-
formation 112 illustrated in FIG. 9 and 10 (step S203).
Then the issuer server 200 issues the generated access
right information 612 to the application providing server
300 (step S204).
[0092] Next, the application providing server 300 cre-
ates the application 610 (step S302), and embeds the
access right information 612 issued in step S204 into the
created application 610 (step S303).
[0093] Next, the application providing server 300 gen-
erates a key pair for a digital signature, as an example
of a third key pair of the present invention (step S304),
and assigns the digital signature to the application 610
using a secret key 616 of the generated key pair (step
S305), as illustrated in FIG. 17. This enables to assign,
to the application 610, a digital signature 614 and a public
key 618 of the generated key pair in step S304. Further,
the application providing server 300 provides only the
public key 618 of the key pair generated in step S304, to
the issuer server 200, as illustrated in FIG. 17 (step
S316).
[0094] The issuer server 200 generates the authenti-
cation information 412 illustrated in FIG. 17 and 18 based
on the provided public key 618 (step S215). As illustrated
in FIG. 17 and 18, the authentication information 412 is
configured from an application identifier 413, a public key
for signature verification 415 and a signature data 415.
The application identifier 413 is information for identifying
the application 610. The public key for signature verifi-
cation 414 is the public key 618 corresponding to the
secret key 616 used for performing the digital signature
addressing to the application 610. The signature data
415 is a digital signature corresponding to the application
identifier 413 and the public key for signature verification
414, using the secret key 202 of the key pair generated
in step S201. The issuer server 200 transmits the gen-
erated authentication information 412 to the authentica-
tion server 410 (step S216), and the authentication server
410 registers the received authentication information 412
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and ends this processing.

[Information Processing System According to Second 
Embodiment of Present Invention]

[0095] Hereinafter, an explanation will be given on a
processing of access control executed by the information
processing system according to the second embodiment
of the present invention. FIG. 15 is a sequence diagram
showing a processing for the access control, executed
by the information processing apparatus according to the
second embodiment of the present invention. This
processing is to be executed after the preliminary
processing for the access control in FIG. 14.
[0096] In FIG. 15, first, the application 610 requests
the application manager 640 to install to the client 600
(step S801). At this time, the application 610 passes the
digital signature 614 and the public key 618, which have
been assigned to the application 610, to the application
manager 640.
[0097] Next, the application manager which has re-
ceived the request for installing of the application 610
verifies the digital signature 614 using the public key 618
(step S802). If the digital signature 614 is valid in the
result of the verification in step S802, the installation of
the application 610 into the client 600 is to be permitted.
On the other hand, if the digital signature 614 is not valid
in the result of the verification in step S802, the installation
of the application 610 to the client 600 is not to be per-
mitted.
[0098] After the installation of the application 610 to
the client 600, the application 610 requests the control
module 620 for access to the secure chip 630 (step
S803). At this time, the application 610 passes the em-
bedded access right information 612 to the control mod-
ule 620.
[0099] Next, the control module 620 which has re-
ceived the request for access to the secure chip 630,
executes an authentication processing of access right
information same as the one in FIG. 6 described above,
and authenticates the validity of the access right infor-
mation 612 passed from the application 610 (step S804).
[0100] If the authentication processing of access right
information in step S804 is successfully completed, the
control module 620 requests the authentication server
410 for the authentication information 412 corresponding
to the access right information 612 (step S805). At this
time, the control module 620 passes the application iden-
tifier (not shown) included in the access right information
612 to the authentication server 410.
[0101] Next, the authentication server 410 which has
received the request for the authentication information
412, transmits the authentication information 412 to the
control module 620. Specifically, the authentication serv-
er 410 transmits, to the control module 620, the authen-
tication information 412 which includes the application
identifier 413 identical to the application identifier (not
shown) passed from the control module 620.

[0102] Next, the control module 620 which has re-
ceived the request for the authentication information 412,
requests the application 610 for the public key 618 (step
S806). Then the application 610 which has received the
request for the public key 618 transmits the public key
618 to the control module 620 (step S807).
[0103] Next, the control module 620 executes a later-
described authentication processing of application in
FIG. 16, and authenticates the validity of the access right
of the application 610 to the secure chip 630, the appli-
cation 610 which requests for access to the secure chip
630 (step S808).
[0104] If the authentication processing of application
in step S808 is successfully completed, the control mod-
ule 620 stores the executable command list (not shown)
and the accessible area list (not shown), which are in-
cluded in the access right information 612, onto the stor-
age device (not shown) (step S809).
[0105] Then the application 610 requests the control
module 620 to execute an command for chip access (step
S810). The control module 620, which has received the
request for executing the command for chip access, ex-
ecutes a control processing of command execution same
as the one in FIG. 8 described above, and determines
whether to execute the requested command for chip ac-
cess or not (step S811).
[0106] If a control processing of command execution
in step S811 is successfully completed, the control mod-
ule 620 executes the requested command for chip ac-
cess to the secure chip 630 (step S812) and ends this
processing.
[0107] FIG. 16 is a flow chart showing an authentica-
tion processing of application executed in step S808 in
FIG. 15.
[0108] In FIG. 16, first, the control module 620 deter-
mines whether there is validity in a format of the received
authentication information 412 (step S901). Specifically,
the control module 620 determines whether the format
of the authentication information 412 is same as a format,
like the one illustrated in FIG. 18, defined in the step S215
in FIG. 14 when the authentication information 412 was
generated by the issuer server 200.
If the format of the authentication information 412 is valid
(YES in step S901), the control module 620 verifies the
signature data 415 included in the authentication infor-
mation 412 using the public key embedded in step S202
in FIG. 14. The control module 620 determines whether
the signature data 415 is valid or not (step S902). Spe-
cifically, the control module 620 decrypts the signature
data 415 using the public key embedded in step S202,
determines whether the decrypted data is identical to the
target data for the signature, that are the application iden-
tifier 413 and the public key for signature verification 414,
and determines whether the signature data 415 is valid
or not.
If the format of the authentication information 412 is not
valid (NO in step S901) or if the signature data 415 is not
valid (NO in step S902), the control module 620 deter-

19 20 



EP 2 336 962 A2

12

5

10

15

20

25

30

35

40

45

50

55

mines that the authentication information 412 is not valid,
and ends this processing as an error.
If the signature data 415 is valid (YES in step 902), the
control module 620 extracts the public key for signature
verification 414 out of the received authentication infor-
mation 412 (step S903).
[0109] Next, the control module 620 determines
whether the public key for signature verification 414 ex-
tracted from the authentication information 412 is identi-
cal to the public key 618 received in step S807 in FIG.
15 (step S904).
[0110] If the public key for signature verification 414 is
identical to the public key 618 (YES in step S904), the
control module 620 determines that the application 610
is valid and ends this processing successfully. If the pub-
lic key for signature verification 414 is not identical to the
public key 618 (NO in step S904), the control module 620
determines that the application 610 is not valid and ends
this processing as an error.
[0111] According to the authentication processing of
application in FIG. 16, if the public key for signature ver-
ification 414 extracted from the authentication informa-
tion 412 is not identical to the public key 618 received in
step S807 in FIG. 15, that is if an invalid application (not
shown) obtains the access right information (not shown),
the processing is to be ended as an error. This prohibits
the invalid application (not shown) which obtains the ac-
cess right information (not shown) from accessing to the
secure chip 630.
In the foregoing authentication processing of application
in FIG. 16, if a secured communication path is prepared
in advance between the client 600 and the authentication
server 410, there is no target likely to be altered in the
authentication information 412, so it is not necessarily
need to authenticate validity of the authentication infor-
mation 412. In other words, in the authentication process-
ing of application in FIG. 16, the processing of step S903
is executed at first without executing the processing of
step S901 and step S902. This decreases the number
of steps in the authentication processing of application.
[0112] As described above, according to the process-
ing of the access control in FIG. 15, executing a process-
ing same as the foregoing authentication processing of
access right information in FIG. 6, a processing same as
the authentication processing of application in FIG. 16
and a processing same as the foregoing control process-
ing of command execution in FIG. 8 achieves the same
effect as the foregoing processing of access control in
FIG. 5. Further, in the authentication processing of ap-
plication in step S808, the processing speed of the au-
thentication processing of application can be improved
because the application 610 can be authenticated only
by the comparison between the public key for signature
verification 414 and the public key 618.
[0113] The purpose of the present invention can be
also achieved in a case where a storage medium storing
program codes for software, that is to achieve the func-
tions of each of the foregoing embodiments, are provided

to the system or the device, and where a computer (or a
CPU, MPU, etc.,) of the system or the device reads and
executes the program codes stored in the storage medi-
um.
[0114] In this case, the program codes read out of the
storage medium are by itself to achieve the functions of
each of the foregoing embodiment, and the program
codes and the storage medium storing the program
codes are to constitute the present invention.
[0115] The storage medium for providing the program
codes is, for example, an optical disk, a magnetic tape,
a non-volatile memory card or a ROM, such as a floppy
(registered trademark) disk, a hard disk, a magnet-optical
disk, CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-RAM,
DVD-RW or DVD+RW. The program codes may also be
downloaded via network.
[0116] Further, the functions of each foregoing embod-
iment can be realized not only by executing the program
codes read out by the computer, but also in a case where
an OS (operating system) or the like running onto a com-
puter performs all or a part of the actual processing based
on the instructions of the program codes.
[0117] Further, the functions of each foregoing embod-
iment can also be realized in a case where the program
codes read out of the storage medium is written onto a
memory included in a function enhancement board in-
serted into a computer or a memory included in a function
enhancement unit connected to a computer, then based
on the instructions of the program cords, a CPU or the
like included in the function enhancement board and the
function enhancement unit performs all or a part of the
enhancement functions.
[0118] It should be understood by those skilled in the
art that various modifications, combinations, sub-combi-
nations and alterations may occur depending on design
requirements and other factors insofar as they are within
the scope of the appended claims or the equivalents
thereof.
The present application contains subject matter related
to that disclosed in Japanese Priority Patent Application
JP 2009-176574 filed in the Japan Patent Office on July
29, 2009, the entire content of which is hereby incorpo-
rated by reference.

Claims

1. An information processing apparatus comprising:

a reception unit that receives a request for ac-
cess to an IC chip from an application having
access right information for accessing to the IC
chip;
an acquisition unit that acquires an authentica-
tion information for authenticating the applica-
tion from an external server based on the access
right information contained the request for ac-
cess received by the reception unit;
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an authentication unit that authenticates the ap-
plication based on the authentication informa-
tion obtained by the acquisition unit; and
a control unit that controls an access of the ap-
plication to the IC chip based on an authentica-
tion result by the authentication unit.

2. The information processing apparatus according to
claim 1, further comprising:

a verification unit that has a first public key of a
key pair having a first secret key and the first
public key,
wherein the access right information contains a
first digital signature using the first secret key of
the first key pair,
wherein the authentication information contains
a second digital signature using the first secret
key of the first key pair, and
wherein the verification unit verifies the first dig-
ital signature contained in the access right infor-
mation, and verifies the second digital signature
contained in the authentication information.

3. The information processing apparatus according to
claim 1,
wherein the acquisition unit obtains binary data of
the application from the application,
wherein the authentication information contains a
signature value of the application using a second
secret key of a second key pair that has the second
secret key and a second public key, and the second
public key of the second key pair, and
wherein the authentication unit authenticates the ap-
plication by comparing the binary data of the appli-
cation obtained by the acquisition unit, and a decrypt-
ed data that is the signature value of the application
contained in the authentication information decrypt-
ed using the second public key of the second key
pair contained in the authentication information.

4. The information processing apparatus according to
claim 1,
wherein the application has a third public key of a
third key pair having a third secret key and the third
public key, and a third digital signature using the third
secret key of the third key pair,
wherein the acquisition unit obtains the third public
key of the third key pair from the application,
wherein the authentication information contains the
third public key of the third key pair, and
wherein the authentication unit authenticates the ap-
plication by comparing the third public key of the third
key pair obtained by the acquisition unit, and the third
public key of the third key pair contained in the au-
thentication information.

5. The information processing apparatus according to

any one of claims 1 to 4, further comprising:

a storage unit that stores command information
for access to the IC chip, which is included in
the access right information contained by the
application that has been authenticated by the
authentication unit,
wherein the control unit permits the application
to access to the IC chip when a command for
access to the IC chip from the application is con-
tained in the command information for access,
which is stored in the storage unit, and
wherein the control unit prevents the application
from accessing to the IC chip when the com-
mand for access to the IC chip from the appli-
cation is not contained in the command informa-
tion for access, which is stored in the storage
unit.

6. The information processing apparatus according to
claim 5,
wherein the storage unit further stores accessible
area information of the IC chip, which is included in
the access right information contained by the appli-
cation that has been authenticated by the authenti-
cation unit, and
wherein the control unit restricts an accessible area
of the IC chip to be accessed by the application
based on the accessible area information stored in
the storage unit.

7. The information processing apparatus according to
any one of claims 1 to 6, further comprising:

a retention unit that retains the authentication
information obtained by the acquisition unit,
wherein the authentication unit authenticates
the application based on the authentication in-
formation retained by the retention unit.

8. A program for causing a computer to function as:

a reception unit that receives a request for ac-
cess to an IC chip from an application having an
access right information for accessing to the IC
chip;
an acquisition unit that acquires an authentica-
tion information for authenticating the applica-
tion from an external server based on the access
right information contained in the request for ac-
cess received by the reception unit;
an authentication unit that authenticates the ap-
plication based on the authentication informa-
tion obtained by the acquisition unit; and
a control unit that controls an access of the ap-
plication to the IC chip based on an authentica-
tion result by the authentication unit.
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9. A storage medium storing a program that causes a
computer to function as:

a reception unit that receives a request for ac-
cess to an IC chip from an application having an
access right information for accessing to the IC
chip;
an acquisition unit that acquires an authentica-
tion information for authenticating the applica-
tion from an external server based on the access
right information contained in the request for ac-
cess received by the reception unit;
an authentication unit that authenticates the ap-
plication based on the authentication informa-
tion obtained by the acquisition unit; and
a control unit that controls an access of the ap-
plication to the IC chip based on an authentica-
tion result by the authentication unit.

10. An information processing system comprising:

an information processing apparatus; and
an external server that is capable of communi-
cation with the information processing appara-
tus,
wherein the information processing apparatus
including:

a reception unit that receives a request for
access to an IC chip from an application
having access right information for access-
ing to the IC chip;
an acquisition unit that acquires an authen-
tication information for authenticating the
application from the external server based
on the access right information contained in
the request for access received by the re-
ception unit;
an authentication unit that authenticates the
application based on the authentication in-
formation obtained by the acquisition unit;
and
a control unit that controls an access of the
application to the IC chip based on an au-
thentication result by the authentication
unit.
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