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managing a network security application, the arrange-
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Description

BACKGROUND OF THE INVENTION

[0001] The invention relates in general to network se-
curity. In particular the invention relates to managing a
network security application, such as a firewall, security
gateway, Intrusion Detection System (IDS) or Virtual Pri-
vate Network (VPN) gateway.
[0002] Public networks are presently being used more
and more for sensitive and mission critical communica-
tions and the internal networks of various organisations
and enterprises are nowadays connected to the public
networks, Internet being one of them. Since the basic
mechanisms of the public networks were originally not
designed with secrecy and confidentiality in mind, public
networks are untrusted networks. To protect an internal
network, a special network application or device is usu-
ally used to connect the internal network to a public net-
work. This special network application is often called a
security gateway or a firewall, and the purpose of a such
network application is to prevent unauthorised access
to the internal network. Typically there is need to restrict
access to an internal network from a public network and/
or to restrict access from the internal network to the pub-
lic network or further networks connected to the public
network.
[0003] In addition to security gateways and firewalls
there is a plurality of other network security applications.
For example, in intrusion detection systems (IDS) the
traffic (data packets) flowing in a network is monitored
and analysed in order to detect malicious or unauthor-
ized actions in the network. Virtual private network
(VPN) applications are used for connecting trusted par-
ties to each other over untrusted public network through
a secure tunnel. All traffic from a first party to a second
party is encrypted by a VPN application of the first party,
sent in encrypted form over the public network to the
second party, where a VPN application decrypts the
transmitted data and forwards the decrypted data to the
recipient. The VPN is typically transparent to the proc-
esses that are communicating between each other and
the encryption and decryption depend on the configura-
tion of the VPN applications.
[0004] However, the above described network secu-
rity applications cannot keep an effective security by
themselves. The network security applications need to
be carefully installed and configured, and the security
policy needs to be evaluated and updated regularly, if
the security application includes such security policy (e.
g. VPN applications may not include a security policy).
The contemporary development towards very compli-
cated networks that need to have multiple user interfac-
es with the Internet for VPN (Virtual Private Network),
the remote access, the e-business, the cache servers,
etc. has increased the demands for administrative skills.
Moreover, the surrounding network environment is fast
changing and the updates need to be done in real time,

detected flaws in the configuration and failures in the
network security application operation need to be fixed
as soon as possible in order to maintain required secu-
rity level, connectivity and service availability. Also, the
needs of the users may change over time and user in-
formation may need to be added or removed or modi-
fied.
[0005] Because the human factor plays a key role in
failures of network security applications and security
policies, it is important for a network security application
and a system of network security applications to be eas-
ily administrable. Network security applications are of-
ten managed by a remote (fixed network) management
system using a network connection and secured (en-
crypted) communication. The network security applica-
tions communicate with the management system, send-
ing performance statistics, status information, alarms,
and log data, while receiving policy updates and config-
uration changes. The management system may be part
of the network security application or it may be a sepa-
rate process, and a plurality of network security appli-
cations may be managed using one management sys-
tem. Typically, there is a management user interface,
via which the applications are managed. The manage-
ment user interface may be remotely connected to the
management system and/or the network security appli-
cation.
[0006] The term network security application is used
in this description for referring to any network security
application or to a cluster of any network security appli-
cations, which are managed via a management user in-
terface. The management user interface may be sepa-
rate from the application itself or part of the application.
A network security application may be, for example, a
firewall node, a firewall node provided with Virtual Pri-
vate Network (VPN) functionality, a network monitoring
node, a virus scanning application or an IDS node.
[0007] Figure 1 illustrates an example network topol-
ogy with a first internal network 102, a second internal
network 104 and Internet 100. The internal networks
102, 104 are connected to the Internet 100 via firewalls
106 and 108, respectively. Additionally, there is an IDS
device 110 connected to the internal network 104.
[0008] The IDS device 110 monitors the data packets
entering and exiting the internal network 104. Any of the
network devices 106, 108, 110 may be implemented as
one network node or as a cluster of network nodes.
Then, there is a management user interface in computer
112 connected to the internal network 104. If internal
networks 104 and 102 belong to the same organisation,
all network devices 106, 108, 110 may be managed and
configured using this management user interface 112,
however typically there would be separate management
user interfaces for the IDS device and firewalls. The ac-
tual management system may reside in the computer
112 and act as a central management system for the
two firewalls, for example. Alternatively, the manage-
ment system may be integral part of the firewalls.
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[0009] Typically the management user interface and
a central management system are in a fixed computer
or work station connected to an internal network (or a
plurality of such computers or work stations) and the
connection between the management user interface
and the network security applications is a fixed connec-
tion. The reason for this is security (accessing the man-
agement system only from a physically secure location)
and the fact that the management application is a com-
plex application and running it for example over a con-
ventional modem connection might be very slow. On the
other hand, this means that this fixed computer or work
station needs to be physically accessed in order to man-
age the managed applications. Thus, in order to react
to information provided by the network security applica-
tions the management user interface needs to be mon-
itored. The management system is commonly arranged
to generate an alarm message, for example on a com-
puter screen of a management user interface, as a re-
sponse to predetermined (suspicious/malicious) actions
or failures and therefore the output of the network secu-
rity applications does not need to be analysed constant-
ly. However, finding and fixing the conditions causing the
alarm to go off requires human intervention, and there-
fore the alarms generated by the network security ap-
plications need to be monitored by system administra-
tors.
[0010] The network security applications are com-
monly arranged to send alarms for example to a prede-
termined pager device or as an SMS (Short Message
Service) message to a predetermined mobile phone.
Such pager device or mobile phone is typically carried
with some administrator of the network security applica-
tions in order to receive the alarms instantly without
somebody having to sit by the management user inter-
face at all times. However, the alarm is only a short mes-
sage indicating that something is wrong and the admin-
istrator receiving the alarm may not be even close to the
management system or user interface, and therefore
processing the alarm still needs the administrator to get
to the management user interface in order to find out the
reason for the alarm and to fix the situation.
[0011] It would be beneficial for the administrator to
be able to fix the problem right away when receiving the
alarm and therefore to be able to manage the network
security applications in a more flexible manner and to
respond to failures more rapidly.

SUMMARY OF THE INVENTION

[0012] An object of the invention is to provide a flexi-
ble method for managing network security applications,
which avoids or alleviates the above mentioned prob-
lems. The object is achieved according to the invention
with an arrangement disclosed in the attached inde-
pendent claim. Preferred embodiments of the invention
are disclosed in the dependent claims. The features de-
scribed in one dependent claim may be further com-

bined with features described in another dependent
claim to produce further embodiments of the invention.
[0013] The idea of the invention is to provide for man-
aging a network security application a limited manage-
ment user interface in addition to the management user
interface known in prior art.
[0014] According to the invention there is provided an
arrangement for managing a network security applica-
tion comprising:

- a full management user interface for conducting
management operations for the network security
application, and

- a limited management user interface for conducting
a limited number of management operations of the
full management user interface for the network se-
curity application over a wireless remote connec-
tion.

[0015] Further there is provided a network security
application managed via a full management user inter-
face, which comprises mechanisms for conducting
management operations for the network security appli-
cation, wherein the network security application is ar-
ranged to be managed also via a limited management
user interface comprising mechanisms:

- for conducting limited number of management op-
erations of the full management user interface for
the network security application over a wireless re-
mote connection.

[0016] The invention provides means for managing
network security applications irrespective of the physi-
cal location of the person conducting management op-
erations. For example, a network security application
administrator has a possibility to flexibly update config-
uration of a firewall with a mobile terminal without having
to access the full (usually fixed network) management
user interface. The actions requiring timely response
may be generated by the application to be managed or
by people using the application. The application may
fail, a hostile intrusion may be detected or somebody
may have legitimate problems in accessing some serv-
ice or network and may require changing the access
rights.
[0017] In addition, the limited management user inter-
face enables an administrator to temporarily delegate
rights to conduct some operation. For example, the ad-
ministrator may be on holiday, when something urgent
needs to be done, and it is much more convenient for
the administrator to be able to delegate necessary rights
temporarily to someone else than to do the job himself/
herself during holiday.
[0018] Still, the initial configuration of the network se-
curity applications is conducted by using the full man-
agement user interface, since initial configuration usu-
ally requires some background work and, considering
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timely response, is not as critical as fixing problems or
security flaws in already configured and running network
security applications. This way not all the functionality
of the full management user interface needs to be trans-
ferred to the limited management user interface. The
management operations, which are usually required to
be done as timely response to an alarm or to a user re-
quest, are included in the limited management system.
Usually, such operations do not require large amounts
of data to be transmitted between the management user
interface and the network security application and are
therefore well suited for being conducted over a wireless
communication channel and by using a mobile terminal
having limited capabilities in comparison to a general
use computer. Thus, the limited management user in-
terface provides possibility to fix minor problems or
make modifications fast as only some of the full man-
agement user interface functionality is included.
[0019] In addition, using wireless communication
channel for delivering alarms and critical fixes to prob-
lems reliability of maintenance is increased, since mo-
bile networks have inbuilt high availability and fault tol-
erance of services for example in contrast to the Inter-
net, which is known to fail to deliver messages every
now and then. Therefore timely receipt of alarms and
response to them is more reliable when mobile network
is used than if public network was used.
[0020] These and other features of the invention, as
well as the advantages offered thereby, are described
hereinafter with reference to embodiments illustrated in
the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021]

Figure 1 illustrates an example network topology,

Figures 2A and 2B illustrate example network topol-
ogies according to the invention, and

Figure 3 illustrates still other example network to-
pology according to the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0022] Figure 1 is discussed in more detail above in
connection with the prior art description.
[0023] Figure 2A illustrates an example network to-
pology according to the invention. The second internal
network 104 of Figure 1 has a firewall 108 connecting it
to the Internet 100. In the internal network there is con-
nected a computer 112 with a full management user in-
terface, using which the firewall 108 is managed. The
management user interface in computer 112 is the full
management user interface according to the invention
and is connected to the firewall by means of a fixed data
connection.

[0024] The limited management user interface ac-
cording to the invention is provided by means of a wire-
less device 200, which is connected to a wireless net-
work 202, which may be any wireless communication
network, such as GSM (Global System for Mobile com-
munications), CDMA (Code-Division Multiple Access),
US-TDMA (Time-Division Multiple Access), GPRS
(General Packet Radio Service), WLAN (Wireless Local
Area Network) or UMTS (Universal Mobile Telecommu-
nications System) network. The wireless device 200
may be for example a general-purpose mobile phone or
a PDA (Personal Digital Assistant) or any future coming
mobile terminal. Connected to the firewall 108, there is
a wireless data device 208, the wireless data device 208
providing the connection from the firewall 108 to the
wireless network 202. The wireless data device may be
for example a general-purpose mobile phone or just a
black box containing functionality for sending and re-
ceiving data over air interface and for communicating
data to and from the firewall.
[0025] Figure 2B illustrates another example network
topology according to the invention, where the scenario
shown in Figure 2A is illustrated with some alternative
paths to connect the firewall to the wireless device 200
providing the limited management user interface, are
presented. These alternative paths include: connecting
the wireless device 200 to the firewall 108 via the wire-
less network 202 and further via Internet 100, an ISDN
(Integrated Services Digital Network) line 204 and mo-
dem 224 or a PSTN (Public Switched Telephone Net-
work) line 206 and modem 224, while the Internet, ISDN
line and PSTN line provide connection from the firewall
108 to the wireless network 202. These paths from the
firewall to the wireless network are presented here as
examples only and there may be also some other suit-
able way to connect the firewall to the wireless network.
Additionally, only one of the presented connections is
sufficient for providing the connection between the wire-
less device 200 and the firewall 108. Furthermore, the
firewall 108 may be connected to some other networks
as well, but these are not shown here for the sake of
clarity.
[0026] Figure 3 illustrates a more detailed presenta-
tion of an example arrangement according to the inven-
tion. A firewall application 222 is connected to the wire-
less device 200 providing the limited management user
interface via the wireless data device 208 and wireless
network 202 in a similar manner to Figures 2A and 2B.
One possible implementation for the firewall application
is shown within the block 222. The firewall module 220,
which is a module providing the actual firewall function-
ality, is connected to a Web server module 216, which
is logically connected to an interface module 210 via a
SMS Gateway (GW) module 212 or a WAP (Wireless
Application Protocol) Gateway module 214. Another
possibility is that the Web server module 216 is connect-
ed straight to the interface module 210. These elements
220, 216, 210, 212 and 214 can be implemented as one
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application running in one computer or other suitable de-
vice or every module (or some of the modules) may be
implemented as separate applications and may be run
in separate devices as well. The interface module 210
is further connected to the wireless device 200 in the
same way as shown and discussed in connection with
Figure 2A.
[0027] In the following, the modules of the firewall ap-
plication 222 in Figure 3 are discussed further.
[0028] The purpose of the interface module 210 is to
establish connection between the wireless data device
208 and the firewall module 220. The connection be-
tween the wireless data device 208 and the interface
module may be for example by serial cable (RS-232).
Thus, the interface module 210 receives data received
and forwarded by the wireless data device 208. The in-
terface module includes functionality for identifying the
incoming traffic so that it can forward data according to
WAP protocol to WAP GW, SMS data to SMS GW and
HTTP (HyperText Transfer Protocol) data straight to the
Web server module 216.
[0029] In order to send an SMS message to the limited
management user interface in the wireless device 200
the SMS GW composes AT commands for commanding
the wireless data device via the interface module 210.
(AT commands are well known commands for control-
ling modems.) These commands are only forwarded to
the wireless data device by the interface module.
[0030] Main purpose of the WAP GW 214 is to transfer
data between different protocols, that is, to adapt WAP
and HTTP protocol stacks to each other. In other words,
the WAP GW includes modules for transferring WAP
content from the wireless data device to HTTP content
for the Web server module and for transferring HTTP
content from the Web server module to WAP content for
the wireless data device. However, the WAP GW is not
needed if the Web server module understands WAP
protocols and WML (Wireless Markup Language) used
in WAP.
[0031] Similarly, the main purpose of the SMS GW
212 is to transform data from the web server module to
a format suitable for an SMS connection and vice versa.
[0032] The Web server module provides WAP and
HTTP content to the wireless data device via interface
module and SMS or WAP GW. The Web server module
may communicate with the firewall module 220 by using
cgi-bin queries. Alternatively, there may be a dedicated
application protocol between the firewall module and the
Web server module.
[0033] Since correct operation of network security ap-
plications is critical to any organization, security in man-
aging such applications over wireless interface accord-
ing to the invention is an important issue. Since the de-
vice may be general-purpose mobile terminal, which is
used for other purposes as well, it is possible that also
somebody else than the legitimate administrator of the
network security application has access to the device.
Therefore, it must be verified that the device sending the

management commands is legitimate and that the user
of the device is legitimate. To achieve this, the network
security application may comprise mechanisms for au-
thenticating the wireless device used for limited man-
agement and the person using said wireless device in
the messages received from the limited management
user interface to the network security application.
[0034] This can be done for example by allowing con-
figuring which wireless devices may be used for limited
management only via the full management user inter-
face. Also the operations included in the limited man-
agement user interface may be configured via the full
management user interface. In other words, the full
management user interface may comprise manage-
ment operations for configuring the limited management
user interface. Further, it may be required, that a re-
sponse to an alarm comes from the same device where
it was sent to, that is, the wireless device is authenticat-
ed by using subscriber number. Alternatively or addition-
ally, it is possible to restrict the use of the limited man-
agement user interface only to responding to messages
from the network security application by attaching into
each message an authentication code to be replied in
the response from the limited management user inter-
face and ignoring in the network security application all
messages not including a valid authentication code. In
addition, the persons sending the messages need to au-
thenticate themselves in each message, for example by
means of a pin (personal identification number) code, a
Secur ID -card or by using a SIM (Subscriber Identifica-
tion Module) card with encryption capabilities, such as
PKI (Public Key Infrastructure) SIM, which uses asym-
metric encryption (key pair of public and private key).
[0035] The management operations included in the
limited management user interface may include receiv-
ing and acknowledging alerts. Sending alerts to a wire-
less device as a response to a predefined situation is
known already in prior art, but there has not been pos-
sibility to acknowledge the alerts, therefore the alert may
have been sent to a plurality of recipients or a plurality
of times to each recipient in order to verify receipt of the
alert. With the arrangement according to the invention
flooding the recipients with unnecessary alerts is pre-
vented. Therefore, the limited management user inter-
face comprises management operations for acknowl-
edging receipt of an alarm, that is, received alarms are
acknowledged via the limited management user inter-
face and after the acknowledgement the firewall
"knows" that the alarm has been received. Legitimacy
of the acknowledgement may be verified by including in
the acknowledgement message an acknowledgement
code obtained from the respective alert for binding to-
gether the alarm and the acknowledgement and for ex-
ample a pin code identifying the person sending the ac-
knowledgement. Also more secure authentication may
be used for some management operations. For example
PKI SIM may be used.
[0036] The network security applications usually gen-
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erate and store log data in order to provide users an au-
dit trail of the actions taken and things that have hap-
pened. Log data can be used for finding problems or
detecting security flaws, etc. In order to find a reason
for an alarm, the administrator of the network security
application needs to explore the log data. According to
the invention it is possible to view the log data fully via
the full management user interface and in addition to
view limited amount of the log data via the limited man-
agement user interface. As the amount of log data is
often massive, it is not reasonable to provide all possible
information via the limited management user interface.
On contrary, the log data is filtered in order to find out
the entries that are useful for solving a particular prob-
lem. For example, the entries generated during certain
period of time or entries concerning particular service or
particular user may be filtered out and shown via the
limited management user interface. The limited man-
agement user interface may comprise a management
action in which the administrator (or the user of the lim-
ited management user interface) may specify, how the
log data is to be filtered, or the data may be filtered au-
tomatically on the basis of the details of a related alarm.
[0037] In order to facilitate management operations
via the limited management user interface a possibility
to configure via the full management user interface
scripts for most common command or request combi-
nations to be run via the limited management user in-
terface. This way it is possible to run complex command
strings in the network security application with small
amount of user commands via the limited management
user interface. The user may need to give some param-
eters for running the scripts, though.
[0038] In general, the full management user interface
comprises full scale of management operations for set-
ting initial configuration of the network security applica-
tion and for updating or modifying configuration of the
network security application, and the limited manage-
ment user interface comprises management operations
for updating or modifying configuration of the network
security application, but not for setting initial configura-
tion of the network security application.
[0039] The network security application according to
the invention may be implemented as a suitable combi-
nation of hardware and software. Typically the imple-
mentation is software program code executed in a proc-
essor unit combined with suitable memory resources.
The limited management user interface may be provid-
ed in the wireless device for example by means of a ded-
icated application or via a general purpose browser,
such as a web browser or a micro browser.
[0040] It must be appreciated that the invention is
above described in connection with a firewall application
by way of example only. The network security applica-
tion to be managed according to the invention may
clearly be any other network security application that re-
quires constant maintenance.
[0041] It will be apparent for those skilled in the art

that the illustrative embodiments described are only ex-
amples and that various modifications can be made
within the scope of the invention as defined in the ap-
pended claims.

Claims

1. An arrangement for managing a network security
application comprising:

- a full management user interface (112) for con-
ducting management operations for the net-
work security application, characterized in
that the arrangement further comprises

- a limited management user interface (200) for
conducting a limited number of management
operations of the full management system for
the network security application over a wireless
remote connection.

2. An arrangement according to claim 1, character-
ized in that

- said full management user interface (112) com-
prises management operations for setting initial
configuration of the network security applica-
tion and for updating or modifying configuration
of the network security application, and

- said limited management user interface (200)
comprises management operations for updat-
ing or modifying configuration of the network
security application.

3. An arrangement according to claim 1 or 2, charac-
terized in that

- the network security application (108, 220)
comprises mechanisms for sending to the lim-
ited management user interface an alarm as a
response to a predefined situation, and

- said limited management user interface (200)
comprises management operations for ac-
knowledging receipt of an alarm.

4. An arrangement according to any one of claims 1
to 3, characterized in that

- the network security application (108, 220)
comprises memory and mechanisms for stor-
ing log data into the memory,

- said full management user interface (112) com-
prises management operations for viewing said
log data, and

- said limited management user interface (200)
comprises management operations for viewing
limited amount of said log data.
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5. An arrangement according to any one of claims 1
to 4, characterized in that said wireless remote
connection uses wireless application protocol
(WAP).

6. An arrangement according to any one of claims 1
to 4, characterized in that said wireless remote
connection uses short message service (SMS)
messages.

7. An arrangement according to any one of claims 1
to 4, characterized in that said wireless remote
connection uses HyperText Transfer Protocol (HT-
TP).

8. An arrangement according to any one of claims 1
to 7, characterized in that

- the limited management user interface resides
in a wireless device and the network security
application comprises mechanisms for authen-
ticating said wireless device and mechanisms
for authenticating the person using said wire-
less device in the messages received from the
limited management user interface to the net-
work security application.

9. An arrangement according to any one of claims 1
to 8, characterized in that

- said full management user interface (112) com-
prises management operations for configuring
said limited management user interface (200).

10. A network security application (108, 220) managed
via a full management user interface (112), which
comprises mechanisms for conducting manage-
ment operations for the network security applica-
tion, characterized in that the network security ap-
plication is arranged to be managed also via a lim-
ited management user interface (200) comprising
mechanisms:

- for conducting limited number of management
operations of the full management user inter-
face for the network security application over a
wireless remote connection.
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