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(54) OSPF non-stop routing with reliable flooding

(57) A network element is configured for open short-
est path first (OSPF) non-stop routing (NSR) with reliable
flooding. An active OSPF instance determines to flood a
link-state advertisement (LSA). The LSA is synchronized
with a backup OSPF instance including storing the LSA
with a status that indicates that flooding is pending. The
active OSPF instance attempts to reliably flood the LSA

to a set of adjacent network elements of the flooding
scope of the LSA. If flooding of the LSA completes, the
active OSPF instance causes the backup OSPF instance
to alter the status of the LSA to indicate that flooding is
complete. If the backup OSPF instance becomes the cur-
rently active OSPF instance prior to the flooding of the
LSA completing, then the new active OSPF instance at-
tempts to reliably flood the LSA.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Pro-
visional Application No. 61/541,065, filed on September
29, 2011; and U.S. Provisional Application No.
61/535,942, filed on September 16, 2011; which are
hereby incorporated by reference.

FIELD

[0002] Embodiments of the invention relate to the field
of computer networking; and more specifically, to Open
Shortest Path First (OSPF) Non-stop Routing (NSR) with
reliable flooding.

BACKGROUND

[0003] A computer network is a geographically distrib-
uted collection of interconnected communication links
and subnetworks for transporting data between nodes,
such as computers. Many types of computer networks
are available, with the types ranging from local area net-
works (LANs) to wide area networks (WANs). A LAN is
an example of a subnetwork that provides relatively short
distance communication among the interconnected sta-
tions, whereas a wide area network enables long dis-
tance communication over a larger geographic area us-
ing links provided by public or private telecommunica-
tions facilities. The nodes typically communicate by ex-
changing discrete frames or packets of data according
to predefined protocols. In this context, a protocol con-
sists of a set of rules defining how the nodes interact with
each other.
[0004] Computer networks may be further intercon-
nected by an intermediate node, called a router, to extend
the effective "size" of each network. Since management
of a large system of interconnected computer networks
can prove burdensome, smaller groups of computer net-
works may be maintained as routing domains or auton-
omous systems. The networks within an autonomous
system are typically coupled together by conventional
intradomain routers. These routers manage communica-
tion among local networks within their domains and com-
municate with each other using an intradomain routing
(or an interior gateway) protocol. An example of such a
protocol is the Open Shortest Path First (OSPF) routing
protocol described in Request for Comments (RFC)
2328, OSPF Version 2, by J. Moy (1998). The OSPF
protocol is based on link-state technology and, therefore,
is hereinafter referred to as a link state routing protocol.

SUMMARY

[0005] A network element is configured for open short-
est path first (OSPF) non-stop routing (NSR) with reliable
flooding. A first OSPF instance of the network element

currently acting as an active OSPF instance determines
to flood a link-state advertisement (LSA). The first OSPF
instance synchronizes the LSA with a second OSPF in-
stance of the network element currently acting as a back-
up OSPF instance, including the second OSPF instance
storing the LSA with a status that indicates that flooding
is pending. The first OSPF instance attempts to reliably
flood the LSA to a set of one or more adjacent network
elements that comprise the flooding scope of the LSA.
Attempting to reliably flood the LSA includes transmitting
the LSA to each of the set of adjacent network elements
in the flooding scope with an exception of one adjacent
network element if the LSA was received from that adja-
cent network element, including the LSA on a retrans-
mission list for each adjacent network element the LSA
was flooded to, and maintaining the retransmission lists
including removing the LSA from a retransmission list for
an adjacent network element responsive to receiving an
acknowledgement of receipt of that LSA from that net-
work element. If flooding of the LSA is complete, the first
OSPF instance causes the second OSPF instance to al-
ter the status of the LSA to indicate that flooding is com-
plete. If the second OSPF instance has become the cur-
rently active OSPF instance prior to the flooding of the
LSA completing, then the second OSPF instance at-
tempts to reliably flood the LSA to all of the adjacent
network elements in the flooding scope of the LSA. Thus,
LSAs are reliably flooded while maintaining the minimum
steady state overhead between the active and backup
OSPF instances.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The invention may best be understood by refer-
ring to the following description and accompanying draw-
ings that are used to illustrate embodiments of the inven-
tion. In the drawings:
[0007] Figure 1 illustrates an exemplary network that
implements OSPF Non-stop Routing (NSR) with reliable
flooding according to one embodiment;
[0008] Figure 2 is a flow diagram that illustrates exem-
plary operations for OSPF NSR with reliable flooding ac-
cording to one embodiment;
[0009] Figure 3 is a flow diagram illustrating exemplary
operations performed by an active OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment;
[0010] Figure 4 is a flow diagram illustrating exemplary
operations performed on a backup OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment;
[0011] Figure 5 is a flow diagram illustrating exemplary
operations performed by a backup OSPF instance that
has transitioned to become the active OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment; and
[0012] Figure 6 is a transaction diagram that illustrates
operations for OSPF NSR with reliable flooding accord-

1 2 



EP 2 571 212 A2

3

5

10

15

20

25

30

35

40

45

50

55

ing to one embodiment.

DESCRIPTION OF EMBODIMENTS

[0013] In the following description, numerous specific
details are set forth. However, it is understood that em-
bodiments of the invention may be practiced without
these specific details. In other instances, well-known cir-
cuits, structures and techniques have not been shown in
detail in order not to obscure the understanding of this
description. Those of ordinary skill in the art, with the
included descriptions, will be able to implement appro-
priate functionality without undue experimentation.
[0014] References in the specification to "one embod-
iment," "an embodiment," "an example embodiment,"
etc., indicate that the embodiment described may include
a particular feature, structure, or characteristic, but every
embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such
phrases are not necessarily referring to the same em-
bodiment. Further, when a particular feature, structure,
or characteristic is described in connection with an em-
bodiment, it is submitted that it is within the knowledge
of one skilled in the art to effect such feature, structure,
or characteristic in connection with other embodiments
whether or not explicitly described.
[0015] In the following description and claims, the
terms "coupled" and "connected," along with their deriv-
atives, may be used. It should be understood that these
terms are not intended as synonyms for each other. "Cou-
pled" is used to indicate that two or more elements, which
may or may not be in direct physical or electrical contact
with each other, co-operate or interact with each other.
"Connected" is used to indicate the establishment of com-
munication between two or more elements that are cou-
pled with each other.
[0016] As used herein, a network element (e.g., a rout-
er, switch, bridge) is a piece of networking equipment,
including hardware and software, that communicatively
interconnects other equipment on the network (e.g., other
network elements, end stations). Some network ele-
ments are "multiple services network elements" that pro-
vide support for multiple networking functions (e.g., rout-
ing, bridging, switching, Layer 2 aggregation, session
border control, Quality of Service, and/or subscriber man-
agement), and/or provide support for multiple application
services (e.g., data, voice, and video). Subscriber end
stations (e.g., servers, workstations, laptops, netbooks,
palm tops, mobile phones, smartphones, multimedia
phones, Voice Over Internet Protocol (VOIP) phones, us-
er equipment, terminals, portable media players, GPS
units, gaming systems, set-top boxes) access content/
services provided over the Internet and/or content/serv-
ices provided on virtual private networks (VPNs) overlaid
on (e.g., tunneled through) the Internet. The content
and/or services are typically provided by one or more end
stations (e.g., server end stations) belonging to a service
or content provider or end stations participating in a peer

to peer service, and may include, for example, public
webpages (e.g., free content, store fronts, search serv-
ices), private webpages (e.g., username/password ac-
cessed webpages providing email services), and/or cor-
porate networks over VPNs. Typically, subscriber end
stations are coupled (e.g., through customer premise
equipment coupled to an access network (wired or wire-
lessly)) to edge network elements, which are coupled
(e.g., through one or more core network elements) to
other edge network elements, which are coupled to other
end stations (e.g., server end stations).
[0017] Network elements are commonly separated in-
to a control plane and a data plane (sometimes referred
to as a forwarding plane or a media plane). In the case
that the network element is a router (or is implementing
routing functionality), the control plane typically deter-
mines how data (e.g., packets) is to be routed (e.g., the
next hop for the data and the outgoing port for that data),
and the data plane is in charge of forwarding that data.
For example, the control plane typically includes one or
more routing protocols (e.g., Border Gateway Protocol
(BGP), Interior Gateway Protocol(s) (IGP) (e.g., Open
Shortest Path First (OSPF), Routing Information Protocol
(RIP), Intermediate System to Intermediate System (IS-
IS)), Label Distribution Protocol (LDP), Resource Reser-
vation Protocol (RSVP)) that communicate with other net-
work elements to exchange routes and select those
routes based on one or more routing metrics.
[0018] Each network element running OSPF maintains
an identical link state database (LSDB) describing the
topology of the autonomous system (AS). Each individual
piece of the LSDB is a particular network element’s local
state, e.g., the network element’s usable interfaces and
reachable neighbors or adjacencies. As used herein,
neighboring network elements (or "neighbors") are net-
work elements that have interfaces to a common net-
work, wherein an interface is a connection between a
network element and one of its attached networks. More-
over, an adjacency is a relationship formed between se-
lected neighboring network elements for the purpose of
exchanging routing information and abstracting the net-
work topology. One or more router adjacencies may be
established over an interface.
[0019] The adjacencies are established and main-
tained through the use of the well-known Hello protocol.
Broadly stated, the Hello protocol ensures that commu-
nication between neighbors is bi-directional by periodi-
cally sending Hello packets out of all of the interfaces.
Bi-directional communication is indicated when the rout-
er "sees" itself listed in the neighbor’s Hello packet. On
broadcast and non-broadcast multi-access (NBMA) net-
works, the Hello protocol elects a designated router (DR)
and backup designated router (BDR) for the network.
[0020] Once a network element becomes adjacent, it
advertises its link-state to adjacent network elements on
the network by sending link state advertisements (LSAs).
These LSAs are distributed through a process called re-
liable flooding, in which a router forwards an LSA to its
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neighbor network element(s) that are in the flooding
scope of the LSA and receipt of the LSA is acknowledged
by the receiving neighbor network element(s). An LSA
may be link-scoped, area-scoped, or AS-scoped. For a
link-scoped LSA, the neighbor network elements that are
neighbors on the link (e.g., OSPF interface) are in the
flooding scope. For an area-scoped LSA, the neighbor
network elements that are in the area are in the flooding
scope. For an AS-scoped LSA, all the neighbor network
elements are in the flooding scope.
[0021] By way of a specific example, a first network
element that originates an LSA forwards that LSA to all
of its neighboring network elements in the flooding scope
of the LSA. As another example, a first network element
that receives a new instance of an LSA from a second
network element forwards that LSA to all of its neighbor-
ing network elements in the flooding scope of the LSA
with the exception of the second network element. The
first network element maintains a retransmission list for
each network element (neighbor) to which it is in ex-
change state or above. For each network element to
which the LSA has been forwarded, the first network el-
ement adds the LSA to the retransmission list associated
with that. When the first network element receives an
acknowledgment for the LSA from a particular network
element, the LSA is removed from that network element’s
retransmission list. If a network element fails to acknowl-
edge the LSA within a specified time and therefore the
LSA remains on that router’s retransmission list, the LSA
is retransmitted to that network element. This process
repeats until the retransmission lists are empty.
[0022] For greater reliability, some OSPF implemen-
tations use a technique called Non-stop Routing (NSR),
in which state is synchronized between an active and
standby OSPF instance to assure that a failure on the
active OSPF instance and switchover to the standby
OSPF instance does not result in any loss of OSPF pro-
tocol synchronization. Typically, the state must be syn-
chronized between OSPF instances using Inter-Process
Communication (IPC) which is much slower than normal
memory access. Hence, the amount of state which is
synchronized must be minimized. While many vendors
support OSPF NSR and assure the OSPF LSDB is syn-
chronized between redundant OSPF instances, it is un-
clear whether or not they assure OSPF reliable flooding
is preserved across all failures. The OSPF protocol is
robust in that it assures that every LSA is retransmitted
until acknowledged. The OSPF protocol accomplishes
this by maintaining LSA retransmission lists for each
neighbor. LSAs remain on these lists until they are ac-
knowledged (refer to Section 12 in RFC 2328 for more
information).
[0023] In one embodiment of the invention, a network
element includes at least two OSPF instances, where a
first one acts as an active OSPF instance (or sometimes
referred to as a primary OSPF instance) and the second
one acts as a backup OSPF instance (or sometimes re-
ferred to as a standby OSPF instance or secondary

OSPF instance). The active and backup OSPF instances
may be executed by routing processors (RPs) on differ-
ent hardware or the same hardware. For example, one
of the OSPF instances may be executed by an RP on a
first control card while the other OSPF instance is exe-
cuted by an RP on a second control card. As another
example, the OSPF instances may be executing on dif-
ferent cores of a single processor. As yet another exam-
ple, the OSPF instances may be running on different
processors on the same card.
[0024] In one embodiment, for each LSA to be flooded
by the active OSPF instance (e.g., a new instance of an
LSA received by the active OSPF instance, an LSA orig-
inated by the active OSPF instance (a self-originated
LSA), an LSA that is being flushed from the domain, and
an LSA that is being refreshed), a separate counter is
maintained that indicates the number of OSPF neighbor
retransmission lists on which the LSA is awaiting ac-
knowledgement. In order to minimize the overhead nec-
essary to guarantee reliable flooding, the only transitions
which will be synchronized with the backup OSPF in-
stance will be those after which the flooding is complete.
When a switchover from the active to the backup OSPF
instance occurs, the LSAs with non-zero counts will be
reliably flooded to all neighbors in the flooding scope.
While a bit more flooding overhead is incurred upon
switchover, the steady-state NSR overhead is mini-
mized.
[0025] By way of a specific example, the active OSPF
instances synchronizes the new instances of LSAs it re-
ceives and the LSAs it originates (either a new LSA or
an update of an existing LSA) with the backup OSPF
instance prior to or concurrently with any necessary
flooding of those LSAs to the neighboring network ele-
ments. The active OSPF instance may also, for each LSA
it synchronizes with the backup OSPF instance, indicate
to the backup OSPF instance whether flooding of that
LSA is pending in one embodiment. Alternatively, the
backup OSPF instance may assume that flooding is
pending for each LSA it receives from the active OSPF
instance unless the active OSPF instance indicates that
flooding is complete for that LSA (not pending). Although
the active OSPF instance synchronizes the new instanc-
es of LSAs it receives and originates with the backup
OSPF instance, the active OSPF instance does not syn-
chronize the neighbor retransmission lists with the back-
up OSPF instance. When flooding of an LSA is complete
(e.g., an acknowledgement has been received from each
neighbor network element that was sent the LSA), the
active OSPF instance indicates to the standby OSPF in-
stance that the flooding is complete for that LSA, and the
backup OSPF instance then marks the flooding for that
LSA as being complete. Thus, the backup OSPF instance
maintains a list of LSAs whose flooding is not complete.
When a switchover occurs from the active OSPF instance
to the backup OSPF instance (the backup OSPF instance
becomes the new-active OSPF instance), the new-active
OSPF instance determines whether the flooding of any
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LSAs is pending and reliably floods any such LSAs to all
neighboring network elements.
[0026] Figure 1 illustrates an exemplary network that
implements OSPF Non-stop Routing (NSR) with reliable
flooding according to one embodiment. The network in-
cludes the network elements 100, 101, and 111A-111N.
The network element 100 includes the OSPF instances
104A and 104B, where the OSPF instance 104A is cur-
rently acting as the active OSPF instance and the OSPF
instance 104B is currently acting as the backup OSPF
instance in an NSR implementation.
[0027] The network element 100 receives LSAs from
its neighboring network elements. For example, the net-
work element 100 receives LSA(s) from the network el-
ement 101 over the link 102. Specifically, the OSPF in-
stance 104A receives LSA(s) from the network element
101 over the link 102. The OSPF instance 104A proc-
esses the received LSAs including storing the information
from the LSA into its LSDB 120A. In addition, the OSPF
instance 104A synchronizes 125 the received LSAs with
the OSPF instance 104B (the OSPF instance 104B then
stores the information in the LSAs into its LSDB 120B).
The network element 100 also originates LSAs (self-orig-
inated LSAs) to transmit to its neighboring network ele-
ments.
[0028] The OSPF instance 104A performs a reliable
flooding procedure to flood the LSAs it has received and
the LSAs it originates to its neighbor network elements.
For example, the reliable flooding module 130A floods a
new instance of an LSA received from the network ele-
ment 101 to the network elements 111A-111N over the
links 150A-N respectively (assuming that the network el-
ements 111A-111N are part of the flooding scope of the
LSA) and adds the LSA to the retransmission lists 135
for each network element 110A-111N. As another exam-
ple, the reliable flooding module 130A floods an LSA orig-
inated by the OSPF instance 104A to the network ele-
ments 101 and 111A-111N and adds the self-originated
LSA to the retransmission list 135 for each of the network
elements 101 and 111A-111N. In one embodiment, a
retransmission list for each network element 110 and
111A-111N is maintained that includes a list of LSAs that
have been flooded but not acknowledged. Those LSAs
on the list will be flooded at periodic intervals until they
are acknowledged or until the adjacency is destroyed.
Upon receiving acknowledgement of a flooded LSA from
a particular network element, that LSA is removed from
the retransmission list that is being maintained for that
network element.
[0029] The OSPF instance 104A does not synchronize
the retransmission lists 135 with the OSPF instance 104B
in one embodiment. The OSPF instance 104A maintains,
for each received LSA and each self-originated LSA, a
flood pending counter 150 that indicates the number of
OSPF neighbor retransmission lists on which the LSA is
awaiting acknowledgement. Thus, a particular flood
pending counter 150 for an LSA indicates the number of
neighbor network elements that have not yet acknowl-

edged the LSA (the counter does not indicate which net-
work elements have not yet acknowledged the LSA, only
the number of neighbor network elements that have not
yet acknowledged it). The reliable flooding module 130A
increments a counter 150 when it adds an LSA to a re-
transmission list and decrements that counter 150 when
it removes that LSA from a retransmission list.
[0030] In one embodiment, for each LSA received and
each self-originated LSA, the OSPF instance 104A indi-
cates 105 to the OSPF instance 104B whether flooding
of that LSA is complete (meaning whether that LSA has
been transmitted to each applicable neighbor network
element and an acknowledgement has been received
from each of those neighbor network elements). For ex-
ample, after receiving a new instance of an LSA or orig-
inating an LSA, the OSPF instance 104A may transmit
a message to the OSPF instance 104B that indicates that
flooding of that LSA is pending. The OSPF instance 104B
then marks the flooding of that LSA as being pending.
For example, the reliable flooding module 130B main-
tains the flood pending list 140, which indicates the LSAs
whose flooding is pending. The OSPF instance 104A in-
dicates to the OSPF instance 104B when flooding is com-
plete (e.g., when the flood pending counter 150 for that
LSA is at 0). The OSPF instance 104B then marks that
LSA as being complete or removes the LSA from the
flood pending list 140.
[0031] When a switchover event occurs (the OSPF in-
stance 104B becomes the new-active OSPF instance),
the OSPF instance 104B floods those LSAs indicated as
being flood pending (e.g., the LSAs on the flood pending
list 140) to the neighbor network elements in the flooding
scope of the LSA (e.g., the network elements 101 and
111A-N) using a reliable flooding procedure. For exam-
ple, retransmission lists will be created and/or populated
for the neighbor network elements.
[0032] Figure 2 is a flow diagram that illustrates exem-
plary operations for OSPF NSR with reliable flooding ac-
cording to one embodiment. The operations of this flow
diagram and other flow diagrams will be described with
reference to the exemplary embodiments of Figure 1.
However, it should be understood that the operations of
the flow diagrams can be performed by embodiments of
the invention other than those discussed with reference
to Figure 1, and the embodiments of the invention dis-
cussed with reference to Figure 1 can perform operations
different than those discussed with reference to the flow
diagrams.
[0033] At operation 210, the network element 100 ex-
periences an LSA flooding event (an LSA is to be flood-
ed). Example LSA flooding events include the active
OSPF instance 104A receiving a new instance of an LSA,
the active OSPF instance 104A originating an LSA (a
self-originated LSA), the active OSPF instance 104A de-
termining to flush an LSA from the domain, and the active
OSPF instance 104A refreshing an LSA. By way of a
specific example, the network element 100 may receive
a new instance of an LSA from neighboring network el-
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ement 101 over link 102 (which is one of multiple adjacent
network elements) that is to be flooded to the network
elements 111A-111N, or originate an LSA to be flooded
to the adj acent network elements 101 and 111A-111N.
Specifically, the LSA is processed at the OSPF instance
104A, which is the active OSPF instance. Processing the
LSA typically includes adding the LSA to the LSDB 120A.
[0034] Flow then moves to operation 215 and the
OSPF instance 104A synchronizes the LSA with a back-
up OSPF instance 104B. Synchronizing includes the
backup OSPF instance adding the LSA to the LSDB 120B
and storing an indication that the LSA has a status of
flood pending. For example, the reliable flooding module
130B stores the LSA in the flood pending list 140. In one
embodiment, the OSPF instance 104A transmits a mes-
sage to the OSPF instance 104B that indicates that the
flooding of the LSA is pending completion, while in an-
other embodiment such a message is not transmitted to
the OSPF instance 104B but the OSPF instance 104B
assumes that the flooding of the LSA is pending comple-
tion. Flow then moves to operation 220.
[0035] At operation 220, the active OSPF instance
104A attempts to reliably flood the LSA to the appropriate
adjacent network elements (e.g., those network ele-
ments in the flooding scope of the LSA). For example, if
the LSA is a new LSA instance that was received from
the network element 101 and the network elements
111A-111N are in the flooding scope of the LSA, the ac-
tive OSPF instance 104A attempts to reliably flood the
LSA to the network elements 111A-111N (all the adjacent
network elements in the flooding scope of the LSA except
for the network element 101 that transmitted the LSA).
As another example, if the LSA was self-originated and
the network elements 101 and 111A-111N are in the
flooding scope of the LSA, the active OSPF instance
104A attempts to reliably flood the LSA to the network
elements 101 and 111A-111N. Attempting to reliably
flood the LSA includes performing operations 225 - 235
in one embodiment. At operation 225, the OSPF instance
104A transmits the LSA to the appropriate adjacent net-
work elements. For example, assuming that the network
elements 101 and 111A-11N are in the flooding scope
of the LSA, the OSPF instance 104A transmits the LSA
to the network elements 101 and 111A-111N, with the
exception that if the LSA was originated by and received
from one of those neighboring network elements, the LSA
is not sent to that network element.
[0036] Next, at operation 230, the OSPF instance 104A
includes the LSA on the retransmission lists 135 for the
network elements it transmitted the LSA to. Flow then
moves to operation 235 and the OSPF instance 104A
maintains the retransmission lists 135 for the network
elements that were sent the LSA, which are not synchro-
nized with the OSPF instance 104B. Maintaining the re-
transmission lists 135 includes removing the LSA from a
retransmission list of an adjacent network element after
receiving an acknowledgement of receipt of the LSA from
that network element. Flow then moves to operation 240.

[0037] If the flooding of the LSA is complete (e.g., the
retransmission lists 135 for each of the network elements
101 and 111A-111N that were sent the LSA do not in-
clude the LSA), then flow moves from operation 240 to
operation 245, otherwise flow moves to operation 250.
At operation 245, the active OSPF instance 104A causes
the backup OSPF instance 104B to alter the status of the
LSA to indicate that flooding is complete. For example,
the reliable flooding module 130A transmits a message
to the reliable flooding module 130B that indicates that
the flooding of the LSA is complete, which then removes
the LSA from the flood pending list 140. As will be de-
scribed below, if the LSA is in the flood pending list 140
at a time when the OSPF instance 104B becomes the
new-active OSPF instance, that LSA will be flooded to
the neighbor network elements in the flooding scope of
the LSA; if the LSA is not in the flood pending list at time
when the OSPF instance 104B becomes the active
OSPF instance, that LSA will not be flooded.
[0038] At operation 250 (flooding is not complete), if
the OSPF instance 104B becomes the active OSPF in-
stance prior to flooding being complete, then flow moves
to operation 255, otherwise flow moves back to operation
240. At operation 250, the OSPF instance 104B attempts
to reliably flood the LSA to the network elements in the
flooding scope of the LSA (e.g., the network elements
101 and 111A-111N). The OSPF instance 104B performs
the reliable flooding similarly as the OSPF instance 104A.
[0039] Figure 3 is a flow diagram illustrating exemplary
operations performed by an active OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment. At operation 310, the OSPF instance 104A, which
is currently the active OSPF instance (the OSPF instance
104B is currently the backup OSPF instance), deter-
mines to flood an LSA. For example, the OSPF instance
104A receives a new instance of an LSA, originates an
LSA, determines to flush an LSA, or determines to refresh
an LSA. The OSPF instance 104A installs the LSA into
its LSDB 120A if needed. Next, the OSPF instance 104A
transmits the LSA to the OSPF instance 104B at opera-
tion 315 in order to synchronize the LSDBs of the active
and backup OSPF instances. The OSPF instance 104A
may also transmit an indication to the backup OSPF in-
stance 104B that indicates whether completion of the
flooding is pending.
[0040] Flow moves from operation 320 to operation
325, where the OSPF instance 104A attempts to reliably
flood the LSA to adjacent network elements in the flood-
ing scope of the LSA. It should be understood that oper-
ation 325 may be performed prior to or concurrently with
operation 315 and/or 320. In one embodiment, reliably
flooding the LSA includes the OSPF instance 104A trans-
mitting the LSA to each of the adjacent network elements
in the flooding scope of the LSA with the exception of the
network element that transmitted the LSA if the LSA was
received, including the LSA in a retransmission list of
each of those adjacent network elements, maintaining
the retransmission lists, and maintaining a flood pending
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counter for that LSA. Maintaining a retransmission list
includes removing the LSA from that retransmission list
responsive to receiving an acknowledgement of receipt
of that LSA from the adjacent network element belonging
to that list. Maintaining a flood pending counter includes
setting the counter to the number of retransmission lists
on which the LSA is initially listed, and decrementing the
counter every time the LSA is removed from a retrans-
mission list.
[0041] Flow moves to operation 330, where the OSPF
instance 104A determines whether an LSA receipt ac-
knowledgement for the LSA has been received from an
adjacent network element that has been transmitted the
LSA (e.g., one of the network elements 101 and/or
111A-111N). If yes, then flow moves to operation 340
and the OSPF instance 104A removes the LSA from that
network element’s retransmission list 135. If no, then flow
moves to operation 335 where it is determined whether
the flooding interval has timed out. If it has, then flow
moves to operation 360 and the LSA is transmitted to
those network elements in which the LSA is included on
the retransmission lists, and flow moves back to opera-
tion 330.
[0042] Flow moves from operation 340 to operation
345, where the OSPF instance 104A decrements the
flood pending counter 150 for the LSA. Next, at operation
350, the OSPF instance 104A determines whether the
flood pending counter 150 for the LSA is at zero. If it is
(which indicates that the OSPF instance 104A has re-
ceived an acknowledgement of the LSA from those net-
work elements it flooded the LSA to), then flow moves to
operation 355 where the OSPF instance 104A transmits
a message to the backup OSPF instance 104B that in-
dicates that flooding is complete. If the flood pending
counter 150 for the LSA is non-zero (which means that
the OSPF instance 104A is still waiting for acknowledge-
ments of the LSA), then flow moves back to operation
330.
[0043] Figure 4 is a flow diagram illustrating exemplary
operations performed on a backup OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment. At operation 401, the backup OSPF instance 104B
receives a new instance of an LSA from the active OSPF
instance 104A. The backup OSPF instance 104B installs
the LSA into its LSDB 120B. Next, at operation 402, the
backup OSPF instance 104B determines whether a mes-
sage has been received from the OSPF instance 104A
that indicates flooding is pending for the LSA. If such a
message has been received, then flow moves to opera-
tion 403 and the backup OSPF instance 104B marks the
LSA as being flood pending (that is, flooding is not com-
plete for the LSA). If such a message has not been re-
ceived, then flow also moves to operation 403. For ex-
ample, the reliable flooding module 130B adds the LSA
to the flood pending list 140 to mark that the LSA is flood
pending. In another embodiment, the active OSPF in-
stance 104A is configured with the ability to transmit a
message associated with transmitting the LSA that indi-

cates that flooding is complete or not necessary (in cases
where flooding is either complete or not necessary).
[0044] Flow moves from operation 403 to operation
404 where the backup OSPF instance 104B receives a
message from the active OSPF instance 104A that indi-
cates that flooding of an LSA is complete (e.g., the mes-
sage transmitted in operation 355 of Figure 3). Flow then
moves to operation 405 where the LSA is marked that
the flooding is complete. For example, the reliable flood-
ing module removes the LSA from the flood pending list
140 to mark that the flooding of the LSA is complete.
[0045] Figure 5 is a flow diagram illustrating exemplary
operations performed by a backup OSPF instance that
has transitioned to become the active OSPF instance in
OSPF NSR reliable flooding according to one embodi-
ment. At operation 510, the OSPF instance 104B has
transitioned to become the active OSPF instance. For
example, the OSPF instance 104A may have experi-
enced an error that caused it not to be able to act as the
active OSPF instance (e.g., the hardware executing the
OSPF instance has failed, the OSPF instance has
crashed, etc.) or a planned switchover has occurred.
Flow moves from operation 510 to operation 515 where
the OSPF instance 104B floods each of the LSAs that
are marked as flood pending to all neighbor network el-
ements in its flooding scope. For example, the reliable
flooding module 130B accesses the flood pending list
140 to determine which, if any, LSAs are listed. The re-
liable flooding module 130B transmits each LSA that is
listed on the flood pending list 140 to the neighbor net-
work elements in its flooding scope (e.g., one or more of
the network elements 101 and 111A-111N). In one em-
bodiment, the OSPF instance 104B floods those LSAs
in a reliable way as described with respect to the OSPF
instance 104A (e.g., maintains retransmission lists, flood
pending counters, etc.). Although a bit more flooding
overheard is incurred upon switchover, the steady-state
NSR overhead is minimized. For example, since OSPF
ignores redundant LSAs, the reliable flooding mecha-
nism described herein maintains the stability of the pro-
tocol without needing to update the backup OSPF in-
stance every time the retransmission list changes, which
reduces the volume and state associated with maintain-
ing reliable flooding. Flow then moves to operation 520
and the OSPF instance 104B continues as the active
OSPF instance.
[0046] Figure 6 is a transaction diagram that illustrates
operations for OSPF NSR with reliable flooding accord-
ing to one embodiment. At operation 1, a new instance
of LSA 601 is received from the network element 101 at
the OSPF instance 104A. Next, at operation 2, the OSPF
instance 104A synchronizes the LSA 601 with the OSPF
instance 104B. The OSPF instance 104A may also trans-
mit a message to the OSPF instance 104B that indicates
that the flooding of the LSA 601 is pending. Next, at op-
eration 3, the OSPF instance 104B marks the LSA 601
as being flood pending. For example, the reliable flooding
module 130B adds the LSA 601 to the flood pending list
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140.
[0047] At operations 4A-4N, the OSPF instance 104A
transmits the LSA 601 to the network elements
111A-111N (they are in the flooding scope of the LSA
601 in this example), and at operations 5A-5N receive
acknowledgements from the network elements 111A-
111N. Throughout the operations 4A-5N, the OSPF in-
stance 104A maintains 610 retransmission lists (one for
each of the network elements 111A-111N with respect
to the LSA 601) and a flood pending counter for the LSA
601. For example, each time the LSA 601 is placed on
a retransmission list, the flood pending counter for the
LSA is incremented. Each time the LSA 601 is removed
from a retransmission list (e.g., after receiving acknowl-
edgement from a network element), the flood pending
counter for the LSA is decremented.
[0048] When flooding is complete (after receipt of ac-
knowledgements from the network elements
111A-111N), then the OSPF instance 104A transmits a
message 615 to the OSPF instance 104B that indicates
that the flooding has completed for the LSA 601. The
OSPF instance 104B then marks the LSA as having com-
pleted flooding. For example, the reliable flooding module
130B removes the LSA 601 from the flood pending list
140.
[0049] At operation 8, the OSPF instance 104A origi-
nates an LSA 620. Next, at operation 9, the OSPF in-
stance 104A synchronizes the LSA 620 with the OSPF
instance 104B. The OSPF instance 104A may also trans-
mit a message to the OSPF instance 104B that indicates
that the flooding of the LSA 620 is pending. Next, at op-
eration 10, the OSPF instance 104B marks the LSA 620
as being flood pending. For example, the reliable flooding
module 130B adds the LSA 620 to the flood pending list
140.
[0050] At operations 11A-13N, the normal operations
of the OSPF instance 104A are to transmit the LSA 620
to the network elements 101 and 111A-111N (they are
part of the flooding scope of the LSA 620) at operations
11A and 12A-N respectively, receive an acknowledge-
ment from the network element 101 at operation 11B and
acknowledgements from the network elements 111A-
111N at operations 13A-13N, and throughout the oper-
ations 11A-13N maintain 625 retransmission lists (one
for each of the network elements 101 and 111A-111N
with respect to the LSA 620) and a flood pending counter
for the LSA 620. However, sometime during these oper-
ations, a switchover event 630 occurs prior to completion
of the flooding of the LSA 620. It should be understood
that the LSA 620 may have been transmitted and ac-
knowledged by some of the network elements 101 and
111A-111N or none of the network elements 101 and
111A-111N prior to the switchover event 630.
[0051] After detection of the switchover event 630, the
OSPF instance 104B determines whether there are
LSA(s) whose flooding has not been completed by the
previously active OSPF instance 104A. For example, the
reliable flooding module 130B accesses the flood pend-

ing list 140 to determine the LSA(s) (if any) whose flood-
ing has not been completed. In this example, the flooding
of the LSA 620 has not been completed. Thus, the OSPF
instance 104B transmits the LSA 620 to the network el-
ement 101 at operation 14, and transmits the LSA 620
to the network elements 111A-111N at operations 15A-
15N respectively. The OSPF instance 104B receives ac-
knowledgements from the network elements 111A-111N
at operations 16A-N respectively and receives an ac-
knowledgement from the network element 101 at oper-
ation 17.
[0052] It is unclear whether or how existing OSPF rout-
er NSR implementations handle reliable flooding. It would
be easy for a naive implementation to miss this problem.
Additionally, an implementation may solve the problem
but may do it by synchronizing each and every OSPF
retransmission list transaction between the active and
standby OSPF instance. If every retransmission list op-
eration is synchronized, the volume and state associated
with maintaining reliable flooding will increase linearly
with the number of neighbors. However, since OSPF ig-
nores redundant LSAs, the reliable flooding mechanism
described herein maintains the stability of the protocol
without needing to update the backup OSPF instance
every time the retransmission list changes, which reduc-
es the volume and state associated with maintaining re-
liable flooding.
[0053] While the flow diagrams in the figures show a
particular order of operations performed by certain em-
bodiments of the invention, it should be understood that
such order is exemplary (e.g., alternative embodiments
may perform the operations in a different order, combine
certain operations, overlap certain operations, etc.).
[0054] While the invention has been described in terms
of several embodiments, those skilled in the art will rec-
ognize that the invention is not limited to the embodi-
ments described, can be practiced with modification and
alteration within the spirit and scope of the appended
claims. The description is thus to be regarded as illustra-
tive instead of limiting.

Claims

1. A method in a network element for open shortest
path first (OSPF) non-stop routing with reliable flood-
ing, the method comprising the steps of:

responsive to a first OSPF instance of the net-
work element that is currently acting as an active
OSPF instance determining to flood a link-state
advertisement (LSA), performing the following
steps:

synchronizing the LSA with a second OSPF
instance of the network element currently
acting as a backup OSPF instance, wherein
the step of synchronizing includes storing
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by the second OSPF instance the LSA with
a status that indicates that flooding is pend-
ing;
attempting to reliably flood by the first OSPF
instance the LSA to a set of one or more
adjacent network elements of a flooding
scope of the LSA, the step of attempting in-
cludes:

transmitting the LSA to each of the set
of adjacent network elements in the
flooding scope of the LSA with an ex-
ception of one adjacent network ele-
ment if the LSA was received from that
adjacent network element,
including the LSA on a plurality of re-
transmission lists for the plurality of ad-
jacent network elements that the LSA
was transmitted to, and
maintaining the plurality of retransmis-
sion lists on the first OSPF instance,
wherein the plurality of retransmission
lists are not synchronized with the sec-
ond OSPF instance, wherein the step
of maintaining includes removing the
LSA from a retransmission list for a net-
work element responsive to receiving
an acknowledgement of receipt of that
LSA from that network element,

if flooding of the LSA is complete, then the first
OSPF instance causing the second OSPF in-
stance to alter the status of the LSA to indicate
that flooding is complete, wherein the flooding
of the LSA is complete when the LSA is not in-
dicated on any of the plurality of retransmission
lists; and
if the second OSPF instance has become the
currently active OSPF instance prior to the flood-
ing of the LSA completing, then the second
OSPF instance attempting to reliably flood the
LSA to all of the set of adjacent network ele-
ments of the flooding scope of the LSA.

2. The method of claim 1, wherein the second OSPF
instance assumes that flooding is pending for each
LSA it receives from the first OSPF instance unless
the first OSPF instance indicates that flooding is
complete for that LSA.

3. The method of claim 1, wherein the step of synchro-
nizing the LSA includes transmitting a message to
the second OSPF instance that indicates that flood-
ing is pending for that LSA.

4. The method of claim 3, wherein the step of attempt-
ing to reliably flood the LSA is performed substan-
tially concurrently with the step of synchronizing the

LSA.

5. The method of claim 1, further comprising the steps
of:

maintaining a counter for the LSA that indicates
a current number of retransmission lists that the
LSA is included on, wherein maintaining the
counter includes decrementing the counter re-
sponsive to the LSA being acknowledged from
one of the plurality of adjacent network ele-
ments, and
wherein flooding of the LSA is complete is indi-
cated as being complete when the counter for
the LSA is decremented to a predefined value.

6. The method of claim 1, wherein the step of the first
OSPF instance causing the second OSPF instance
to alter the status of an LSA to indicate that flooding
is complete includes sending a message to the sec-
ond OSPF instance that flooding of that LSA is com-
plete.

7. A network element for open shortest path first
(OSPF) non-stop routing with reliable flooding, com-
prising:

a first OSPF instance, configured to initially act
as an active OSPF instance, and having a first
reliable flooding module;
a second OSPF instance, configured to initially
act as a standby OSPF instance, having a link
state database (LSDB), a second reliable flood-
ing module, and a flood pending list;
wherein the first reliable flooding module is con-
figured to:

cause link-state announcements (LSAs)
that it has determined to flood to be stored
in the link state database and include each
of those LSAs to be flooded on the flood
pending list until flooding of that LSA is com-
plete;
reliably flood the LSAs stored on the flood
pending list to one or more adjacent network
elements, wherein reliable flooding of an
LSA is complete when an acknowledge-
ment is received from each of the set of ad-
jacent network elements;
upon reliable flooding of an LSA being com-
plete, cause that LSA to be removed from
the flood pending list of the second OSPF
instance; and

wherein the second reliable flooding module is
configured to:

after the second OSPF instance becomes
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the active OSPF instance, flood all LSAs
included on the flood pending list to one or
more adjacent network elements.

8. The network element of claim 7, wherein the first
reliable flooding module is further configured to flood
self-originated LSAs to all adjacent network ele-
ments.

9. The network element of claim 7, wherein the first
reliable flooding module is configured to flood LSAs
received from adjacent network elements that it has
determined to flood to all adjacent network elements
except the one from which the LSA was received.

10. The network element of claim 7, wherein the first
reliable flooding module is further configured to in-
clude each LSA it has determined to flood to the one
or more adjacent network elements on one or more
retransmission lists associated with the one or more
adjacent network elements, and wherein the first re-
liable flooding module is further configured to remove
an LSA from a retransmission list associated with a
network element responsive to an acknowledge-
ment of receipt of that LSA from that network ele-
ment.

11. The network element of claim 10, wherein the first
OSPF instance further includes flood pending
counters, wherein each one of the flood pending
counters indicates a number of retransmission lists
on which one of the LSAs is awaiting acknowledge-
ment, and wherein flooding of an LSA is complete
when its corresponding flood pending counter indi-
cates that the LSA is not on any of the plurality of
retransmission lists.

12. The network element of claim 7, wherein the first
reliable flooding module is configured to, for each
LSA it has determined to flood, send a message to
the second reliable flooding module that indicates
that flooding of that LSA is pending to cause that
LSA to be included on the flood pending list.

13. The network element of claim 7, wherein the first
reliable flooding module is configured to, upon reli-
able flooding of an LSA being complete, send a mes-
sage to the second reliable flooding module that in-
dicates that flooding of that LSA is complete to cause
that LSA to be removed from the flood pending list.

14. A method in a network element for open shortest
path first (OSPF) non-stop routing with reliable flood-
ing, the network element including a first OSPF in-
stance that initially is acting as an active OSPF in-
stance and a second OSPF instance that initially is
acting as a backup OSPF instance, the method com-
prising the steps of:

the first OSPF instance reliably flooding LSAs,
wherein for each LSA to be flooded, the first
OSPF instance synchronizes that LSA with the
second OSPF instance with a status of flood
pending;
responsive to reliable flooding of an LSA being
complete, the first OSPF instance causing the
second OSPF instance to alter the status of that
LSA to indicate that flooding is complete; and
responsive to the second OSPF instance be-
coming the currently active OSPF instance, the
second OSPF instance reliably flooding those
LSAs that have a status of flood pending.

15. The method of claim 14 wherein the step of reliably
flooding LSAs includes the following for each LSA
to be flooded:

determining a flooding scope for the LSA that
includes a set of one or more adjacent network
elements;
transmitting the LSA to each of the set of adja-
cent network elements in the flooding scope of
the LSA with an exception of one adjacent net-
work element if the LSA was received from that
adjacent network element;
including the LSA on a set of one or more re-
transmission lists for the set of adjacent network
elements that the LSA was transmitted to re-
spectively, and
maintaining the set of retransmission lists in-
cluding removing the LSA from a retransmission
list for a network element responsive to receiving
an acknowledgement of receipt of that LSA from
that network element.

16. The method of claim 14, wherein the step of causing
the second OSPF instance to alter the status of an
LSA to indicate that flooding is complete includes
the first OSPF instance sending a message notifying
the second OSPF instance that flooding is complete.

17. The method of claim 14, wherein the step of syn-
chronizing the LSA with a status of flood pending
includes the first OSPF instance sending the second
OSPF instance a message to cause the second
OSPF instance to store the LSA on a flood pending
list.

18. The method of claim 14, wherein reliable flooding of
an LSA is complete when the first OSPF instance
has received acknowledgements of the LSA from all
network elements to which the LSA was sent.

19. The method of claim 18, further comprising the steps
of:

maintaining a counter for each LSA reliably
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flooded that indicates a current number of re-
transmission lists that the LSA is included on,
wherein maintaining the counter includes dec-
rementing the counter responsive to receipt of
the LSA being acknowledged, and
wherein flooding of the LSA is indicated as being
complete when the counter for the LSA is dec-
remented to a predefined value.
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