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Description

BACKGROUND

[0001] The subject matter disclosed herein relates generally to industrial safety systems, and, more particularly, to a
single-wire safety architecture that facilitates safety-rated monitoring of safety input devices as well as diagnostics and
enhanced functionality over a single-wire communication channel.
[0002] EP 3 023 848 A1 discloses a pulse generating component that can be configured to generate a pulse pattern
and output the pulse pattern on the device’s single-wire safety channel output terminal if the device is operating in safety
master mode. The device addressing component can be configured to set an address for the safety device, and to report
this address to other devices on the safety circuit via messages sent over the single-wire communication channel. During
operation mode, during which all safety devices are in their respective operational states, pulsed safety signal is relayed
along the single-wire channel by the respective safety devices and received at the SWS+ INPUT terminal of comms
master. Each safety device that receives the pulsed safety signal on its SWS+ INPUT terminal during safety mode
verifies that the received pulse pattern matches the defined pulse. Each safety device outputs the pulsed safety signal
on its SWS+ OUTPUT terminal if (a) the pulse pattern is confirmed to be the correct pulse pattern, (b) the safety function
is valid (e.g., door closed, emergency stop pushbutton disengaged, light curtain unbroken, etc.), (c) there are no internal
faults on the safety device, and (d) the communication stack for the safety device is active.
[0003] It is the object of the present invention to provide an improved method and system for a single-wire safety circuit.
[0004] The object is achieved by the subject matter of the independent claims.
[0005] Embodiments are defined by the dependent claims.
[0006] The following presents a simplified summary in order to provide a basic understanding of some aspects described
herein. This summary is not an extensive overview nor is intended to identify key/critical elements or to delineate the
scope of the various aspects described herein. Its sole purpose is to present some concepts in a simplified form as a
prelude to the more detailed description that is presented later.
[0007] In one or more embodiments, a safety device is provided, comprising a safe state detection component con-
figured to determine whether the safety device is in a safe state; a pulse detection component configured to verify that
a modulated pulse pattern contained in a safety signal portion of a safety signal received on an input terminal of the
safety device corresponds to a defined pulse pattern; a status word control component configured to write device status
data to a device data portion of the safety signal; and a safety signal relaying component configured to output the safety
signal on an output terminal of the safety device in response to verification that the modulated pulse pattern corresponds
to the defined pulse pattern and a determination that the safety device is in the safe state.
[0008] Also, one or more embodiments provide a method for operating a safety device on a single-wire safety circuit,
determining, by a safety device comprising a processor, whether the safety input device detects a safe status; comparing,
by the safety input device, a defined pulse pattern with a pulse pattern carried by a safety signal portion of a safety signal
received on an input terminal of the safety input device; writing, by the safety device, device status data to a device data
portion of the safety signal; and in response to determining that the pulse pattern matches the defined pulse pattern
based on the comparing and that the safety input device detects the safe status, outputting, by the safety device, the
safety signal via an output terminal of the safety device.
[0009] Also, according to one or more embodiments, a non-transitory computer-readable medium is provided having
stored thereon instructions that, in response to execution, cause a safety device to perform operations, the operations
comprising determining whether the safety device detects a safe status; comparing a pulse pattern carried by a safety
signal portion of a safety signal received on an input terminal of the safety device with a defined pulse pattern; writing
device status data to a device data portion of the safety signal; and in response to determining that the pulse pattern
matches the defined pulse pattern based on the comparing and that the safety device detects the safe status, outputting
the safety signal via an output terminal of the safety device.
[0010] To the accomplishment of the foregoing and related ends, certain illustrative aspects are described herein in
connection with the following description and the annexed drawings. These aspects are indicative of various ways which
can be practiced, all of which are intended to be covered herein. Other advantages and novel features may become
apparent from the following detailed description when considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011]

FIG. 1 is a block diagram of an example safety circuit that utilizes redundant signal paths to improve safety reliability.
FIG. 2 is a block diagram of an example single-wire safety system architecture.
FIG. 3 is a timing chart of an example pulse signal that can be generated by a safety master device.
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FIG. 4 is a block diagram of an example comms master device.
FIG. 5 is a block diagram of an example SWS+ safety device.
FIG. 6 is an example wiring schematic illustrating connections between a safety device and a comms master.
FIG. 7 is an example logic diagram illustrating enable conditions for an SWS+ OUTPUT terminal of a single-wire
safety input device.
FIG. 8 is an example generalized electrical schematic that can be used to confirm receipt of a defined pulse signal
on an SWS+ INPUT terminal of a comms master device.
FIG. 9 is a state diagram illustrating the sequence of operations for a single-wire safety architecture.
FIGs. 10A-10E are block diagrams illustrating power up, auto-detection, and sub-link phases of an example single-
wire safety system.
FIGs. 11A-11F are block diagrams illustrating the enumeration phase of an example single-wire safety system.
FIGs. 12A-12B are block diagrams illustrating diagnosis of a device failure on an example single-wire safety system.
FIGs. 13A-13G are block diagrams illustrating the link identification phase of an example single-wire safety system.
FIGs. 14A-14C are block diagrams illustrating a scenario in which a safety device on a previously established single-
wire safety link has been reset and cleared of its address.
FIGs. 15A-15D are block diagrams illustrating safety and diagnostic modes for an example single-wire safety system.
FIGs. 16A-16F are block diagrams illustrating how messaging is performed in a scenario in which multiple safety
devices switch to their safe state.
FIG. 17 is a flowchart of an example methodology for controlling safety relay outputs of a safety relay.
FIG. 18 is a flowchart of an example methodology for obtaining diagnostic information from one or more safety input
devices on a single-wire safety circuit in response to a detected loss of a safety signal.
FIG. 19 is a flowchart of an example methodology for obtaining diagnostic information from one or more safety input
devices on a single-wire safety circuit in response to a detected loss of a safety signal
FIG. 20 is a flowchart of an example methodology for enumerating safety input devices on a single-wire safety circuit
by a safety relay.
FIG. 21 is a flowchart of an example methodology for establishing a comms master on a single-wire safety circuit.
FIG. 22 is a flowchart of an example methodology for establishing a comms master on a single-wire safety circuit.
FIG. 23 is a flowchart of an example methodology for detecting and registering replacement safety input devices
on a single-wire safety circuit by safety relay acting a comms master.
FIG. 24 is a flowchart of an example methodology for configuring a role of a safety input device on a single-wire
safety circuit.
FIG. 25 is a flowchart of an example methodology for establishing sub-links between safety input devices on a
single-wire safety circuit.
FIG. 26 is a flowchart of an example methodology for enumerating a safety input device on a single-wire input circuit.
FIG. 27 is a flowchart of an example methodology for processing a request for device information from a comms
master by a safety device.
FIG. 28 is a flowchart of an example methodology for processing a pulsed safety signal received at a safety input
device via a single-wire safety channel.
FIG. 29 is a flowchart of an example methodology for automatically detecting whether a safety device that supports
auto-detection and self-configuration is currently installed as part of a single-wire safety circuit, and automatically
configuring the safety device to operate in either SWS+ mode or OSSD mode based on the determination.
FIG. 30 is a diagram of a SWS+ safety circuit that includes a comms master device and five standard safety devices
that are linked to the single wire channel using smart tap devices.
FIG. 31A-31D are diagrams illustrating electrical connections for various types of smart tap devices.
FIG. 32 is a generalized block diagram of a 5-pin smart tap device illustrating how three example types of safety
devices connect to the lines of the tap’s slave device terminal.
FIGs. 33A and 33B are diagrams illustrating the use of smart tap devices to initiate a remote reset of a selected
safety device on an SWS+ circuit.
FIG. 34 is a diagram of an example SWS+ safety circuit that includes a smart tap with an integrated power tap.
FIG. 35 is a diagram illustrating a SWS+ safety circuit comprising a comms master that monitors safety devices on
two single-wire channels.
FIG. 36 is a diagram illustrating a SWS+ safety circuit that includes safety devices that invert the safety signal pulse
pattern prior to outputting to the next device.
FIG. 37 is a diagram of an example modified safety signal that includes a safety signal portion and a device data
portion within each cycle.
FIG. 38 is a diagram illustrating transmission of a modified safety signal comprising a safety signal portion and a
device data portion on a single-wire channel.f
FIG. 39 is a diagram illustrating the alternating safety signal and data portions of an example modified safety signal,
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showing the ordered transmission of device data for a safety circuit having 32 safety devices.
FIG. 40 is a flowchart of an example methodology for determining when a safety device is to insert its own device
data into a cycle of a modified safety signal.
FIG. 41 is a diagram illustrating an example sequence of operations carried out by SWS+ devices in response to a
request from a user to unlock a safety gate protected by a locking safety device.
FIG. 42 is a diagram illustrating a subsequent sequence of operations carried out by SWS+ devices in response to
a request from a user to lock a safety gale.
FIG. 43 is an example computing environment.
FIG. 44 is an example networking environment.

DETAILED DESCRIPTION

[0012] The subject disclosure is now described with reference to the drawings, wherein like reference numerals are
used to refer to like elements throughout. In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding thereof. It may be evident, however, that the subject
disclosure can be practiced without these specific details. In other instances, well-known structures and devices are
shown in block diagram form in order to facilitate a description thereof.
[0013] As used in this application, the terms "component," "system," "platform," "layer," "controller," "terminal," "station,"
"node," "interface" are intended to refer to a computer-related entity or an entity related to, or that is part of, an operational
apparatus with one or more specific functionalities, wherein such entities can be either hardware, a combination of
hardware and software, software, or software in execution. For example, a component can be, but is not limited to being,
a process running on a processor, a processor, a hard disk drive, multiple storage drives (of optical or magnetic storage
medium) including affixed (e.g., screwed or bolted) or removable affixed solid-state storage drives; an object; an exe-
cutable; a thread of execution; a computer-executable program, and/or a computer. By way of illustration, both an
application running on a server and the server can be a component. One or more components can reside within a process
and/or thread of execution, and a component can be localized on one computer and/or distributed between two or more
computers. Also, components as described herein can execute from various computer readable storage media having
various data structures stored thereon. The components may communicate via local and/or remote processes such as
in accordance with a signal having one or more data packets (e.g., data from one component interacting with another
component in a local system, distributed system, and/or across a network such as the Internet with other systems via
the signal). As another example, a component can be an apparatus with specific functionality provided by mechanical
parts operated by electric or electronic circuitry which is operated by a software or a firmware application executed by
a processor, wherein the processor can be internal or external to the apparatus and executes at least a part of the
software or firmware application. As yet another example, a component can be an apparatus that provides specific
functionality through electronic components without mechanical parts, the electronic components can include a processor
therein to execute software or firmware that provides at least in part the functionality of the electronic components. As
further yet another example, interface(s) can include input/output (I/O) components as well as associated processor,
application, or Application Programming Interface (API) components. While the foregoing examples are directed to
aspects of a component, the exemplified aspects or features also apply to a system, platform, interface, layer, controller,
terminal, and the like.
[0014] As used herein, the terms "to infer" and "inference" refer generally to the process of reasoning about or inferring
states of the system, environment, and/or user from a set of observations as captured via events and/or data. Inference
can be employed to identify a specific context or action, or can generate a probability distribution over states, for example.
The inference can be probabilistic-that is, the computation of a probability distribution over states of interest based on
a consideration of data and events. Inference can also refer to techniques employed for composing higher-level events
from a set of events and/or data. Such inference results in the construction of new events or actions from a set of
observed events and/or stored event data, whether or not the events are correlated in close temporal proximity, and
whether the events and data come from one or several event and data sources.
[0015] In addition, the term "or" is intended to mean an inclusive "or" rather than an exclusive "or." That is, unless
specified otherwise, or clear from the context, the phrase "X employs A or B" is intended to mean any of the natural
inclusive permutations. That is, the phrase "X employs A or B" is satisfied by any of the following instances: X employs
A; X employs B; or X employs both A and B. In addition, the articles "a" and "an" as used in this application and the
appended claims should generally be construed to mean "one or more" unless specified otherwise or clear from the
context to be directed to a singular form.
[0016] Furthermore, the term "set" as employed herein excludes the empty set; e.g., the set with no elements therein.
Thus, a "set" in the subject disclosure includes one or more elements or entities. As an illustration, a set of controllers
includes one or more controllers; a set of data resources includes one or more data resources; etc. Likewise, the term
"group" as utilized herein refers to a collection of one or more entities; e.g., a group of nodes refers to one or more nodes.
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[0017] Various aspects or features will be presented in terms of systems that may include a number of devices,
components, modules, and the like. It is to be understood and appreciated that the various systems may include additional
devices, components, modules, etc. and/or may not include all of the devices, components, modules etc. discussed in
connection with the figures. A combination of these approaches also can be used.
[0018] Modern industrial automation systems often include a number of hazardous machine access points that, if
inappropriately breached, may cause injury to an operator. These access points can expose the operator to risks asso-
ciated with dangerous machine components, including but not limited to crushing by moving parts, electrocution through
contact with exposed high-voltage lines or components, chemical burn, laceration or dismemberment by a moving blade,
radiation exposure, or other such hazards
[0019] To mitigate the risks associated with these access points, plant engineers typically implement safety systems
designed to protect operators who interact with the access points. These safety systems often include a safety relay or
controller that monitors the states of various safety input devices, and disconnects power to hazardous machine com-
ponents if any of the safety input devices indicate a potentially unsafe condition. An example safety input device may
comprise a proximity switch installed on a safety gate that provides access to a hazardous machine. The proximity switch
output may be provided as an input to the safety relay, which operates a contactor to isolate power from the machine
when the proximity switch indicates that the safety gate is open. In another example, an access point that allows an
operator to load a part in a stamping press area may be protected by a light curtain that detects when a physical body
(e.g., an operator’s arm) has reached through the access point. As with the example proximity switch described above,
the light curtain’s output can be tied to the safety relay as an input, such that the safety relay isolates power to the press
while the light curtain is broken by the detected body Other example safety input devices can include, but are not limited
to, emergency stop pushbuttons, industrial safety mats that detect human presence at a particular area based on weight
detection, emergency pull-cord devices, photoelectric or laser-based sensors, or other such safety detection devices.
[0020] The functional safety solutions implemented for a hazardous access point must be compliant with current
industry-specific functional safety standards, such as those defined by the International Organization for Standardization
(ISO) or the International Electrotechnical Commission (IEC). Such standards may define formal methodologies for
determining a risk level associated with a machine, and provide statutory guidelines for designing safety systems to
mitigate the risk. These safety standards dictate safety system types and configurations that must be implemented to
counter a particular type of hazard.
[0021] To ensure highly reliable safety response even in the event of a failure of one or more safety input devices,
safety systems are often designed with dual redundant channels for conveying a safety signal. FIG. 1 illustrates an
example safety circuit that utilizes redundant signal paths to improve safety reliability. In this example, safety devices
102 are connected in series to a safety relay 104. Safety devices 102 comprise devices that verify whether the safety
relay should enter the safe state based on their respective access points, including but not limited to proximity switches
that determine when a safety gate is in the closed position, emergency stop pushbuttons, safety mats, light curtains,
etc. Each of the safety devices 102 are equipped with dual redundant contacts 112a and 112b that are designed to close
when the device is in the safe state, allowing respective 24VDC signals 110 to pass.
[0022] Safety relay 104 includes at least one resettable contact 114 that controls the connection of machine power
108 to at least one machine, motor, or industrial device. Safety relay 104 will only allow the contact 114 to be reset if
both 24VDC signals are detected, indicating that all safety devices 102 have validated their safety functions. If any of
the safety devices 102 switch to a safe state (e.g., a light curtain is broken, an emergency stop button is pressed, a
safety door is opened, etc.), the circuit to the safely relay 104 is broken, and the safety relay 104 isolates power from
the machine, placing the industrial system in a safe state by preventing hazardous motion.
[0023] The use of two separate paths through the safety devices improves safety reliability by ensuring that the safety
relay 104 disconnects machine power when a safety device switches to a safe state even in the event that one of the
safety device’s internal contacts has failed. That is, even if one of the two contacts within a safety device has fused
closed, the second contact will still open in response to detection of the safe state, ensuring that the safety relay 104
will see the loss of the 24VDC signal and disconnect power from the machine. While providing an enhanced degree of
safety reliability, implementation of dual redundant signal paths consumes additional terminal space and doubles the
wiring requirement relative to a single-wire solution. Moreover, the presence of two separate channels introduces the
possibility of cross faults between the two lines, which can prevent the safety relay from detecting an open in the safety
circuit.
[0024] To address these and other issues, one or more embodiments of the present disclosure provide a single-wire
safety system architecture that provides reliable safety device monitoring without the need for dual redundant signal
channels. FIG. 2 illustrates an example single-wire safety system architecture 202 according to one or more embodiments.
The safety system architecture 202 comprises a safety relay acting as a communications master 208 (referred to herein
as a "comms master") and three safety devices 204 connected in series with the safety relay (although any number of
safety devices may be added to the safety circuit without departing from the scope of this disclosure). The safety devices
are configured for compliance with a single-wire safety communication protocol, to be described in more detail herein.
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Safety device 2041, which is farthest from the comms master 208 in the communication chain, serves as a safety master.
A safety device acting as safety master generates a defined pulse train 206 that is passed through each safety device
in the chain to the comms master 208 (the safety relay), which remains in operational mode as long as the defined pulse
train 206 is recognized. The total path between the safety master 2041 and the comms master 208 comprises a single-
wire safety plus (SWS+) link 212, which is made up of multiple sub-links 214 between adjacent safety devices on the
circuit. When one of the safety devices 204 identifies the loss of its safety function (e.g., opening of a safety gate, pressing
of an emergency stop button, etc.) and enters the safe state, that device ceases to pass the pulse train 206 to downstream
devices, preventing the signal from reaching the comms master 208. Upon detecting loss of the pulse train signal, the
comms master 208 isolates power to the industrial system components (e.g., machine, industrial device, motor, etc.).
[0025] In some embodiments, to ensure a high degree of safety reliability without the use of dual redundant signal
channels, each safety device on the circuit is configured to perform a two-channel evaluation of the pulse signal. Moreover,
the safety master 2041, which generates the pulse train 206, can be configured to monitor two-channel feedback of the
output signal, such that short-circuiting of the signal to 24VDC, 0VDC, or to other clocked signals can be detected.
[0026] The architecture implements a bi-directional communication protocol on the single-wire safety channel, allowing
the devices in the chain to share information - including but not limited to status data, address information, presence
indications, etc. - via the same channel over which the pulsed signal is sent. The single-wire protocol allows the safety
devices to exchange request and response messages 210 over the channel, while coordinating sending and receiving
of these messages with transmission of the pulse train 206.
[0027] FIG. 3 is a timing diagram of an example pulse signal 302 that can be generated by the safety master device.
The pulse pattern illustrated in FIG. 3 is not intended to be limiting, and it is to be appreciated that any pulse pattern
may be implemented without departing from the scope of one or more embodiments of this disclosure. In this example,
the pulse signal 302 has a total period of 4ms, comprising a 1ms ON signal, a 0.7ms OFF signal, a 0.5ms ON signal,
and a 1.8ms OFF signal. Safety devices and comms masters compliant with the single-wire protocol can be configured
to recognize and generate this pulse pattern. The comms master can be configured to enable the safety relay outputs
when this pulse pattern is received from the safety device nearest to the comms master on the safety circuit.
[0028] FIG. 4 is a block diagram of an example comms master device according to one or more embodiments of this
disclosure. Aspects of the systems, apparatuses, or processes explained in this disclosure can constitute machine-
executable components embodied within machine(s), e.g., embodied in one or more computer-readable mediums (or
media) associated with one or more machines. Such components, when executed by one or more machines, e.g.,
computer(s), computing device(s), automation device(s), virtual machine(s), etc., can cause the machine(s) to perform
the operations described.
[0029] Comms master device 402 can include a pulse verification component 404, a relay control component 406, a
device enumeration component 408, a device registration component 410, a device diagnostic component 412, a single-
wire communication component 414, a message processing component 416, one or more processors 418, and memory
420. In various embodiments, one or more of the pulse verification component 404, relay control component 406, device
enumeration component 408, device registration component 410, device diagnostic component 412, single-wire com-
munication component 414, message processing component 416, the one or more processors 418, and memory 420
can be electrically and/or communicatively coupled to one another to perform one or more of the functions of the comms
master device 402. In some embodiments, components 404, 406, 408, 410, 412, 414, 416 can comprise software
instructions stored on memory 420 and executed by processor(s) 418. Comms master device 402 may also interact
with other hardware and/or software components not depicted in FIG. 4. For example, processor(s) 416 may interact
with one or more external user interface devices, such as a keyboard, a mouse, a display monitor, a touchscreen, or
other such interface devices.
[0030] Pulse verification component 404 can be configured to receive a pulse signal via a single-wire safety input
terminal and identify a defined pulse pattern conveyed on the signal (e.g., the example pulse pattern illustrated in FIG.
3 or another pulse pattern). Relay control component 406 can be configured to control the state of one or more safety
relays based on detection of the defined pulse pattern by the pulse verification component 404. Device enumeration
component 408 can be configured to generate and exchange message signals with respective safety devices on a safety
circuit in connection with setting and recording device identifiers (addresses) for each safety device. Device registration
component 410 can be configured to exchange message signals with the safety devices in connection with collecting
information about the safety devices (e.g., device types, hardware and software revision numbers, device signatures,
etc.), and registering the collected device information in memory 420.
[0031] Device diagnostic component 412 can be configured to exchange message signals with the safety devices in
connection with collecting fault or status information from the devices. Single-wire communication component 414 can
be configured to coordinate bi-directional data traffic on the signal-wire channel. Message processing component 416
can be configured to process input messages received on the single-wire safety input terminal and to send output
messages on the single-wire safety output terminal for transmission on the single-wire safety channel. Messages sent
and received via the single-wire safety input terminal can include, but are not limited to, enumeration messages, device
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information request and response messages, messages indicating that the comms master device is active, and other
such messages.
[0032] The one or more processors 418 can perform one or more of the functions described herein with reference to
the systems and/or methods disclosed. Memory 420 can be a computer-readable storage medium storing computer-
executable instructions and/or information for performing the functions described herein with reference to the systems
and/or methods disclosed.
[0033] FIG. 5 is a block diagram of an example SWS+ safety device 502 according to one or more embodiments of
this disclosure. SWS+ safety device 502 can comprise substantially any type of safety input device, including but not
limited to an emergency stop pushbutton, a light curtain, photo sensor, a safety mat, a safety door switch (e.g., a proximity
switch or reed switch), an emergency pull cord device, a laser scanner, or other type of safety input device.
[0034] SWS+ safety device 502 can include a safety master mode component 504, a pulse generating component
506, a device addressing component 508, a safe state detection component 510, a pulse detection component 512, a
safety signal relaying component 514, a status word control component 516, a single-wire communication component
518, a message processing component 520, one or more processors 522, and memory 524. In various embodiments,
one or more of the safety master mode component 504, pulse generating component 506, device addressing component
508, safe state detection component 510, pulse detection component 512, safety signal relaying component 514, status
word control component 516, single-wire communication component 518, message processing component 520, the one
or more processors 522, and memory 524 can be electrically and/or communicatively coupled to one another to perform
one or more of the functions of the SWS+ safety device 502. In some embodiments, components 504, 506, 508, 510,
512, 514, 516, 518, and 520 can comprise software instructions stored on memory 524 and executed by processor(s)
522. SWS+ safety device 502 may also interact with other hardware and/or software components not depicted in FIG.
5. For example, processor(s) 522 may interact with one or more external user interface devices, such as a keyboard, a
mouse, a display monitor, a touchscreen, or other such interface devices.
[0035] Safety master mode component 504 can be configured to control whether the SWS+ safety device 502 operates
as a safety master device within a single-wire safety system. If the SWS+ safety device 502 operates in safety master
mode, the device 502 will generate the pulsed safety signal to be placed on the single-wire communication channel.
Alternatively, if the SWS+ safety device 502 does not operate in safety master mode, the device 502 will receive the
pulsed safety signal from an upstream safety device via the single-wire communication channel and, if the safety device
502 is not in a safe state, relay the pulse signal to the next downstream device on the safety circuit. In one or more
embodiments, the safety master mode component 504 can switch the SWS+ safety device to safety master mode in
response to detecting the presence of a terminator on the device’s single-wire safety channel input terminal.
[0036] The pulse generating component 506 can be configured to generate the pulse pattern (e.g., pulse signal 302
of FIG. 3 or another pattern) and output the pulse pattern on the device’s single-wire safety channel output terminal if
the device 502 is operating in safety master mode. The device addressing component 508 can be configured to set an
address for the SWS+ safety device 502, and to report this address to other devices on the safety circuit via messages
sent over the single-wire communication channel. The safe state detection component 510 can be configured to determine
whether the SWS+ safety device 502 is in its safe state. The conditions for identifying the safe state of the SWS+ safety
device depend on the type of safety device. For example, a door-mounted reed switch is considered to be in its safe
state when the switch is not in proximity to its corresponding magnet, indicating that the safety door on which the switch
is mounted is opened. In another example, a light curtain is considered to be in its safe state when objects are detected
between the light curtain’s transmitter and receiver photo-arrays.
[0037] Pulse detection component 512 can be configured to identify presence of the defined pulse pattern on the
device’s single-wire safely channel input terminal. The safety signal relaying component 514 can be configured to relay
the pulsed safety signal from the single-wire safety channel input terminal to a single-wire communication output terminal
for transmission to the next downstream device if certain defined conditions are satisfied. The defined conditions can
include at least detection of a valid pulse pattern on the safety signal received at the safety input terminal (as determined
by the pulse detection component 512), and verification that the SWS+ safety device is not in its safe state (as determined
by the safe state detection component 510).
[0038] Status word control component 516 can be configured to set status bits and words based on detected statuses
of the SWS+ safety device, and to send the status bits and words to other devices on the safety circuit via the single-
wire communication channel. Single-wire communication component 518 can be configured to coordinate bi-directional
communication on the single-wire communication channel. Message processing component 520 can be configured to
process input messages received on either the single-wire safety channel input terminal or the single-wire safety channel
output terminal, and to send output messages on either the input or output terminal. As will be described in more detail
herein, input messages received on the input or output terminal via the single-wire channel can include, but are not
limited to, requests to provide device information, requests for the safety device’s signature, enumeration messages, or
other such input messages. Output messages can include, but are not limited to, response messages including the
safety device’s signature or device information, enumeration messages, device presence messages, relayed requests
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for another device’s information, or other such messages.
[0039] The one or more processors 522 can perform one or more of the functions described herein with reference to
the systems and/or methods disclosed. Memory 524 can be a computer-readable storage medium storing computer-
executable instructions and/or information for performing the functions described herein with reference to the systems
and/or methods disclosed.
[0040] FIG. 6 is an example wiring schematic illustrating connections between a safety device and a comms master.
In this example, safety device 502 includes terminals for 0V and 24VDC power, an SWS+ INPUT terminal, and an SWS+
OUTPUT terminal. During normal operation (SWS mode), the SWS+ INPUT terminal receives the pulsed safety signal
from an upstream safety device on line 616, and the SWS+ OUTPUT terminal sends the safety signal to the next
downstream device on line 610 (in the illustrated example, the next downstream device is the comms master 402; in
the present disclosure, the terms "upstream" and "downstream" are relative to the direction of the pulsed safety signal
from the safety master to the comms master). Safety device 502 will only send the pulse signal out on the SWS+ OUTPUT
terminal if the valid pulse pattern is present on the SWS+ INPUT terminal and the safety device 502 is not in the safe
state. During diagnostic or configuration mode, safety device 502 uses the SWS+ INPUT and SWS+ OUTPUT terminals
to exchange configuration or diagnostic messages with adjacent devices over lines 616 and 610 (the single-wire channel)
in a bi-directional manner, as will be described in more detail herein.
[0041] FIG. 6 depicts safety device 502 as being wired for normal operation, whereby the safety device 502 resides
between two other devices on the safety circuit. However, if safety device 502 is the last device on the safety circuit,
such that there are no other upstream devices from which to receive the safety signal, a terminator can be connected
to the SWS+ INPUT terminal. When this terminator is detected on the SWS+ INPUT terminal, safety device 502 is
configured to operate in safety master mode, whereby the safety device generates the pulsed safety signal for the safety
circuit, as will be described in more detail herein.
[0042] Comms master 402 includes terminals for 0V and 24VDC power, an SWS+ INPUT terminal for receiving the
pulse signal on line 610, and an SWS+ OUTPUT terminal 618 for sending the pulse signal to another device (e.g., an
expansion relay module or other device). Since the comms master 402 is typically a safety relay configured to comply
with the single-wire communication protocol described herein, the comms master 402 also includes one or more safely
contacts 606 for controlling application of machine power to one or more industrial machines or devices.
[0043] In some embodiments, comms master 402 may also include a SUPPLEMENTAL OUTPUT terminal for sending
supplemental messages to safety devices (or other types of devices) on the safety circuit via a dedicated line 608 that
is separate from the SWS channel. These messages can be received via SUPPLEMENTAL INPUT terminal on safety
device 502. For example, comms master 402 may use the SUPPLEMENTAL OUTPUT terminal to send lock commands
to safety input devices that have integrated mechanical locks; e.g., remotely actuated door locks that include proximity
switches to determine when the door is in the closed position. In such scenarios, the comms master can be programmed
to actuate the locks in response to defined conditions to prevent the doors from being opened during dangerous oper-
ations. In another example, the comms master 402 may be configured to output a signal on the SUPPLEMENTAL
OUTPUT terminal that, when received by the safety input devices, forces the safety input devices to switch from oper-
ational mode to the safe state (configuration or diagnostic mode). The SUPPLEMENTAL OUTPUT terminal can also
send instructions to safety output devices. For example, comms master may output a sign al on the SUPPLEMENTAL
OUTPUT terminal directed to a safety contactor, where the signal indicates to the safety contactor that energization of
its contactors is enabled. In such scenarios, the safety contactor may be configured to only permit energization of its
contactors if the appropriate enable signal is seen on its SUPPLEMENTAL INPUT terminal.
[0044] FIG. 7 is an example logic diagram illustrating the enable conditions for outputting the safety signal on the
SWS+ OUTPUT terminal of safety device 502. The illustrated logic diagram can be implemented, for example, by the
safety signal relaying component 514 illustrated in FIG. 5. In this example, the safety device is assumed to be a safety
door switch that uses a proximity switch or reed switch to determine when a safety door or gate is in the closed position.
AND block 704 determines whether the safety signal is detected on the safety device’s SWS+ INPUT terminal, and
whether the safety device registers its safety function is valid (in this example, the safe state is active when the door is
closed) and whether the SUPPLEMENTAL OUTPUT is requesting the device to he in the safe state. The safety side
AND block 702 determines whether any internal device faults are active, and whether the device’s communication stack
has become active. If no (a) internal faults are detected, (b) the communication stack is active, (c) the door is closed,
(d) the SUPPLEMENTAL OUTPUT is not requesting a safe state, and (e) the safety signal is detected on the SWS+
INPUT terminal, the safety device enables the safety signal on the SWS+ OUTPUT terminal, thereby passing the received
pulsed safety signal to the next sub-link of the single-wire safety channel.
[0045] FIG. 8 is an example generalized electrical schematic that can he used to confirm receipt of the defined pulse
pattern on the SWS+ INPUT terminal of the comms master 402. The example schematic can reliably verify the pulse
signal using independent redundant verification. For clarity, the circuitry used to control diagnostic and configuration
message communication is omitted from FIG. 8, and the illustrated schematic only includes elements for confirming
receipt of the defined pulse signal. It is to be appreciated that the schematic depicted in FIG. 8 is only intended to be
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exemplary, and that any suitable electrical design for controlling safety relay outputs based on presence or absence of
a specified pulse pattern is within the scope of one or more embodiments of this disclosure.
[0046] The comms master 402 receives the pulsed safety signal via the SWS+ INPUT terminal, and splits the received
signal between a power storage capacitor CS (e.g., an electrolyte capacitor) and two microcontrollers mC1 and mC2. A
DC/DC converter 808 connected to the storage capacitor CS generates a supply power having a supply voltage of 5V
from the input 24V pulse train signal. The 0V terminal receives the 0V ground potential. While all safety input devices
on the safety circuit are in their respective safe states, comms master 402 is provided with the supply voltage via the
diode D1, the storing capacitor CS and the DC/DC converter 808, representing the necessary operating voltage. When
powered by the output of the DC/DC converter 808, the microcontrollers mC1 and mC2 are activated. If these micro-
processors now additionally detect a valid pulse code at their I/O terminals, the driver units 804a and 804b are controlled
to trigger the relay pairs 806a and 806b for providing a switched-on status of the safety relay outputs. Consequently,
SWS+ INPUT must receive a voltage different from 0V, which additionally must have a valid pulse pattern in order to
cause the comms master 402 to output a valid output signal.
[0047] With this safety device topology, it is possible to fulfill the requirements of category 4 of the safety standards
using only a single-channel connection. The high safety category is achieved due to the predetermined pulse pattern
conveyed on the signal and the two-channel evaluation of this signal using both microprocessors. Furthermore, by
feeding back the output signals of the driver units 804a and 804b to both microprocessors in a parallel way, a plausibility
check can be performed to ensure fault-free operation of the microprocessors.
[0048] When any of the safety input devices on the safety circuit go to the safe state (e.g., a light curtain is broken,
an emergency stop pushbutton is pressed, etc.), the pulse signal is no longer received at the SWS+ INPUT terminal of
the comms master 402, causing relay pairs 806a and 806b to open, thereby disconnecting power from the industrial
devices fed by the safety relay outputs. Opening of the safety relay outputs is triggered when either of two criteria is met
- when one or both of microcontrollers mC1 and mC2 do not detect a valid pulse pattern on their input terminals, or when
the microcontrollers do not receive a supply voltage from DC/DC converter 808. Thus, a failure of one of the microcon-
trollers, one of the driver units 804a and 804b, or one of the relay pairs 806a and 806b does not prevent safe operation
of the comms master 402.
[0049] FIG. 9 is a state diagram illustrating the sequence of operations for a single-wire safety architecture according
to one or more embodiments. The operations can be classified according to startup mode operations (phases 902-910)
and run mode operations (phases 912-914). FIG. 9 provides a general overview of the sequence of events during startup
and operation of the single-wire safety circuit. The individual phases will be described in more detail herein. Startup
mode begins with power up 902, during which power is applied to the safety input devices and comms master device
comprising the single-wire safety circuit. As the devices on the circuit are powered up, the system enters the auto-detect
phase, during which each device initializes, identifies adjacent devices on the circuit, and reports its presence to the
adjacent devices. When two adjacent devices have detected each other, the sub-link phase 906 is entered, during which
a communication sub-link between the two adjacent devices is established. As will be described in more detail herein,
establishment of sub-links between adjacent devices is performed asynchronously, and it is not necessary for the comms
master to be powered up before two adjacent safety input devices can establish a sub-link with one another. By allowing
adjacent devices to establish sub-links asynchronously as they are powered up and identified, regardless of the state
of the comms master, the total SWS+ link (comprising all sub-links between adjacent devices) can be established quickly.
[0050] When at least the sub-link between the comms master and its adjacent safety input device has been established,
the system enters the link enumeration phase 908, during which the comms master addresses each device on the
system. As will be described in more detail herein, the comms master may begin enumerating devices before all sub-
links on the circuit have been established, provided there is a path of established sub-links between the comms master
and at least one safety input device. Thus, there may be some overlap between the sub-link phase 906 and the link
enumeration phase 908. After the link enumeration phase 908, the system enters the link identification phase 910, during
which the comms master collects device information from each safety input device on the circuit, including but not limited
to device type or model information, vendor information, hardware and software revision information, device data sig-
natures, etc. The comms master records this device information on local memory.
[0051] Once phases 902-910 have completed, the system can enter normal operation (run mode). During diagnostic
mode 912, the system determines whether the pulsed safety signal is present at the comms master, indicating that all
safety input devices on the circuit are in their respective operation states. If the safety signal is detected ("safety signal
on"), the system enters operational mode 914, during which the comms master allows its relays (e.g., relay pairs 806a
and 806b of FIG. 8) to be closed, providing power to the industrial machines and devices connected to the safety relay
outputs. If the safety signal is no longer detected at the comms master ("safety signal off"), indicating that one or more
of the safety input devices has entered the safe state, the system transitions back to diagnostic mode 912, during which
the comms master begins polling the safety input devices individually to determine which device has been switched and
to collect other diagnostic information, as will be described in more detail herein. Message exchange between devices
during diagnostic mode 912 is performed over the same single-wire communication channel over which the pulsed safety
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signal is sent. If a safety device on the circuit is reset (e.g., power is cycled on the device), steps 902-910 are repeated
for that device.
[0052] FIG. 10A-10E are block diagrams illustrating the power up, auto-detection, and sub-link phases according to
one or more embodiments. FIG. 10A is a simplified block diagram of an example single-wire safety circuit prior to initial
power up. The safety circuit includes three safety devices 1002a-1002c and a comms master 1008. Safety devices
1002a-1002c can comprise any types of safely input devices compatible with the single-wire communication protocol
described herein, including but not limited to safety door switches, light curtains, photoelectric sensors, laser scanners,
safety mats, emergency stop pushbuttons or pull cord devices, or other such safety devices.
[0053] The SWS+OUTPUT terminal of each device on the safety circuit (depicted in black in FIG. 10A) is wired to the
SWS+ INPUT terminal (in grey) of the next downstream device. Safety device 1002a, which is the last device on the
safety circuit, is fitted with a terminator 1010 on its SWS+ INPUT terminal. As the last device, safety device 1002a will
operate as the safety master for the single-wire safety circuit by generating the pulse pattern to be placed on the channel.
The safety master device (safety device 1002a) and the comms master 108 act as anchors for the single-wire safety circuit.
[0054] Devices 1002a-1002c and 1008 initially lack SWS addresses prior to being powered up. As the devices are
powered up, sub-links between adjacent devices are established in a piecemeal fashion depending on the order in which
the devices become active. Turning to FIG. 10B, if safety device 1002b is the first device to power up, that device outputs
an "I am here" (1AH) signal on its SWS+ INPUT terminal, sending the IAH message (labeled "1" in FIG. 10B) via the
single-wire channel to the SWS+ OUTPUT terminal of the next upstream device (device 1002a). Since safety device
1002b has not yet obtained an address, the IAH signal is sent with a 0xFF address packet. Since safety device 1002a
has not yet powered up, safety device 1002b does not yet receive a response to the IAH signal from that device. Safely
device 1002b also begins listening for incoming IAH signals on its SWS+ OUTPUT terminal.
[0055] In this example, safety device 1002c is the second device to power up, as shown in FIG. 10C. As with safety
device 1002b, safety device 1002c begins sending an IAH message with a 0xFF address packet (labeled "2" in FIG.
10C) to the next upstream device - safety device 1002b - via the single-wire channel. Since safety device 1002b is active,
it responds to the IAH message received from safety device 1002c with its own IAH message (labeled "3" in FIG. 10C).
Safety device 1002b outputs this response IAH message on its SWS+ OUTPUT terminal, causing the response message
to be sent via the single-wire channel to safety device 1002c. The single-wire communication components 518 of the
respective safety devices coordinate the sending and receiving of the messages bi-directionally on the single-wire
channel. Meanwhile, safety device 1002b continues to send its IAH message to safety device 1002a, which has not yet
become active.
[0056] Once IAH messages 2 and 3 have been exchanged, the sub-link between safety devices 1002b and 1002c
(labeled sub-link 2) becomes active and IAH packets and responses continue to be exchanged between those two
devices until the entire link (comprising all sub-links between the safety master and the comms master) becomes active.
The IAH packets between safety devices 1002b and 1002c continue to be sent with 0xFF address packets until the
devices are addressed during the enumeration phase, which will be initiated by the comms master 1008 after that device
becomes active and establishes a sub-link with its nearest safety device.
[0057] Turning to FIG. 10D, safety device 1002a is the third device to power up, causing that device to detect the IAH
message that safety device 1002b has been sending since its activation. Upon detection of this IAH message, safety
device 1002a sends an IAH response (labeled "4") to safety device 1002b, and the sub-link between safety devices
1002a and 1002b (sub-link 3) is established. Since the SWS+ INPUT terminal of safety device 1002a has been fitted
with terminator 1010, that device does not attempt to output an IAH message on that terminal.
[0058] Finally, as illustrated in FIG. 10E, the comms master 1008 is the fourth and last device on the circuit to power
up. Upon activation, comms master 1008 sends its own IAH message (labeled "5") to device 1002c via the single-wire
channel. Safety device 1002c responds with its own IAH message (labeled "6"), causing the sub-link between those two
devices (sub-link 1) to be established. Once sub-link 1 has been established, comms master 1008 can initiate the
enumeration phase and begin enumerating the safety devices 1002a-1002c.
[0059] By allowing safety devices 1002a-1002c to begin establishing sub-links between one another as they become
active without waiting for the comms master 1008 to power up, the complete communication link between the safety
master 1002a and comms master 1008 can be established quickly, since some or all of the sub-links between safety
devices 1002a-1002c may already be established when the comms master 1008 becomes active. It is to be appreciated
that the order of activation depicted in FIGs. 10A-10E is only intended to be exemplary, and that the comms master
1008 is not required to be the last device to be activated. As will be described below, once sub-link 1 is established
between comms master 1008 and its adjacent safety device 1002c, the comms master 1008 will initiate the enumeration
phase and begin assigning addresses to the safety devices on the safety circuit. The comms master 1008 can begin
enumerating the safety devices even if some sub-links have not yet been established (e.g., in the event that comms
master 1008 becomes active before one or both of safety devices 1002a and 1002b have powered up), such that the
comms master 1008 enumerates each safety device when a communication path between the comms master 1008 and
the safety device becomes available.



EP 3 260 935 B1

11

5

10

15

20

25

30

35

40

45

50

55

[0060] Safety input devices that are compliant with the single-wire safety protocol described herein can automatically
configure themselves as either a normal safety input device or as a safety master device. In this regard, the safety master
mode component 504 of the safety input devices can detect the presence of a terminator (e.g., terminator 1010) on the
SWS+ INPUT terminal, and cause the safety input device to switch to safety master mode operation if the terminator is
detected. Since all compliant safely input devices are capable of operating in safety master mode, each device also
includes a pulse generating component 506 configured to generate the defined pulse pattern and to output a safety
signal modulated with the pulse pattern on its SWS+ OUTPUT terminal. The pulse generating component 506 is activated
by the safety master mode component 504 based on presence of the terminator on the SWS+ INPUT terminal.
[0061] Upon establishing an active sub-link, the comms master 1008 initiates the enumeration phase, during which
the safety devices 1002a-1002c are assigned addresses. FIGs. 11A-11F are block diagrams illustrating the enumeration
phase according to one or more embodiments. The example illustrated in FIGs. 11A-11F assumes that all sub-links
have been established at the time the enumeration phase is initiated (that is, the comms master 1008 is the last device
on the circuit to become active). However, in one or more embodiments the comms master 1008 can begin enumerating
when sub-link 1 is established, even if other sub-links are not yet active, as will be described in more detail below.
[0062] When sub-link 1 has been established between the comms master 1008 and its nearest safety device (safety
device 1002c), comms master 1008 assigns address 00 to itself, ceases transmission of its IAH message, and sends
an "I am enumerating" (IAE) message to safety device 1002c together with its address of 00, as shown in FIG. 11A (the
IAE message is labeled "1"). Comms master 1008 outputs this IAE message on its SWS+ INPUT terminal, sending the
message to safety device 1002c via the single-wire communication channel. Upon receipt of the IAE message, safety
device 1002c reads the address included in the message (00), increments this address by one (01), and assigns itself
this incremented address. Safety device 1002c also determines whether the safety master 1002a has been found. In
the example depicted in FIG. 11A, although the sub-link to the safety master 1002a has been established, the safety
master has not yet been addressed and therefore has not been found at this stage. Accordingly, safety device 1002c
sets a "safety master found" (SMF) bit to 0, indicating that the safety master has not yet been found. Also, since no other
devices have been addressed at this stage, safety device 1002c sets a "last addressable device" (LAD) value to "1"
(representing its own address).
[0063] After programming itself with its new address and determining the SMF and LAD values as described above,
safety device 1002c then sends a return IAE message (labeled "2" in FIG. 11A) to the comms master 1008 over the
single-wire channel (output on the safety device’s SWS+ OUTPUT terminal). The return IAE message includes the safety
device’s self-assigned address (01), the SMF value (0), and the LAD value (1). In this way, the comms master 1008
remains updated on the enumeration progress.
[0064] In one or more embodiments, the comms master 1008 will send the IAE message (message 1) once, and await
for the response message (message 2). If the response message is not received at the comms master’s SWS+ INPUT
terminal within a defined period of time, the comm master 1008 will resend the IAE message. This sequence will repeat
until the response IAE message is received at the comms master 1008, or until a defined number of allowable re-sends
has been reached, causing a time-out error. Once comms master receives the response IAE message from safety device
1002c, the two devices will continue to exchange their IAE message and response until the safety master (safety device
1002a) is found.
[0065] Since sub-link 2 between safety device 1002c and 1002b is active at this time, safety device 1002b also ceases
transmission of its IAH message and sends an IAE message to safety device 1002c via the single-wire channel, as
shown in FIG. 11B. This IAE message is labeled "1" in FIG. 11B. The IAE message - which includes the address of the
sending device - is output on the SWS+ INPUT terminal of safety device 1002c, and received at the SWS+ OUTPUT
terminal of safety device 1002b. Upon receipt of the IAE message from safety device 1002c, safety device 1002b performs
similar operations to those performed by safety device 1002c in response to receipt of the IAE message from the comms
master 1008. That is, safety device 1002b reads the address contained in the received IAE message (01) and assigns
itself the next incremental address (02). Safety device 1002b then sends a response IAE message (labeled "2" in
FIG.11B) - including its newly assigned address and appropriate SMF and LAD values - to safety device 1002c via the
single-wire channel. At this stage, the safety master (safety device 1002a) has still not been found (SMF = 0), and the
last addressable device is the device addressed 02 (LAD = 2).
[0066] As shown in FIG. 11C, upon receipt of the response IAE message from safety device 1002b, safety device
1002c updates its own IAE response message to comms master 1008 to report that address 02 has been configured
and to reflect the new last addressable device by setting LAD=2, ensuring that the comms master is kept updated on
the enumeration process. Meanwhile, the newly addressed safety device 1002b determines that sub-link 3 between
itself and the safety master 1002a is established, and therefore replaces the IAH message being output on its SWS+
INPUT terminal with an IAE message (labeled "1 in FIG. 1C) directed to the safety master 1002a over the single-wire
channel. In response, the safety master 1002a sets its own address to 03 and sets its SMF value to 1, indicating that
the safety master has been found. Safety master 1002a then outputs a response IAE message (labeled "2" in FIG. 11C)
on its SWS+ OUTPUT terminal directed to safety device 1002b. The response IAE message from the safety master
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1002a reports its address (03), a value of SMF=1, and a value of LAD=3.
[0067] In general, all devices on the safety circuit will continue to exchange their IAE messages and responses until
detecting that SMF=1, at which time the devices will enter a "command wait" mode. Accordingly, when safety master
1002a receives the IAE message from safety device 1002b and programs its address, the safety master 1002a enters
the "command wait" mode, as shown in FIG. 11D. Upon receipt of the IAE response message from safety master 1002a,
safety device 1002b reads the SMF value reported by the safety master, and modifies its own IAE response message
to safety device 1002c to reflect the new last addressable device (LAD=3) and the fact that the safety master has been
found (SMF=I). As shown in FIG. 11E, safety device 1002b then enters "command wait" mode, while safety device 1002c
modifies its IAE response message to the comms master 1008 to set SMF=1 and LAD=3, thereby informing the comms
master that the safety master has been found. As shown in FIG. 11F, safety device 1002c then enters "command wait"
mode, at which stage all safety devices 1002a-1002c are awaiting instructions from the comms master 1008, and the
complete SWS link between the safety master 1002a and the comms master 1008 is formed. The comms master 1008
records the device address information on local memory.
[0068] As illustrated in the sequence described above in connection with FIGs. 11A-11F, each of the three sub-links
between devices is substantially independent of the other sub-links. As such, the comms master can begin the enumer-
ation phase even if some sub-links have not yet been established, provided sub-link 1 between the comms master and
its nearest safety device is active. Although the example illustrated in FIGs. 11A-11F assumes that all sub-links have
been established at the time the enumeration phase is initiated (that is, the comms master 1008 is the last device on
the circuit to become active), it is possible that the comms master will power up before one or more of the safety devices
on the circuit become active in some scenarios. For example, if safety device 1002c and comms master 1008 power up
before safety devices 1002a and 1002b, sub-link 1 between the comms master 1008 and safety device 1002c will be
established before sub-link 2 (between safety devices 1002b and 1002c) and sub-link 3 (between safety master 1002a
and safety device 1002b) are active. Nevertheless, comms master 1008 can initiate enumeration of safety device 1002c
while sub-links 2 and 3 are in the process of becoming active. Once enumerated, the non-addressed IAH message
being sent from safety device 1002c to safety device 1002b is changed to an addressed 1AE message while awaiting
power-up of safety device 1002b. When safety device 1002b becomes active and sub-link 2 is established (upon safety
device 1002c receiving an IAH message from safety device 1002b, as illustrated in FIG. 10C), safety device 1002b
receives the IAE message from safety device 1002c and initiates its enumeration sequence as previously described.
This process is repeated for the safety master 1002a when that device becomes active. Enumerating devices on the
safety circuit as the devices and sub-links therebetween become available, rather than waiting for the complete com-
munication link between the safety master and the comms master to be established before initiating enumeration, can
reduce latency between power-up and device enumeration.
[0069] Since the safety devices provide the comms master with updated information regarding the progress of sub-
link creation, the architecture described above can allow problems with sub-link start-up to be diagnosed without requiring
a time-out. FIGs. 12A-12B are block diagrams illustrating diagnosis of a device failure according to one or more embod-
iments. In this example, safety devices 1002a and 1002c and comms master 1008 have powered up during the sub-
link phase, but safely device 1002b has not activated due to a power issue, a device fault, or other issue. Since safety
device 1002c and comms master 1008 are active, those devices exchange IAH messages as shown in FIG. 12A, thereby
establishing the sub-link between those devices. However, faulty safety device 1002b does not respond to the IAH
message 1202 sent by safety device 1002c. With the sub-link between the comms master and its nearest safely device
established, the comms master 1008 initiates the enumeration phase, causing IAE messages to be exchanged between
the comms master and safety device 1002c, as shown in FIG. 12B. As described above in connection with FIGs. 11A-
11F, the response IAE message 1204 from safety device 1002c to comms master 1008 includes the newly configured
address (01), the current SMF value (SMF=0, since the safety master 1002a has not yet been found), and the current
LAD value (LAD=1).
[0070] Since safety device 1002b had not powered up and therefore does not respond to the IAH message sent by
safety device 1002c, comms master 1008 and safety device 1002c will continue to exchange the IAE messages shown
in FIG. 12B, indicating to the comms master that the safety device addressed 01 remains the last addressable device
and that the safely master has not yet been found. One or both of these values may be displayed on the comms master
1008 as diagnostic data (e.g., as a digital display, via LED indictors, on an integrated monitor on the comms master,
etc.), allowing a user to determine which device in the chain has failed to activate. In this example, since the comms
master 1008 indicates address 01 as the last addressable device, the user is directed to the safety device following the
first safety input device in the chain. The faulty device can be corrected or replaced without resetting the comms master
1108 or safety device 1002c, which continue to exchange their IAE messages while faulty safety device 1002b is being
investigated and corrected. Note that any devices between the faulty device and the comms master 1008 can still be
queried by the comms master, since those devices can be addressed and accessed without waiting for the faulty device
to become active. Once safety device 1002b is fixed and becomes active, it will see the IAH message 1202 being sent
by safety device 1002c and the sub-link will be created between 1002c and 1002b. Safety device 1002b will then respond
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to the next IAE message.
[0071] After all sub-links have been established and all devices on the safety circuit have been enumerated, the comms
master 1008, if not connected to a SWS+ link before, initially has no record or history for the safely input devices on the
circuit. The comms master 1008 is considered "unestahlished" until it has collected device information from all safety
input devices on the circuit and stored the information in memory. Accordingly, after the link enumeration phase has
completed, the system enters the link identification phase, during which the comms master 1008 collects device infor-
mation from the safety input devices via the single-wire channel. FIGs. 13A-13D are block diagrams illustrating the link
identification phase. As shown in FIG. 13A, the comms master 1008 initiates the link identification phase by sending a
"get device identification" (GDI) message (labeled "1" in FIG. 13A) to its nearest safety input device (safety device 1002c)
via the single-wire channel (that is, by outputting the GDI message on the SWS+ INPUT terminal of the comms master).
The GDI message includes the address (01) of the safety device being polled by the comms master. In response to
detecting this GDI message on its SWS+ OUTPUT terminal, safety device 1002c reads the address included in the
message and, in response to determining that the address matches its own address, responds with a GDI response
message (labeled "2" in FIG. 13A), which includes its address (01) and device information ("INFO"). In one or more
embodiments, the device information can comprise a data block defined by the safety device and containing identification
information for that device. For example, the device information can include one or more of a vendor identifier, a device
type (e.g., light curtain, safety mat, emergency stop push button, laser scanner, etc.), a product code, a hardware revision
number, a software revision number, a product name, or other such information. The device information provided by the
safety device 1002c also includes a device signature that can subsequently be used by the comms master to identify
the set of device information and to verify the identity of the safety device without the need to retrieve the device information
a second time, as will be described in more detail herein.
[0072] Table 1 below shows an example set of device information data items that can he included in the GDI response
message sent by the safety input devices. All device information data items are stored on the respective safety devices
as read-only values, which are retrieved by the safety device and sent in the GDI response message when the GDI
request is received from the comms master.

[0073] Upon receipt of the GDI response message from safety device 1002c, comms master 1008 stores the device
information in local memory in association with address 01, and polls address 02 for its device information, as shown
in FIG. 13B. Comms master 1008 sends a GDI message directed to address 02 (labeled "I" in FIG. 13B) to safety device
1002c via the single-wire channel. Upon receipt of this message on its SWS+ OUTPUT terminal, safety device 1002c
reads the address included in the GDI message and, in response to determining that the address does not match its
own address, relays the GDI message (labeled "2" in FIG. 13B) to the next device in the safety circuit (safety device
1002b) by outputting the message on its SWS+ INPUT terminal. Determining that the address matches its own address
(02), safety device 1002b sends a GDI response message (labeled "3" in FIG. 13B) back to safety device 1002c, which
relays the response to the comms master 1008 as message "4". Comms master 1008 records the received device
information for address 02, then polls address 03 (safety master 1002a) for its device information in a similar manner,
as shown in FIG. 13C.
[0074] Another way for the comms master to retrieve GDI information from slave devices is to send one broadcast
message and wait for responses from all devices. After the link enumeration phase has completed, the system enters
the link identification phase, during which the comms master 1008 collects device information from the safety input
devices via the single-wire channel. There are two methods that can be used for collecting this data and are explained
herein.

Table 1: Device Information (INFO)

Device Attribute Size (Bytes) Range

VendorID 1 1-254

DeviceType 1

ProductCode 1 I-254

HardwareRevision 1 A-Z (A=1)

SWMajorRevision MS 4 bits 1-15

SWMinorRevision LS 4 bits 1-15

ProductName 32

Configuration Signature 2 1-65535
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[0075] One method that the comms master can use to collect device information from slave devices is to send a
broadcast request. FIGs. 13E-13H are block diagrams illustrating the link identification phase. As shown in FIG. 13E,
the comms master 1008 initiates the link identification phase by sending a "get device identification" (GDI) message
(labeled "1" in FIG. 13E) to its nearest safety input device (safety device 1002c) via the single-wire channel (that is, by
outputting the GDI message on the SWS+ INPUT terminal of the comms master). The GDI message contains a specific
address (FF). In response to detecting this GDI message on its SWS+ OUTPUT terminal, safety device 1002c reads
the address included in the message and, in response to determining that the address is a broadcast address (FF),
responds with a GDI response message (labeled "2" in FIG. 13E), which includes its address (01) and device information
("INFO"). Device 1002c then relays the GDI broadcast message to the next device upstream in (labeled "1" in FIG 13F),
which is device 1002b. Device 1002b reads the address included in the message and, in response to determining that
the address is a broadcast address, responds with a GDI response message (labeled "2" in FIG. 13F), which includes
its address (02) and device information ("INFO"). Upon device 1002c receiving this response from device 1002b, it will
relay the response untouched to comms master 1008 (message "3" in FIG. 13F). After sending the GDI response
downstream, device 1002b then relays the broadcast message upstream (labeled "1" in FIG. 13G) to device 1002a.
Device 1002a reads the address included in the message and, in response to determining that the address is a broadcast
address, responds with a GDI response message (labeled "2" in FIG. 13G), which includes its address (02) and device
information ("INFO"). Upon device 1002c receiving this response from device 1002b, it will relay the response untouched
to comms master 1008 (labeled "3" in FIG. 13G). Devices 1002b and 1002c relay the message from 1002a untouched
to the comms master 1008 ((labeled "3" and "4" in FIG. 13G).
[0076] Once device information has been collected for all safety input devices, including the safety master, comms
master 1008 is considered established. The device information saved on the comms master 1008 can subsequently be
used for diagnostic purposes in the event of a problem on the safety circuit. Since the established comms master now
has the device information - including device signatures - for all safety input devices stored on local memory, the comms
master can subsequently confirm the presence of the previously recognized safety devices without retrieving the entire
set of device information from each device. Instead, the comms master 1008 need only request the device signatures
from safety devices 1002a-1002c in order to verify that the expected safety devices are present.
[0077] For example, in the event that power is cycled on the established comms master 1008, the comms master will
verify that device information has already been collected for the safety devices (that is, that the comms master has
already been established), and proceed to confirm whether the previously collected device information is still valid by
sending "get device signature" (GDS) messages to each device via the single-wire channel, starting with safety device
1002c as shown in FIG. 13D. In response to the GDS message (labeled "1" in FIG. 13D), safety device 1002c sends a
GDS response message (labeled "2") including its address (01) and its device signature ("SIGNATURE"). Upon receipt
of this response, the comms master 1008 verifies that the signature included in the GDS response message matches
the previously collected device signature for address 01. This is repeated for each device, with the GDS messages and
responses being relayed through the safety devices in a similar manner to the GDI messages until all devices on the
circuit are verified as being the same devices that were identified during the link identification phase. Verifying the
previously established safety devices using device signatures mitigates the need to re-collect the larger set of device
identification data from each device, thereby minimizing bandwidth usage and initialization latency.
[0078] In the event that a safety input device on the safety circuit has been replaced with a new device during the time
that the established comms master has been powered down, the comms master can detect that the device has been
replaced by comparing the device signature contained in the new device’s GDS response message with the previously
recorded device signature for that device’s address. Upon detecting the signature mismatch, the comms master 1008
can retrieve the device information for the new device by sending a GDI message directed to the new device’s address.
[0079] Another way for the comms master to retrieve GDS information from slave devices is to send one broadcast
message and wait for responses from all devices. The broadcast message method works the same as the GDI broadcast
method described above.
[0080] FIGs. 14A-14C illustrate a scenario in which a safety device on a previously established safety link has been
reset and cleared of its address. In this example, safety device 1002b has been reset on a previously established safety
link. Upon powering back up, safety device 1002b sends a non-addressed "I am here" message (labeled "1" in FIG.
14A) to its nearest upstream neighbor device (safety master 1002a) via the single-wire channel; that is, by outputting
the IAH message on its SWS+ INPUT terminal (since the next downstream device from safety device 1002b is already
in "diagnostic" mode, the reset safety device 1002b does not receive an IAH message from that device, as would typically
be the case if the safety link was being newly established). As shown in FIG. 14B, safety master 1002a responds to IAH
message 1 with an IAH response message (labeled "2"). Upon the next broadcast message sent by the comms master
for diagnostics data (labeled "I" in FIG. 14C), device 1002b will reply with a new I Am New (IAN) indication and an
address of (FF) (labeled "3" in FIG. 14C). The comms master 1008 receives this message and now knows that a new
device is on the link. The link is then re-enumerated and GDI and GDS information is gathered by the comms master.
[0081] Upon completion of the sub-link, link enumeration, and link identification phases described above, the safety
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circuit enters run mode and normal safety operation commences. FIGs. 15A-15D are block diagrams illustrating safety
and diagnostic modes according to one or more embodiments. As shown in FIG. 15A, example single-wire safety circuit
1502 comprises a comms master 1506 and five safety devices 1504a-1504e, where safety device 1504a operates in
safety master mode and safely devices 1504b-1504e operate in normal mode. As safety master, safety device 1504a
generates the pulsed safety signal 1508 that is placed on the single-wire safety channel. During operation mode, during
which all safety devices 1504a-1504e are in their respective operational states, pulsed safety signal 1508 is relayed
along the single-wire channel by the respective safety devices and received at the SWS+ INPUT terminal of comms
master 1506. Each safety device that receives the pulsed safety signal 1508 on its SWS+ INPUT terminal during safety
mode verifies that the received pulse pattern matches the defined pulse pattern (e.g., pulse signal 302 or another defined
pulse pattern). In accordance with the enable block illustrated in FIG. 7, each safety device outputs the pulsed safety
signal on its SWS+ OUTPUT terminal if (a) the pulse pattern is confirmed to be the correct pulse pattern, (b) the safety
function is valid (e.g., door closed, emergency stop pushbutton disengaged, light curtain unbroken, etc.), (c) there are
no internal faults on the safely device, and (d) the communication stack for the safety device is active. The pulsed safety
signal is thus relayed through the safety devices via the single-wire channel to the SWS+ INPUT terminal of the comms
master 1506.
[0082] Comms master 1506 detects and verifies that the pulse pattern received on the safety signal matches the
defined pulse pattern (e.g., pulse signal 302 or another defined pulse pattern). As long as the defined pulse pattern is
recognized on its SWS+ INPUT terminal, comms master 1506 allows its safety contactors to switch to the closed state,
providing power to the industrial machines and/or devices connected to its safety relay outputs (Operational mode).
[0083] FIG. 15B illustrates a scenario in which safety device 1504d - corresponding to a door safety switch - switches
to its unsafe state (e.g., the corresponding safety door has been opened). Upon switching to the safe state, safety device
1504 stops relaying the pulsed safety signal to the next downstream device on the safety circuit (safely device 1504e),
preventing the pulsed safety signal from reaching the comms master 1506. Upon detecting loss of the safety signal,
comms master 1506 opens its safety contactors and isolates power from the connected industrial machines and/or
devices (Safe State). In addition to blocking the safety signal, safety device 1504d also sets a "last device" (LastDev)
flag indicating that it is the last device on the safety circuit capable of receiving the safety signal from the safety master
1504a.
[0084] Upon detecting loss of the safety signal, comms master 1506 initiates diagnostic mode and begins collecting
information from the safety devices. The comms master can retrieve data by addressing specific devices starting with
device (01) or can send a broadcast address of (FF) to retrieve data from all devices. The following will described
addressing specific devices. See the description above in connection with FIGs. 13E-13F for requesting and retrieving
data using a broadcast message. As shown in FIG. 15C, comms master 1506 begins by sending a diagnostic message
(DIAG) to address 01 (safety device 1504e) via the single-wire channel (e.g., by outputting the DIAG message on its
SWS+ INPUT terminal). The DIAG message (labeled "1" in FIG. 15C) includes the address (01) for which status infor-
mation is requested. Upon receiving the DIAG message on its SWS+ OUTPUT terminal and determining that the address
contained in the DIAG message corresponds to its own address, safety device 1504e responds by sending a DIAG
response message (labeled "2" in FIG. 15C) comprising its address number (01) and diagnostic status data (DATA).
Safety device 1504e outputs this DIAG response message on its SWS+ OUTPUT terminal, sending the response via
the single-wire channel.
[0085] The diagnostic status data sent by the safety device can comprise any suitable diagnostic information available
on the safety device, including at least the value of the safely device’s LastDev flag. For example, the diagnostic data
may comprise a pre-formatted status word divided into pre-defined status bits and registers, where the values of the
bits and registers are set by status word control component 516. Since safety device 1504 is still in its safe state, its
LastDev flag has not been set. Accordingly, the DIAG response message from safety device 1504e reports a value of
LastDev=FALSE. The DIAG response message can also include other status and fault information for the safety device
in addition to the LastDev flag. This can include both error codes that are common to all SWS safety devices as well as
device-specific status and fault information. Example device-specific status information that can be included in the DIAG
response message can include, but is not limited to, door open and closed status (for door safety switches), beam on
and off statuses and beam strength warnings (for light curtains), button on and off statuses (for emergency stop push-
buttons and pull-cords), or other such information.
[0086] Upon receiving this DIAG response message and determining that safety device 1504e is not the last available
device on the circuit (based on the value of the LastDev flag), comms master 1506 next sends a DIAG message to
address 02 (corresponding to safety device 1504d), as shown in FIG. 15D. Safety device 1504e receives this DIAG
message on its SWS+ OUTPUT terminal and, in response to determining that the address contained in the message
does not match its own address, relays the DIAG message to the next upstream device (safety device 1504d) by
outputting the DIAG message on its SWS+ INPUT terminal. Safety device 1504d responds with a response DIAG
message including its address (02) and diagnostic data including at least the value of its LastDev flag (LastDev=TRUE).
This DIAG response message is relayed to comms master 1506 via safety device 1504e, informing the comms master
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1506 that the safety device addressed 02 is the last accessible device on the safety circuit. Based on this information,
comms master 1506 determines that safety device 1504d is in its unsafe state, and can report this information to the
user (e.g., via a display indication, by sending a notification to a mobile device of a specified user, etc.). In some
embodiments, comms master 1506 can also retrieve information about the identified safety device from the previously
registered device identification information (see FIGs. 13A-13D) and provide this information to the user as well. For
example, based on the registered device information, comms master 1506 knows that the safety device corresponding
to address 02 is a safety door switch, and therefore the unsafe state corresponds to a detected door open status. The
comms master 1506 can therefore generate a notification that the safe state is due to the safety door corresponding to
safety input device 02 being open.
[0087] Once the last device capable of receiving the safety signal from the safety master 1504a is found (that is, once
the device whose LastDev flag is set to TRUE is identified), the comms master 1506 will then send the next DIAG
message request. The comms master 1506 will only send DIAG messages to devices up to the device that is blocking
the safety signal, mitigating unnecessary polling of active devices between the safety master 1504a and the safety
device responsible for blocking the safety signal.
[0088] While the safe state of the comms master is due to safety device 1504d being in the safe state, safely master
1504a continues to send the pulsed safety signal along the single-wire channel. However, the safety signal will only be
relayed as far as the SWS+ INPUT terminal of safety device 1504d. Upon returning to its operational state (when the
safety door corresponding to safety device 1504d has been closed), safety device 1504d will detect the pulsed safety
signal on its SWS+ INPUT terminal and resume relaying the safety signal. If device 1504e has not entered the safe
state, it too will relay the pulsed signal to the comms master 1506. Subsequently, comms master 1506 detects the safety
signal on its SWS+ INPUT terminal and switches operational mode back to ON, allowing the safety contactors to be
closed and power to be provided on the safety relay outputs.
[0089] FIGs. 16A-16F are block diagrams illustrating how messaging is performed in a scenario in which multiple
safety devices switch to their safe state due to their doors being opened. Initially, the safety circuit is operating in
operational mode, wherein all safety devices 1504a-1504e are in their respective operational stales and are relaying
the pulsed safety signal 1508 to comms mater 1506, as shown in FIG. 16A. The safety door corresponding to safety
device 1504d is then opened, followed by the safety door corresponding to safety device 1504c, as shown in FIG. 16B.
When safety device 1504d switches to its safe state, it initially sets its LastDev flag to TRUE, as described above in the
previous example. However, when safety device 1504c subsequently switches to its safe state and ceases relaying the
safety signal, safety device 1504d detects the loss of the safety signal on its SWS+ INPUT terminal and resets its LastDev
flag to FALSE. Meanwhile, safety device 1504c sets its LastDev flag to TRUE. In general, a given safety device sets its
LastDev flag to TRUE if (a) the safety device is in its safe state, and (b) if the safety device still detects the safety signal
on its SWS+ INPUT terminal. When these two conditions are true, the safety device becomes aware that it is the last
device capable of receiving the safety signal and sets its LastDev flag to TRUE.
[0090] When the comms master switches from operational to the safe state in response to safety device 1504d
switching to its safe state, comms master 1506 begins polling the devices for diagnostic information, by sending either
a broadcast message or by asking each device individually in a round robin manner for information as shown in FIG.
16C. The illustrated example assumes that the comms master polls the devices individually; however, the broadcasting
technique described above in connection with FIGs. 13E-13G may also be used. Safety device 1504e reports a value
of LastDev=0, so comms master 1506 waits for more responses, as shown in FIG. 16D. Although safety device 1504d
(corresponding to address 02) is in its safe state, it is not the last device capable of receiving the safety signal generated
by safety master 1504a, and therefore reports LastDev=0. Accordingly, comms master 1506 proceeds to poll address
03, which reports LastDev=1, as shown in FIG. 16E. At this stage, comms master 1506 reports the statuses of safety
devices 1504c, 1504d, and 1504e (e.g., doors open or doors closed).
[0091] Upon determining that safety device 1504c is the stopping point for the safety signal, comms master 1506 will
continue to send DIAG requests to devices 1504e, 1504d, and 1504c. If devices 1504a or 1504b enter the safe state,
they too will begin to respond to the requests and the LastDev = TRUE indicator will move to the safety device closest
to the safety master with a door open.
[0092] When the safety door corresponding to safety device 1504c is closed, as shown in FIG. 16F, safety device
1504c replies to the next diagnostic request with its Safety Signal Enable SSE = TRUE. Safety devices 1504d and 1504e
relay this message untouched to the comms master. In addition, safety device 1504d sends a confirmation message
back to safety device 1504c acknowledging receipt of the SSE=TRUE bit. Safety device 1504c will then resume relaying
the safety signal. Meanwhile, since safety device 1504d is still in its safe state (door open) but now detects the presence
of the safety signal on its SWS+ INPUT terminal, that device sets its LastDev flag to TRUE. Consequently, upon receipt
of the next DIAG message, safety device 1504d sends a DIAG response message that includes a value of LastDev=TRUE,
and will not attempt to relay the message upstream. The comms master 1506 continues to send DIAG requests until all
safety devices have sent their SSE = TRUE bits in their diagnostic message responses, been confirmed, and the safety
signal is relayed to the comms master.



EP 3 260 935 B1

17

5

10

15

20

25

30

35

40

45

50

55

[0093] The foregoing examples describe a number of message types (IAH, IAE, GDI, GDS, etc.) that can be exchanged
between SWS safety devices via the single-wire safety channel. Some embodiments of the SWS safety devices described
herein may support additional types of messaging. For example, in one or more embodiments, the comms master may
be configured to send remote restart commands to selected devices via the single-wire channel. These remote restart
commands may include the address of the safety device to be restarted, such that when the targeted device receives
the command on its SWS+ OUTPUT terminal and verifies the matching address, the safety device will initiate a restart
sequence.
[0094] As described in the foregoing examples, the safety input device designated as the safety master modulates
the safety signal according to a defined pulse pattern (e.g., the pulse pattern depicted in FIG. 3), and this safety signal
is relayed from the safety master to the comms master over the single-wire channel. In some embodiments, one or more
additional pulse patterns can be defined for use by the safety system devices for other purposes. For example, two
different pulse patterns may be defined to convey respective two different types of safety states (e.g., a "doors closed"
state and a "doors locked" state). The comms master can be configured to recognize which of the defined patterns is
present on the single-wire channel and operate in accordance with the particular safe state corresponding to the detected
pulse pattern (which may depend on user-defined programming downloaded to the comms master). For example, the
comms master may be programmed to only enable a defined subset of its safety relay outputs if a first defined pattern
is detected (e.g., a pattern corresponding to a "doors closed but unlocked" state), and to enable the remaining safely
relay outputs if the second defined pattern is detected (corresponding to a "doors closed and locked" state).
[0095] FIGs 17-28 illustrate various methodologies in accordance with one or more embodiments of the subject ap-
plication. While, for purposes of simplicity of explanation, the one or more methodologies shown herein are shown and
described as a series of acts, it is to be understood and appreciated that the subject innovation is not limited by the order
of acts, as some acts may, in accordance therewith, occur in a different order and/or concurrently with other acts from
that shown and described herein. For example, those skilled in the art will understand and appreciate that a methodology
could alternatively be represented as a series of interrelated states or events, such as in a state diagram. Moreover, not
all illustrated acts may be required to implement a methodology in accordance with the innovation. Furthermore, inter-
action diagram(s) may represent methodologies, or methods, in accordance with the subject disclosure when disparate
entities enact disparate portions of the methodologies. Further yet, two or more of the disclosed example methods can
be implemented in combination with each other, to accomplish one or more features or advantages described herein.
[0096] FIG. 17 illustrates an example methodology 1700 for controlling safety relay outputs of a safety relay. At 1702,
an SWS+ INPUT terminal of a safety relay compatible with a single-wire safety (SWS+) protocol is monitored for presence
of a safety signal having a modulated pulse pattern. At 1704, a determination is made regarding whether the pulse
pattern detected on the safety signal matches a defined pulse pattern. If it is determined that the pulse pattern matches
the defined pulse pattern, the methodology moves to step 1706, where the safety relay outputs of the safety relay are
enabled and the monitoring continues at step 1702. Alternatively, if the detected pulse pattern does not match the defined
pulse pattern, the methodology moves to step 1708, where the safety relay outputs are disabled, and the monitoring
continues at step 1702.
[0097] FIG. 18 illustrates an example methodology 1800 for obtaining diagnostic information from one or more safety
input devices on a single-wire safety circuit in response to a detected loss of a safety signal. This example shows the
comms master polling one device at a time; however, it is to be appreciated that the methodology 1800 may be modified
such that the comms master obtains diagnostic information using a broadcast message. Initially, at 1802, the loss of a
safety signal having a defined pulse pattern is detected on an SWS+ INPUT terminal of a safety relay. At 1804, the
safety relay outputs of the safety relay are disabled in response to the detected loss of the safety signal.
[0098] At 1806, a variable X representing an address of a safety input device is set to 01. At 1808, a diagnostic message
(e.g., the DIAG message described in connection with FIGs. 15A-15D) is output on the SWS+ INPUT terminal of the
safety relay, the diagnostic message requesting status information from the safety device corresponding to address X.
At 1810, a determination is made regarding whether a response message is received on the SWS+ INPUT terminal
within a defined time period subsequent to outputting the diagnostic message. If no response message is received within
a defined period, the methodology returns to step 1808 and the diagnostic message is output again. Alternatively, if the
response message is received, the methodology moves to step 1812, where a determination is made regarding whether
a LastDev flag contained in the response message is set to 1.
[0099] The LastDev indication indicates that the safety device corresponding to address X is the last device on the
single-wire safety circuit able to receive the safety signal. If it is determined that the LastDev indication is 0, the meth-
odology moves to step 1814, where X is incremented by one, and another diagnostic message directed to the next
address is output at step 1808. Alternatively, if it is determined that LastDev=1, the methodology moves to step 1816,
where an indication is generated that safety device X is in its unsafe state (e.g., light curtain broken, emergency stop
pushbutton engaged, object detected by laser scanner, etc.).
[0100] FIG. 19 illustrates an example methodology 1900 for obtaining diagnostic information from one or more safety
input devices on a single-wire safety circuit in response to a detected loss of a safety signal. This example shows the
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comms master polling all the devices at once with a broadcast message. Initially, at 1902, the loss of a safety signal
having a defined pulse pattern is detected on an SWS+ INPUT terminal of a safety relay. At 1904, the safety relay outputs
of the safety relay are disabled in response to the detected loss of the safety signal. At 1906, a broadcast diagnostic
message is sent out on the single-wire channel via the SWS+ INPUT terminal of the safety relay.
[0101] At 1908, the comms master waits for responses from the safety devices. At 1910, a determination is made
regarding whether a response message is received on the SWS+ INPUT terminal within a defined time period subsequent
to outputting the diagnostic message. If no response message is received within a defined period, the methodology
returns to step 1906 and the diagnostic message is output again. Alternatively, if the response message is received, the
methodology moves to step 1912, where a determination is made regarding whether a LastDev flag contained in the
response message is set to 1. If the Last Dev flag is set to 1 then the process move onto 1914, where the comms master
identifies which safety device responded with the LastDev set to 1 and displays the information to the user. Alternately
if the LastDev is not set to 1 then the methodology moves back to 1908 to wait for the next response.
[0102] FIG. 20 illustrates an example methodology 2000 for enumerating safety input devices on a single-wire safety
circuit by a safety relay. Initially, at 2002, an "I am here" (IAH) message is output on an SWS+ INPUT terminal of the
safety relay. At 2004, a determination is made regarding whether an IAH response is received on the SWS+ INPUT
terminal within a defined time period after outputting the IAH message. If an IAH response is not receive, the methodology
returns to step 2002 and the IAH message is output again. Alternatively, if the IAH response is received, the methodology
moves to step 2006, where an enumeration message is output on the SWS+ INPUT terminal of the safety relay.
[0103] At 2008, a determination is made regarding whether an address confirmation response message is received
on the SWS+ INPUT terminal of the safety relay within a defined time period after outputting the enumeration message.
The address confirmation response message indicates that a safety input device on the single-wire safety circuit has
been addressed. If the address confirmation message is not received, the methodology returns to step 2006, where the
enumeration message is output again. Alternatively, if the address confirmation message is received, the methodology
moves to step 2010, where a determination is made regarding whether a Safety Master Found (SMF) flag included in
the address confirmation response message is set to 1. The SMF flag indicates that a safety input device designated
as the safety master (that is, the device that is to generate the pulsed safety signal for the single-wire safety channel)
has been discovered and addressed. If the SMF flag included in the address confirmation message is equal to zero, the
methodology returns to step 2008, where the next response is waited for. Steps 2006 through 2010 are repeated until
an address confirmation message is received containing an SMF value of 1. In response to determining that SMF=1 at
step 2010, the methodology moves to step 2012, where the safety relay enables addressed communication with the
safety input devices on the safety circuit via the single-wire safety channel connected to the SWS+ INPUT terminal.
[0104] FIG. 21 illustrates an example methodology 2100 for establishing a comms master on a single-wire safety
circuit. In some scenarios, the comms master may be a safety relay that serves as the comms master for the safety
circuit. Initially, at 2102, the comms master confirms that all safety input devices on the single-wire safety circuit are
addressed (e.g., using methodology 2000 of FIG. 20). At 2104, a determination is made regarding whether the comms
master has been established; that is, whether the comms master has collected and stored device information and device
signatures for all safety input devices on the safety circuit. If it is determined that the comms master has been established
(that is, that the comms master has the device information for all safety input devices stored in local memory), the
methodology moves to step 2118, where run mode (diagnostics can begin) is enabled. Alternatively, if it is determined
that the comms master has not yet been established, a variable X representing an address of a safety input device for
which device information is to be collected is set to 01 at step 2106. At 2108, a "get device identification" (GDI) message
directed to safety input device X is output via an SWS+ INPUT terminal of the comms master.
[0105] At 2110, a determination is made regarding whether a GDI response is received on the SWS+ INPUT terminal
within a defined time period after outputting the GDI message. If no GDI response is received, the methodology returns
to step 2108, and the GDI message is output again. Alternatively, if the GDI response message is received, the meth-
odology moves to step 2112, where device information and a device signature for safety input device X contained in the
GDI response is saved on the comms master. At 2114, a determination is made regarding whether safely input device
X is the last device in the safety circuit. If safety input device X is not the last device, address variable X is incremented
at step 2116, and the methodology returns to step 2108, where another GDI message directed to the next safety input
device is output by the comms master. Steps 2108-2116 are repeated for all safety input devices on the safety circuit.
When it is determined at step 2114 that safety input device X is the last device, the methodology moves to step 2118,
where run mode operation (diagnostics can begin) is enabled.
[0106] FIG. 22 illustrates an example methodology 2200 for establishing a comms master on a single-wire safety
circuit. In some scenarios, the comms master may be a safety relay that serves as the comms master for the safety
circuit. Initially, at 2202, the comms master confirms that all safety input devices on the single-wire safety circuit are
addressed (e.g., using methodology 2000 of FIG. 20). At 2204, a determination is made regarding whether the comms
master has been established; that is, whether the comms master has collected and stored device information and device
signatures for all safety input devices on the safety circuit. If it is determined that the comms master has been established
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(that is, that the comms master has the device information for all safety input devices stored in local memory), the
methodology moves to step 2218, where run mode operation (ready to send diagnostics messages) is enabled. Alter-
natively, if it is determined that the comms master has not yet been established, the methodology moves to 2206, where
a "get device identification" (GDI) message directed to all safety input devices is output via an SWS+ INPUT terminal
of the comms master.
[0107] At 2208, a determination is made regarding whether all the GDI responses have been received on the SWS+
INPUT terminal within a defined time period after outputting the GDI message. If not all the GDI responses are received,
the methodology returns to step 2206, and the GDI message is output again. Alternatively, if the GDI response message
is received, the methodology moves to step 2210, where device information for all the safety input devices contained in
the GDI response is saved on the comms master.
[0108] At 2212, a "get device signature" (GDS) message directed to all safety input devices is output via an SWS+
INPUT terminal of the comms master. At 2214 a determination is made regarding whether all the GDS responses have
been received on the SWS+ INPUT terminal within a defined time period after outputting the GDS message. If not all
the GDS responses are received, the methodology returns to step 2212, and the GDS message is output again. Alter-
natively, if all the GDS response messages are received, the methodology moves to step 2216, where device signatures
for the safety input devices contained in the GDS response are saved on the comms master. The methodology then
moves to 2218, where run mode operation (diagnostics can begin) is enabled.
[0109] FIG. 23 illustrates an example methodology 2300 for detecting and registering replacement safety input devices
on a single-wire safety circuit by safety relay acting a comms master. Initially, at 2302, device information and device
signatures are collected for safety devices on the safety circuit via a single-wire channel (e.g., using methodology 2100
of FIG. 21 or methodology 2200 of FIG. 22). At 2304, a "get device signature" (GDS) broadcast message directed to all
of the safety devices is output on an SWS+ INPUT terminal of the safety relay. At 2306, a determination is made regarding
whether a response from the safety device is received on the SWS+ INPUT terminal within a defined time period. If no
response is receive, the methodology returns to step 2304 and the GDS message is output again. Alternatively, if the
response is received, the methodology moves to step 2308, where a device signature received in the response is
compared with the device signature previously saved on the safety relay for address X.
[0110] At 2310, a determination is made regarding whether the device signature received in the response matches
the previously saved device signature. If the signatures match, it is verified at step 2312 that the previously saved device
information for safety device X is current (that is, that safety device X is the same device that was previously registered).
Alternatively, if the signatures do not match (indicating that safety device X is a replacement device that has not been
registered with the safety relay), the methodology moves to step 2314, where a "get device information" (GDI) message
directed to the safety device having address X is output on the SWS+ INPUT terminal. At 2318, device information for
safety device X is received on the SWS+ INPUT terminal (e.g., via a GDI response message, as described above in
connection with methodologies 2100 and 2200). At 2320, the device information received at step 2318 is saved on the
safety relay in association with address X.
[0111] FIG. 24 illustrates an example methodology 2400 for configuring a role of a safety input device on a single-
wire safety circuit. Initially, at 2402, a safety input device (e.g., an emergency stop button, a light curtain, a door safety
switch, an emergency pull cord device, etc.) is powered on. The safety input device is compatible with the single-wire
safety protocol described herein, and includes at least an SWS+ INPUT terminal and an SWS+ OUTPUT terminal for
receiving and relaying signals on the single-wire safety channel. At 2404, a determination is made regarding whether a
terminator is detected on the SWS+ INPUT terminal of the safety input device.
[0112] If no terminator is detected, the safety input device operates in normal mode (step 2406). Alternatively, if the
terminator is detected, the safety input device operates in safety master mode (step 2408), whereby the safety input
device serves as the safety signal source for the single-wire safety circuit on which it is installed. While operating in
safety master mode, the safety input device generates a safety signal modulated with a defined pulse pattern and outputs
the safety signal on its SWS+ OUTPUT terminal.
[0113] FIG. 25 illustrates an example methodology 2500 for establishing sub-links between safety input devices on a
single-wire safety circuit. Initially, at 2502, a safety input device is powered on for the first time on a single-wire safety
circuit. Since the safety input device has not previously communicated with other devices on the safety circuit, the device
initially has no address. Upon power-up, the safety input device both listens for an "I am here" (IAH) message on its
SWS+ OUTPUT terminal (step 2504) and outputs an IAH message on its SWS+ INPUT terminal (step 2510). At 2506,
a determination is made regarding whether an IAH message is received on the SWS+ OUTPUT terminal. If no IAH
message is received, the safety input device continues listening for an IAH message at step 2504. Alternatively, if an
IAH message is received (indicating that the device on the output side of the safety input device is active and is sending
an IAH message via the single-wire channel), the methodology moves to step 2508, where the safety input device outputs
an IAH response message on its SWS+ OUTPUT terminal.
[0114] Meanwhile, at step 2512, a determination is made regarding whether an IAH response message is received
on the SWS+ INPUT terminal of the safety input device within a defined time period after sending the IAH message at



EP 3 260 935 B1

20

5

10

15

20

25

30

35

40

45

50

55

step 2510. If the IAH response message is not received, the safety input device outputs the IAH message again at step
2510. Alternatively, if the IAH response message is received, the methodology moves to step 2514, where a sub-link is
established between the safety input device and the upstream device connected to the safety input device’s SWS+
INPUT terminal.
[0115] FIG. 26 illustrates an example methodology 2600 for enumerating a safety input device on a single-wire safety
circuit. Initially, at 2602, an "I am enumerating" (IAE) message is received on an SWS+ OUTPUT terminal of a safety
device, wherein the IAE message includes at least the address of another safety device connected to the SWS+ OUTPUT
terminal. At 2604, the address included in the IAE message is incremented to yield an incremented address, and the
incremented address is assigned to the safety device.
[0116] At 2606, a determination is made regarding whether the safety device is operating in safety master mode (e.g.,
as previously determined using methodology 2400 of FIG. 24). If the safety device is operating in safety master mode,
the safety device sets a "safety master found" (SMF) bit to I at step 2608. Alternatively, if the safely device is not operating
in safety master mode, the methodology moves to step 2610 without setting the SMF bit. At 2610, the LastDev bit is set
to 1. At 2612, an IAE response message is output on the SWS+ OUTPUT terminal of the safety device, wherein the IAE
response message includes the incremented address (the new address of the safety device) and the values of SMF
and LAD.
[0117] FIG. 27 illustrates an example methodology 2700 for processing a request for device information from a comms
master by a safety device. Initially, at 2702, a "get device information" (GDI) message is received on an SWS+ OUTPUT
terminal of a safety device, wherein the GDI message includes a device address for which device information is requested.
At 2704, the address contained in the GDI message is compared with the address of the safety device. At 2706, a
determination is made regarding whether the addresses compared at step 2704 match. If the address contained in the
GDI message does not match the address of the safety device, the safety device relays the GDI message to its SWS+
INPUT terminal at step 2708. Alternatively, if the addresses match, or the address is FF, the safety device outputs a
GDI response message on its SWS+ OUTPUT terminal, wherein the GDI response message includes information about
the safety device, including but not limited to a device type, a product code, vendor information, hardware and/or software
revision number, fault information, status information, a device signature, or other such information. If the address of
the request was a broadcast (FF) then the device relays the request upstream after responding.
[0118] FIG. 28 illustrates an example methodology 2800 for processing a pulsed safety signal received at a safety
input device via a single-wire safety channel. Initially, at 2802, a safety signal having a modulated pulse pattern is
received on an SWS+ INPUT terminal of the safety device. At 2804, a determination is made regarding whether the
pulse pattern modulated on the safety signal is recognized as a defined pulse pattern. If the pattern is recognized, a
determination is made at step 2806 regarding whether the safety device is in its safe state (e.g., light curtain unbroken,
emergency stop pushbutton unengaged, etc.). If the safety device is in its safe state, it is confirmed at step 2808 that
no internal faults are detected on the safety device. If no internal faults are detected, a determination is made at step
2810 regarding whether the safety device’s communication stack is active. If the communication stack is active, the
methodology moves to step 2812, where the safety device relays the pulsed safety signal to its SWS+ OUTPUT terminal,
thereby sending the signal to the next device on the safety circuit.
[0119] If any of the determination steps 2804-2810 are not satisfied, the safety device continues receiving the pulsed
safety signal without relaying the signal to the next device on the safety circuit. It is to be appreciated that determination
steps 2804-2810 may be performed in any order, or may be performed simultaneously.
[0120] Some embodiments of the SWS+ safety devices described herein can be configured to operate in either of two
operating modes - SWS+ mode or standard mode. While operating in SWS+ mode, the safety device will operate as
described in the foregoing examples as part of a single-wire safety circuit. While operating in standard mode, the safety
device will operate as a standard output signal switching device (or OSSD device). In some of these multi-mode em-
bodiments, the safety device can be configured to automatically set its correct operating mode during the startup sequence
based on a determination of whether the safety device is connected to a SWS+ network. To this end, the safety device
can execute an auto-detect routine during start-up that causes the device to detect whether it is being used as part of
a single-wire safety circuit.
[0121] Selection of either SWS+ mode or OSSD mode will determine the functions of certain input and output terminals
of the safety device. Table 2 illustrates example function mappings for respective safety device terminals when operating
in either SWS+ mode or OSSD mode.

Table 2: Safety Device Function Chart

Terminal SWS+ Mode OSSD Mode

1 +24VDC

2 SWS+ Output Safety Output B
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[0122] As shown in this table, if the safety device is being operated in OSSD mode, the terminals corresponding to
SWS+ INPUT and SWS+ OUTPUT will instead serve as safety outputs A and B as defined by OSSD standards, while
the supplemental input terminal will serve as an auxiliary output.
[0123] FIG. 29 illustrates an example methodology 2900 for automatically detecting whether a safety device that
supports auto-detection and self-configuration is currently installed as part of a single-wire safely circuit, and automatically
configuring the safety device to operate in either SWS+ mode or OSSD (standard) mode based on the determination.
This methodology can be carried out by the safety device itself (e.g., safety device 502) upon power up. Initially, after
the safety device is powered up, the safety device will begin outputting an IAH (I Am Here) message on its SWS+ INPUT
terminal, as described in previous examples (see, e.g., FIGS. 10A-10E). The safety device also begins monitoring to
determine whether an IAH message from an adjacent device has been received on the safety device’s SWS+ OUTPUT
terminal at 2912, as also described in previous examples. In general, the safety device determines that it has been
installed as a component of a single-wire safety circuit if the device detects either a response to the IAH message sent
out via the SWS+ INPUT terminal at step 2902 (that is, a response from an adjacent SWS+ device on the single-wire
channel connected to the safety device’s SWS+ INPUT terminal) or an IAH message received via the device’s SWS+
OUTPUT terminal from another adjacent device on the single-wire channel connected to the device’s SWS+ OUTPUT
terminal.
[0124] As the device outputs its IAH message on its SWS+ INPUT terminal, a determination is made at 2904 as to
whether an IAH response is received from an adjacent device on the SWS+ INPUT terminal. If an IAH response is
received (YES at 2904), the safety device enables SWS+ mode at step 2908, since receipt of an IAH response from an
adjacent device implies that the safety device is installed on a single-wire safety circuit. Alternatively, if no IAH response
is received (NO at 2904), the methodology proceeds to step 2906, where a determination is made as to whether a
defined time duration since power up has expired. The defined time duration can be any suitable time-out period (e.g.,
three seconds) that exceeds a maximum time duration during which the safety device would he expected to receive
either an IAH response or an IAH message from an adjacent device if the safety device had been installed on a single-
wire safety circuit. If the defined time duration has expired (YES at step 2906), during which duration the safety device
has not received either an IAH response at step 2904 or an IAH message at step 2912, the safety device configures
itself for OSSD mode, since failure to receive these messages within the defined time duration implies that the safety
device is not installed on a single-wire safety circuit. Alternatively, if the defined time duration has not expired (NO at
step 2906), the methodology returns to step 2902 and steps 2902-2906 are repeated until either an IAH response is
received at step 2904 or an IAH message is received at step 2912.
[0125] While steps 2902-2906 are being carried out, the safety device also continues monitoring to determine whether
an IAH message from an adjacent device has been received on the safety device’s SWS+ OUTPUT terminal at 2912.
If an IAH message is received at the SWS+ OUTPUT terminal (YES at step 2912), the safety device enables SWS+
mode, since receipt of an IAH message suggests that the safety device is installed on a single-wire safety circuit.
Alternatively, if no IAH message is received (NO at step 2912), the methodology proceeds to step 2906, where a
determination is made as to whether the defined time duration has expired. If the lime duration has expired (YES at step
2906), the safety device configures itself for OSSD mode. If the time duration has not expired (NO at step 2906), the
methodology returns to step 2912 and monitoring continues. Once the operating mode has been set according to
methodology 2900, the input and output terminals will be configured to function in accordance with the selected operating
mode (e.g., in accordance with Table 2 above).
[0126] The examples described above in connection with FIGs. 1-29 have depicted SWS+ safety networks that com-
prise a comms master device (e.g., comms master device 402) that communications with one or more safety devices
having integrated SWS+ capability. That is, the safety devices described in the foregoing examples are designed to
interact with each other and with the comms master in accordance with the SWS+ protocols described above. The
present disclosure also provides techniques for interfacing standard safety devices that do not have integrated SWS+
capabilities with a SWS+ safety circuit. This can he achieved through the use of smart tap devices that link the standard
(non-SWS+) safety devices to a SWS+ single-wire channel.
[0127] FIG. 30 is a diagram of a SWS+ safety circuit that includes a comms master device 3006 and five standard

(continued)

Table 2: Safety Device Function Chart

Terminal SWS+ Mode OSSD Mode

3 0V

4 SWS+ Input Safety Output A

5 Supplemental Input Auxiliary Output



EP 3 260 935 B1

22

5

10

15

20

25

30

35

40

45

50

55

safety devices 3004 that are linked to the single wire channel using smart tap devices 3002. Each smart tap device 3002
includes SWS+ communication functionality similar to that of the SWS+ safety devices described in previous examples.
However, rather than determining its current safety status based on native safety logic, the smart tap device 3002 reads
its current safety status from the standard safety device connected to a slave device terminal of the tap device. The
smart tap device can also be programmed or otherwise configured to proxy information relating to the safety device
connected to its slave device terminal. In other respects, each smart tap device 3002 behaves in a similar manner to a
SWS+ safety device. For example, each smart tap device 3002 is assigned an SWS+ address during a link enumeration
phase (e.g. link enumeration phase 908), passes safety signals, and communicates with the comms master 3006 as
described in previous examples. In this regard, each smart tap device 3004 can include some or all of the components
described above in connection with FIG. 5 in order to facilitate operation on the SWS+ channel in a manner similar to a
safety device with integrated SWS+ capability. Similar to a safety device with SWS+ capability, if a smart tap device is
installed as the last device on the single-wire safety circuit (as is smart tap device 3002a in FIG. 30), a terminator 1010
can be installed on that smart tap device to designate the tap device as the safety master for the single-wire safety
circuit. When designated as the safety master, this smart tap device 3002a will generate the safety signal pulse pattern
to be placed on the channel, similar to a safety device with SWS+ capability.
[0128] Various types of smart tap devices can be provided for different types of standard safety devices, including 5-
pin standard OSSD or EMSS devices and 8-pin standard OSSD and EMSS devices. Example electrical connections for
various types of smart tap devices are illustrated in FIGs. 31A-31D. Smart tap device 3102a of FIG. 31A is configured
for use with a 5-pin OSSD safety device, and includes three ports - a slave device terminal for connection to the OSSD
safety device, a comms master terminal for connection to the SWS+ channel in the direction of the comms master device,
and a safety source terminal for connection to the SWS+ channel in the direction of the safety master device. The printed
circuit board (PCB) 3104a can include electronics that monitor the OSSD device’s safety status (via the OSSD A and
OSSD B lines of the slave device terminal), controls power to the OSSD device in accordance with commands receive
on the SWS+ channel, and provides lock commands to locking switches or monitors the auxiliary line of non-locking
switches (both of which are performed via the Aux/Lock line of the slave device terminal). PCB 3104a can also monitor
current on the ground to the connected safety device. Pins on the slave device terminal connect to the OSSD device’s
power, ground, OSSD A, OSSD B, and auxiliary or lock connections via a suitable cable that connects the smart tap
3102a to the OSSD device. The comms master and safety source terminals include pins that connect to the power,
ground, SWS+, and supplemental lines of the SWS+ circuit via suitable cables that connect these terminals to adjacent
devices (either SWS+ safety devices or other smart tap devices) on the channel. PCB 3104a (or another component of
the smart tap device) also includes one or more components depicted in FIG. 5 to allow the smart tap device to support
functions similar to an SWS+ safety device.
[0129] Smart tap device 3102b of FIG. 31B is configured for use with a 5-pin standard EMSS safety device. The slave
device terminal of smart tap device 3102b connects to the Contact A IN, Contact B IN, Contact A OUT, and Contact B
OUT connections of the EMSS device via a suitable cable. In addition to implementing SWS+ safety device functionality
(by implementing components similar to those described above in connection with FIG. 5), PCB 3104b can monitor and
test the dry contacts of the EMSS device (via the Contact A/B IN/OUT lines of the slave device terminal), thereby
determining the state of the attached safety device. The PCB 3104b can also monitor current on the ground connection
to the attached safety device.
[0130] Smart tap device 3102c of FIG. 31C is configured for use with an 8-pin standard OSSD safely device. The
slave device terminal of smart tap 3102c connects to the power, ground, OSSD A IN, OSSD B IN, OSSD A OUT, and
OSSD B OUT connections of the OSSD device via a suitable cable. The slave device terminal also includes connections
for an Auxiliary line and a Lock Command Line. For locking switches that are connected to the slave device terminal as
a slave device, the PCB 3104c can convert the signal on the supplemental line of the SWS+ circuit to a 24VDC or 0VDC
lock command that is then sent on the Lock Command line of the safety device terminal. The auxiliary line of the slave
device terminal can be used to monitor the auxiliary line of the slave device, or to exchange other types of signaling with
the connected safety device. Like the other smart taps, PCB 3104c (or another component of the smart tap device) also
includes one or more components depicted in FIG. 5 to allow the smart tap device 3102c to support functions similar to
an SWS+ safety device.
[0131] Smart tap device 3102d of FIG. 31D is configured for use with an 8-pin standard EMSS device. The slave
device terminal of smart tap 3102d connects to the Contact A IN, Contact B IN, Contact A OUT, and Contact B OUT
lines of the EMSS safety device via a suitable cable. The slave device terminal also includes a line for a Lock Command
for locking switches that may be connected to the tap as a slave device. In addition to implementing similar SWS+
functionality to that of the SWS+ safety device of FIG. 5, PCB 3104d of smart tap device 3102d can send pulsed signals
through the slave device contacts and monitor the return lines to determine whether the safety device contacts are
closed. PCB 3104d can also convert a signal on the supplemental line of the SWS+ circuit to a 24VDC or 0VDC lock
command or permissive and apply this converted signal to the Lock Command line of the slave device terminal (for
locking switches that are connected to the slave device terminal).
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[0132] Smart tap devices perform similar functions to those of safety device having embedded SWS+ capability (e.g.,
safety devices 502). However, rather than determining its current safety status by monitoring a sensing input that is
native to the device (e.g., a strain gauge, an optical sensor input, a pressure sensor of a safety mat, etc.), the smart tap
device monitors outputs of the standard safety device connected to its slave device terminal to determine whether there
is a demand on the device’s safety function. FIG. 32 is a generalized block diagram of a 5-pin smart tap device 3212
illustrating how three example types of safety devices would connect to the lines of the tap’s slave device terminal. As
shown in FIG. 32, an example OSSD device 3212 may include connections for power, OSSD A, Ground, OSSD B, and
an Auxiliary. A safety device having two normally closed (NC) contacts (e.g., an EMSS device, such as an emergency
stop push-button) may include two connections each for Contact A and Contact B, and an unused line (N/C). An example
safety mat device 3202c may have similar connections to those of the 2 NC device, but may correspond to different
lines. The lines of the tap’s slave device terminal are configured to accommodate these various types of 5-pin device
connections. For example, function block 3204 of the slave device terminal may support both provision of 24VDC power
(for use with OSSD device 3202a) as well as generation and output of a dry contact pulse to a contact terminal (for use
with the 2NC device 3202b or the safety mat device 3202c). Function block 3206 of the slave device terminal can be
configured to support input signals from an OSSD A line for use with OSSD device 3202a, as well as contact inputs for
use with the 2NC device 3202b or the safety mat device 3202c). Function blocks 3208 and 3210 can be similarly
configured to accommodate the different types of safety device connections to which those blocks may be connected.
[0133] In order to allow a single 5-pin smart tap device to be used with a variety of different types of safety devices,
one or more embodiments of the smart tap device can automatically detect the type of safety device that is connected
to the tap’s slave device terminal, and to configure the lines of the safety device terminal in accordance with the detected
device type. That is, based on the type of safety device connected to the smart tap device, the slave device terminal will
automatically configure function blocks 3204, 3206, 3208, and 3210 (as well as any other necessary components of the
tap device) to provide the appropriate output signals or power, to monitor the appropriate input signals, and to implement
the necessary logic required to exchange data with the connected safety device. For example, the smart tap device may
determine that the connected safety device is an OSSD device (e.g., a light curtain or other OSSD device) in response
to determining that, when 24VDC power is applied to the first line of the slave device terminal (e.g., line 1 in FIG. 32),
a measured current on particular line of the slave device terminal exceeds a threshold value indicative of an OSSD device.
[0134] If this measured current does not exceed the threshold value indicative of an OSSD device, the tap device may
assume that the connected device is either a 2NC dry contact device or a safety mat device, in which case the line on
which the 24VDC power is being applied is assumed to be a Contact A input (since this line is used for Contact A input
for both the dry contact device and the safety mat). Accordingly, the smart tap device can determine which of the two
types of device is connected based on a determination of which line of the slave device terminal receives the return
voltage on the Contact A output. In the example depicted in FIG. 32, if the return voltage is detected on line 2 of the
slave device terminal, the tap device 3212 determines that the connected device is a 2NC dry contact device 3202b.
Alternatively, if the return voltage is detected on line 4 of the slave device terminal, the tap device 3212 determines that
the connected device is a safety mat device 3202c. In response to determining the type of safety device that is connected,
the smart tap device 3212 configures the appropriate function blocks (e.g., function blocks 3204, 3206, 3208, 3210, etc.)
to conform to the standards of the attached safety device.
[0135] It is to be appreciated that this technique for automatically determining the type of safety device connected to
the slave device terminal of the smart tap device is only intended to be exemplary, and that any suitable technique for
automatically identifying the type of connected safety device is within the scope of one or more embodiments described
herein.
[0136] In one or more embodiments, smart tap devices can also be used to facilitate a remote reset of a single safety
device on the SWS+ channel without requiring power on all safety devices to be reset. FIGs. 33A and 33B illustrate the
use of smart tap devices to initiate a remote reset of a selected safety device on an SWS+ circuit. In this example, a
number of standard safety devices 3304 (that is, safety devices that do not have integrated SWS+ capabilities or com-
patibility) are included as part of a SWS+ safety circuit. Since the standard safety devices 3304 do not have integrated
SWS+ capability, the devices 3304 are integrated to the single-wire channel using smart tap devices 3302a. In the
illustrated example, safety device 2 - which is attached to the SWS+ channel via smart tap device 3302b, which has
been designated with SWS+ address [02] - has experienced an internal fault condition. This fault condition has been
detected by smart tap device 3302b via the slave device terminal of the tap device. Accordingly, smart tap device 3302b
stops passing the pulsed safety signal received from smart tap device 3302a, and sends a fault message 3308 to the
comms master 3306 (via smart tap device 3302c), similar to previously described examples (see, e.g., FIGs. 16A-16F).
[0137] Depending on the type of safety device experiencing the fault, it may be necessary to cycle power to the safety
device in order to clear the fault condition. However, multiple safety devices 3304 may be receiving power from a common
power supply, and therefore resetting the safety device 3304b by disconnecting and reconnecting the power supply feed
(e.g., by opening and closing a breaker on the power supply output) would cause all of these safety device - not just the
faulted device - to be reset.
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[0138] To avoid the necessity to cycle power on multiple safety devices in order to reset a single device, the smart
tap devices can support a remote reset function, whereby a reset command directed to a specified smart tap device is
issued by the comms master 3306 via the single-wire channel, and the smart tap device 3304 to which the command
is directed will cycle power to its attached safety device. FIG. 33B illustrates remote reset of standard safety device
3304via smart tap. As shown in this figure, comms master 3306 issues a remote reset message 3310 via the single-
wire channel. The message 3310 can include the reset command as well as the SWS+ address of the smart tap device
[02] to which the command is directed. The comms master 3306 may issue the reset message 3310, for example, in
response to an acknowledgement input from the user (e.g., via an HMI or a hardware input device connected to the
comms master 3306). Similar to other types of SWS+ messages, any smart tap devices 3302 (or SWS+ safety devices
that may also be attached to single-wire channel) positioned between the comms master 3306 and the target smart tap
device 3302b will read the address included in the message 3310, and pass the message to the next smart tap device
3304 or SWS+ safety device on the channel in response to determining that the address specified in the message does
not correspond to the device’s own address. When smart tap device 3302b receives reset message 3310 and determines
that the address included therein corresponds to the tap’s own address, the smart tap device 3302 will momentarily
disconnect power to the safety device 3304b (e.g., by momentarily disconnecting the Power line of the tap’s slave device
terminal). In this way, the faulted safety device can be reset without disconnecting power to other non-faulted devices
on the single-wire channel.
[0139] In addition to remotely resetting the standard safety devices connected to the smart tap devices, the smart tap
devices themselves can also be reset using a separate remote reset function. In this regard, the smart tap device itself
may experience an internal fault, which is distinct from an internal fault experienced on the tap’s connected safety device.
In such scenarios, the comms master can issue a remote tap reset command (e.g., in response to receiving a suitable
acknowledgement input from a user) that causes the smart tap device to reset and clear the fault. This type of reset may
involve simply clearing the fault condition on the tap device without cycling power to the tap device or its associated
safety device.
[0140] Some embodiments of the smart tap device can also be configured to detect certain types of diagnostic infor-
mation for its associated standard safety device. For example, some smart tap devices can be configured to detect a
low voltage condition of the safety device attached thereto. In such embodiments, the smart tap device can send a report
message to the comms master via the single-wire channel indicating the low voltage condition of its connected safety
device. In response to such a message, the comms master can initiate a defined action (e.g., generating a notification
directed to a HMI or personal device of a suitable technician, or placing the safety device in a safe state until the low
voltage condition is removed).
[0141] In addition to the three-port smart tap devices described above, some embodiments of the smart tap devices
can include an additional port for power connections, referred to herein as a power tap. FIG. 34 is a diagram of an
example SWS+ safety circuit that includes a smart tap 3410 with an integrated power tap 3408. In this illustrated example,
standard smart devices 2,4, and 5 (3404a, 3404c, and 3404d) are connected to the single-wire channel via smart tap
devices 3402a, 3402b, and 3402c, which have been assigned SWS+ addresses [04], [02], and [01]. respectively. Standard
safety device 3404b is also connected to the single-wire channel via smart tap device 3410 (SWS+ address [03]), which
includes power tap capability.
[0142] Smart tap device 3410 has the same three terminals as the smart tap devices described above; namely, a
slave device terminal that connects to the standard safety device, and a safety source terminal and a comms master
terminal that connect to the SWS+ channel. In addition, smart tap device 3410 includes a power tap connector 3408
that connects to an additional power supply. When a smart tap device 3410 with an integrated power tap is connected
to the SWS+ channel, the power supply lines on either side of the smart tap device 3410 become isolated from one
another. This results in two power segments for the SWS+ circuit - a first power segment 3412 between the comms
master 3406 and the smart tap device 3410, and a second power segment 3414 between the smart tap device 3410
and the safety master device (not shown in FIG. 34). The first power segment 3412 receives 24VDC power from the
comms master 3406, while the second power segment 3414 receives power from a supplemental 24VDC supply 3416
connected to the power tap 3408 of smart tap device 3410. The addition of smart tap devices with power tap capability
can prevent excessive voltage drop on safety circuits having a large number of safety devices or smart tap devices that
have a combined load exceeding the maximum draw of a single power supply. In such scenarios, a designer can use
a smart tap device 3410 with an integrated power tap 3408 to divide the safety devices and/or power tap devices between
two or more power supplies.
[0143] Although FIG. 34 depicts the power tap capability as being integrated in a smart tap device 3408, three-port
power tap devices that do not include smart tap device capability are also contemplated. Such power tap devices - which
include a power tap terminal, a comms master terminal, and a safety source terminal - can be installed on the single-
wire channel between two safety devices in order to create isolated power segments on either side of the power tap
devices. These power tap devices act as a pass-through for SWS+ signals, but isolate the power supply lines on either
side of the power tap device.
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[0144] Although the example single-wire safety circuits described above have assumed a comms master having a
single SWS+ INPUT terminal for connection to a single safety channel, some embodiments of the comms master may
support monitoring of two or more single-wire channels. FIG. 35 is a diagram illustrating a SWS+ safety circuit 3502
comprising a comms master 3506 that monitors safety devices on two single-wire channels. In such embodiments, the
comms master 3506 can include two SWS+ INPUT terminals for connection to the respective single-wire channels,
allowing safety devices to be segregated into zones. In the illustrated example, safety devices 3504a-3504e reside on
a first single-wire channel and comprise a first zone (Zone I), while safety devices 3508a-3508e reside on a second
single-wire channel and comprise a second zone (Zone 2). Similar to previous examples, each safety channel includes
a safety master (3504a for Zone 1 and 3508a for Zone 2) that generates a pulsed safety signal (3510a and 3510b for
Zones 1 and 2, respectively), with each safety master generating its safely signal independently of the other.
[0145] If the same pulse pattern is used for each of the pulsed safety signals 3510a and 3510b, there exists a possibility
that an inadvertent short-circuit across the two SWS+ INPUT terminals of the comms master 3506 may prevent the
comms master from transitioning to a safe state even if a safety device on one of the two channels stops conveying the
safety signal on that channel, since the comms master will still recognize the pulse pattern received from the other
channel on both of its shorted SWS+ INPUT terminals. Therefore, to ensure that a short-circuit across the two SWS+
INPUT terminals on the comms master 3506 does not prevent the comms master from reacting to an unsafe condition
on one of the channels, the two safety masters 3504a and 3508a can be configured to generate respective two different
pulse patterns that are uniquely identifiable by the comms master 3506.
[0146] To achieve this, an additional phase can be added to the startup mode sequence described in above in con-
nection with FIG. 9, wherein the comms master instructs the safety devices (and/or smart tap devices) on each channel
which predefined safety signal pattern is to be used by that channel. For example, each SWS+ safety device or smart
tap device may be preconfigured to recognize one of multiple pre-defined pulse patterns. During the safety system’s
startup sequence, the comms master 3506 can designate one of the pre-defined pulse patterns to each of the two
channels, selecting different patterns for each channel. At a defined phase of the startup sequence, the comms master
3506 can send a configuration message that includes an identifier of the selected pattern to the safety devices via the
single-wire channel.
[0147] Upon receipt of this configuration message, each safety device will self-configure to begin operating in accord-
ance with the selected pulsed safety signal. For example, the respective safety masters 3504a and 3508a will use the
specified pulse patterns for generation of the pulsed safety signals 3510a and 3510b. The other safety devices on each
channel - having also been provided with the identification of the pulse pattern designated to that channel by the comms
master - will only recognize the designated pulse pattern as the valid safety signal for that channel. The comms master
3506 will only assume that a given channel is in the safe state if the pulse pattern designated for that channel is recognized
on the SWS+ INPUT terminal for that channel. In this way, a short-circuit across the two SWS+ INPUT terminals of the
comms master 3506 will cause the comms master to see an incorrect pulse pattern on one of the SWS+ INPUT terminals,
causing the comms master to switch to safety mode until the short-circuit is removed.
[0148] It is also recognized that short-circuits across the SWS+ INPUT and SWS+ OUTPUT terminals of a given safety
device can also cause safety issues, since this may cause a safety signal received the SWS+ INPUT terminal to always
be passed to the device’s SWS+ OUTPUT terminal, even if the safety device is not in a safe state. To mitigate this
possibility, one or more embodiments of the SWS+ safety devices (or smart tap devices) can be configured to invert the
pulsed safety signal received on its SWS+ INPUT terminal prior to outputting the safety signal on its SWS+ OUTPUT
terminal. FIG. 36 is a diagram illustrating a SWS+ safety circuit that includes safety devices 3604 that invert the safety
signal in this manner. In these embodiments, an additional phase can be added to the startup sequence of the safety
circuit whereby the devices on the safety circuit negotiate as to which devices will be configured to recognize the non-
inverted pulse pattern (that is, the pattern generated by safety master 3604a) as the valid safety signal, with the remaining
devices being configured to recognize the inverted version of the pulsed pattern as the valid safety signal. This negotiation
is designed to ensure that every other device on the circuit - beginning with the safety device 3604b that is adjacent to
the safety master 3604a - is configured to recognize the non-inverted signal, with the other devices on the circuit being
configured to recognize the inverted signal.
[0149] During operation, safety device 3604b - which is adjacent to the safety master 3604a and configured to receive
the non-inverted signal - receives pulsed safety signal 3602a from safety master 3604a on its SWS+ INPUT terminal,
and recognizes this non-inverted pattern as the valid safety signal. If safety device 3604 is not currently in safe mode,
the device will invert this received pattern and send the inverted pattern as safety signal 3602 on its SWS+ OUTPUT
terminal. Safety device 3604c - which is configured to recognize the inverted pattern as the valid safety signal - receives
this inverted signal and likewise inverts the pattern again prior to outputting the signal on its SWS+ OUTPUT terminal
(yielding the original non-inverted signal). This procedure continues through all the devices (assuming none are in safe
mode) until the signal reaches the comms master’s SWS+ INPUT terminal.
[0150] The version of the signal recognized by the comms master 3606 as the valid safety signal will depend on the
number of safety devices on the circuit. For example, if the comms master identifies that there are an even number of
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safety devices on the circuit, the comms master will configure itself during startup to recognize the inverted pattern as
the valid signal, whereas if there is an odd number of safety devices on the circuit, the comms master will configure itself
to recognize the non-inverted pattern as the valid signal.
[0151] In accordance with the general operation of the example SWS+ safety systems described above, the designated
safety master device generates a defined pulse pattern and outputs the pattern as a safety signal on the single-wire
channel. As long as all safety devices on the channel are in their respective safe states (that is, there is no demand on
the safely input devices), the safety signal is relayed by the safety devices in turn until the signal reaches a safety relay
device acting as the comms master for the single-wire safety circuit. If any of the safety devices detects an unsafe
condition (e.g., a light broken light curtain, an emergency stop button pressed, a safety mat activated, an emergency
pull cord pulled, etc.), that safety device ceases relaying the safety signal, preventing the safety signal from reaching
the comms master. When the comms master detects absence of the safety signal, the safety relays of the comms master
are opened to remove power from the protected system, and the comms master begins sending requests for diagnostic
information (DIAG messages) to each safety device in turn via the single-wire channel. Each safety device responds to
its received request by sending the requested diagnostic information via the single-wire channel. This general operation
is described above in connection with FIGs. 15A-15D.
[0152] In these foregoing examples, after the safety circuit has entered run mode (that is, the startup sequence has
been completed and the safety circuit begins normal operation), diagnostic information originating from the safety devices
is only sent to the comms master via the single-wire channel in response to a request from the comms master for such
information, and only after the pulsed safety signal has stopped transmitting on the single-wire channel. That is, in the
embodiments described above, data originating from the safety devices is only available to the comms master while the
system is in the safe state, while the safety signal is not being conveyed on the single-wire channel.
[0153] Some other embodiments of the SWS+ safety system can also be configured to allow safety devices on the
safety circuit to send data to the comms master via the single-wire channel while the safety system is in the normal
operating state; that is, while the pulsed safely signal is still being relayed to the comms master. This allows the safety
devices to report prognostic data or other types of information to the comms master without waiting for the safety system
to transition to the safe state. In such embodiments, data messages send by a safety device during normal operation
of the safety circuit will typically not relate to the safe or un-safe state of the safety device, but rather to non-critical
prognostic or warning information relating to the safety device that may warrant attention by an operator or technician
(e.g., high temperature warnings, warnings that the number of operating cycles for the safety device is approaching the
rated lifespan of the safety device, etc.) but are not indicative of an immediately unsafe condition.
[0154] In order to allow the safety devices to send such information while the pulsed safety signal is being sent on the
single-wire channel, SWS+ safety devices compliant with these embodiments can support a modified version of the
pulsed safety signal that includes, within a given cycle of the safety signal, a safety signal portion and a device data
portion. FIG. 37 is a diagram of an example modified safety signal that includes a safety signal portion and a device
data portion within each cycle. For embodiments that support transmission of safety device prognostic data during normal
operation of the SWS+ safety circuit, safety signals conforming to the general format illustrated in FIG. 37 can replace
the safety signal described in previous examples to allow safety device data to be sent while the pulsed safety pattern
is still being conveyed on the single-wire channel.
[0155] As shown in FIG. 37, each cycle of the modified safety signal includes a safety signal portion 3706 that conveys
a defined pulse pattern recognizable by the comms master and all safety devices on the single-wire channel as being
the valid safety signal pattern. The safety signal portion 3706 can he of any suitable duration that allows the pattern
contained therein to be detected and recognized by the devices on the safety circuit (e.g., 3.0ms in the present example).
Following the safety signal portion 3706, after a separation gap 3702b of suitable length (e.g., 1.4ms in the illustrated
example), a device data portion 3704 is transmitted. The device data portion 3704 can include the device data (e.g.,
prognostic data) generated by one of the safety devices on the circuit, as well as an address of the safety device from
which the device data originates. Another separation gap 3702 follows the device data portion 3704, and a new cycle
begins by repeating the defined safety signal pattern in another safety signal portion and sending the device data for
another safety device in another device data portion 3704.
[0156] During operation, the comms master and each safety device will assume that the safety system is operating
in normal mode (i.e., all safety devices are in their respective safe states) as long as the defined pulse pattern is detected
within each cycle. Meanwhile, the safety devices can insert their prognostic (non-safety) data onto the single-wire channel
during normal operation by writing their data to appropriate device data portions 3704, while the pulsed safety signal is
still being sent over the channel. Insertion of this prognostic or other data can be performed by the status word control
component 516 of the safety device. This format allows the safety devices to voluntarily communicate their prognostic
information to the comms master without the information being requested by the comms master, and without first removing
the pulsed safety signal from the single-wire channel. If one of the safety devices switches to an un-safe state during
this operation, that device will cease relaying the modified safety signal, and diagnostic communications between the
comms master and the safety device proceed as described in previous examples.
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[0157] According to this modified safety signal protocol, each cycle of the safety signal includes the prognostic data
(or other type of information) for a single safety device on the safety circuit. FIG. 38 is a diagram illustrating transmission
of the modified safety signal on a single-wire channel. According to this protocol, the safety devices 3804 insert their
prognostic data (if any) into respective cycles of the safety signal in an ordered fashion, such that the prognostic information
is received at the comms master 3806 in descending order of device address. For example, as shown in FIG. 38, the
device data for device [05] is followed by the device data for device [04] in consecutive cycles of the safety signal. FIG.
39 is a diagram illustrating the alternating safety signal and data portions of an example modified safety signal, showing
the ordered transmission of device data for a safety circuit having 32 safety devices. As shown in this figure, safety
signal portions 3902 ("SS") alternate with device data portions 3904 ("DD") within the signal, with each device data
portion 3904 containing the device data for the next lower device address relative to the previous device data portion
(separation gaps are omitted from FIG. 39 for clarity). That is, the device data is sent in descending order of device
addresses, for a total of 32 devices in the illustrated example. When the device data for device address [01] (the lowest
address) has been sent within a cycle, the next cycle returns to the highest address (e.g., [032] for a safety circuit that
includes 32 safety devices) and sends the device data for that corresponding device.
[0158] To facilitate this ordered delivery of device data, each safety device on the single-wire channel is configured
to monitor the device data addresses within the device data portions of the safety signal, and to insert its own device
data at an appropriate cycle determined based on this monitoring. FIG. 40 is a methodology 4000 that can be carried
out by a safety device (or smart tap device) in order to determine when to insert its own device data into a cycle of the
modified safety signal. In this example methodology, it is assumed that the safety device is currently in it safe state, and
is therefore relaying valid safely signals and device data received at its SWS+ INPUT terminal to its SWS+ OUTPUT
terminal (and possible inverting the pulsed safety signal pattern prior to outputting the safety signal if the safety device
supports such embodiments). Initially, at 4002, device data is received at a SWS+ INPUT terminal of the safety device.
The device data may be received in alternate frames or portions of a safety signal. The device data may include an
address of one of the other safety devices on the circuit as well as device data (e.g., prognostic data) corresponding to
that device. At 4004, the safety device sends the received device data via the device’s SWS+ OUTPUT terminal.
[0159] At 4006, a determination is made as to whether the device data that was sent at step 4004 was the device data
for the designated safety master device for the SWS+ circuit, the safety master being the device at the end of the single-
wire channel opposite the comms master, and having the highest device address of the safety devices on the channel.
If the device data for the safety master was not the most recently sent device data (NO at step 4006), the methodology
returns to step 4002 and steps 4002-4006 repeat until the device data for the safety master is sent at step 4004.
[0160] If the device data sent at step 4004 was the device data for the safety master (YES at step 4006), the methodology
proceeds to step 4008, where device data continues to be received via the SWS+ INPUT terminal of the safety device.
This time, prior to outputting the device data via the SWS+ OUTPUT terminal, the safety device determines at step 4010
whether the device address included in the previously sent device data was one address higher than the safety device’s
own address. ([My ID] + 1, where [MY ID] represents the address of the safety device that executes methodology 4000).
That is, if the safety device’s address is [04], the device determines at step 4010 whether the most recent device data
that was output via the SWS+ OUTPUT terminal corresponded to device address [05]. If the most recently sent device
data does not include the device address that is one unit higher than the safely device’s own address (NO at step 4010),
the methodology proceeds to step 4012, where the device data received at step 4008 is sent via the safety device’s
SWS+ OUTPUT terminal (possibly inverting the pulse pattern of the safety signal portion prior to sending).
[0161] Alternatively, if the most recently sent device data does correspond to the device address that is one higher
than the safety device’s own address (YES at step 4010), the methodology proceeds to step 4014, where the safety
device sends its own device data and address via the SWS+ OUTPUT terminal. The methodology then returns to step
4002 and methodology 4000 repeats. By implementing this methodology in each safety device (or smart tap device) on
the single-wire channel, the methodology ensures that the device data for the safety devices is received by the comms
master in descending order of safety device addresses, as illustrated in FIGs. 38 and 39.
[0162] In a variation of these embodiments, a portion of the safety signal can also be reserved for standard (non-
SWS+) safety input devices that are connected to the single-wire channel via the power port of a smart tap device with
power tap capability (e.g., smart tap device 3408 of FIG. 34). This allows such standard safety devices to be integrated
onto the single-wire channel without the need to wire the device to an I/O point or controller.
[0163] As noted above, some embodiments of the comms master device can include a SUPPLEMENTAL OUTPUT
terminal for outputting supplemental signals or messages on a dedicated communication line that is separate from the
single-wire channel (e.g., dedicated line 608 of FIG. 6). This dedicated supplemental line can link the comm master’s
SUPPLEMENTAL OUTPUT terminal to SUPPLEMENTAL INPUT terminals on one or more safety devices on the single-
wire channel, resulting in a multi-drop line. The comms master can use this supplemental line for a variety of purposes.
For example, as noted previously, the comms master can issue lock and unlock permissives over this supplemental line
directed to safety input devices that have integrated mechanical locks (e.g., door locks for safety gates that allow access
to hazardous machinery or production areas).
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[0164] In an example scenario, the comms master may issue an unlock command to a locking safety device in response
to receiving a request from a user to unlock the gate associated with the safety device. Such a request may be received
from a user via an unlock pushbutton that is wired to an input terminal of the comms master, or via another signaling
means. When such a request is received, the comms master can be configured to first send a command via the sup-
plemental line that forces all safety devices on the single-wire channel to transition to their safe states. For systems that
do not use the modified version of the safety signal described above in connection with FIGs. 37-39, placing all devices
on the circuit in their safe states allows the comms master to receive diagnostic data from any of the devices via the
single-wire channel, since devices that remain in normal operation mode would not otherwise be able to pass diagnostic
data from downstream devices. The comms master then requests status information from the safety devices via the
single-wire channel, and issues an unlock command directed to the particular safety device to be unlocked upon con-
firmation that the system has been placed in a safe state and that users can access the protected area safely.
[0165] In an example embodiment, the signal placed on the supplemental line by the comms master may have three
states: a 24VDC signal that places all connected safety devices into their safe states; a 0VDC signal that indicates to
the safety devices that they may return to their operational states; and a defined dynamic signal that places the safety
devices into their safe states (as with the 24VDC signal), and also allows the safety devices to respond to lock and
unlock messages sent via the single-wire channel. The dynamic signal can comprise any suitable, repeating pulse
pattern recognizable by the safety devices as the valid dynamic signal. Using a dynamic signal, rather than a constant
24VDC signal, to facilitate unlocking the gates can prevent a scenario in which a short to 24VDC inadvertently causes
a safety gate to unlock during unsafe operation of the industrial system protected by the gate.
[0166] In general, during normal operation, a safety device having locking capabilities will only unlock if the known
dynamic signal is detected on the supplemental line, and an unlock instruction directed to that device is received from
the comms master via the single-wire channel. Likewise, the safety device will only lock if the known dynamic signal is
detected on the supplemental line, and a lock instruction directed to that device is received from the comms master via
the single-wire channel. The safety device will ignore lock and unlock requests received on the single-wire channel il
the dynamic signal is not present on the supplemental line (that is, the safety device will not change its current locked
or unlocked state unless the dynamic signal is present).
[0167] FIG. 41 illustrates an example sequence of operations carried out by the SWS+ devices in response to a request
from a user to unlock a safety gate protected by a locking safety device. Initially (step 1), the comms master 4106 recites
a request to access a particular gate; e.g., Gate 3, which is protected by safety device 4104b. For example, the request
may be received by the comms master 4106 via a hardware pushbutton that is wired to one of the comms master’s input
terminals, or via interaction with an HMI communicatively connected to the comms master 4106. In response to this
request, the comms master 4106 places a 24VDC signal on the supplemental line (step 2), causing the safety devices
4104 to transition from their normal operating states to their safe states, so that the safely devices cease conveying the
pulsed safety signal generated by the safety master 4104a on the single-wire channel, allowing the comms master to
exchange messaging with the safety devices 4104.
[0168] Next, the comms master 4106 places the hazardous industrial system being protected by the safety system is
in a safe state; e.g., by opening its safety relays to remove power from the industrial system. Upon conforming that the
industrial system is safe, the comms master 4106 sends the dynamic signal on the supplemental line (step 3), which
instructs the safety devices 4104 to stay in their safe states, and also permitting the safety devices 4104 to respond to
lock and unlock messages sent via the single-wire channel.
[0169] Once the dynamic signal has been placed on the supplemental line, the comms master sends an unlock request
message via the single-wire channel directed to address [04] (safety device 4104b, which controls the lock for Gate 3)
(step 4). Safety device 4106b will respond to the request message by unlocking the gate, and sending a confirmation
message to the comms master 4106 indicating that Gate 3 is now unlocked (step 5). If the comms master 4106 does
not receive such a confirmation within a defined time period after sending the unlock request, the comms master will
perform a suitable action. For example, the comms master 4106 may respond to such a timeout condition by sending
a lock command to the device from which the confirmation was expected, and generate an indication that the unlock
command was not successful.
[0170] After the comms master 4106 has placed the protected industrial system in a safe state (e.g., opened its safety
relays to disconnect power from the system) in order to allow a user to open an unlocked gate, the comms master 4106
will not remove the dynamic signal from the supplemental line to allow the safety devices 4104 to return to normal
operation mode until the comms master has received a lock confirmation signal from all locking safety on the safety
circuit. These indications can be conveyed by the locking safety devices via the single-wire channel; e.g., in response
to a request for the current lock statuses issued by the comms master.
[0171] The unlocking sequence described above in connection with FIG. 41 can also be implemented using smart tap
devices in place of one or more of the SWS+ safety devices 4104. In such scenarios, the smart tap can respond to lock
commands received via the single-wire channel by sending a lock control signal to a lock control input of the standard
safety device via the lock command line of the slave device terminal (see FIGs. 31A-31D).
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[0172] FIG. 42 illustrates a subsequent sequence of operations carried out by the SWS+ devices in response to a
request from a user to lock Gate 3. Per step 3 of the sequence illustrated in FIG. 41, the dynamic signal is still being
maintained on the supplemental line while Gate 3 is unlocked, ensuring that the safety devices 4104 remain in their safe
modes while Gate 3 is being accessed. Initially, the comms master 4106 receives a request to lock Gate 3 (step 1); e.g.,
via another pushbutton connected to an input terminal of the comm module or via an HMI interaction. In response to the
request, the comms master 4106 sends a lock request directed to safety device 4104b via the single-wire channel (step
2). In response to receiving this lock request, safety device 1404b (or a smart tap device connected to the standard
safety device that controls the locking mechanism) activates the lock and sends a response message to the comms
master 4106 via the single-wire channel in response to confirming that the lock has been actuated (step 3). In response
to receiving this response message, the comms master 4106 removes the dynamic signal from the supplemental line
and sets the supplemental line to 0VDC (step 4), thereby permitting the safely devices 4104 to return to their normal
operating modes.
[0173] Although the examples described above in connection with FIGs. 41 and 42 depict the supplemental line as
controlling the locking action of safety devices having integrated locking outputs, the supplemental line can also be used
to control other types of safety devices, including safety output devices. For example, some safety output devices may
comprise starters, or safety contactors configured to remove power from a portion of an industrial system. The supple-
mental line can be used to control the open and closed states of these contactors in a manner similar to the locking
mechanisms described above in connection with FIGs. 41 and 42. For example, a known dynamic signal on the sup-
plemental line can instruct such safety output devices to turn on, while 24VDC or 0VDC on the supplemental line will
cause the safety output devices to turn off.
[0174] Embodiments of the comms master that support two or more single-wire channels (see, e.g., FIG. 35) can also
include two or more SUPPLEMENTAL OUTPUT terminals corresponding to the respective channels. In such embodi-
ments, the comms master may use different pulse patterns for the dynamic signals on the respective supplemental lines
to ensure that shorts across the SUPPLEMENTAL OUTPUT terminals do not inadvertently cause devices on one of the
channels to turn on prematurely.
[0175] Embodiments, systems, and components described herein, as well as industrial control systems and industrial
automation environments in which various aspects set forth in the subject specification can be carried out, can include
computer or network components such as servers, clients, programmable logic controllers (PLCs), automation controllers,
communications modules, mobile computers, wireless components, control components and so forth which are capable
of interacting across a network. Computers and servers include one or more processors-electronic integrated circuits
that perform logic operations employing electric signals-configured to execute instructions stored in media such as
random access memory (RAM), read only memory (ROM), a hard drives, as well as removable memory devices, which
can include memory sticks, memory cards, flash drives, external hard drives, and so on.
[0176] Similarly, the term PLC or automation controller as used herein can include functionality that can be shared
across multiple components, systems, and/or networks. As an example, one or more PLCs or automation controllers
can communicate and cooperate with various network devices across the network. This can include substantially any
type of control, communications module, computer, Input/Output (I/O) device, sensor, actuator, and human machine
interface (HMI) that communicate via the network, which includes control, automation, and/or public networks. The PLC
or automation controller can also communicate to and control various other devices such as standard or safety-rated
I/O modules including analog, digital, programmed/intelligent I/O modules, other programmable controllers, communi-
cations modules, sensors, actuators, output devices, and the like.
[0177] The network can include public networks such as the internet, intranets, and automation networks such as
control and information protocol (CIP) networks including DeviceNet, ControlNet, and EtherNet/IP. Other networks include
Ethernet, DH/DH+, Remote I/O, Fieldbus, Modbus, Profibus, CAN, wireless networks, serial protocols, and so forth. In
addition, the network devices can include various possibilities (hardware and/or software components). These include
components such as switches with virtual local area network (VLAN) capability, LANs, WANs, proxies, gateways, routers,
firewalls, virtual private network (VPN) devices, servers, clients, computers, configuration tools, monitoring tools, and/or
other devices.
[0178] In order to provide a context for the various aspects of the disclosed subject matter, FIGs. 43 and 44 as well
as the following discussion are intended to provide a brief, general description of a suitable environment in which the
various aspects of the disclosed subject matter may be implemented.
[0179] With reference to FIG. 43, an example environment 4310 for implementing various aspects of the aforemen-
tioned subject matter includes a computer 4312. The computer 4312 includes a processing unit 4314, a system memory
4316, and a system bus 4318. The system bus 4318 couples system components including, but not limited to, the system
memory 4316 to the processing unit 4314. The processing unit 4314 can be any of various available processors. Multi-
core microprocessors and other multiprocessor architectures also can be employed as the processing unit 4314.
[0180] The system bus 4318 can be any of several types of bus structure(s) including the memory bus or memory
controller, a peripheral bus or external bus, and/or a local bus using any variety of available bus architectures including,
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but not limited to, 8-bit bus, Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA), Extended ISA
(EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (VLB), Peripheral Component Interconnect (PCI), Universal
Serial Bus (USB), Advanced Graphics Port (AGP), Personal Computer Memory Card International Association bus
(PCMCIA), and Small Computer Systems Interface (SCSI).
[0181] The system memory 4316 includes volatile memory 4320 and nonvolatile memory 4322. The basic input/output
system (BIOS), containing the basic routines to transfer information between elements within the computer 4312, such
as during start-up, is stored in nonvolatile memory 4322. By way of illustration, and not limitation, nonvolatile memory
4322 can include read only memory (ROM), programmable ROM (PROM), electrically programmable ROM (EPROM),
electrically erasable PROM (EEPROM), or flash memory. Volatile memory 4320 includes random access memory (RAM),
which acts as external cache memory. By way of illustration and not limitation, RAM is available in many forms such as
synchronous RAM (SRAM), dynamic RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM (DRRAM).
[0182] Computer 4312 also includes removable/non-removable, volatile/nonvolatile computer storage media. FIG. 43
illustrates, for example a disk storage 4324. Disk storage 4324 includes, but is not limited to, devices like a magnetic
disk drive, floppy disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card, or memory stick. In addition,
disk storage 4324 can include storage media separately or in combination with other storage media including, but not
limited to, an optical disk drive such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
rewritable drive (CD-RW Drive) or a digital versatile disk ROM drive (DVD-ROM). To facilitate connection of the disk
storage 4324 to the system bus 4318, a removable or non-removable interface is typically used such as interface 4326.
[0183] It is to be appreciated that FIG. 43 describes software that acts as an intermediary between users and the basic
computer resources described in suitable operating environment 4310. Such software includes an operating system
4328. Operating system 4328, which can be stored on disk storage 4324, acts to control and allocate resources of the
computer 4312. System applications 4330 take advantage of the management of resources by operating system 4328
through program modules 4332 and program data 4334 stored either in system memory 4316 or on disk storage 4324.
It is to be appreciated that one or more embodiments of the subject disclosure can be implemented with various operating
systems or combinations of operating systems.
[0184] A user enters commands or information into the computer 4312 through input device(s) 4336. Input devices
4336 include, but are not limited to, a pointing device such as a mouse, trackball, stylus, touch pad, keyboard, microphone,
joystick, game pad, satellite dish, scanner, TV tuner card, digital camera, digital video camera, web camera, and the
like. These and other input devices connect to the processing unit 4314 through the system bus 4318 via interface port(s)
4338, Interface port(s) 4338 include, for example, a serial port, a parallel port, a game port, and a universal serial bus
(USB). Output device(s) 4340 use some of the same type of ports as input device(s) 4336. Thus, for example, a USB
port may be used to provide input to computer 4312, and to output information from computer 4312 to an output device
4340. Output adapters 4342 are provided to illustrate that there are some output devices 4340 like monitors, speakers,
and printers, among other output devices 4340, which require special adapters. The output adapters 4342 include, by
way of illustration and not limitation, video and sound cards that provide a means of connection between the output
device 4340 and the system bus 4318. It should be noted that other devices and/or systems of devices provide both
input and output capabilities such as remote computer(s) 4344.
[0185] Computer 4312 can operate in a networked environment using logical connections to one or more remote
computers, such as remote computer(s) 4344. The remote computer(s) 4344 can be a personal computer, a server, a
router, a network PC, a workstation, a microprocessor based appliance, a peer device or other common network node
and the like, and typically includes many or all of the elements described relative to computer 4312. For purposes of
brevity, only a memory storage device 4346 is illustrated with remote computer(s) 4344. Remote computer(s) 4344 is
logically connected to computer 4312 through a network interface 4348 and then physically connected via communication
connection 4350. Network interface 4348 encompasses communication networks such as local-area networks (LAN)
and wide-area networks (WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper Distributed
Data Interface (CDDI), Ethernet/IEEE 802.3, Token Ring/IEEE 802.5 and the like. WAN technologies include, but are
not limited to, point-to-point links, circuit switching networks like Integrated Services Digital Networks (ISDN) and vari-
ations thereon, packet switching networks, and Digital Subscriber Lines (DSL).
[0186] Communication connection(s) 4350 refers to the hardware/software employed to connect the network interface
4348 to the system bus 4318. While communication connection 4350 is shown for illustrative clarity inside computer
4312, it can also be external to computer 4312. The hardware/software necessary for connection to the network interface
4348 includes, for exemplary purposes only, internal and external technologies such as, modems including regular
telephone grade modems, cable modems and DSL modems, ISDN adapters, and Ethernet cards.
[0187] FIG. 44 is a schematic block diagram of a sample computing environment 4400 with which the disclosed subject
matter can interact. The sample computing environment 4400 includes one or more client(s) 4402. The client(s) 4402
can be hardware and/or software (e.g., threads, processes, computing devices). The sample computing environment
4400 also includes one or more server(s) 4404. The server(s) 4404 can also be hardware and/or software (e.g., threads,
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processes, computing devices). The servers 4404 can house threads to perform transformations by employing one or
more embodiments as described herein, for example. One possible communication between a client 4402 and servers
404 can be in the form of a data packet adapted to be transmitted between two or more computer processes. The sample
computing environment 4400 includes a communication framework 4406 that can be employed to facilitate communi-
cations between the client(s) 4402 and the server(s) 4404. The client(s) 4402 are operably connected to one or more
client data store(s) 3008 that can be employed to store information local to the client(s) 4402. Similarly, the server(s)
4404 are operably connected to one or more server data store(s) 4410 that can be employed to store information local
to the servers 4404.
[0188] What has been described above includes examples of the subject innovation. It is, of course, not possible to
describe every conceivable combination of components or methodologies for purposes of describing the disclosed
subject matter, but one of ordinary skill in the art may recognize that many further combinations and permutations of the
subject innovation are possible. Accordingly, the disclosed subject matter is intended to embrace all such alterations,
modifications, and variations that fall within the scope of the appended claims.
[0189] In particular and in regard to the various functions performed by the above described components, devices,
circuits, systems and the like, the terms (including a reference to a "means") used to describe such components are
intended to correspond, unless otherwise indicated, to any component which performs the specified function of the
described component (e.g., a functional equivalent), even though not structurally equivalent to the disclosed structure,
which performs the function in the herein illustrated exemplary aspects of the disclosed subject matter. In this regard, it
will also be recognized that the disclosed subject matter includes a system as well as a computer-readable medium
having computer-executable instructions for performing the acts and/or events of the various methods of the disclosed
subject matter.
[0190] In addition, while a particular feature of the disclosed subject matter may have been disclosed with respect to
only one of several implementations, such feature may be combined with one or more other features of the other
implementations as may be desired and advantageous for any given or particular application. Furthermore, to the extent
that the terms "includes," and "including" and variants thereof are used in either the detailed description or the claims,
these terms are intended to be inclusive in a manner similar to the term "comprising."
[0191] In this application, the word "exemplary" is used to mean serving as an example, instance, or illustration. Any
aspect or design described herein as "exemplary" is not necessarily to he construed as preferred or advantageous over
other aspects or designs. Rather, use of the word exemplary is intended to present concepts in a concrete fashion.
[0192] Various aspects or features described herein may be implemented as a method, apparatus, or article of man-
ufacture using standard programming and/or engineering techniques. The term "article of manufacture" as used herein
is intended to encompass a computer program accessible from any computer-readable device. carrier, or media. For
example, computer readable media can include but are not limited to magnetic storage devices (e.g., hard disk, floppy
disk, magnetic strips...), optical disks [e.g., compact disk (CD), digital versatile disk (DVD)...], smart cards, and flash
memory devices (e.g., card, stick, key drive...).

Claims

1. A smart tap device (3002; 3102; 3302) for linking safety devices (3004; 3304) to a single-wire safety circuit, comprising:

a memory that stores executable components;
a processor, operatively coupled to the memory, said processor being configured to execute the executable
components, the executable components comprising:

a safe state detection component configured to read the safety status from a safety device connected to a
slave device terminal of the smart tap device and to determine (2806) whether the safety device is in a safe
state;
a pulse detection component configured to verify (2804) that a modulated pulse pattern of a safety signal
(3602a) received on an input terminal of the smart tap device corresponds to a defined pulse pattern;
a safety signal relaying component configured to output (2812) the safety signal (3602b) on an output
terminal of the smart tap device in response to verification that the modulated pulse pattern corresponds
to the defined pulse pattern and a determination that the safety device is in the safe state; and
a message processing component configured to process a first input message received via the input terminal,
to process a second input message received via the output terminal, to send a first output message via the
input terminal, and to send a second output message via the output terminal.

2. The smart tap device of claim 1, wherein the safe state detection component is further configured to identify a type
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of the safety device connected to the slave device terminal, and to configure functionality of at least one input line
and at least one output line of the slave device terminal based on the type of the safety device.

3. The smart tap device of claim 1 or 2, the executable components further comprising:

a pulse generating component configured to generate the modulated pulse pattern; and
a safety master mode component configured to enable the pulse generating component in response to detection
of a terminator (1010) connected to the input terminal and to disable the pulse generating component in response
to determining that the terminator is not connected to the input terminal.

4. The smart tap device of one of claims 1 to 3, wherein the second input message received via the output terminal
indicates that at least one of a downstream safety device or a downstream safety tap device is active, and wherein
the message processing component is further configured to, in response to receiving the second input message,
send the second output message indicating that the smart tap device is active.

5. The smart tap device of claim 3, wherein the first output message indicates that the safety tap device is active and
the first input message indicates that at least one of an upstream safety device or an upstream safety tap device is
active, and wherein the executable components further comprise:
a single-wire communication component configured to establish a safety channel sub-link between the smart tap
device and the at least one of the upstream safety device or the upstream smart tap device in response to receipt
of the first input message.

6. The smart tap device of claim 3, wherein at least one of:

the second input message received via the output terminal is an enumeration message containing an address
of at least one of a downstream safety device or a downstream safety tap device, and wherein the executable
components further comprises a device addressing component configured to, in response to receipt of the
second input message, increment the address to yield an incremented address and assign the address to the
smart tap device; and
the second output message comprises an enumeration response message containing at least the incremented
address, an indication of whether the smart tap device is a last addressable device on a safety circuit, and an
indication of whether the smart tap device is operating in the safety master mode.

7. The smart tap device of claim 1, wherein the second input message received via the output terminal comprises a
request for device information, and wherein the message processing component is further configured to
in response to determining that a target address contained in the second input message matches an address of the
smart tap device, send the second output message via the input terminal, wherein the second output message
contains device information obtained from the safety device via the slave device terminal, and
in response to determining that the target address contained the second input message does not match the address
of the smart tap device, output the second input message via the input terminal.

8. The smart tap device of claim 1, wherein the second input message received via the output terminal comprise a
request (3310) to reset the safety device, and wherein the message processing component is further configured to:
in response to determining that a target address contained the second input message matches an address of the
smart tap device, momentarily remove power from a power supply line of the slave device terminal that provides
power to the safety device.

9. The smart tap device of claim 1, wherein at least one of:

the smart tap device further comprises a power tap (3408) configured to connect to a power supply and to
provide power from the power supply to a first power supply line associated with the input terminal, and wherein
the first power supply line is electrically isolated from a second power supply line associated with the output
terminal;
the smart tap device is configured to detect a low voltage condition of the safety device attached to the slave
device terminal, and wherein the second output message sent via the output terminal comprises a low voltage
warning message sent in response to detection of the low voltage condition; and
the safety device is at least one of an emergency stop pushbutton, a light curtain device, a safety door switch,
a safety mat device, an emergency pull-cord device, a laser scanner, a photoelectric sensor, or a safety contactor.
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10. A method for operating a smart tap device (3002; 3102; 3302) for linking safety devices (3004; 3304) to a single-
wire safety circuit, said method comprising:

reading, by a smart tap device comprising a processor, the safety status from a safety device connected to a
slave device terminal of the smart tap device;
determining (2806), by the smart tap device, whether the safety device is in a safe state;
comparing (2804), by the smart tap device, a pulse pattern carried by a safety signal received on an input
terminal of the smart tap device with a defined pulse pattern;
in response to determining that the pulse pattern matches the defined pulse pattern based on the comparing
and that the safety device is in the safe state, outputting (2812) the safety signal via an output terminal of the
smart tap device;
processing, by the smart tap device, a first input message received via the input terminal;
processing, by the smart tap device, a second input message received via the output terminal;
sending, by the smart tap device, a first output message via the input terminal; and
sending, by the smart tap device, a second output message via the output terminal.

11. The method of claim 10, further comprising:

identifying, by the smart tap device, a type of the safety device connected to the slave device terminal; and
configuring, by the smart tap device, functionality of at least one input line and at least one output line of the
slave device terminal based on the type of the safety device.

12. The method of claim 10, wherein the processing the second input message received via the output terminal com-
prises:

in response to determining that the second input message is a request for device information and that a target
address contained the second input message matches an address of the smart tap device:

obtaining device status information from the safety device via the slave device terminal, and
sending the device status information as part of the second output message via the input terminal; and

in response to determining that the target address contained the second input message does not match the
address of the smart tap device, outputting the second input message via the input terminal.

13. The method of claim 10, wherein the processing the second input message received via the output terminal com-
prises:
in response to determining that the second input message is a request to reset the safety device and that a target
address contained the second input message matches an address of the smart tap device, momentarily removing
power from a power supply line of the slave device terminal that provides power to the safety device.

14. The method of claim 10, further comprising:

detecting, by the smart tap device, a low voltage status of the safety device attached to the slave device terminal;
and
in response to the detecting, sending, by the smart tap device, a low voltage warning message as part of the
second output message sent via the output terminal.

15. A non-transitory computer-readable medium having stored thereon instructions which, when executed by a processor
of a smart tap device, cause the processor to perform the method of one of claims 10 to 14.

Patentansprüche

1. Intelligente Abzweigungseinrichtung (3002; 3102; 3302) zum Verbinden von Sicherheitseinrichtungen (3004; 3304)
mit einer Eindrahtsicherheitsschaltung, mit:

einem Speicher, der ausführbare Komponenten speichert;
einem Prozessor, der funktionsmäßig mit dem Speicher verbunden ist, wobei der Prozessor ausgebildet ist,
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die ausführbaren Komponenten auszuführen, wobei die ausführbaren Komponenten umfassen:

eine Sicherheitszustandserkennungskomponente, die ausgebildet ist, den Sicherheitsstatus aus einer Si-
cherheitseinrichtung, die mit einem untergeordneten Geräteanschluss der intelligenten Abzweigungsein-
richtung verbunden ist, auszulesen und zu ermitteln (2806), ob die Sicherheitseinrichtung in einem sicheren
Zustand ist;
eine Pulsdetektionskomponente, die ausgebildet ist zu verifizieren (2804), dass ein moduliertes Pulsmuster
eines Sicherheitssignals (3602a), das an einem Eingangsanschluss der intelligenten Abzweigungseinrich-
tung empfangen wird, einem definierten Pulsmuster entspricht;
eine Sicherheitssignalweiterleitungskomponente, die ausgebildet ist, das Sicherheitssignal (3602b) an ei-
nem Ausgangsanschluss der intelligenten Abzweigungseinrichtung in Reaktion darauf auszugeben (2812),
dass verifiziert wird, dass das modulierte Pulsmuster dem definierten Pulsmuster entspricht, und dass
ermittelt, dass die Sicherheitseinrichtung in dem sicheren Zustand ist; und
eine Nachrichtenverarbeitungskomponente, die ausgebildet ist, eine erste Eingangsnachricht, die über den
Eingangsanschluss empfangen wird, zu verarbeiten, eine zweite Eingangsnachricht, die über den Aus-
gangsanschluss empfangen wird, zu verarbeiten, eine erste Ausgangsnachricht über den Eingangsan-
schluss zu senden und eine zweite Ausgangsnachricht über den Ausgangsanschluss zu senden.

2. Intelligente Abzweigungseinrichtung nach Anspruch 1, wobei die Sicherheitszustandserkennungskomponente fer-
ner ausgebildet ist, eine Art der Sicherheitseinrichtung, die mit dem untergeordneten Geräteanschluss verbunden
ist, zu erkennen und die Funktion mindestens einer Eingangsleitung und mindestens einer Ausgangsleitung des
untergeordneten Geräteanschlusses auf der Grundlage der Art der Sicherheitseinrichtung zu konfigurieren.

3. Intelligente Abzweigungseinrichtung nach Anspruch 1 oder 2, wobei die ausführbaren Komponenten ferner umfas-
sen:

eine Pulserzeugungskomponente, die ausgebildet ist, das modulierte Pulsmuster zu erzeugen; und
eine Sicherheitsmastermoduskomponente, die ausgebildet ist, die PuIserzeugungskomponente in Reaktion auf
das Erkennen eines Abschlusselements (1010), die mit dem Eingangsanschluss verbunden ist, zu aktivieren,
und die Pulserzeugungskomponente in Reaktion darauf zu deaktivieren, dass ermittelt wird, dass die Abschluss-
einheit nicht mit dem Eingangsanschluss verbunden ist.

4. Intelligente Abzweigungseinrichtung nach einem der Ansprüche 1 bis 3, wobei die zweite Eingangsnachricht, die
über den Ausgangsanschluss empfangen wird, anzeigt, dass eine nachgeordnete Sicherheitseinrichtung und/oder
eine nachgeordnete Sicherheitsabzweigungseinrichtung aktiv sind/ist, und wobei die Nachrichtenverarbeitungs-
komponente ferner ausgebildet ist, um in Reaktion auf das Empfangen der zweiten Eingangsnachricht die zweite
Ausgangsnachricht zu senden, die anzeigt, dass die intelligente Abzweigungseinrichtung aktiv ist.

5. Intelligente Abzweigungseinrichtung nach Anspruch 3, wobei die erste Ausgangsnachricht anzeigt, dass die Sicher-
heitsabzweigungseinrichtung aktiv ist und die erste Eingangsnachricht anzeigt, dass eine vorgeordnete Sicherheits-
einrichtung und/oder eine vorgeordnete Sicherheitsabzweigungseinrichtung aktiv sind/ist, und wobei die ausführ-
baren Komponenten ferner umfassen:
eine Eindrahtkommunikationskomponente, die ausgebildet ist, eine Sicherheitskanalunterverbindung zwischen der
intelligenten Abzweigungseinrichtung und der vorgeordneten Sicherheitseinrichtung und/oder der vorgeordneten
intelligenten Abzweigungseinrichtung in Reaktion auf den Empfang der ersten Eingangsnachricht einzurichten.

6. Intelligente Abzweigungseinrichtung nach Anspruch 3, wobei:

die über den zweiten Ausgangsanschluss empfangene zweite Eingangsnachricht eine Aufzählungsnachricht
mit einer Adresse einer nachgeordneten Sicherheitseinrichtung und/oder einer nachgeordneten Sicherheitsab-
zweigungseinrichtung ist, und wobei die ausführbaren Komponenten ferner eine Geräteadressierungskompo-
nente umfassen, die ausgebildet ist, in Reaktion auf den Empfang der zweiten Eingangsnachricht die Adresse
zu erhöhen, um eine erhöhte Adresse zu erhalten, und die Adresse der intelligenten Abzweigungseinrichtung
zuzuweisen; und/oder
die zweite Ausgangsnachricht beinhaltet: eine Aufzählungsantwortnachricht mit mindestens einer erhöhten
Adresse, eine Anzeige, ob die intelligente Abzweigungseinrichtung eine letzte adressierbare Einrichtung in
einem Sicherheitskreis ist, und eine Angabe, ob die intelligente Abzweigungseinrichtung in dem Sicherheits-
mastermodus arbeitet.
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7. Intelligente Abzweigungseinrichtung nach Anspruch 1, wobei die über den Ausgangsanschluss empfangene zweite
Eingangsnachricht eine Anforderung bezüglich einer Geräteinformation enthält, und wobei die Nachrichtenverar-
beitungskomponente ferner ausgebildet ist zum
Senden der zweiten Ausgangsnachricht über den Eingangsanschluss in Reaktion auf das Ermitteln, dass eine
Zieladresse, die in der zweiten Eingangsnachricht enthalten ist, mit einer Adresse der intelligenten Abzweigungs-
einrichtung übereinstimmt, wobei die zweite Ausgangsnachricht eine Geräteinformation enthält, die über den un-
tergeordneten Geräteanschluss aus der Sicherheitseinrichtung erhalten wird, und
Ausgeben der zweiten Eingangsnachricht über den Eingangsanschluss in Reaktion darauf, dass ermittelt wird, dass
die Zieladresse, die in der zweiten Eingangsnachricht enthalten ist, nicht mit der Adresse der intelligenten Abzwei-
gungseinrichtung übereinstimmt.

8. Intelligente Abzweigungseinrichtung nach Anspruch 1, wobei die über den Ausgangsanschluss empfangene zweite
Eingangsnachricht eine Anforderung (3310) zum Zurücksetzen der Sicherheitseinrichtung enthält, und wobei die
Nachrichtenverarbeitungskomponente ferner ausgebildet ist zum:
sofortigen Abschalten von Leistung aus einer Leistungsversorgungsleitung des ungeordneten Geräteanschlusses,
der die Sicherheitseinrichtung mit Leistung versorgt, in Reaktion darauf, dass ermittelt wird, dass eine Zieladresse,
die in der zweiten Eingangsnachricht enthalten ist, mit einer Adresse der intelligenten Abzweigungseinrichtung
übereinstimmt.

9. Intelligente Abzweigungseinrichtung nach Anspruch 1, wobei:

die intelligente Abzweigungseinrichtung ferner eine Leistungsabzweigung (3408) aufweist, die ausgebildet ist,
eine Verbindung mit einer Leistungsversorgung herzustellen und Leistung von der Leistungsversorgung zu der
ersten Leistungsversorgungsleitung zuzuführen, die mit dem Eingangsanschluss verbunden ist, und wobei die
erste Leistungsversorgungsleitung elektrisch von einer zweiten Leistungsversorgungsleitung, die mit dem Aus-
gangsanschluss verbunden ist, isoliert ist; und/oder
die intelligente Abzweigungseinrichtung ausgebildet ist, einen Niedrigspannungszustand der Sicherheitsein-
richtung, die an dem untergeordneten Geräteanschluss angebracht ist, zu erkennen, und wobei die über den
Ausgangsanschluss gesendete zweite Ausgangsnachricht eine Niedrigspannungswarnnachricht enthält, die in
Reaktion auf das Erkennen des Niedrigspannungszustands gesendet wird; und/oder
die Sicherheitseinrichtung ein Not-Aus-Schalter und/oder eine Lichtvorhangeinrichtung und/oder ein Sicher-
heitstürschalter und/oder eine Sicherheitsmatteneinrichtung und/oder eine Notreißleitungseinrichtung und/oder
ein Laserabtaster und/oder ein fotoelektrischer Sensor und/oder ein Sicherheitskontakt ist.

10. Verfahren zum Betreiben einer intelligenten Abzweigungseinrichtung (3002; 3102; 3302) zum Verbinden von Si-
cherheitseinrichtungen (3004; 3304) mit einer Eindrahtsicherheitsschaltung, wobei das Verfahren umfasst:

Auslesen, durch eine intelligente Abzweigungseinrichtung mit einem Prozessor, eines Sicherheitsstatus aus
einer Sicherheitseinrichtung, die mit einem untergeordneten Geräteanschluss der intelligenten Abzweigungs-
einrichtung verbunden ist;
Ermitteln (2806), durch die intelligente Abzweigungseinrichtung, ob die Sicherheitseinrichtung in einem sicheren
Zustand ist;
Vergleichen (2804), durch die intelligente Abzweigungseinrichtung, eines Pulsmusters, das von einem an einem
Eingangsanschluss der intelligenten Abzweigungseinrichtung empfangenen Sicherheitssignal transportiert
wird, mit einem definierten Pulsmuster;
Ausgeben (2812) des Sicherheitssignals über einen Ausgangsanschluss der intelligenten Abzweigungseinrich-
tung in Reaktion darauf, dass auf der Grundlage des Vergleichens ermittelt wird, dass das Pulsmuster mit dem
definierten Pulsmuster übereinstimmt, und in Reaktion darauf, dass die Sicherheitseinrichtung in einem sicheren
Zustand ist;
Verarbeiten, durch die intelligente Abzweigungseinrichtung, einer ersten Eingangsnachricht, die über den Ein-
gangsanschluss empfangen wird;
Verarbeiten, durch die intelligente Abzweigungseinrichtung, einer zweiten Eingangsnachricht, die über den
Ausgangsanschluss empfangen wird;
Senden, durch die intelligente Abzweigungseinrichtung, einer ersten Ausgangsnachricht über den Eingangs-
anschluss; und
Senden, durch die intelligente Abzweigungseinrichtung, einer zweiten Ausgangsnachricht über den Ausgangs-
anschluss.
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11. Verfahren nach Anspruch 10, das ferner umfasst:

Ermitteln, durch die intelligente Abzweigungseinrichtung, einer Art der Sicherheitseinrichtung, die mit dem un-
tergeordneten Geräteanschluss verbunden ist; und
Konfigurieren, durch die intelligente Abzweigungseinrichtung, der Funktion mindestens einer Eingangsleitung
und mindestens einer Ausgangsleitung des untergeordneten Geräteanschlusses auf der Grundlage der Art der
Sicherheitseinrichtung.

12. Verfahren nach Anspruch 10, wobei das Verarbeiten der über den Ausgangsanschluss empfangenen zweiten Ein-
gangsnachricht umfasst:
in Reaktion darauf, dass ermittelt wird, dass die zweite Eingangsnachricht eine Anforderung bezüglich einer Ge-
räteinformation ist, und dass eine Zieladresse, die in der zweiten Eingangsnachricht enthalten ist, mit einer Adresse
der intelligenten Abzweigungseinrichtung übereinstimmt:

Erhalten einer Gerätestatusinformation aus der Sicherheitseinrichtung über den untergeordneten Gerätean-
schluss, und
Senden der Gerätestatusinformation als Teil der zweiten Ausgangsnachricht über den Eingangsanschluss; und
Ausgeben der zweiten Eingangsnachricht über den Eingangsanschluss in Reaktion darauf, dass ermittelt wird,
dass die in der zweiten Eingangsnachricht enthaltene Zieladresse nicht mit der Adresse der intelligenten Ab-
zweigungseinrichtung übereinstimmt.

13. Verfahren nach Anspruch 10, wobei die Verarbeitung der über den Ausgangsanschluss empfangenen zweiten
Eingangsnachricht umfasst:
sofortiges Abschalten der Leistung aus einer Leistungsversorgungsleitung des untergeordneten Geräteanschlusses,
die der Sicherheitseinrichtung Leistung zuführt, in Reaktion darauf, dass ermittelt wird, dass die zweite Eingangs-
nachricht eine Anforderung ist, die Sicherheitseinrichtung zurückzusetzen, und in Reaktion darauf, dass eine in der
zweiten Eingangsnachricht enthaltene Zieladresse mit einer Adresse der intelligenten Abzweigungseinrichtung über-
einstimmt.

14. Verfahren nach Anspruch 10, das ferner umfasst:

Erkennen, durch die intelligente Abzweigungseinrichtung, eines Niedrigspannungsstatus der an dem unterge-
ordneten Geräteanschluss angebrachten Sicherheitseinrichtung; und
in Reaktion auf das Erkennen, Senden, durch die intelligente Abzweigungseinrichtung, einer Niedrigspannungs-
warnnachricht als Teil der über den Ausgangsanschluss gesendeten zweiten Ausgangsnachricht.

15. Nicht-flüchtiges computerlesbares Medium mit darin gespeicherten Befehlen, die bei Ausführung durch einen Pro-
zessor einer intelligenten Abzweigungseinrichtung bewirken, dass der Prozessor das Verfahren nach einem der
Ansprüche 10 bis 14 ausführt.

Revendications

1. Dispositif de distribution intelligent (3002 ; 3102 ; 3302) pour lier des dispositifs de sécurité (3004 ; 3304) à un circuit
de sécurité monobrin, comprenant :

une mémoire qui stocke des composants exécutables ;
un processeur, couplé de manière opérationnelle à la mémoire, ledit processeur étant configuré pour exécuter
les composants exécutables, les composants exécutables comprenant :

un composant de détection d’état sûr configuré pour lire l’état de sécurité d’un dispositif de sécurité connecté
à une borne de dispositif asservi du dispositif de distribution intelligent et pour déterminer (2806) que le
dispositif de sécurité est ou non dans un état sûr ;
un composant de détection d’impulsion configuré pour vérifier (2804) qu’un schéma d’impulsion modulé
d’un signal de sécurité (3602a) reçu sur une borne d’entrée du dispositif de distribution intelligent correspond
à un schéma d’impulsion défini ;
un composant de relai de signal de sécurité configuré pour générer en sortie (2812) le signal de sécurité
(3602b) sur une borne de sortie du dispositif de distribution intelligent en réponse à une vérification que le
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schéma d’impulsion modulé correspond au schéma d’impulsion défini et une détermination que le dispositif
de sécurité est dans l’état sûr ; et
un composant de traitement de message configuré pour traiter un premier message d’entrée reçu via la
borne d’entrée, pour traiter un deuxième message d’entrée reçu via la borne de sortie, pour envoyer un
premier message de sortie via la borne d’entrée, et pour envoyer un deuxième message de sortie via la
borne de sortie.

2. Le dispositif de répartition intelligent de la revendication 1, dans lequel le composant de détection d’état sûr est
configuré en outre pour identifier un type du dispositif de sécurité connecté à la borne de dispositif asservi, et pour
configurer une fonctionnalité d’au moins une ligne d’entrée et au moins une ligne de sortie de la borne de dispositif
asservi selon le type du dispositif de sécurité.

3. Le dispositif de répartition intelligent de la revendication 1 ou 2, les composants exécutables comprenant en outre :

un composant de génération d’impulsion configuré pour générer le schéma d’impulsion modulé ; et
un composant de mode maître de sécurité configuré pour activer le composant de génération d’impulsion en
réponse à une détection d’un terminateur (1010) connecté à la borne d’entrée et pour désactiver le composant
de génération d’impulsion en réponse à une détermination que le terminateur n’est pas connecté à la borne
d’entrée.

4. Le dispositif de répartition intelligent de l’une des revendications 1 à 3, dans lequel le deuxième message d’entrée
reçu via la borne de sortie indique qu’au moins un d’un dispositif de sécurité aval ou un dispositif de répartition de
sécurité aval est actif, et dans lequel le composant de traitement de message est configuré en outre pour, en réponse
à une réception du deuxième message d’entrée, envoyer le deuxième message de sortie indiquant que le dispositif
de répartition intelligent est actif.

5. Le dispositif de répartition intelligent de la revendication 3, dans lequel le premier message de sortie indique que
le dispositif de répartition de sécurité est actif et le premier message indique qu’au moins un d’un dispositif de
sécurité amont ou un dispositif de répartition de sécurité amont est actif, et dans lequel les composants exécutables
comprennent en outre :
un composant de communication monobrin configuré pour établir une sous-liaison de canal de sécurité entre le
dispositif de répartition intelligent et l’au moins un du dispositif de sécurité amont ou du dispositif de répartition
intelligent amont en réponse à une réception du premier message d’entrée.

6. Le dispositif de répartition intelligent de la revendication 3, dans lequel au moins un de :

le deuxième message d’entrée reçu via la borne de sortie est un message d’énumération contenant une adresse
d’au moins un d’un dispositif de sécurité aval ou un dispositif de répartition de sécurité aval, et dans lequel les
composants exécutables comprennent en outre un composant d’adressage de dispositif configuré pour, en
réponse à une réception d’un deuxième message d’entrée, incrémenter l’adresse pour obtenir une adresse
incrémentée et affecter l’adresse au dispositif de répartition intelligent ; et
le deuxième message de sortie comprend un message de réponse d’énumération contenant au moins l’adresse
incrémentée, une indication que le dispositif de répartition intelligent est ou non un dernier dispositif adressable
sur un circuit de sécurité, et une indication que le dispositif de répartition intelligent fonctionne dans le mode
maître de sécurité.

7. Le dispositif de répartition intelligent de la revendication 1, dans lequel le deuxième message d’entrée reçu via la
borne de sortie comprend une demande d’informations sur un dispositif, et dans lequel le composant de traitement
de message est configuré en outre pour
en réponse à une détermination qu’une adresse cible contenue dans le deuxième message d’entrée correspond à
une adresse du dispositif de répartition intelligent, envoyer le deuxième message de sortie via la borne d’entrée,
dans lequel le deuxième message de sortie contient des informations sur un dispositif obtenues auprès du dispositif
de sécurité via la borne de dispositif asservi, et
en réponse à une détermination que l’adresse cible contenue dans le deuxième message d’entrée ne correspond
pas à l’adresse du dispositif de répartition intelligent, générer en sortie le deuxième message d’entrée via la borne
d’entrée.

8. Le dispositif de répartition intelligent de la revendication 1, dans lequel le deuxième message d’entrée reçu via la
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borne de sortie comprend une demande (3310) de réinitialiser le dispositif de sécurité, et dans lequel le composant
de traitement de message est configuré en outre pour
en réponse à une détermination qu’une adresse cible contenue dans le deuxième message d’entrée correspond à
une adresse du dispositif de répartition intelligent, supprimer temporairement une alimentation issue d’une ligne de
source d’alimentation de la borne de dispositif asservi qui fournit une alimentation au dispositif de sécurité.

9. Le dispositif de répartition intelligent de la revendication 1, dans lequel au moins un de :

le dispositif de répartition intelligent comprend en outre une répartition d’alimentation (3408) configurée pour
se connecter à une source d’alimentation et fournir une alimentation issue de la source d’alimentation à une
première ligne de source d’alimentation associée à la borne d’entrée, et dans lequel la première ligne de source
d’alimentation est isolée électriquement d’une deuxième ligne de source d’alimentation associée à la borne de
sortie ;
le dispositif de répartition intelligent est configuré pour détecter une condition de tension faible du dispositif de
sécurité rattaché à la borne de dispositif asservi, et dans lequel le deuxième message de sortie envoyé via la
borne de sortie comprend un message d’avertissement de tension faible envoyé ne réponse à une détection
de la condition de tension faible ; et
le dispositif de sécurité est au moins un d’un bouton-poussoir d’arrêt d’urgence, un dispositif de rideau lumineux,
un commutateur de porte de sécurité, un dispositif de tapis de sécurité, un dispositif de tirage de cordon d’ur-
gence, un scanner laser, un capteur photoélectrique ou un contacteur de sécurité.

10. Procédé pour exploiter un dispositif de distribution intelligent (3002 ; 3102 ; 3302) pour lier des dispositifs de sécurité
(3004 ; 3304) à un circuit de sécurité monobrin, ledit procédé comprenant :

lecture, par un dispositif de répartition intelligent comprenant un processeur, de l’état de sécurité d’un dispositif
de sécurité connecté à une borne de dispositif asservi du dispositif de répartition intelligent ;
détermination (2806), par le dispositif de répartition intelligent, que le dispositif de sécurité est ou non dans un
état sûr ;
comparaison (2804), par le dispositif de répartition intelligent, d’un schéma d’impulsion véhiculé par un signal
de sécurité reçu sur une borne d’entrée du dispositif de répartition intelligent à un schéma d’impulsion défini ;
en réponse à une détermination que le schéma d’impulsion correspond au schéma d’impulsion défini selon la
comparaison et que le dispositif de sécurité est dans l’état sûr, génération en sortie (2812) du signal de sécurité
via une borne de sortie du dispositif de répartition intelligent ;
traitement, par le dispositif de répartition intelligent, d’un premier message d’entrée reçu via la borne d’entrée ;
traitement, par le dispositif de répartition intelligent, d’un deuxième message d’entrée reçu via la borne de sortie ;
envoi, par le dispositif de répartition intelligent, d’un premier message de sortie reçu via la borne d’entrée ; et
envoi, par le dispositif de répartition intelligent, d’un deuxième message de sortie reçu via la borne de sortie.

11. Le procédé de la revendication 10, comprenant en outre :

identification, par le dispositif de répartition intelligent, d’un type du dispositif de sécurité connecté à la borne
de dispositif asservi ; et
configuration, par le dispositif de répartition intelligent, d’une fonctionnalité d’au moins une ligne d’entrée et au
moins une ligne de sortie de la borne de dispositif asservi selon le type du dispositif de sécurité.

12. Le procédé de la revendication 10, dans lequel le traitement du deuxième message d’entrée reçu via la borne de
sortie comprend :
en réponse à une détermination que le deuxième message d’entrée est une demande d’informations sur un dispositif
et qu’une adresse cible contenue dans le deuxième message d’entrée correspond à une adresse du dispositif de
répartition intelligent :

obtention d’informations d’état de dispositif auprès du dispositif de sécurité via la borne de dispositif asservi, et
envoi des informations d’état de dispositif en tant que partie du deuxième message de sortie via la borne
d’entrée ; et
en réponse à une détermination que l’adresse cible contenue dans le deuxième message d’entrée ne correspond
pas à l’adresse du dispositif de répartition intelligent, génération en sortie du deuxième message d’entrée via
la borne d’entrée.
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13. Le procédé de la revendication 10, dans lequel le traitement du deuxième message d’entrée reçu via la borne de
sortie comprend :
en réponse à une détermination que le deuxième message d’entrée est une demande de réinitialiser le dispositif
de sécurité et qu’une adresse cible contenue dans le deuxième message d’entrée correspond à une adresse du
dispositif de répartition intelligent, suppression temporaire d’une alimentation issue d’une ligne de source d’alimen-
tation de la borne de dispositif asservi qui fournit une alimentation au dispositif de sécurité.

14. Le procédé de la revendication 10, comprenant en outre :

détection, par le dispositif de répartition intelligent, d’un état de tension fiable du dispositif de sécurité rattaché
à la borne de dispositif asservi ; et
en réponse à la détection, envoi, par le dispositif de répartition intelligent, d’un message d’avertissement de
tension faible en tant que partie du deuxième message de sortie envoyé via la borne de sortie.

15. Support non transitoire lisible par un ordinateur ayant stockées en son sein des instructions qui, lorsqu’exécutées
par un processeur d’un dispositif de répartition intelligent, font exécuter au processeur le procédé d’une des reven-
dications 10 à 14.
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