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(54) DEVICE FOR MANAGING UTILIZED SERVICE

(57) A device 1 for managing utilized services, which
serves to manage an external service that is utilized when
a user website provided by a user server 14 is accessed,
is equipped with a CSP tag generation unit 9 for gener-
ating a CSP tag, which is a content security policy tag
that allows access only to a prescribed domain and is
stipulated by the World Wide Web Consortium.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a utilized serv-
ice management device for managing external services
which are utilized when a website is accessed.

BACKGROUND ART

[0002] In recent years, an advertising method called
targeted advertising has been widely used to deliver ad-
vertising over the Internet. There are various targeted
advertising methods and it is known that some methods
are performed by, e.g., storing an attribute, etc., of a web-
site visited by a user in a cookie in the user browser and
delivering advertisements related to matters of interest
to the user based on the information in the cookie.
[0003] Patent Literature 1 (US Patent No. 9361631)
and Patent Literature 2 (US Patent No. 8516601) are the
prior art documents related to the invention of the present
application.

CITATION LIST

PATENT LITERATURES

[0004]

Patent Literature 1: US Patent No. 9361631

Patent Literature 2: US Patent No. 8516601

SUMMARY OF INVENTION

TECHNICAL PROBLEM

[0005] In case of the targeted advertising mentioned
above, information about the website such as visit history
is sent to a third party such as advertising company (here-
inafter, service provided by third party such as advertising
company is referred to as "external service"). For this
reason, there is an increasing demand to block unwanted
external services.
[0006] Meanwhile, in recent years, redirection, etc., is
used in targeted advertising methods which are thus be-
coming complicated. Therefore, in some cases, even
website administrators are not aware of which external
services are utilized when own websites are accessed.
Conventionally, individual users generally manage ex-
ternal services by using the browser function (opt-out,
etc.). However, for the reasons mentioned above, there
is such a demand that website administrators want to
collectively manage (restrict) accessible external servic-
es on their own.
[0007] Therefore, it is an object of the invention to pro-
vide a utilized service management device which allows
website administrators to collectively restrict accessible

external services.

SOLUTION TO PROBLEM

[0008] To solve the problem mentioned above, the in-
vention provides a utilized service management device
for managing an external service that is utilized when a
user website provided by a user server is accessed, the
device comprising: a CSP tag generation unit for gener-
ating a CSP tag comprising a tag of content security pol-
icy that allows access to only a prescribed domain and
is defined by the World Wide Web Consortium, wherein
the CSP tag generation unit is installed in a utilized serv-
ice management server different from the user server,
comprises a reception unit for receiving, from a user who
manages the user server, an external service desired to
be blocked, and is configured to generate content secu-
rity policy to inhibit access to a domain of the external
service desired to be blocked that is received by the re-
ception unit, the device further comprising: an external
request extraction unit that accesses the user website
and extracts an URL providing access to a domain other
than that of the user website; an external service data-
base storing a domain, a path and a service name of
each external service that are associated with each other;
and a utilized service identification unit that refers to the
external service database and identifies a service name
corresponding to a domain and a path of the URL ex-
tracted by the external request extraction unit, wherein
the reception unit is configured to be capable of providing
a management web page on which external services to
be blocked or allowed can be selected from a list of the
service names identified by the utilized service identifi-
cation unit.

ADVANTAGEOUS EFFECTS OF INVENTION

[0009] According to of the invention, it is possible to
provide a utilized service management device which al-
lows website administrators to collectively restrict acces-
sible external services.

BRIEF DESCRIPTION OF DRAWINGS

[0010]

FIG. 1 is a schematic configuration diagram illustrat-
ing a utilized service management device in an em-
bodiment of the present invention;
FIG. 2 is a diagram illustrating an example of external
service database;
FIG. 3 is an explanatory diagram illustrating a pro-
cedure to display online privacy notice on a visitor
terminal device;
FIG. 4A is a control flow for generating an online
privacy notice in the utilized service management
device of FIG. 1;
FIG. 4B is a diagram illustrating an operational flow

1 2 



EP 3 617 893 A1

3

5

10

15

20

25

30

35

40

45

50

55

of a utilized service management server, a user serv-
er and a visitor terminal device when displaying the
online privacy notice on the visitor terminal device;
FIG. 5 is an explanatory diagram illustrating a pro-
cedure to block an external service;
FIG. 6A is a control flow for generating or updating
a CSP tag by the CSP tag generation unit; and
FIG. 6B is a diagram illustrating an operational flow
of the utilized service management server, the user
server and the visitor terminal device when applying
CSP to the visitor terminal device.

DESCRIPTION OF EMBODIMENT

Embodiment

[0011] An embodiment of the invention will be de-
scribed below in conjunction with the appended draw-
ings.
[0012] FIG. 1 is a schematic configuration diagram il-
lustrating a utilized service management device 1 in the
present embodiment. The utilized service management
device 1 has a function of identifying external services
accessible from a predetermined website and generating
online privacy notice, and a function of inhibiting access
to specific external services (blocking the external serv-
ices). The external services here are, e.g., advertise-
ment, analytics such as access analysis, data collection,
web tool and interaction, etc.

Configuration for generating Online privacy notice

[0013] Firstly, a configuration for generating online pri-
vacy notice will be described. As shown in FIG. 1, the
utilized service management device 1 is provided with a
to-be-analyzed URL reception unit 2, an external request
extraction unit 3, an external service database (external
service DB) 4, a utilized service identification unit 5, an
online privacy notice genera tion unit 7, and an online
privacy notice storage unit 8. The to-be-analyzed URL
reception unit 2, the external request extraction unit 3,
the external service database 4, the utilized service iden-
tification unit 5, the online privacy notice generation unit
7 and the online privacy notice storage unit 8 are installed
in a utilized service management server 10 and are re-
alized by appropriately combining CPU (Central
Processing Unit), RAM (Random Access Memory) and
ROM (Read Only Memory) which are semiconductor
memories, HDD (Hard Disk Drive), software and inter-
face, etc.
[0014] The utilized service management device 1 is
configured to identify external services accessible from
a registered website, to generate an online privacy notice
applicable to the website, and to send the generated on-
line privacy notice to a visitor of the website. In this em-
bodiment, a user website hosted on a user server 14 is
registered, as an example. The user server 14 and the
utilized service management server 10 are different serv-

ers.
[0015] The to-be-analyzed URL reception unit 2 re-
ceives a to-be-analyzed URL, i.e., the URL of the user
website. In the present embodiment, a predetermined
URL is assigned to the utilized service management serv-
er 10 which thus can host a website (referred to as utilized
service management website) which can be accessed
via the Internet. When using the utilized service manage-
ment device 1, a user 15 who manages the user server
14 uses a terminal device such as personal computer to
access the utilized service management website hosted
on the utilized service management server 10 and reg-
isters (inputs and sends) the URL of the user website
(the website for which online privacy notice is desired to
be generated) hosted on the user server 14. The URL of
the user website registered via the utilized service man-
agement website is received as a to-be-analyzed URL
by the to-be-analyzed URL reception unit 2. However,
the method of sending the URL of the user website from
the user 15 to the utilized service management server
10 (the to-be-analyzed URL reception unit 2) is not limited
thereto.
[0016] The external request extraction unit 3 accesses
the to-be-analyzed URL (in this example, the URL of the
user website) received by the to-be-analyzed URL re-
ception unit 2 and extracts URLs providing access to do-
mains other than that of the to-be-analyzed URL. In more
detail, the external request extraction unit 3 activates an
Internet browser and accesses the user server 14 which
hosts the user website. The external request extraction
unit 3 also monitors HTTP requests sent after accessing
the user server 14 and extracts accessible URLs from
the HTTP request messages. Furthermore, the external
request extraction unit 3 eliminates the URLs with the
same domain as the user website from the extracted
URLs. This results in identifying the URLs of external
service providing servers 13 which are accessible from
the to-be-analyzed URL. Hereinafter, a request for ac-
cess to a domain other than that of the user website is
referred to as "external request". The URL contained in
the extracted external request is stored in a predeter-
mined storage area in a memory of the utilized service
management server 10.
[0017] URLs contained in the HTML source received
from the user server 14 could be extracted for the purpose
of extracting the URLs of the external requests. In this
case, however, if, e.g., the script of the external service
contains statements to use still another external service,
it is not possible to extract such other external service.
In the present embodiment, by monitoring the sent HTTP
request messages, it is also possible to extract other ex-
ternal services used in the extracted external service.
[0018] In addition, the external request extraction unit
3 has an external request generation quantity counting
unit 31 which counts the number of generated external
requests (hereinafter, referred to as "external request
generation quantity"). The external request generation
quantity counted by the external request generation
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quantity counting unit 31 is stored in a predetermined
storage area in the memory of the utilized service man-
agement server 10.
[0019] As shown in FIG. 2, the external service data-
base 4 stores information of external services in which a
domain, a path, a service name and a service type are
associated with each other, and the external service da-
tabase 4 is preliminarily stored in a predetermined stor-
age area in the memory of the utilized service manage-
ment server 10. URL is generally a combination of
scheme, domain, path, parameter and fragment. Of
those, the path and onward (the path, parameters and
fragments) are expressed as a regular expression in the
external service database 4. In addition, the service
name means the name of external service such as ad-
vertising service or access analysis service, and the serv-
ice type means the type of service such as advertising
or access analysis. In the present embodiment, service
providers of external services (names of companies pro-
viding external services) are also stored in the external
service database 4, even though it is not shown in FIG. 2.
[0020] The utilized service identification unit 5 refers
to the external service database 4 and identifies the serv-
ice name, the service type and the service provider (here-
inafter, referred to as "the service name, etc.") which cor-
respond to the domain and path of the URL contained in
the external request extracted by the external request
extraction unit 3. The utilized service identification unit 5
stores the identified service name, etc. in a predeter-
mined storage area in the memory of the utilized service
management server 10.
[0021] When the service name, etc. corresponding to
the domain and path of the URL contained in the external
request are not found in the external service database
4, the utilized service identification unit 5 indicates that
the service name, etc., are "being searched". The utilized
service identification unit 5 may be configured that when
there is an external request containing an URL of which
service name, etc., are unknown, the URL of such an
external request is notified to an administrator who man-
ages the utilized service management device 1.
[0022] In addition, the utilized service identification unit
5 has a utilized service quantity counting unit 51 which
counts the number of utilized external services. The
number of utilized external services counted by the uti-
lized service quantity counting unit 51 is stored in a pre-
determined storage area in the memory of the utilized
service management server 10.
[0023] The online privacy notice generation unit 7
stores the service name, etc., identified by the utilized
service identification unit 5, as an online privacy notice,
in the online privacy notice storage unit 8.
[0024] The online privacy notice generation unit 7 has
a display tag generation unit 71 which generates a display
tag for displaying the online privacy notice on the user
website. The display tag generation unit 71 sends the
generated display tag to the user 15 (a personal compu-
ter, etc., of the user 15). The received display tag is em-

bedded in the HTML of the user website and uploaded
to the user server 14 by the user 15, thereby allowing the
online privacy notice to be displayed. The display tag
contains a script code and causes access to the utilized
service management server 10 and acquisition/display
of the online privacy notice when a visitor visits the user
website.
[0025] As shown in FIG. 3, when a visitor visits the user
website, a visitor terminal 16 sends an HTTP request to
the user server 14 which in return sends HTML data with
the embedded display tag. The visitor terminal 16 reads
and runs the HTML data and, at this time, the embedded
display tag causes the visitor terminal 16 to access the
utilized service management server 10 and to request
the utilized service management server 10 to send an
online privacy notice. In response to the request from the
visitor terminal 16, the online privacy notice generation
unit 7 of the utilized service management server 10 ex-
tracts the online privacy notice stored in the online privacy
notice storage unit 8 and sends the extracted online pri-
vacy notice to the visitor terminal 16. As a result, the
online privacy notice of the user website (a list of the
service names, etc., of external services accessible from
the user website) is displayed on the visitor terminal 16.
[0026] In the meantime, external services accessible
from the website are not necessarily always the same
and may be increased or decreased or may be changed
to other external services. Therefore, it is desirable to
update the online privacy notice every prescribed period
(e.g., every several days). In other words, it is more de-
sirable that the online privacy notice generation unit 7 is
configured to make the external request extraction unit
3 and the utilized service identification unit 5 repeatedly
identify the service name, etc., and to update the online
privacy notice every prescribed period.
[0027] FIG. 4A is a control flow for generating an online
privacy notice in the utilized service management device
1 of FIG. 1, and FIG. 4B is a diagram illustrating an op-
erational flow of the utilized service management server
10, the user server 14 and the visitor terminal 16 when
displaying the online privacy notice on the visitor terminal
16.
[0028] As shown in FIG. 4A, the utilized service man-
agement device 1 receives the user website URL as a
to-be-analyzed URL in Step S21. After that, the external
request extraction unit 3 activates the Internet browser
and accesses the to-be-analyzed URL (the user website
URL) in Step S22, and the external request extraction
unit 3 extracts the URLs contained in the external re-
quests in Step S23. Then, the external request genera-
tion quantity counting unit 31 counts the external request
generation quantity in Step S24 and the process pro-
ceeds to Step S25. In Step S25, the utilized service iden-
tification unit 5 refers to the external service database 4
and identifies the service names, etc. corresponding to
the URLs of the external requests extracted by the ex-
ternal request extraction unit 3. After that, the utilized
service quantity counting unit 51 counts the number of
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utilized external services in Step S26, and the process
proceeds to Step S27.
[0029] In Step S27, the online privacy notice genera-
tion unit 7 stores the analysis results, which includes the
service names, etc., identified in Step S25, the external
request generation quantity counted in Step S24 and the
number of utilized external services counted in Step S26,
as an online privacy notice in the online privacy notice
storage unit 8. Then, in Step S28, the display tag gener-
ation unit 71 generates a display tag for displaying the
online privacy notice on the user website and sends the
generated display tag to the user 15. In this state, the
online privacy notice for the user website is prepared in
the utilized service management server 10, and the on-
line privacy notice can be displayed once the received
display tag is embedded in the HTML of the user website
and uploaded to the user server 14 by the user 15.
[0030] As shown in FIG. 4B, for access to the user
website from the visitor terminal 16, firstly, the user server
14 receives an HTTP request from the visitor terminal 16
in Step S31. In response to the request, the user server
14, which received the HTTP request, sends HTML data
with the embedded display tag in Step S32. After that,
the visitor terminal 16 receives and runs the HTML data
in Step S33. Then, the script of the display tag causes
the visitor terminal 16 to access the utilized service man-
agement server 10 and to request the utilized service
management server 10 for online privacy notice in Step
S34. Then, in Step S35, the utilized service management
server 10, which received the request for online privacy
notice, sends the online privacy notice to the visitor ter-
minal 16. After that, in Step S36, the visitor terminal 16,
which received the online privacy notice, displays the re-
ceived online privacy notice on the user website in ac-
cordance with the script of the display tag.

Configuration for inhibiting access to Specific external 
services

[0031] Next, a configuration for inhibiting specific ex-
ternal services will be described.
[0032] Back to FIG. 1, to inhibit access to specific ex-
ternal services, the utilized service management device
1 is provided with a CSP tag generation unit 9 which
generates a tag of Content Security Policy which allows
access to only predetermined domains and is defined by
the World Wide Web Consortium (W3C) (hereinafter, re-
ferred to as "CSP tag").
[0033] CSP is essentially designed to detect and mit-
igate cross-site scripting attacks, etc., but in the present
embodiment, the features of CSP which can restrict do-
mains with permission for content acquisition are used
to block specific external services.
[0034] The CSP tag generation unit 9 is installed in the
utilized service management server 10 different from the
user server 14 and is realized by appropriately combining
CPU, RAM and ROM which are semiconductor memo-
ries, HDD, software and interface, etc.

[0035] The CSP tag generation unit 9 has a reception
unit 9b which receives external services for which block-
ing is desired (hereinafter, referred to as "external service
desired to be blocked") from the user 15 (from the per-
sonal computer, etc., of the user 15). The CSP tag gen-
eration unit 9 is configured to generate CSP which inhibits
access to the domains of the external services desired
to be blocked which are received by the reception unit
9b. "CSP which inhibits access to the domains of the
external services desired to be blocked" here means CSP
in which the domains of the external services desired to
be blocked are excluded from the domains to which the
access is allowed.
[0036] In the present embodiment, the CSP tag gen-
eration unit 9 generates a CSP tag containing a script
code by which CSP inhibiting access to a domain of an
external service desired to be blocked is added to the
user website, and the CSP tag generation unit 9 sends
the generated CSP tag to the user 15 (to the personal
computer, etc., of the user 15). The user 15 embeds the
received CSP tag in the head of the HTML of the user
website and uploads it to user server 14.
[0037] In the present embodiment, the CSP tag gen-
eration unit 9 is also configured to store a CSP content
(including detailed description of CSP such as domains,
etc., with permission for content acquisition) in the CSP
content storage unit 9a and sends the CSP content to
the visitor terminal 16 in response to the request from
the visitor terminal 16 made by the CSP tag. In this con-
figuration, the domains with permission for content ac-
quisition can be changed only by updating the CSP con-
tent within the utilized service management server 10.
This allows the user 15 to save time and effort to change
and upload the HTML of the user website, thereby im-
proving convenience.
[0038] The method of receiving the external service
desired to be blocked from the user 15 (from the personal
computer, etc., of the user 15) is not specifically limited.
For example, a management page dedicated for the user
15 may be provided on the web page so that external
services with access permission (or external services
with no access permission) can be selected on the man-
agement page. In this case, the reception unit 9b of the
CSP tag generation unit 9 is configured to be capable of
providing an management web page on which external
services to be blocked or allowed can be selected from
a list of service names identified by the utilized service
identification unit 5 (or from the online privacy notice
stored in the online privacy notice storage unit 8), and
the reception unit 9b is also configured to be capable of
receiving the contents selected on the management web
page. Then, according to the contents selected on the
management web page, the CSP tag generation unit 9
generates or updates the CSP content stored in the CSP
content storage unit 9a.
[0039] When the CSP content is updated, the utilized
external services are also changed. Therefore, it is more
desirable that the CSP tag generation unit 9 is configured
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to make the external request extraction unit 3 and the
utilized service identification unit 5 repeatedly identify the
service name, etc., so that the online privacy notice is
updated when the CSP content is changed.
[0040] As shown in FIG. 5, when a visitor visits the user
website, the visitor terminal 16 sends an HTTP request
to the user server 14 which in return sends HTML data
with the embedded CSP tag. The visitor terminal 16 reads
and runs the HTML data and, at this time, the embedded
CSP tag causes the visitor terminal 16 to access the uti-
lized service management server 10 and to request the
utilized service management server 10 to send the CSP
content. In response to the request from the visitor ter-
minal 16, the CSP tag generation unit 9 of the utilized
service management server 10 sends the CSP content
stored in the CSP content storage unit 9a to the visitor
terminal 16. As a result, CSP is applied to the visitor ter-
minal 16, and access to a specific external service pro-
viding server 13 from the visitor terminal 16 is inhibited
in accordance with the CSP content. Thus, an external
service hosted on the external service providing server
13 with no access permission is blocked.
[0041] FIG. 6A is a control flow for generating or up-
dating the CSP tag by the CSP tag generation unit 9, and
FIG. 6B is a diagram illustrating an operational flow of
the utilized service management server 10, the user serv-
er 14 and the visitor terminal 16 when applying CSP to
the visitor terminal 16.
[0042] As shown in FIG. 6A, the CSP tag generation
unit 9 firstly receives, from the user 15 and via the recep-
tion unit 9b, an external service desired to be blocked in
Step S41, and determines whether a CSP tag has been
sent to the user 15 in Step S42. When already sent, the
process proceeds to Step S44. When not sent, a CSP
tag is generated and sent to the user 15 in Step S43. In
Step S44, the CSP content for inhibiting access to the
domain of the external service desired to be blocked
which is received in Step S41 is generated and stored
(or updated) in the CSP content storage unit 9a. In this
state, the CSP content for the user website is prepared
in the utilized service management server 10, and block-
ing of the external service by CSP can be executed once
the received CSP tag is embedded in the HTML of the
user website and uploaded to the user server 14 by the
user 15.
[0043] As shown in FIG. 6B, for access to the user
website from the visitor terminal 16, firstly, the user server
14 receives an HTTP request from the visitor terminal 16
in Step S51. In response to the request, the user server
14, which received the HTTP request, sends HTML data
with the embedded CSP tag in Step S52. After that, the
visitor terminal 16 receives and runs the HTML data in
Step S53. Then, the script of the CSP tag causes the
visitor terminal 16 to access the utilized service manage-
ment server 10 and to request the utilized service man-
agement server 10 for the CSP content in Step S54.
Then, in Step S55, the utilized service management serv-
er 10, which received the request for CSP content, sends

the CSP content to the visitor terminal 16. After that, in
Step S56, CSP is applied to the visitor terminal 16 which
received the CSP content and the external service de-
sired to be blocked is blocked based on access restriction
by CSP.

Functions and Effects of the embodiment

[0044] As described above, the utilized service man-
agement device 1 is provided with the CSP tag genera-
tion unit 9 which generates a CSP tag for inhibiting access
to the domain of a specific external service. This allows
a website administrator (the user 15) to collectively re-
strict accessible external services, and it is possible to
block a predetermined external service by simple work
of embedding the generated CSP tag in HTML.
[0045] In the present embodiment, the user 15 blocks
the external service desired to be blocked. However, it
is not limited thereto. The CSP tag generation unit 9 may
be configured to have a whitelist of domains of safe ex-
ternal services and to generate CSP giving permission
to access only the domains listed on the whitelist. In this
case, the function of identifying utilized external services
is not essential. Hence, the to-be-analyzed URL recep-
tion unit 2, the external request extraction unit 3, the ex-
ternal service database 4, the utilized service identifica-
tion unit 5, the online privacy notice generation unit 7 and
the online privacy notice storage unit 8, which provide a
specific configuration to realize such function, can be
omitted.
[0046] In addition, in the utilized service management
device 1, the CSP tag generation unit 9 is configured to
store the generated CSP content in the CSP content stor-
age unit 9a in the utilized service management server 10
and the CSP tag contains a script code to cause access
to the utilized service management server 10 and to add
the CSP content stored in the CSP content storage unit
9a to the user website. Due to this configuration, the ex-
ternal services desired to be blocked can be changed
only by updating the CSP content within the utilized serv-
ice management server 10. This allows the user 15 to
save time and effort to change and upload the HTML of
the user website, thereby improving convenience.
[0047] Furthermore, the utilized service management
device 1 is further provided with the external request ex-
traction unit 3 which accesses the user website and ex-
tracts URLs providing access to domains other than that
of the user website, the external service database 4 stor-
ing the external services so that the domain, path service
name are associated with each other, and the utilized
service identification unit 5 which refers to the external
service database 4 and identifies the service name cor-
responding to the domain and path of the URL extracted
by the external request extraction unit 3, and the recep-
tion unit 9b is configured to be capable of providing a
management web page on which external services to be
blocked or allowed can be selected from a list of service
names identified by the utilized service identification unit
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5.
[0048] Thus, the website administrator (the user 15)
can be aware of external services accessible from his/her
own website and can easily select external services
which are desired to be blocked, and it is thereby possible
to improve convenience. In addition, whether or not the
external services desired to be blocked are actually
blocked can be easily checked on the management web-
site.
[0049] Only by displaying the domain and path of the
external service, it is hard to known what kind of service
is offered and it is difficult for the user 15 to instinctively
understand about the utilized external service. However,
by identifying the service name, etc., as does the utilized
service management device 1, the user 15 can instinc-
tively understand about the utilized external service.
[0050] Although the CSP content is stored within the
utilized service management server 10 in the present em-
bodiment, it is not limited thereto and the CSP content
may be contained in the CSP tag. In this case, blocking
of unwanted external services by CSP can be executed
once the received CSP tag is embedded as a meta tag
in the HTML of the user website and uploaded by the
user 15. In this case, however, the user 15 needs to re-
upload the CSP content for each change to the CSP con-
tent, i.e., for each time the external service with access
permission is changed.

Invention included in the embodiment

[0051] The following technical ideas are included in the
embodiment described above.

(1) A utilized service management device (1) for
managing external services that are utilized when a
user website provided by a user server (14) is ac-
cessed, the utilized service management device (1)
comprising: a CSP tag generation unit (9) for gener-
ating a CSP tag comprising a tag of content security
policy that allows access to only a prescribed domain
and is defined by the World Wide Web Consortium,
wherein the CSP tag generation unit (9) is installed
in a utilized service management server (10) differ-
ent from the user server (14), comprises a reception
unit (9b) for receiving, from a user who manages the
user server (15), an external service desired to be
blocked, and is configured to generate content se-
curity policy to inhibit access to a domain of the ex-
ternal service desired to be blocked that is received
by the reception unit (9b), the CSP tag generation
unit (9) is also configured to store the content of the
generated content security policy in a CSP content
storage unit (9a) within the utilized service manage-
ment server (10), the CSP tag is embedded in the
head of HTML of the user website and comprises a
script code to cause a visitor terminal (16) to access
the utilized service management server (10) and to
add the content of the content security policy stored

in the CSP content storage unit (10a) to the user
website when the HTML of the user website is exe-
cuted in the visitor terminal (16) which visits the user
website.

[0052] Although the embodiment of the invention has
been described above, the embodiment is merely an ex-
ample and the invention according to claims is not to be
limited thereto. These new embodiments may be imple-
mented in various other forms, and various omissions,
substitutions and changes, etc., can be made without
departing from the gist of the invention. In addition, all
combinations of the features described in the embodi-
ment are not necessary to solve the problem of the in-
vention. Further, these embodiments are included within
the scope and gist of the invention and also within the
invention described in the claims and the equivalency
thereof.

REFERENCE SIGNS LIST

[0053]

1: utilized service management device
2: to-be-analyzed URL reception unit
3: external request extraction unit
31: external request generation quantity counting unit
4: external service database
5: utilized service identification unit
51: utilized service quantity counting unit
7: online privacy notice generation unit
71: display tag generation unit
8: online privacy notice storage unit
9: CSP tag generation unit
9a: CSP content storage unit
9b: reception unit
10: utilized service management server
11: user terminal
12: server to be analyzed
13: external service providing server
14: user server
15: user
16: visitor terminal

Claims

1. A utilized service management device for managing
an external service that is utilized when a user web-
site provided by a user server is accessed, the device
comprising:

a CSP tag generation unit for generating a CSP
tag comprising a tag of content security policy
that allows access to only a prescribed domain
and is defined by the World Wide Web Consor-
tium,
wherein the CSP tag generation unit is installed
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in a utilized service management server differ-
ent from the user server, comprises a reception
unit for receiving, from a user who manages the
user server, an external service desired to be
blocked, and is configured to generate content
security policy to inhibit access to a domain of
the external service desired to be blocked that
is received by the reception unit,
the device further comprising:

an external request extraction unit that ac-
cesses the user website and extracts an
URL providing access to a domain other
than that of the user website;
an external service database storing a do-
main, a path and a service name of each
external service that are associated with
each other; and
a utilized service identification unit that re-
fers to the external service database and
identifies a service name corresponding to
a domain and a path of the URL extracted
by the external request extraction unit,

wherein the reception unit is configured to be
capable of providing a management web page
on which external services to be blocked or al-
lowed can be selected from a list of the service
names identified by the utilized service identifi-
cation unit.

2. The utilized service management device according
to claim 1, wherein the CSP tag generation unit is
configured to store a content of the generated con-
tent security policy in a CSP content storage unit
within the utilized service identification unit,
wherein the CSP tag comprises a script code to caus-
es an access to the utilized service management
server and to add the content of the content security
policy stored in the CSP content storage unit to the
user website.
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