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(54) CONTROL UNIT AND METHOD FOR OPERATING A CONTROL UNIT

(57) The present invention relates to a control unit
(1) comprising a processor (3) and a memory (5) con-
nected to the processor the processor comprising a first
state and a second state and being adapted to switch
between the first state and the second state, wherein in
the first state a non-trusted system (24) is active and in
the second state a trusted system (22) is active, wherein
the control unit comprises a system monitor (26) control-
ling the activation of the first state and the second state,
the memory (5) including a first portion (42) assigned to
the trusted system (22) and a second portion (44) as-

signed to the non-trusted system (24), wherein the sys-
tem monitor (26) is adapted to inhibit the access of the
non-trusted system (24) to the first portion (42) of the
memory (5), wherein the trusted system (22) includes a
safety module (30) and at least one trusted module (32,
34), the at least one trusted module (32, 34) being loaded
in a chain of trust and running on the safety module (30),
wherein the safety module (30) being adapted to control
access of the at least one trusted module to predefined
areas (56, 60) of the second portion (44) of the memory.
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Description

[0001] The present invention concerns a control unit
comprising a processor and a memory connected to the
processor the processor comprising a first state and a
second state and being adapted to switch between the
first state and the second state, wherein in the first state
a non-trusted system is active and in the second state a
trusted system is active, wherein the control unit com-
prises a system monitor controlling the activation of the
first state and the second state.
[0002] Further, the present invention relates to a meth-
od for operating a control unit, wherein the control unit
includes a processor and a memory connected to the
processor the processor comprising a first state and a
second state and being adapted to switch between the
first state and the second state, wherein in the first state
a non-trusted system is active and in the second state a
trusted system is active, wherein the control unit com-
prises a system monitor controlling the activation of the
first state and the second state.
[0003] Some processors have a trusted execution en-
vironment. A trusted execution environment is a secure
area of a processor or a system on chip (SoC). The trust-
ed execution environment provides an execution space
that is not generally accessible by a non-trusted execu-
tion area of the processor or the SoC. A trusted execution
environment could be implemented with a dedicated
processor along with dedicated memory or on a single
processor with a single memory. An example of proces-
sors or SoCs having a trusted execution environment are
processors having an ARM architecture designed by
ARM Holding, Cambridge, England, United Kingdom.
The ARM architecture provides two virtual processors or
systems, which are controlled by the hardware. The proc-
essor can switch between the two virtual systems, which
are also referred to as worlds, namely the trusted world
and the non-trusted world. For example a rich operating
system is run in the non-trusted system, whereas a small-
er security relevant system is run in the trusted system
in order to reduce the attack surface.
[0004] The trusted execution environment in the ARM
architecture is called TrustZone. The normal world or
non-trusted world and the trusted world are created upon
startup, and the trusted world will host the trusted exe-
cution environment. The non-trusted world or the trusted
world may be a defined hardware subset of the processor
or the SoC. A trusted execution environment monitor en-
sures that a non-trusted processor can access only non-
trusted or secure resources and receive only non-secure
interrupts. However, software running within the secure
world has complete access to all resources of the SoC
hardware or the processor. The software in the trusted
execution environment is usually checked for security
purpose.
[0005] Sometimes, multiple operating systems (OS)
are running on the non-trusted system on a hypervisor.
[0006] However, the trusted operating systems are

usually not developed according to safety standards, in
particular according to standards applicable for safety-
critical systems. For example standards for the safety
domain are different to the standards for the security do-
main. Safety standards are for example IEC 61508, ISO
26262, ISO 13482, EN5012x, IEC 62061. A combination
of both domains, security and safety has not been solved
in general.
[0007] For example, in the safety domain, decomposi-
tion is a commonly applied pattern: a (large) problem is
split into multiple smaller problems which can be solved
independently; the solutions of all sub-problems can be
combined in a way that is feasible to solve the original
problem. Functional safety can be managed in a generic
way, yielding a safety-component hierarchy.
[0008] In the security domain, decomposition seems
not to be a suitable design pattern, because the original
problem, protection against attacks from the outside, can
hardly be decomposed into independent sub-problems.
Security is a system property, and a single weakness in
one of its sub-components could compromise the entire
system. In other words, different objectives are pursued.
For a secure system, confidentiality is paramount. It may
be acceptable if a system locks up as long as no data is
leaked. For a safe system, availability and correct exe-
cution (including timing properties) are of interest. Data
leakage is not seen as a problem by itself.
[0009] From the safety perspective, when combining
components of different safety level, freedom from inter-
ference is required to retain safety properties. That
means, when combining a safety-critical component and
an uncritical component to the same context, additional
measures must be taken to prevent the uncritical com-
ponent from disturbing the critical one (see ISO-26262
Part 6, Appendix D).
[0010] From the security perspective, separation be-
tween external interfaces and protected items is the key
argument. Strong self-isolating components are useful
building blocks when constructing a secure system ar-
chitecture. As already stated above, modern ARM proc-
essors implement an isolation concept called Trust-
Zone®, which separates the entire processor into ’non-
trusted’ and ’trusted’; this separation covers all CPU re-
sources, memory and peripheral devices.
[0011] Using Trustzone® for security purposes intro-
duces the trusted execution environment (TEE), consist-
ing of trusted firmware as a hardened operating system
which provides a secure subsystem hosting various se-
curity functions providing key management, crypto func-
tions or similar. The TEE must be developed according
to the standards for security. In general, they are not (or
have not been) developed following safety standards.
[0012] Object of the invention is to provide a control
unit and a method, which uses the existing solutions for
a trusted execution environment but which is also usable
with safety critical applications.
[0013] According to an aspect a control unit is provided
comprising a processor and a memory connected to the
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processor the processor comprising a first state and a
second state and being adapted to switch between the
first state and the second state, wherein in the first state
a non-trusted system is active and in the second state a
trusted system is active, wherein the control unit com-
prises a system monitor controlling the activation of the
first state and the second state,
the memory including a first portion assigned to the trust-
ed system and a second portion assigned to the non-
trusted system, wherein the system monitor is adapted
to inhibit the access of the non-trusted system to the first
portion of the memory, wherein the trusted system in-
cludes a safety module and at least one trusted module,
the at least one trusted module being loaded in a chain
of trust and running on the safety module, wherein the
safety module being adapted to control access of the at
least one trusted module to predefined areas of the sec-
ond portion of the memory.
[0014] Further embodiments may include the following
features in any feasible combination:

- the trusted module includes at least one trusted op-
erating system and at least one application running
on the at least one trusted operating system, wherein
the safety module being adapted to control, in par-
ticular inhibit, access of the at least one trusted op-
erating system and/or the at least one application to
predefined areas of the second portion of the mem-
ory;

- the predefined area is assigned to a safety qualified
modules provided in the non-trusted system;

- the safety module is a safety qualified module
- the processor includes a plurality of privilege levels,

wherein each level has from the lowest privilege level
to the highest privilege level the same or an in-
creased access to the resources of the control unit,
in particular the processor and/or the memory,
wherein the at least one trusted operating system
being on the same privilege level as the at least one
application running on the trusted operating system,
wherein in particular the at least one trusted operat-
ing system being provided at the lowest privilege lev-
el;

- the safety module controls the page table of the trust-
ed system associated to the at least one trusted mod-
ule;

- the processor includes a plurality of privilege levels,
wherein each privilege level has from the lowest priv-
ilege level to the highest privilege level an increased
access to the processor and/or the memory, wherein
the at least one trusted module being on a lower
privilege level compared to the safety module;

- the processor includes a generic interrupt controller
receiving all interrupts from external sources, where-
in, when the trusted system being active, the generic
interrupt controller being configured to route all in-
terrupts for the non-trusted system to the trusted sys-
tem, in particular to the safety module of the trusted

system;
- the safety module is adapted to examine whether

the received interrupt for the non-trusted system is
for a safety qualified module of the non-trusted sys-
tem, and in case the interrupt is for a safety qualified
module of the non-trusted system, the safety module
is adapted to program that the interrupt is injected
to the non-trusted system and to command to system
monitor to switch to the non-trusted system;

- the processor includes a generic interrupt controller
receiving all interrupts from external sources, where-
in the safety module is adapted periodically check
the generic interrupt controller for interrupts ad-
dressed to the non-trusted system and retrieve these
interrupts in order to examine whether the received
interrupt for the non-trusted system is for a safety
qualified module of the non-trusted system, and in
case the interrupt is for a safety qualified module of
the non-trusted system, to program that the interrupt
is injected to the non-trusted system and to com-
mand to system monitor to switch to the non-trusted
system; and/or

- the safety module is adapted to assign hardware re-
sources, in particular processor time and memory
space, to the at least one trusted module and/or pro-
vides simulated hardware to the at least one trusted
module.

[0015] According to another aspect a method is pro-
vided for operating a control unit, wherein the control unit
includes a processor and a memory connected to the
processor the processor comprising a first state and a
second state and being adapted to switch between the
first state and the second state, wherein in the first state
a non-trusted system is active and in the second state a
trusted system is active, wherein the control unit com-
prises a system monitor controlling the activation of the
first state and the second state, the memory including a
first portion assigned to the trusted system and a second
portion assigned to the non-trusted system, wherein the
system monitor is adapted to control the access of the
non-trusted system to the first portion of the memory,
wherein the trusted system includes a safety module and
at least one trusted module, the at least one trusted mod-
ule being loaded in a chain of trust and running on the
safety module, the method comprising:

- receiving, by the safety module, a request to access
an area of the second portion of the memory;

- determining, by the safety module, whether the area
of the first portion of the memory includes a prede-
fined area to be controlled from access by the at least
one trusted module; and

- control access to the area of the first portion of the
memory in case the area includes the predefined
area to be inhibited

[0016] Further embodiments may include the following
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features in any feasible combination:

- the processor includes a generic interrupt controller
receiving all interrupts from external sources, the
method further comprising:

- receiving an interrupt, by the generic interrupt con-
troller, for the non-trusted system;

providing, when the trusted system is active, the
received interrupt for the non-trusted system, to
the trusted system, in particular to the safety
module;
examining, by the safety module, whether the
received interrupt for the non-trusted system is
for a safety qualified module of the non-trusted
system;
programming, in case the interrupt is for a safety
qualified module of the non-trusted system, that
the interrupt is injected to the non-trusted sys-
tem; and
commanding the system monitor to switch to the
non-trusted system.

[0017] According to a further aspect, a computer pro-
gram product is provided comprising commands for ex-
ecuting the method according an embodiment disclosed
herein, when loaded and executed on a processor. Ac-
cording to an embodiment a computer program product
may be a physical software product, for example a hard
disc, a solid state disc, a CD-ROM, a DVD, comprising
the program.
[0018] According to other aspects, the present inven-
tion relates to non-volatile memory, for example a hard
disc, a solid state disc, a CD-ROM, a DVD, including a
program containing commands for executing the method
according an embodiment disclosed herein, when loaded
and executed on a processor.
[0019] So that the manner in which the above recited
features of the present invention can be understood in
detail, a more particular description of the invention, brief-
ly summarized above, may be read by reference to em-
bodiments. The accompanying drawings relate to em-
bodiments of the invention and are described in the fol-
lowing:

Fig. 1 shows schematically the hardware of an elec-
tronic control unit (ECU);
Fig. 2 shows schematically a system according to
an embodiment of the invention;
Fig. 3 shows schematically a memory of a control
unit;
Fig. 4 shows a flow chart of a method according to
an embodiment; and
Fig. 5 shows a flow chart of a method according to
another embodiment.

[0020] Figure 1 shows schematically an electronic con-
trol unit (ECU) 1. The ECU 1 might be also called control

unit in the present patent application. For example, the
ECU 1 is realized as a system on chip (SoC). According
to an embodiment, an ECU comprises one or more proc-
essors 3 connected to one or more memories 5. Further,
the ECU 1 may comprise interface for connecting to one
or more bus systems, for example one or more hardware
controller 9 for one or more controller area network (CAN)
busses and/or for one or more for FlexRay busses. The
ECU may also comprise further hardware controller 11
for connecting to one or more wired or wireless connect-
ing means, for example a Bluetooth connection, an Eth-
ernet connection and/or to a USB (Universal Serial Bus)
connecting means.
[0021] Usually, an automotive vehicle comprises a plu-
rality of electronic control units (ECU), which may be as-
signed to different units of the vehicle, for example the
steering wheel, the brakes, the windows, the motor etc.
For example, the ECU may be connected to some sen-
sors or drivers via an interface 13, for example to drive
the window, or to sense the angulation of the steering
wheel, the level of oil or water in the motor.
[0022] Further, to ECU may be connected to an input
device, for example a keyboard, one or more buttons, or
the like.
[0023] According to an embodiment, the ECU 1 is pro-
vided as an embedded system in a vehicle.
[0024] The ECU 1 comprises trusted hardware re-
sources and non-trusted hardware resources. The trust-
ed hardware resources and the non-trusted hardware
resources are respectively a subset of the hardware re-
sources of the ECU 1. For example, the CAN controller
9 and the interface 13 is be assigned as trusted hardware
resources and the controller 11 for an Ethernet connec-
tion is assigned as non-trusted hardware resource. Fur-
ther, some hardware resources, like the memory 5, may
have a portion assigned as trusted hardware resource
and a portion assigned as non-trusted hardware re-
source.
[0025] According to an embodiment, upon startup, a
trusted firmware partitions the ECU 1, in particular the
memory 5, into a trusted hardware resources and non-
trusted hardware resource. The trusted hardware re-
sources are adapted to host a trusted execution environ-
ment or a trusted system. According to an embodiment,
the trusted system and the non-trusted system 24 share
the same processor 3 and the same memory 5.
[0026] Figure 2 shows an example of the ECU 1 or the
processor 3 comprising a trusted system 22 and a non-
trusted system 24. The processor or the control unit 1 is
adapted to switch between the trusted system 22 and
the non-trusted system 24. For that purpose, a system
monitor 26 is provided, which is adapted to switch from
the trusted system 22 to the non-trusted system 24 and
vice versa. Switching between from the non-trusted sys-
tem 24 to the trusted system 22 means that all required
registers of the non-trusted system 24 are stored and the
respective registers of the trusted system 22 are loaded
and executed and vice versa. In the present context all
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required registers means that all registers that are used
by both the trusted system 22 and the non-trusted system
24 are stored and the respective registers of the respec-
tive other system 22, 24 are loaded when switching. Typ-
ically, registers are associated with privilege levels or ex-
ception levels ELx, as shown in Figure 2, where x is an
integer, where each privilege level (or exception level)
(EL) having also access to all register associated with
less privileged exception levels. For example for the sys-
tem shown in Figure 2, if a switching is triggered by the
system monitor 26, which is implemented in privilege lev-
el EL3, the system monitor 26, saves and restores, re-
spectively, all registers associated with privilege level
EL0 and privilege level EL1. As privilege level EL2 is not
available in the trusted system 22, the registers of privi-
lege level EL2 are neither accessible nor effective for the
trusted system 22, so they can be left in place during a
switch from the non-trusted system 24 to the trusted sys-
tem 22 and/or the execution of the trusted system 22.
[0027] The system monitor 26 enforces that the non-
trusted system 24, in particular programs or program
modules executed in the non-trusted system 24, cannot
access or inhibit access hardware and software resourc-
es of the trusted system 22. For example, the system
monitor 26 enforces that the non-trusted system 24, in
particular programs or program modules executed in the
non-trusted system 24, cannot access memory areas of
the trusted system 22. According to embodiments, the
system monitor 26 allows the trusted system 22, in par-
ticular modules or program modules executed in the
trusted system 22, to access hardware and software re-
sources of the non-trusted system 24, for example the
hardware controller 11 or one or more respective areas
of the at least one memory 5. In other words, the system
monitor 26 cannot enforce limitations for software exe-
cuted in the trusted system 22, even if this software runs
at a lower privilege level or exception level. In other
words, the system monitor 26 only trusts software exe-
cuted in the privilege level EL1 of the trusted system 22,
and, in particular, not programs running at a lower privi-
lege level compared to the privilege level EL1, for exam-
ple running at privilege level EL0.
[0028] Further, the system monitor 26 is responsible
for switching between the trusted system 22 and the non-
trusted system 24, in particular in case of events. For
example, in case an interrupt is received for the trusted
system 22, and the non-trusted system 24 is currently
executed on the at least one processor, the system mon-
itor 26 is adapted to switch to the trusted system 22. If
the system 22, 24 or a module is currently executed on
the at least one processor, the system is also called to
be active in the present invention.
[0029] According to some embodiments, the proces-
sor 3 includes a generic interrupt controller 28. The ge-
neric interrupt controller 28 receives all interrupts from
external sources, for example from the controllers 9, 11
and 13. In other words, the generic interrupt controller
28 is responsible for both the trusted system 22 and the

non-trusted system 24. The generic interrupt controller
28 is adapted to route the received interrupts to the re-
spective system 22, 24. In detail, in an embodiment, if
the non-trusted system 24 is active, interrupts for the non-
trusted system are routed to privilege level EL2 of the
non-trusted system, for example to a virtualization sys-
tem 36, and interrupts for the trusted system 22 are rout-
ed to privilege level EL3, i.e. the system monitor 26. The
system monitor 26 is adapted to switch into the trusted
system 22 upon the arrival of an interrupt for the trusted
system 22. If the trusted system 22 is active, all interrupts
are routed to privilege level EL1 of the trusted system
22, in particular to a safety module 30 as explained later.
The safety module 30 may then either switch voluntarily
switch back to the trusted system 24 or continue with its
computation.
[0030] The trusted system 22 forms a trusted execution
environment, wherein each module or program module
of the trusted system 22 is loaded via a chain of trust. In
a chain of trust, each layer verifies before loading a sig-
nature or another security key of the next higher layer,
for example by verifying it with a signature or another key
stored in at least one dedicated trusted memory, e.g.
using a public key or asymmetric cryptography. At a first
stage, the bootloader is certified and compared by the
processor with a signature or another key stored in a
trusted memory.
[0031] According to embodiments, the trusted system
22 and the non-trusted system 24 have a plurality of priv-
ilege levels. For example, the non-trusted system 24 has
three privilege levels or exception levels EL0, EL1, EL2
and the trusted system 22 has two privilege levels, in
Figure 2 privilege levels EL0 and EL1. The systems 22,
24 may also have different number of privilege levels.
[0032] The privilege levels may be denominated EL0,
EL1, EL2, EL3. Each privilege level has different access
to the resources of the control unit 1, in particular the
processor and/or the memory. The privilege level EL3,
where the system monitor 26 is executed, is treated spe-
cial, as it is used to securely transition between the trust-
ed system 22 and the non-trusted system 24. In partic-
ular, only the programs running in the privilege level EL3,
here the system monitor 26, are allowed to change a
configuration register indicating that the system is oper-
ating in the trusted system 22. In some embodiments,
the privilege level EL3 is considered to be trusted, in par-
ticular regardless the setting of this control register.
[0033] For example, the exception level EL0 is the least
privileged level, whereas the exception level EL3 is the
most privileged level. Each privilege level has from the
lowest privilege level to the highest privilege level an in-
creased access to the resources of the control unit 1, in
particular the processor 3 and/or the memory 5. In other
words, the highest privilege level has the most extensive
access to the resources of the control unit 1.
[0034] In some embodiments, in particular in the non-
trusted system 24, the exception level EL0 is the appli-
cation level, the exception level EL1 is the operating sys-
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tem level, the exception level EL2 is the virtualization
system (for example a hypervisor) level, and the level
EL3 is level for the monitoring system 26, monitoring the
first state and the second state and enabling to toggle or
to switch between the trusted system 22 and the non-
trusted system 24. According to some embodiments, the
trusted system 22 and the non-trusted system 24 may
have a different numbers of privilege levels. For example,
the trusted system 22 may have not the exception level
EL2.
[0035] The trusted system 22 includes a safety module
30 and at least one trusted module 32, 34. The at least
one trusted module is a trusted program module. Accord-
ing to embodiments, the trusted modules 32, 34 include
at least one trusted operating system 32 running on the
safety module 30, and one or more applications 34 run-
ning on the trusted operating system 32. According to
embodiments, the safety module 30 is adapted to provide
the trusted operating system 32 with at least one of the
the following abilities regarding an application 34: man-
age the virtual address space, transfer control into and
out of the application 34, and access memory attached
to the application’s address space.
[0036] The safety module 30 is, like the trusted mod-
ules 32, 34, loaded via a chain of trust.
[0037] The safety module 30 is running on a higher
privilege level than the other trusted modules 32, 34 of
the trusted system 22, in particular the at least one trusted
operating system 32 and the trusted applications 34. For
example, the safety module 30 is running on the operat-
ing system level (privilege level EL1) and the at least one
trusted operating system 32 as well as the at least trusted
application 34 are running on the same privilege lever,
that is the application level (privilege level EL0).
[0038] In some embodiments, the safety module 30 is
adapted to grant the trusted operating system 32 the abil-
ity to process interrupts and manage critical components
(timer, interrupt controller). The safety module 30 enforc-
es that only permitted memory becomes accessible to
the trusted modules 32, 34. According to embodiments,
the safety module 30 is adapted to that the arrival of in-
terrupts for the non-trusted system 24 leads to a prompt
world switch to the non-trusted system 24.
[0039] According to embodiments, an interface imple-
mented by the safety module 30 minimizes the effort
needed to adapt an existing trusted operating system,
which is designed to run in trusted privilege level EL1 to
a trusted operating system 32 adapted to run in the priv-
ilege level EL0 of the trusted system 22.
[0040] The at least one processor 3 further includes at
least one page table (not shown). The at least one page
table stores a mapping between virtual addresses and
physical addresses. For example, the virtual addresses
are used by the accessing applications and the physical
addresses are used by the hardware. Not each privilege
level has the control about the at least one page table.
For, example, in some embodiments only the operating
system level, the second lowest privilege level, and high-

er privilege levels may control the at least one page table,
in particular are allowed to modify or write into the page
table, for example to update the virtual address space
associated with a process. A virtual address space in-
cludes a plurality of virtual addresses.
[0041] According to embodiments, in the trusted sys-
tem 22, trusted modules 32, 34 running in privilege level
EL0 is subject to a page table controlled by modules run-
ning in privilege level EL1. In some embodiments, privi-
lege level EL1 itself is not contained through a page table
as the memory accesses of modules running in privilege
level EL1, for example the safety module 30, are trans-
lated and may also have direct access to the control reg-
isters and can disable them. In other words, a module
running in privilege level EL1 of the trusted system 22
has access to all memory. In other words modules run-
ning in privilege level EL1 cannot be safely isolated by
the monitoring system 26 running in the privilege level
EL3. In that regard, it is as powerful as modules running
in privilege level EL3, like the system monitor 26.
[0042] From a security point of view, in the non-trusted
system 24 the translated physical address is itself subject
to the secure partitioning.
[0043] The safety module 30 is adapted to assign hard-
ware resources, in particular processor time and memory
space, to the at least one trusted operating system 32
and/or provides simulated hardware to the at least one
trusted operating system 32. Further, the safety module
30 may control the page tables, whereas the trusted op-
erating system 32 cannot control the page tables. When
the trusted operating system 32 wants to change the vir-
tual address space of either itself or the trusted applica-
tions 34 it cannot manipulate the at least one page table
directly. Instead, it issues a request to the safety module
30, which checks if the request is valid; that is, the safety
module 30 grants access to allocated physical memory
only if the request is valid. If the request is valid, that
means access is granted, in an embodiment, the safety
module 30 updates accordingly the at least one page
table it maintains on behalf of the trusted operating sys-
tem 32.
[0044] The safety module 30 is further adapted to con-
trol the access to the hardware resources, in particular
the processor and the memory, the at least one trusted
operating system 32 and the at least one trusted appli-
cation 34 running in a privilege level below the safety
module 30. For example, the safety system 30 may inhibit
the at least one trusted operating system 32 and the at
least one application 34 to access specific, predefined
areas of the memory 5, as it will be explained with respect
to Figure 3.
[0045] The safety module 30 is developed according
to the safety standards, in particular IEC 61508, ISO
26262, ISO 13482, EN5012x and/or IEC 62061. For ex-
ample ISO 26262 is a standard of the international or-
ganization for standardization, in particular the version
published in 2011 and 2012. This standard defines for
example safety requirements in the scope of the vehicle,
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safety analysis in the scope of the device to be performed
before the development starts, safety requirements in
the scope of the device, derived from the safety analysis,
the development process: conforming to (A)SPICE
standard, the tests (quality and quantity), the process
documentation and provisions of a safety manual (which
tells how to use a product in order to support safety prop-
erties). ISO 26262 defines several Automotive Safety In-
tegrity Levels (ASIL), from ASIL A (lowest integrity re-
quirement) to ASIL D (highest integrity requirement).
[0046] The at least one trusted modules 32, 34, in par-
ticular the at least one trusted operating system 32 and
the at least one trusted applications 34, the system mon-
itor 26, and the safety module 30 are created according
to security rules. For example, this is achieved by placing
these applications in the trusted system 22. In general,
a secure execution environment or a trusted system 22
allows a function/software module to operate as expect-
ed in terms of security objectives that means for example
confidentiality, integrity and/or availability. As stated
above, safety and security have different objectives: for
a safe system, disclosure of data is acceptable as long
as a safety function (for example machine control and
the like) is provided. Suspending that safety function is
not acceptable. Conversely, for a secure system, it is
totally acceptable if the system stops working as long as
no secure information is revealed.
[0047] According to embodiments, the at least one
trusted module 32, 34, in particular the at least one trust-
ed operating system and/or the at least one trusted ap-
plication 34 are not qualified for safety, in particular they
are not programmed according to the safety require-
ments, as explained here-above.
[0048] The non-trusted system 24 includes at least one
non-trusted module, in particular a virtualization system
36, a first virtual machine 38 and a second virtual machine
40. The number of virtual machines may be less or more.
In other embodiments, the non-trusted system does not
include a virtualization system 36. The at least one non-
trusted module is a non-trusted program module.
[0049] The virtualization system 36 is for example a
hypervisor and is provided in the privilege level EL2. The
virtualization system 36 is adapted to assign hardware
resources like processor time and memory to the respec-
tive virtual machines 38 and 40. Further, the virtualization
system 36 is adapted to schedule the virtual machines
38 and 40 according to the defined needs. The virtual
machines 38 and 40 typically include an operating sys-
tem and applications running on the operating system.
According to an embodiment, the virtualization system
36 can inhibit access of the virtual machines 38, 40 to
predefined memory areas.
[0050] According to an embodiment, at least a portion,
in particular all, of the non-trusted modules is safety qual-
ified as defined above. For example, the virtualization
system 36 and the virtual machine 40 is safety qualified.
These modules may be also called safety qualified mod-
ules. In other words, at least a portion, in particular all,

of the non-trusted modules, in the present example the
virtualization system 36 and the virtual machine 40 are
programmed according to safety standards. For exam-
ple, the virtual machine 40 may include safety critical
applications for an automotive vehicle.
[0051] Figure 3 shows schematically a portion of the
memory 5. The memory 5 includes a first portion 42 of
the memory, which is assigned to the trusted system 22,
and a second portion 44, which is assigned to the non-
trusted system 24.
[0052] The first portion 42 includes a first area 46 used
by the system monitor 26, a second area 48 used by the
safety module 30, a third area 50 used by the trusted
operating system 32, and respectively a fourth area 52,
54 used by the trusted applications 34.
[0053] The second portion 44 includes a first area 56
used by the virtualization system 36, a second area 58
used by the first virtual machine 38 and a third area 60
used by the second virtual machine 40.
[0054] As already described above, the system moni-
tor 26 controls the access of the non-trusted system 24,
in particular the non-trusted modules, for example the
virtualization layer 36, the virtual machines 38, 40 to the
first portion 42 of the memory 5. For example, the system
monitor 26 inhibits the access of the non-trusted mod-
ules, for example the virtualization layer 36 and the virtual
machines 38, 40 to the first portion 42 of the memory 5.
In other words, the system monitor 26 controls the access
of code running in the non-trusted system 24 to the first
memory portion 42 and, in particular inhibits access to
the first memory portion 42. For example, in an embod-
iment, just a single operating system is running in the
non-trusted system 24. Then, the system monitor 26 con-
trols the access of this operating system to the first mem-
ory portion 42 and, in particular inhibits access to the first
memory portion 42.
[0055] The virtualization layer 36 inhibits or controls
that the virtual machines 38 and 40 may access the first
area 56 of the second portion 44.
[0056] The system monitor 26 and the safety module
30 have access to all areas of the memory 5, in particular
to the first portion 42 and the second portion 44.
[0057] According to an embodiment, the trusted oper-
ating system 32 inhibits or controls that the trusted ap-
plications 34 may access the third area 50 of the first
portion 42. Further, the trusted operating system 32 con-
trols that the trusted applications 34 does not disturb each
other by accessing their respective areas 52, 54.
[0058] The safety module 30 enforces the safety rules.
In other words, the safety module 30 controls the access
of the trusted modules 32, 34, in particular of the at least
one operating system 32 and the at least one trusted
application 34 to the second memory portion 44 and to
the first area 46 and second area 48 of the first memory
portion 42. For example, the safety module 30 controls
the access or inhibits the access to memory areas of
safety qualified modules of the non-trusted system 24 in
the second memory portion 44.
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[0059] In a concrete example, in case the virtualization
layer 36 and the second virtual machine 40 are safety
qualified, the safety module 30 controls or inhibits the
trusted applications 34 and the trusted operating system
32 to access the areas 56 assigned to the virtualization
system 36 and the area 60 assigned to the second virtual
machine of the second memory portion 44.
[0060] According to embodiments, the modules run-
ning in a specific privilege level control the memory ac-
cess of the modules running in a lower privilege level.
However, in an exception from this rule, in some embod-
iments modules in privilege level of the safety module 30
in the trusted system 22, here privilege level EL1, cannot
be controlled by the modules, for example the system
monitor 26, of the highest privilege level, here privilege
level EL3.
[0061] The control functions by the system monitor 26,
the virtualization layer 36 and the safety module 30 which
are explained with respect to the memory 5 are also ap-
plicable to other resources on the control unit 1, for ex-
ample controller 9 or 11 and the interface 13. In other
words, the safety module 30 may control access of the
trusted modules 32, 34 to resources of the control unit 1
assigned safety qualified modules of the non-trusted sys-
tem 24.
[0062] According to embodiments, the safety module
30 is adapted to encapsulate the trusted operating sys-
tem 32 and the trusted applications 34. Thus, the control
unit 1 is not only qualified for security but can also be
used for safety purposes. In particular the trusted system
22 may use paravirtualization techniques for spatial iso-
lation in order to deprivilege the trusted operating system
into the privilege level for applications (EL0). Thus, the
safety module 30 controls the page table.
[0063] As already explained above, the system in-
cludes a generic interrupt controller 28. According to an
embodiment, the generic interrupt controller 28 is con-
figured, to route all received interrupts, also from non-
trusted resources or for the non-trusted system 24, to the
trusted system 22, in particular to the safety module 30,
in case the trusted system 22 is active. The interrupts for
the non-trusted system 24 may include safety critical in-
terrupts and non-safety critical interrupts. If the non-trust-
ed system 24 is active, the generic interrupt controller 28
is configured, to route non-trusted interrupts or interrupts
for the non-trusted system 24 to the virtualization system
36 of the non-trusted system 24 in privilege level EL2 or
to directly to the operating system if no virtualization layer
36 is used, whereas trusted interrupts or interrupts for
the trusted system 22 are routed to the system monitor
26 in the highest privilege level EL3, which then switches
to the trusted system 22.
[0064] According to some embodiments, the safety
module 30 examines the interrupt, and in case of a safety
critical event, it injects the interrupt immediately to the
non-trusted system 24 and commands the system mon-
itor 26 to switch to the non-trusted system 24.
[0065] In another embodiment, which may be com-

bined with other embodiments disclosed herein, when
the trusted system 22 is active, the safety module 30,
periodically check the generic interrupt controller 28 for
interrupts for the non-trusted system 24, in particular
safety critical interrupts. For example, the safety module
30 set a periodically triggering trusted timer. Whenever
the trusted timer expires, the safety module 30 is adapted
to check the generic interrupt controller 28 for non-trusted
interrupts or interrupts for the-non trusted system 24. Ac-
cording to an embodiment, a trusted timer is needed to
get the control flow back from the trusted modules 32,
34 to the safety module 30 in a predictable manner. In
case a safety critical event or interrupt is received, the
safety module 30 is adapted to inject the interrupt to the
non-trusted system 24 as described in some embodi-
ments disclosed herein and/or to command the system
monitor 26 to switch to the non-trusted system 24.
[0066] Figure 4 shows a flow chart of an embodiment
according to the invention.
[0067] In step 100 the safety module 30 receives a
request, for example from the trusted operating system
32, to access an area of the second portion 44 of the
memory, for example by receiving a request to update
the virtual address space in the page table for the trusted
operating system 32 or a trusted application 34 for ad-
dresses in an area of the second portion 44 of the mem-
ory.
[0068] In step 102, the safety module 30, determines
whether the area of the second portion 44 of the memory
includes a predefined area to be controlled from access
by the at least one trusted module 32, 34, for example in
case the area is used by a safety qualified module, in the
above example the areas 56 and 60.
[0069] In step 104, the safety module 30 controls ac-
cess to the area of the first portion 44 of the memory in
case the area includes the predefined area to be inhibited
from access by a trusted module, for example by not
updating the page table in case the area to be updated
for the trusted modules 32, 34 includes the predefined
area to be inhibited from access by a trusted module 32,
34. Otherwise, the safety module 30 updates the page
table.
[0070] Figure 5 shows another flow chart for operating
a control unit. In step 110 the generic interrupt controller
28 receives an interrupt for the non-trusted system 24,
in particular for a safety qualified module 40, in particular
in case the trusted system 22 is active, for example that
one of the trusted modules 32, 34 or the safety module
30 is currently executed on the at least one processor 3.
[0071] In step 112, the generic interrupt controller 28
forwards or provides the received interrupt for the non-
trusted system 24, to the trusted system 22, in particular
to the safety module 30.
[0072] In step 114, the safety module 30 examines,
whether the received interrupt for the non-trusted system
24 is for a safety qualified module 36, 40 of the non-
trusted system. In case the interrupt is for a safety qual-
ified module of the non-trusted system 24, the safety
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module 30 injects the interrupt to the non-trusted system
and commanding the system monitor 26 to switch to the
non-trusted system 24. For example, in an embodiment,
the interrupt for the non-trusted system 24 is delivered
to safety module 30 in privilege level EL1 of the trusted
system 22, where state of the safety module 30 is
changed to « active » (= work in progress) by reading a
control register. The safety module 30 examines the in-
terrupt for the non-trusted system 24 and decides that
the system has to switch to the non-trusted system 24.
The safety module 30 writes, via the interrupt controller
28, into a status register of the interrupt that the interrupt
is to be injected back to « ready for delivery » and com-
mands the system monitor 26 to switch to the non-trusted
system 24. As soon as execution is resumed by the non-
trusted system 24, the interrupt controller 28 reissues the
interrupt to the virtualization system 36 or directly to an
operating system if no virtualization system is used,
which may than switch to the virtual machine 38, 40 re-
sponsible for handling the interrupt, here for example the
safety qualified virtual machine 40.
[0073] According to the invention, a complete redevel-
opment of secure or trusted functions according to a safe-
ty standard is not necessary. Further, the isolation be-
tween safety and security functions is enforced. The se-
curity properties of a trusted execution environment are
retained. Embodiments of the present disclosure enable
the reuse of existing secure environments and to be cer-
tified for safety applications.

Claims

1. Control unit (1) comprising a processor (3) and a
memory (5) connected to the processor the proces-
sor comprising a first state and a second state and
being adapted to switch between the first state and
the second state, wherein in the first state a non-
trusted system (24) is active and in the second state
a trusted system (22) is active, wherein the control
unit comprises a system monitor (26) controlling the
activation of the first state and the second state,
the memory (5) including a first portion (42) assigned
to the trusted system (22) and a second portion (42)
assigned to the non-trusted system (24), wherein the
system monitor (26) is adapted to inhibit the access
of the non-trusted system (24) to the first portion (42)
of the memory (5), wherein the trusted system (22)
includes a safety module (30) and at least one trusted
module (32, 34), the at least one trusted module (32,
34) being loaded in a chain of trust and running on
the safety module (30), wherein the safety module
(30) being adapted to control access of the at least
one trusted module to predefined areas (56, 60) of
the second portion (44) of the memory.

2. Control unit according to claim 1, wherein the trusted
module includes at least one trusted operating sys-

tem (32) and at least one application (34) running on
the at least one trusted operating system (32),
wherein the safety module (30) being adapted to
control, in particular inhibit, access of the at least one
trusted operating system (32) and/or the at least one
application (34) to predefined areas (56, 60) of the
second portion (44) of the memory (5).

3. Control unit according to claim 1 or 2, wherein the
predefined area (56, 60) is assigned to a safety qual-
ified modules (36, 40) provided in the non-trusted
system (24).

4. Control unit according to one of the preceding claims,
wherein the safety module (30) is a safety qualified
module.

5. Control unit according to one of the preceding claims
2 to 4, wherein the processor (3) includes a plurality
of privilege levels, wherein each level has from the
lowest privilege level to the highest privilege level
the same or an increased access to the resources
of the control unit, in particular the processor (3)
and/or the memory (5), wherein the at least one trust-
ed operating system (32) being on the same privilege
level (EL0) as the at least one application (34) run-
ning on the trusted operating system, wherein in par-
ticular the at least one trusted operating system (32)
being provided at the lowest privilege level.

6. Control unit according to one of the preceding claims,
wherein the safety module (30) controls the page
table of the trusted system (22) associated to the at
least one trusted module (32, 34).

7. Control unit according to one of the preceding claims,
wherein the processor (3) includes a plurality of priv-
ilege levels, wherein each privilege level has from
the lowest privilege level to the highest privilege level
an increased access to the processor and/or the
memory, wherein the at least one trusted module
(32, 34) being on a lower privilege level compared
to the safety module.

8. Control unit according to one of the preceding claims,
wherein the processor includes a generic interrupt
controller (28) receiving all interrupts from external
sources (9, 11, 13), wherein, when the trusted sys-
tem being active, the generic interrupt controller be-
ing configured to route all interrupts for the non-trust-
ed system (24) to the trusted system (22), in partic-
ular to the safety module (30) of the trusted system.

9. Control unit according to claim 8, wherein the safety
module is adapted to examine whether the received
interrupt for the non-trusted system (24) is for a safe-
ty qualified module (36, 40) of the non-trusted sys-
tem, and in case the interrupt is for a safety qualified
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module of the non-trusted system (24), the safety
module (30) is adapted to program that the interrupt
is injected to the non-trusted system and to com-
mand to system monitor (26) to switch to the non-
trusted system (24).

10. Control unit according to one of the preceding claims,
wherein the processor includes a generic interrupt
controller (28) receiving all interrupts from external
sources (9, 11, 13), wherein the safety module (30)
is adapted periodically check the generic interrupt
controller for interrupts addressed to the non-trusted
system (24) and retrieve these interrupts in order to
examine whether the received interrupt for the non-
trusted system (24) is for a safety qualified module
(36, 40) of the non-trusted system, and in case the
interrupt is for a safety qualified module of the non-
trusted system (24), to program that the interrupt is
injected to the non-trusted system and to command
to system monitor (26) to switch to the non-trusted
system (24).

11. Control unit according to one of the preceding claims,
wherein the safety module (30) is adapted to assign
hardware resources, in particular processor time and
memory space, to the at least one trusted module
(32, 34) and/or provides simulated hardware to the
at least one trusted module (32, 34).

12. Method for operating a control unit, wherein the con-
trol unit (1) includes a processor (3) and a memory
(5) connected to the processor the processor com-
prising a first state and a second state and being
adapted to switch between the first state and the
second state, wherein in the first state a non-trusted
system (24) is active and in the second state a trusted
system (22) is active, wherein the control unit com-
prises a system monitor (26) controlling the activa-
tion of the first state and the second state, the mem-
ory (5) including a first portion (42) assigned to the
trusted system (22) and a second portion (44) as-
signed to the non-trusted system (24), wherein the
system monitor (26) is adapted to control the access
of the non-trusted system (24) to the first portion (42)
of the memory (5), wherein the trusted system (22)
includes a safety module (30) and at least one trusted
module (32, 34), the at least one trusted module (32,
34) being loaded in a chain of trust and running on
the safety module (30), the method comprising:

- receiving, by the safety module (30), a request
to access an area of the second portion (44) of
the memory (5);
- determining, by the safety module (30), wheth-
er the area of the first portion of the memory
includes a predefined area to be controlled from
access by the at least one trusted module (32,
34); and

- control access to the area of the first portion
(44) of the memory in case the area includes the
predefined area to be inhibited.

13. Method according to claim 8, wherein the processor
includes a generic interrupt controller receiving all
interrupts from external sources, the method further
comprising:

receiving an interrupt, by the generic interrupt
controller (28), for the non-trusted system (24);
providing, when the trusted system (22) is ac-
tive, the received interrupt for the non-trusted
system (24), to the trusted system (22), in par-
ticular to the safety module (30);
examining, by the safety module (30), whether
the received interrupt for the non-trusted system
(24) is for a safety qualified module (36, 40) of
the non-trusted system;
programming, in case the interrupt is for a safety
qualified module of the non-trusted system (24),
that the interrupt is injected to the non-trusted
system; and
commanding the system monitor (26) to switch
to the non-trusted system (24).

14. Computer program product comprising commands
for executing the method according to any one of the
preceding claims 12 or 13, when loaded and execut-
ed on a processor.

15. Non-volatile memory including a program containing
commands for executing the method according one
of the claims 12 or 13, when loaded and executed
on a processor.
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