
Printed by Jouve, 75001 PARIS (FR)

Europäisches Patentamt

European Patent Office

Office européen des brevets

(19)

E
P

1 
43

2 
27

4
A

2
*EP001432274A2*
(11) EP 1 432 274 A2

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication:
23.06.2004 Bulletin 2004/26

(21) Application number: 03026350.3

(22) Date of filing: 18.11.2003

(51) Int Cl.7: H04Q 11/00

(84) Designated Contracting States:
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR
HU IE IT LI LU MC NL PT RO SE SI SK TR
Designated Extension States:
AL LT LV MK

(30) Priority: 16.12.2002 US 320244

(71) Applicant: ALCATEL
75008 Paris (FR)

(72) Inventor: Badt, Sig H., Jr.
Richardson, TX 75081 (US)

(74) Representative:
Dreiss, Fuhlendorf, Steimle & Becker
Patentanwälte,
Postfach 10 37 62
70032 Stuttgart (DE)

(54) Protection scheme for a communication network

(57) Method and apparatus for implementing a pro-
tection scheme for switched networks, and particularly
GMPLS networks are described. One embodiment is a
method of reserving communications channels com-
prising an alternative path through a switched network,
the network comprising a plurality of nodes intercon-
nected by links, wherein each link comprises at least
one communications channel. The method comprises
simulating failure of a first link; noting a second link over
which traffic on the first link is rerouted in the event of
failure of the first link; and transmitting a protection re-
quest message ("PRM") from the first link to the second
link to request reservation of a specified number of com-
munication channels on the second link.
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Description

BACKGROUND OF THE INVENTION

Technical Field of the Invention

[0001] The present invention generally relates to
communication networks. More particularly, and not by
way of any limitation, the present invention is directed
to a protection scheme for such networks.

Description of Related Art

[0002] A network operator typically takes into consid-
eration multiple objectives when routing traffic through
a network. One objective may be to minimize cost. An-
other objective may be to minimize transmission impair-
ments. A third objective may be to maximize the possi-
bility that the network can be restored in the event of a
failure thereof.
[0003] Generally, there are three types of restoration
schemes: dedicated restoration, shared restoration,
and best effort restoration. In dedicated restoration, the
capacity of a protection, or restoration, path is reserved
for an individual demand. In shared restoration, the res-
toration capacity is reserved, but shared across multiple
demands. In best effort restoration, no reservation is
made and restoration capacity is allocated in real time
on an as-available basis. The first two classes of resto-
ration both have guaranteed restoration in the event of
a single failure; however, they differ in restoration time,
as shared restoration requires real-time path setup.
[0004] A system has been developed that can work
as part of an optical cross-connect to perform distributed
mesh restoration. This system uses GMPLS protocols
including OSPF, LMP, and RSVP, to restore traffic in the
event of a network failure. An intelligent mesh restora-
tion scheme is based on diversely routed service and
restoration paths.
[0005] An intelligent mesh routing algorithm com-
putes disjoint paths for an end-to-end connection de-
mand. The path computation is based on availability of
capacity in such a way that overall network resource uti-
lization is optimized. The network resource optimization
not only enables the network to increase the amount of
traffic carried, it enables the more even distribution of
traffic across the network so that there are no bottle-
necks. Since the path computation is distributed, the
route utilization optimization is performed by dynamical-
ly tuning link weights.
[0006] In mesh restoration, protection paths may be
predefined; however, the cross-connections along the
paths are not created until a failure occurs. During nor-
mal operation, the optical channels reserved for protec-
tion are not used. When the capacity is only "soft re-
served", the same optical line can be shared to protect
multiple lightpaths. Upon an actual link failure, the in-
gress and egress nodes of each path interrupted by the

failure transmit a request to the nodes along the respec-
tive protection path to establish the cross-connections
for the disconnected path. Once the cross-connections
are established, the ingress and egress nodes restore
the connection to the new path.
[0007] The concepts of link failure and path restora-
tion are illustrated generally with reference to FIGs. 1A-
1D. Referring first to FIG. 1A, illustrated therein is a gen-
eralized multi-protocol label switched ("GMPLS") optical
transport network 100 comprising a plurality of nodes
102A-102F interconnected by links 104A-104J. A work-
ing path through the network 100 is represented by a
heavy black line designated by a reference numeral 106
and traverses the network via the nodes 102B, 102A,
102C, and 102E, and the links 104A, 104G, and 104F.
Assume now that the link 104A fails for some reason
and the traffic on the path 106 must be rerouted. Accord-
ing to mesh restoration techniques, there are several al-
ternative paths, which are illustrated in FIGS. 1B-1D.
[0008] In particular, FIG. 1B illustrates a first alterna-
tive path, which is represented by a heavy black line
designated by a reference numeral 110 and which
traverses the network 100 via the nodes 102B, 102D,
102C, and 102E, and the links 104C, 104D, and 104F.
[0009] FIG. 1C illustrates a second alternative path,
which is represented by a heavy black line designated
by a reference numeral 120 and which traverses the net-
work 100 via the nodes 102B, 102C, and 102E, and the
links 104B and 104F.
[0010] FIG. 1D illustrates a third alternative path,
which is represented by a heavy black line designated
by a reference numeral 130 and which traverses the net-
work 100 via the nodes 102B, 102C, 102F, and 102E,
and the links 104B, 104J, and 104I.
[0011] In each of the restoration path examples illus-
trated in FIGs. 1B-1D, it will be recognized that sufficient
capacity must have been previously reserved on the
links used to construct the alternative, or protective,
paths in order for restoration to be accomplished suc-
cessfully.
[0012] Because, as previously noted, the optical
channels reserved for protection are not used to carry
traffic, it is advisable to reserve as few channels as pos-
sible, while making sure that enough channels are re-
served to provide real protection in the event of a link
failure. The objective, therefore, is to determine the op-
timum number of protective channels to reserve for each
link.

SUMMARY OF THE INVENTION

[0013] Accordingly, the present invention advanta-
geously provides method and apparatus for implement-
ing a protection scheme for switched networks, and par-
ticularly GMPLS networks. One embodiment is a meth-
od of reserving communications channels comprising
an alternative path through a switched network, the net-
work comprising a plurality of nodes interconnected by
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links, wherein each link comprises at least one commu-
nications channel. The method comprises simulating
failure of a first link; noting a second link over which traf-
fic on the first link is rerouted in the event of failure of
the first link; and transmitting a protection request mes-
sage ("PRM") from the first link to the second link to re-
quest reservation of a specified number of communica-
tion channels on the second link.
[0014] Another embodiment is a system for reserving
communications channels comprising an alternative
path through a switched network, the network compris-
ing a plurality of nodes interconnected by links, wherein
each link comprises at least one communications chan-
nel. The system comprises means for simulating failure
of a first link and noting a second link over which traffic
on the first link is rerouted in the event of failure of the
first link; and means for transmitting a protection request
message ("PRM") from the first link to the second link
to request reservation of a specified number of commu-
nication channels on the second link.
[0015] Another embodiment is a link monitor for im-
plementation in a node of a switched network, the net-
work comprising a plurality of nodes interconnected by
links, wherein each link comprises at least one commu-
nications channel. The link monitor comprises means
for simulating failure of a first link associated with the
link monitor; means for noting a second link over which
traffic on the first link is rerouted in the event of failure
of the first link; and
means for transmitting a protection request message
("PRM") from the first link to the second link to request
reservation of a specified number of communication
channels on the second link.
[0016] Another embodiment is a computer-readable
medium operable with a computer for reserving commu-
nications channels comprising an alternative path
through a switched network, the network comprising a
plurality of nodes interconnected by links, wherein each
link comprises at least one communications channel.
The medium has stored thereon instructions for simu-
lating failure of a first link; instructions for determining a
second link over which traffic on the first link is rerouted
in the event of failure of the first link; and instructions for
transmitting a protection request message ("PRM") from
the first link to the second link to request reservation of
a specified number of communication channels on the
second link.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] A more complete understanding of the present
invention may be had by reference to the following De-
tailed Description when taken in conjunction with the ac-
companying drawings wherein:
[0018] FIGs. 1A-1D illustrate the concepts of link fail-
ure and path reconstruction in an optical transport net-
work comprising a plurality of nodes interconnected by
links;

[0019] FIG. 2 illustrates a GMPLS optical transport
network for implementing one embodiment;
[0020] FIG. 3 is a flowchart of the operation of one
embodiment; and
[0021] FIG. 4 illustrates an example of the operation
of one embodiment in accordance with FIG. 3.

DETAILED DESCRIPTION OF THE DRAWINGS

[0022] In the drawings, like or similar elements are
designated with identical reference numerals through-
out the several views thereof, and the various elements
depicted are not necessarily drawn to scale.
[0023] FIG. 2 is a block diagram of a network 200 ac-
cording to one embodiment. It should be noted that, al-
though it will be assumed for the sake of example that
the network 200 is a GMPLS optical transport network,
the teachings set forth herein are applicable to any type
of switched network, and are particularly applicable to
GMPLS-type networks. As shown in FIG. 2, the network
200 includes a plurality of nodes, comprising optical
cross-connects, respectively designated 202A-202F.
The nodes 202A-202F are interconnected via links, re-
spectively designated 204A-204H, comprising optical
fibers. Although not illustrated in FIG. 2, it will be recog-
nized that each of the links 204A-204A is capable of
transporting data on one or more wavelengths, or chan-
nels. Therefore, when a communications path is estab-
lished from node 202B to node 202F via node 202A us-
ing links 204F and 204A, one or more channels on links
204F and 204A will be designated for use in the path;
the remaining channels on the links will be used for es-
tablishing other paths or will be reserved for protection,
as will be described in greater detail below.
[0024] For purposes of simplicity and clarity herein,
the links 204A-204H may be described herein as per-
forming certain actions, like sending and receiving mes-
sages. In such cases, it should be noted that one of the
nodes connected to the link, and not the link itself, ac-
tually performs the described function for the link. In this
regard, for every link, one of the two nodes connected
thereto is designated as the "monitor" for that link. The
monitor acts as a proxy for the link, making computa-
tions and sending and receiving messages for the link.
It will be presumed for the sake of example herein that
the monitor for a link will be the one of the nodes con-
nected thereto that has the highest node ID number, al-
though it will be recognized that a different scheme (e.
g., the node with the lowest ID number) could just as
easily be employed. In any event, this scheme requires
that each node must be aware of the node ID of the node
on the far end of every adjacent link. This information
can be configured manually, derived from in-band mes-
sages, or it can be determined by a link management
protocol such as LMP.
[0025] FIG. 3 is a flowchart of the operation of one
embodiment for causing a first link to generate appro-
priate Protection Request Messages ("PRMs") to other
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links to request reservation of protective channels ther-
eon. Operation will be described from the perspective
of a single link 204A; however, it will be recognized that
the actions described in connection with FIG. 3 are per-
formed by and in connection with each of the links 204B-
204H in the network 200. In step 300, the link 204A runs
a number of simulations. Each run simulates what would
happen within the network 200 under current link state
conditions as a result of the failure of the link 204A. The
simulations are performed using the same restoration
algorithm that is used in the event of an actual link failure
within the network 200 and use information about the
state of the network 200 collected from recent Link State
Advertisements ("LSAs").
[0026] Therefore, what is needed in step 300 is a
model of the network 100 informed by LSAs and knowl-
edge of the restoration algorithm used in the network
100. One such restoration algorithm is "Open Shortest
Path First" ("OSPF"), but other algorithms may be used
as well.
[0027] In step 302, the link 204A analyzes the results
of the simulation runs. For example, link 204A might
note that when it fails, traffic is often rerouted over links
204B, 204C, 204D, and 204E. In step 304, the link 204A
sends "Protection Request Messages" ("PRMs") to the
noted links (in this case, links 204B-204E). This step is
illustrated in FIG. 4, in which dashed arrows 400 repre-
sent PRMs. Each PRM 400 requests that the recipient
link mark a specified number of spare channels as being
"reserved for protection" ("RFP"). The links marked RFP
are not used to carry active traffic and are in actuality
reserved for use in rerouting traffic in the event of a link
failure in the network.
[0028] In step 306, responsive to receipt of a PRM, a
recipient link, such as the link 204B, marks a number of
spare channels as RFP as requested in the PRM. A
spare channel is placed in RFP state only for a prede-
termined period of time and times out after that period
unless renewed by a new PRM received prior to expira-
tion of that time period. Once the RFP state "times out",
the channel is returned to the pool of spare communi-
cations channels available for carrying active traffic of
the link.
[0029] It should be noted that the maximum total
number of channels in a link that are marked as RFP is
the maximum of all of the protection requests from all
other links. For example, if the link 204B has already
marked three channels as RFP and the PRM from the
link 204A requests two channels, then no additional
channels will be marked RFP. In contrast, if the link 204B
has marked two channels as RFP and the PRM from
the link 204A requests three channels, then one addi-
tional channel will be marked RFP. In one embodiment,
the time period associated with the two channels previ-
ously marked as RFP will be reset to expire with that of
the third, newly marked, channel, so that the reservation
of all three expires at the same time (unless an addition-
al PRM is received in connection with one or more of

the channels). The link receiving the PRM only consid-
ers the most recent request from each of the other links.
[0030] If the recipient link does not have enough spare
channels to fill a protection request, then it marks all of
the spare channels that it has available. For example, if
the link 204B has three spare channels and the PRM
from the link 204A requests four channels, then only
three channels on the link 204B will be marked RFP.
[0031] In future LSAs, each link that has one or more
channels reserved for protection will advertise that
some number of its spare channels are marked RFP. It
will be recognized working paths carrying non-preempt-
able classes of traffic cannot be routed over channels
that are marked RFP. Moreover, it may be wise to avoid
routing working paths carrying non-preemptable traffic
over links that have only a few channels that are not
marked RFP. Working paths carrying preemptable traffic
classes may be preferentially routed over spare chan-
nels that are marked RFP. This can be accomplished in
a very straightforward manner via the routing algorithm
employed in the network 200. Subsequently, the RFP
state at the recipient link is updated, meaning that it ex-
pires, is explicitly canceled, or is renewed by a new PRM
from the same or another link.
[0032] Several events can cause a new PRM to be
sent out. These include:

1. the routing of a new path through the link, wherein
the class of service of the traffic on the link is pro-
tected;
2. a failure in the network;
3. expiration of a predetermined time period;
4. the observance of a certain level of change in re-
cent LSAs; and
5. the need of a link to preallocate some protected
spare channels.

[0033] There are two kinds of restoration algorithms,
including path restoration algorithms and link restoration
algorithms. Links are not permitted to preallocate pro-
tected spare channels in path-type restoration algo-
rithm.
[0034] Based upon the foregoing Detailed Descrip-
tion, it should be readily apparent that the present in-
vention advantageously provides a method and appa-
ratus for generating and responding to protection re-
quest messages in an optical transport network.
[0035] It is believed that the operation and construc-
tion of the present invention will be apparent from the
foregoing Detailed Description. While the exemplary
embodiments of the invention shown and described
have been characterized as being preferred, it should
be readily understood that various changes and modifi-
cations could be made therein without departing from
the scope of the present invention as set forth in the fol-
lowing claims.
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Claims

1. A method of reserving communications channels
comprising an alternative path through a switched
network, the network comprising a plurality of nodes
interconnected by links, wherein each link compris-
es at least one communications channel, the meth-
od comprising:

simulating failure of a first link;
noting a second link over which traffic on the
first link is rerouted in the event of failure of the
first link; and
transmitting a protection request message
("PRM") from the first link to the second link to
request reservation of a specified number of
communication channels on the second link.

2. The method of claim 1 wherein the second link
includes a plurality of spare communication chan-
nels, the method further comprising marking as re-
served for protection ("RFP") the specified number
of the spare communication channels of the second
link.

3. The method of claim 2 further comprising, re-
sponsive to failure of the first link, rerouting traffic
from the first link to the second link using commu-
nications channels marked as RFP.

4. The method of claim 2 further comprising, for
each communications channel marked as RFP, set-
ting a timer associated with the communications
channel to a predetermined time period, wherein
when the timer expires, the associated communica-
tions channel is no longer reserved for protection.

5. The method of claim 4 wherein a first number of
spare communications channels of the second link
are already marked as RFP and wherein the first
number is greater than the specified number of
communications channels, the method further com-
prising failing to mark any additional spare channels
of the second link as RFP.

6. A system for reserving communications channels
comprising an alternative path through a switched
network, the network comprising a plurality of nodes
interconnected by links, wherein each link compris-
es at least one communications channel, the sys-
tem comprising:

means for simulating failure of a first link and
noting a second link over which traffic on the
first link is rerouted in the event of failure of the
first link; and
means for transmitting a protection request
message ("PRM") from the first link to the sec-

ond link to request reservation of a specified
number of communication channels on the sec-
ond link.

7. The system of claim 6 wherein the second link
includes a plurality of spare communication chan-
nels, the system further comprising means for
marking as reserved for protection ("RFP") the
specified number of the spare communication chan-
nels of the second link.

8. The system of claim 7 further comprising means
responsive to failure of the first link for rerouting traf-
fic from the first link to the second link using com-
munications channels marked as RFP.

12. The system of claim 7 further comprising means
for setting a timer associated with each communi-
cations channel marked as RFP to a predetermined
time period, wherein when the timer expires, the as-
sociated communications channel is no longer re-
served for protection.

13. The system of claim 9 wherein a first number of
spare communications channels of the second link
are already marked as RFP and wherein the first
number is greater than the specified number of
communications channels, the system further com-
prising means for resetting the timers for all of the
communications channels marked as RFP to the
predetermined time period.

14. The system of claim 6 wherein the number of
spare communications channels of the second link
is less than the specified number of communica-
tions channels requested by the first link, the sys-
tem further comprising means for marking as RFP
all of the spare communications channels of the
second link.
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