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Description

[0001] The present invention relates to a magnetic card
transaction apparatus having a magnetic card reader;
more specifically, it relates to a magnetic card transaction
apparatus having a function to prevent incorrect reading
of a magnetic card.
[0002] A magnetic card reader is attached to a mag-
netic card transaction apparatus which performs various
transactions using a magnetic card, such as an ATM
found in a bank. At a card insertion area of a magnetic
card reader, in general, one finds the following in order
in the direction of a card to be inserted: a card slot through
which a magnetic card is inserted or ejected; a card in-
sertion detector which detects the magnetic card inserted
therein; a guiding path which guides the magnetic card
inserted from the card slot to the inside of the apparatus;
and a shutter which opens and closes the guiding path.
[0003] When a user inserts a magnetic card into a card
slot, a magnetic strip at the end of the inserted magnetic
card is detected by a card insertion detector; then, a shut-
ter is opened such that the magnetic card can be taken
in. The inside of the shutter has a pair of card transferring
rollers which forms a transferring means for a magnetic
card; the inserted magnetic card is held to be taken in by
the card transferring rollers.
[0004] In order to avoid undesired situations, such as
a situation of the magnetic card being stuck, from being
sensed by an user when a magnetic card is inserted, the
shutter is opened while the pair of card transferring rollers
are driven as soon as insertion of the magnetic card is
detected by the card insertion detector; therefore, the
magnetic card can be smoothly taken following insertion
of the magnetic card by a user.
[0005] On the other hand, the amount of projection of
the card from the card slot at the time of ejection is max-
imized in order for the user to readily remove the card
from the card slot.
[0006] In a magnetic card reader described above, in-
sertion of a magnetic card is such that the end of the
magnetic card is inserted to a card slot then the card is
transferred by a pair of card transferring rollers at a given
speed. Similarly, ejection of a magnetic card is such that
the magnetic card is transferred by the pair of card trans-
ferring rollers at a given speed until the card is actually
ejected from the card slot.
[0007] Therefore, when a magnetic head is attached
to the outside of the card slot (in order to perform an
illegal act), the magnetic card is transferred at a given
speed along the position for detecting the magnetic head.
Consequently, information recorded on the magnetic
card can be read out by the magnetic head attached to
the outside of the card slot.
[0008] Arrangements overcoming this problem are dis-
closed by the prior art:
[0009] Magnetic card readers with anti-fraud features
are known from JP 11 134452 (US 6,042,010, US
6,176,426) and JP 10 055415 (US 5,949,048).

[0010] J. Svigals: "Unauthorized Card Stripe Reading
Inhibitor", IBM Technical Disclosure Bulletin, vol. 26, no.
6, November 1983, page 2707, ISSN: 0018-8689, XP
2145300 discloses the idea of feeding a card into a mag-
netic card reader with intermittent motion to inhibit unau-
thorised stripe content reading ("fourth example"). This
aims at preventing the unauthorized attachment of a read
head in front of the card slot of an ATM.
[0011] EP-A-0 837 414 deals with a magnetic card sen-
sor for an ATM that only accepts cards of a minimum
thickness. It has two width switches, a shutter to be
opened, and a sensor comprising springs which com-
press the card for the sensor to contact the magnetic
stripe. If a thinner card, for example a paper ticket, is
inserted into the slot, the springs are compressed insuf-
ficiently such that the magnetic stripe on the card does
not reach the sensor. This prevents that such a thin card
opens the shutter mechanism, is drawn into the machine
where it would get stuck since it is too thin to be handled
by the transport system.
[0012] From US-A-5 300 763 an optical card reader
with a shutter is known which also prevents dust from
entering. The shutter, operated by a solenoid, effectively
blocks the entry of the device when the slot is closed.
[0013] DE 43 15 746 A discloses an external attach-
ment device for chip card readers. The device inhibits
the entry of foreign objects into the reader apart from
standardized cards. It has a pair of plates that must be
separated by turning or sliding before an insertion gap is
provided.
[0014] Magnetic card readers are also known from FR-
A-2 720 851 and US-A-4 007 356.
[0015] The invention is defined by the claim.
[0016] Various aspects of the present invention will
now be described by way of example only and with ref-
erence to the accompanying drawings of which:

Figure 1 is a schematic configuration showing major
parts of a magnetic card transaction apparatus.
Figure 2 (a) is a flowchart showing an operation of
taking in a magnetic card about the apparatus of Fig-
ure 1.
Figure 2 (b) is a flowchart showing an operation of
ejecting the magnetic card about the apparatus of
Figure 1.
Figure 3 (a) is an operation of taking in a magnetic
card.
Figure 3 (b) is an operation of ejecting the magnetic
card.
Figure 4 is a flowchart showing another example of
an operation of taking in a magnetic card in the ap-
paratus of Figure 1.
Figure 5 is a flowchart showing yet another example
of an operation of taking in a magnetic card in the
apparatus of Figure 1.
Figure 6 is a configuration showing a modified ex-
ample of the apparatus of
Figure 1.
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Figure 7 is a configuration showing another modified
example of the apparatus of Figure 1.
Figure 8 is a configuration showing yet another mod-
ified example of the apparatus of Figure 1.

[0017] Figure 1 is a schematic configuration of major
parts of a magnetic card reader which is attached to a
magnetic card transaction apparatus, such as an ATM.
Magnetic card reader 1 of this embodiment is fixed to the
back side of card slot opening 4 formed at front panel 3
of magnetic card transaction apparatus 2.
[0018] Magnetic card reader 1 comprises: card slot 5
for insertion and ejection of a magnetic card; magnetic
head 7 as a card insertion detector which detects mag-
netic card 6 inserted from card slot 5; guiding path 8 which
guides magnetic card 6, inserted from card slot 5, to the
inside of the apparatus; and shutter 9 which opens and
closes guiding path 8. These parts are placed in the
above order in the direction of a card to be inserted.
[0019] A pair of card transferring rollers 11 is placed
at the end of shutter 9. Magnetic card 6 is taken in by
rollers 11 and is transferred along a transferring path de-
fined by a plurality of pairs of transferring rollers 12, 13
which are placed with a given distance. The spacing be-
tween rollers 11 and 12 is slightly less than the length of
the card 6. Likewise, the spacing between rollers 12 and
13 is slightly less than the length of the card 6. Each pair
of rollers 11 through 13 are rotated by drive motor 14.
Magnetic head 15 is placed at a position of rollers 12 for
reading a magnetic strip on magnetic card 6 which pass-
es thereby.
[0020] Drive control circuit 16 is to control the drive of
each part and is configured of a microcomputer. It con-
trols operations of taking in magnetic card 6 and reading
out by magnetic head 15 according to a control program
stored in a ROM thereof. Also, photo sensors 17, 18 are
to detect positions of magnetic card 6 described later.
[0021] The following describes operations of taking in
and ejection of a magnetic card in this embodiment of
magnetic card reader 1 in reference to a flowchart in Fig-
ure 2 and a configuration in Figure 3.
[0022] First, the operation of taking in magnetic card 6
is described herein according to a flowchart in Figure 2
(a). When a user inserts magnetic card 6 through card
slot 5, magnetic head 7 or a sensor (not shown in the
figure) detects a magnetic strip formed on inserted mag-
netic card 6 (ST1). Based on detection signals from mag-
netic head 7, drive control circuit 16 rotates (starts) motor
14 to drive a transferring system including transferring
rollers 11; shutter 9 is opened at the same time (ST2).
[0023] As a result, magnetic card 6 can be taken in.
When it passes the shutter position while being taken in,
the end of the card is held by a pair of rollers 11 such
that taking in of magnetic card 6 is started.
[0024] In this embodiment, when the back end of mag-
netic card 6 projects from card slot 5 after motor 14 is
rotated (started), motor 14 is temporarily suspended to
suspend operation of taking in magnetic card 6. Time of

suspending motor 14 can be controlled based on a period
of time since detection of the card by photo sensors 18.
Also, it can be controlled based on a period of time since
detection of magnetic head 7 for detecting insertion of a
card. Suspension of magnetic card 6 is established to be
100 to 500ms in this embodiment (ST3).
[0025] Thereafter, motor 14 is activated (ST4) to restart
taking in magnetic card 6. After magnetic card 6 is taken
in to the position of magnetic head 15, formed in the card
reader (ST5), magnetic head 15 performs reading out or
writing from or onto magnetic card 6 (ST6).
[0026] In the operation of taking in magnetic card 6 of
this embodiment, the operation is temporarily suspended
while the back end of magnetic card 6 projects from card
slot 5 and is continued after a given period of time. As a
result, even when magnetic head 20 is (illegally) attached
to the outside of card slot 5, such as on the surface of
front panel 3, as indicated with an imaginary line in Figure
3 (a), magnetic card 6 is temporarily stopped such that
magnetic head 20 cannot completely read out magneti-
cally recorded information of inserted magnetic card 6.
Therefore, illegal reading out of magnetically recorded
information by magnetic head 20 can be prevented. It
should be noted, however, that the apparatus is arranged
so that stopping the card in this way to prevent illegal
reading thereof does not effect the authorised reading of
the card by the magnetic head 15.
[0027] The following describes ejection of magnetic
card 6 in magnetic card reader 1 of this embodiment in
reference to a flowchart of Figure 2 (b). Herein, pairs of
rollers 11 through 13 start ejection of magnetic card 6
(ST11). When photo sensor  17 detects the back end of
magnetic card 6 in the direction of ejection (ST12), the
ejection operation is temporarily suspended (ST13).
[0028] As shown in Figure 3 (b), when photo sensor
17 detects the back end of magnetic card 6, the front end
of magnetic card in the direction of ejection projects out
of card slot 5 by a given amount. Also, suspension of
ejection of the card is established to be 100 to 500ms.
[0029] After the period of suspension passes, motor
14 is rotated (started) to restart ejection of magnetic card
6 (ST14). Thereafter, photo sensor 18, located on the
side closer to card slot 5 than photo sensor 17, detects
the back end of magnetic card 6 (ST15); then, motor 14
is stopped to complete ejection of the card.
[0030] Upon completion of ejection of the card, the
back end of magnetic card 6 is still held in rollers 11. As
a user lightly pulls magnetic card 6, it can be removed
from card slot 5. Also, when the user forgets to remove
magnetic card 6, magnetic card 6 can be retrieved to the
inside after a given period of time by driving the pair of
transferring rollers 11.
[0031] In magnetic card reader 1 of this embodiment,
when a magnetic card is ejected, the operation of ejection
is suspended while the end of the card to be ejected
projects from card slot 5. Therefore, even though mag-
netic head 20 is (illegally) attached to the front panel as
indicated with an imaginary line in Figure 3 (b), one can
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prevent magnetically recorded information of magnetic
card 6, which is ejected through magnetic head 20, from
being read out.
[0032] According to magnetic card reader 1 of this em-
bodiment, transferring of the card is suspended only once
during taking in and ejection of the card. However, one
may modify it such that suspension of transferring the
card can be repeated twice or more. In other words, one
can repeat ST3, ST4 or ST13, ST14 of Figure 2.
[0033] Also, time for suspension of transferring the
card is established to be 100 to 500ms in this embodi-
ment. This range of time allows a user to insert a magnetic
card without sensing undesired situations, such as the
card being stuck. However, the range of time can be ei-
ther shorter or longer than one indicated above.

(Another example of taking in and ejection of a magnetic 
card)

[0034] To prevent reading out of magnetic card 6,
which is inserted or ejected from card slot 5, by a mag-
netic head (illegally) attached to the outside of card slot
5, the following operation to control operation of taking
in and ejection of magnetic card can be performed.
[0035] The first method of control is to temporarily
transfer magnetic card 6 in the reverse direction during
taking in or ejection of the card. When magnetic card 6
is taken in, a motor is rotated in the reverse direction to
temporarily transfer magnetic card 6 in the reverse direc-
tion as the direction for ejection, instead of performing
ST3 (suspending the motor) of Figure 2 (a); then, oper-
ation of taking in the card is restarted. The reverse trans-
ferring can be repeated for a plurality of times.
[0036] When magnetic card 6 is ejected, motor 14 is
rotated in the reverse direction to temporarily transfer
magnetic card 6 for a given period of time in the reverse
direction as the direction for taking in, instead of perform-
ing ST13 (suspending the motor) of Figure 2 (b); then,
operation of ejection is restarted. The reverse transfer-
ring can be repeated for a plurality of times.
[0037] The second method of control is to rotate (start)
motor 14 for transferring the card not at the same time
of opening of shutter 9, but after a given period of time
such that transferring of magnetic card 6 is temporarily
suspended. In this case, as shown in Figure 4, after shut-
ter 9 is opened in ST22, a given period of time is  counted
in ST23; thereafter, motor 15 is rotated (started) in ST24.
The rest of the process, ST21, ST25, ST26 are identical
to ST1, ST5, ST6 of Figure 2 (a).
[0038] By delaying rotation (start) of the motor, mag-
netic card 6 inserted from card slot 5 is temporarily
stopped while being inserted between transferring rollers
11 since rollers 11 have not started rotating. Hence, one
may prevent recorded information on the magnetic card,
which is inserted via the magnetic head illegally attached
to the outside of card slot 5, from being read out.
[0039] The third method of control is to open shutter 9
after detecting that the end of inserted magnetic card 6

comes in contact with shutter 9 during insertion of the
card.
[0040] Whether magnetic card 6 comes in contact with
shutter 9 is detected by detecting a decrease in the output
from magnetic head 7 for detecting insertion of a card.
When card 6 comes in contact with shutter 9, the speed
of the card to be inserted is lowered wherein the output
from magnetic head 7 is lowered or disappears.
[0041] Also, one may mount detector 30, such as a
micro switch, to detect that magnetic card 6 comes in
contact with shutter 9 as indicated with an imaginary line
in Figure 1.
[0042] Figure 5 shows a flowchart for operation of tak-
ing in a magnetic card in the above embodiment. When
insertion of magnetic card 6 is detected by magnetic head
7, motor 15 is rotated (started) (ST31, ST32). Then, the
output from magnetic head 7 for detecting insertion of a
card is lowered or disappears when magnetic card 6
starts to stop or completely stops while being in contact
with shutter 9. By monitoring the output, whether the end
of inserted magnetic card 6 comes in contact with shutter
9 can be detected. When it is in contact, the process
proceeds from ST33 to ST34 wherein shutter 9 is opened.
Thereafter, the user pushes in magnetic  card 6 further
such that the end of magnetic card 6 is held between
transferring rollers 11 to start the operation of taking in
of the magnetic card (ST35). Then, reading out and writ-
ing from / onto magnetic card 6 begins (ST36).
[0043] In this method of control, magnetic card 6 in-
serted from card slot 5 is temporarily stopped when com-
ing in contact with shutter 9. Therefore, one can prevent
a magnetic head, which is illegally attached to the outside
of the card slot, from reading information of the inserted
magnetic card.
[0044] In the above embodiment, one can prevent an
illegally attached magnetic head from reading informa-
tion on a magnetic card by controlling transferring of the
magnetic card. One may employ the following configu-
ration with or without the above control of transferring
operation.
[0045] In the first configuration, a configuration at the
outside of card slot opening 4 of front panel 3 is altered
such that magnetic head 20 cannot be mounted thereat.
In this case, as shown in Figure 6, a part of slot frame
60, which defines card slot 5 of magnetic card reader 1,
is projected from opening 4 of front panel 3. Projection
61 faces a magnetic strip of inserted magnetic card 6;
hence, it is preferable to form projection 61 on both top
and bottom thereat in the case of handling a magnetic
card having magnetic strips on both sides.
[0046] This configuration makes illegal mounting of a
magnetic head to the outside of card slot 5 difficult or
impossible. Therefore, one may prevent a magnetic head
from illegal reading out of information on a magnetic card.
[0047] In the second configuration, illegal reading out
can be prevented by detecting whether a foreign object,
such as a magnetic head, is illegally attached to card slot
opening 4 of the front panel. As shown in Figure 7, de-
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tector 70 is attached on the back side of the front panel
at a position in the vicinity of card slot 5; detector  70
detects whether a foreign object, such as magnetic head
20, is illegally attached to the front surface of the front
panel.
[0048] As detector 70, for example, one may employ
a optical reflective sensor shown in Figure 7; a foreign
object on the front surface can be detected forming de-
tection opening 71 on front panel 3. Instead of a reflective
sensor, one may employ a microwave sensor, a metal
detecting sensor, or a mechanical sensor such as a micro
switch.
[0049] In the third configuration, even though a mag-
netic head is illegally mounted at card slot opening 4 of
front panel 3, reading of a magnetic card can be disabled
by a disturbance magnetic field generator. As shown in
Figure 8, disturbance magnetic field generator 80, in
which coil 82 is wound around iron core 81, is attached
in the vicinity of card slot 5 to prevent magnetic head 20,
illegally attached to the outside of the front panel, from
reading of a magnetic card by generating a disturbance
magnetic field. A current in coil 82 can be either direct or
alternating.
[0050] In general terms, there is provided a magnetic
card transaction apparatus that has means for causing
a discontinuity in the transfer path or movement along
that path of said magnetic card, when the magnetic card
projects outwardly from the card slot. In this way, it is
possible to prevent reading of the magnetic card by a
magnetic head, which is illegally mounted on the outside
of the card slot. For example, as described above, in a
magnetic card transaction apparatus of the present in-
vention, transferring of a magnetic card is either tempo-
rarily suspended or the direction of transferring is re-
versed during the operation of taking in or ejecting the
card from a card slot. However, the present invention is
not limited to the above embodiments. For example, in-
stead of reversing the direction of travel, one may alter
the card  transferring speed such that it is difficult to read
a magnetic strip with a magnetic head.
[0051] A skilled person will appreciate that variations
of the disclosed arrangements are possible without de-
parting from the invention. Accordingly, the above de-
scription of a specific embodiment is made by way of
example and not for the purposes of limitation. It will be
clear to the skilled person that minor modifications can
be made without significant changes to the operation de-
scribed above.

Claims

1. A magnetic card transaction apparatus comprising:

a card slot (5) configured to receive a magnetic
card (6);
a detector (30) configured to detect that said
magnetic card (6) is inserted from said card slot;

a card transferring mechanism (11-14) config-
ured to take in said magnetic card (6);
a shutter (9) configured to open or close a card
guiding path (8) for guiding said magnetic card
(6) inserted in said card slot (5) to said card
transferring mechanism (11-14); and
a controller (16) configured to control said shut-
ter (9) to open said card guiding path (8) when
said detector (30) detects that said magnetic
card (6) is inserted, characterised by
said controller (16) being further operable to
temporarily stop the operation of said card trans-
ferring mechanism (11-14) after said card guid-
ing path is opened while a portion of the mag-
netic card (6) still extends out of the card slot (5)
and before said card transferring mechanism
(11-14) is activated to transfer said magnetic
card (6).

Patentansprüche

1. Magnetkartentransaktionsvorrichtung mit:

einem Kartenschlitz (5), der dazu konfiguriert ist,
eine Magnetkarte (6) aufzunehmen;
einem Detektor (30), der dazu konfiguriert ist zu
erkennen, dass die Magnetkarte (6) durch den
Kartenschlitz eingeführt wird;
einem Kartentransfermechanismus (11-14), der
dazu konfiguriert ist, die Magnetkarte einzuzie-
hen;
einem Verschluss (9), der dazu konfiguriert ist,
einen Kartenführungspfad (8) zu öffnen oder zu
schließen, um die in den Kartenschlitz (5) ein-
geführte Magnetkarte (6) zum Kartentransfer-
mechanismus (11-14) zu führen; und
einem Controller (16), der dazu konfiguriert ist,
den Verschluss (9) zu steuern, den Kartenfüh-
rungspfad (8) zu öffnen, wenn der Detektor (30)
erkennt, dass die Magnetkarte (6) eingeführt
wird,
dadurch gekennzeichnet, dass
der Controller (16) des Weiteren dazu betreib-
bar ist, den Betrieb des Kartentransfermecha-
nismus (11-14) vorübergehend zu stoppen,
nachdem der Kartenführungspfad geöffnet ist,
während ein Teil der Magnetkarte (6) noch aus
dem Kartenschlitz (5) heraussteht, und bevor
der Kartentransfermechanismus (16) aktiviert
wird, um die Magnetkarte (6) weiterzugeben.

Revendications

1. Appareil de transaction de carte magnétique
comprenant :
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un logement de carte (5) configuré pour recevoir
une carte magnétique (6) ;
un détecteur (30) configuré pour détecter que
ladite carte magnétique (6) est insérée dans ledit
logement de carte ;
un mécanisme de transfert de carte (11-14) con-
figuré pour prendre ladite carte magnétique (6) ;
un volet (9) configuré pour ouvrir ou fermer une
voie de guidage de carte (8) pour guider ladite
carte magnétique (6) insérée dans ledit loge-
ment de carte (5) vers ledit mécanisme de trans-
fert de carte (11-14) ; et
un organe de commande (16) configuré pour
commander au dit volet (9) d’ouvrir ladite voie
de guidage de carte (8) lorsque ledit détecteur
(30) détecte que ladite carte magnétique (6) est
insérée, caractérisé en ce que
ledit organe de commande (16) est en outre uti-
lisable pour arrêter provisoirement le fonction-
nement dudit mécanisme de transfert de carte
(11-14) après l’ouverture de ladite voie de gui-
dage de carte pendant qu’une portion de la carte
magnétique (6) s’étend toujours hors du loge-
ment de carte (5) et avant l’activation dudit mé-
canisme de transfert de carte pour transférer la-
dite carte magnétique (6).
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