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Description

BACKGROUND OF THE INVENTION

Statement of the Technical Field

[0001] The invention concerns ad-hoc radio networks,
and more particularly methods to facilitate late entry of
nodes into ad hoc radio networks that use frequency hop-
ping sequences that are non-deterministic.

Description of the Related Art

[0002] Frequency agile communication systems can
hop over a sequence of frequencies to avoid detection
and/or interference. When such frequency hopping types
of communications systems are used to form an ad-hoc
network, they must include some way for nodes to enter
into the network after frequency hopping has already be-
gun. To this end, frequency hopping networks often use
a pre-determined frequency hopping pattern. In such sys-
tems, a late entrant into the network can scan one or
more known hopping frequencies until it detects a net-
work communication on one of those frequencies. Once
such communication is detected, the late entrant to the
network can easily achieve hop synchronization with the
remainder of the network, since the hopping sequence
and timing are known.
[0003] Cognitive radio systems comprise radio trans-
ceivers that automatically change their transmission or
reception parameters in response to a spectral environ-
ment. The active control over the parameters of trans-
mission and reception generally relies upon certain cog-
nitive radio activities, such as spectrum monitoring and
dynamic selection of transmission frequency among net-
work nodes. This process of dynamic frequency modifi-
cation is sometimes referred to as dynamic spectrum ac-
cess or DSA. In such a system, the radio transceivers
automatically choose the frequency on which to commu-
nicate with each other. The frequency used to commu-
nicate is usually selected in such a way as to minimize
interference with other users of the same spectrum. For
example, the frequency can be selected to avoid inter-
ference with a class of wireless spectrum user which has
been designated as a primary user of such spectrum.

SUMMARY OF THE INVENTION

[0004] Embodiments of the invention concern a meth-
od for facilitating late entry of a late entrant node into an
ad-hoc radio network. Briefly, the method involves ac-
cessing from a memory at the late entrant node an initial
frequency hopping sequence for the ad-hoc radio net-
work. The initial frequency hopping sequence specifies
two or more frequencies, each respectively assigned to
one of a plurality of defined frequency hops of the fre-
quency hopping sequence. The late entrant node uses
at least the initial frequency hopping sequence to deter-

mine a first frequency to monitor during a communication
epoch corresponding to one of the frequency hops. The
first frequency is a frequency included in a current hop-
ping sequence of the ad-hoc network, but not included
in the initial frequency hopping list. The late entrant node
thereafter monitors the first frequency to detect the pres-
ence of a signal transmitted by a participating node of
the network. Subsequently, the late entrant node deter-
mines a second frequency included in the current hop-
ping sequence of the network based on information con-
tained in the signal.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments will be described with reference
to the following drawing figures, in which like numerals
represent like items throughout the figures, and in which:

FIG. 1 is a block diagram that is useful for under-
standing a network node of a frequency agile ad hoc
network that incorporates dynamic spectrum access
methods
FIG. 2 is a diagram that is useful for understanding
a frequency agile ad hoc network that incorporates
dynamic spectrum access methods.
FIG. 3 is a flow chart that is useful for understanding
the invention.
FIG. 4 is graphic illustration of a portion of a frequen-
cy spectrum that is useful for understanding the in-
vention.
FIG. 5 is a table including a master list that is useful
for understanding the invention.
FIG. 6 is a table including an allowed list that is useful
for understanding the invention.
FIG. 7 is a drawing that is useful for understanding
a hopping sequence.
FIG. 8 is a drawing that is useful for understanding
a set of hop indices.
FIG. 9 is an exemplary hopping list and an array of
pointers.
FIG. 10 shows how pointers can be incremented in
the array of FIG. 9.
FIG. 11 is a drawing that is useful for understanding
a timing associated with a hopping sequence.

DETAILED DESCRIPTION

[0006] The present invention is described with refer-
ence to the attached figures. The figures are not drawn
to scale and they are provided merely to illustrate the
instant invention. Several aspects of the invention are
described below with reference to example applications
for illustration. It should be understood that numerous
specific details, relationships, and methods are set forth
to provide a full understanding of the invention. One hav-
ing ordinary skill in the relevant art, however, will readily
recognize that the invention can be practiced without one
or more of the specific details or with other methods. In
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other instances, well-known structures or operation are
not shown in detail to avoid obscuring the invention. The
present invention is not limited by the illustrated ordering
of acts or events, as some acts may occur in different
orders and/or concurrently with other acts or events. Fur-
thermore, not all illustrated acts or events are required
to implement a methodology in accordance with the
present invention.
[0007] A wireless ad-hoc network according to the
present invention includes a plurality of frequency agile
network nodes that communicate in accordance with a
frequency hopping scheme. The frequency hopping in
such network is performed in accordance with a pattern
or sequence which is non-deterministic such that a late
entering node will not have information concerning the
current hopping sequence. An example of such a system
could include a network utilizing cognitive radios that au-
tomatically change their transmission or reception pa-
rameters in response to a detected spectral environment.
In such a system, the pattern or sequence of frequency
hopping would be substantially dependent upon current
and historical aspects of the spectral environment in
which the network is situated. Consequently, a late en-
trant to the network may never achieve hop synchroni-
zation with conventional synchronization methods. In or-
der to overcome this deficiency, a system and method is
provided to facilitate the quick and efficient discovery of
the non-deterministic frequency hopping sequence by a
late entrant to the network
[0008] Briefly, the method involves facilitating the late
entrance of a node into a frequency agile wireless net-
work where the network hopping sequence changes over
time in a non-deterministic way. For example, the chang-
es in hopping sequence can be the result of utilizing a
dynamic spectrum access (DSA) process involving the
various nodes which participate in the network. In such
a DSA process, the hopping sequence changes in re-
sponse to interfering signal sources (which are not pre-
dictable). Consequently, the changes in the hopping se-
quence would be non-deterministic. A problem with such
systems is that a current hopping sequence of the net-
work will generally be unknown by a node which is a late
entrant to the network.
[0009] In order to overcome this limitation, each net-
work node can have information concerning an initial
hopping sequence which is preferred by the network.
Each node can also have information concerning a table
of alternate frequencies for each hop of a hopping se-
quence. The table specifies the alternate frequencies in
an ordered list. Accordingly, the table provides an or-
dered listing of alternate frequencies that are specified
for each hop of the hopping sequence. When a particular
frequency in a hopping sequence will no longer be used
for a particular hop in the hopping sequence, the ordered
listing can be consulted to determine a next alternate
frequency that is specified for that hop of the sequence.
[0010] In a network where the hopping sequence
changes with time in an non-deterministic way, a node

which is a late entrant to the network cannot know the
hopping sequence the network is currently using. In fact,
such a node may never achieve hop synchronization with
the network. However, if each node is provided in ad-
vance with the information specified above, a late entrant
to the network can quickly and efficiently discover the
current hopping sequence using the techniques de-
scribed herein.
[0011] In a preferred embodiment, each frequency hop
performed by the network coincides with the beginning
of a new communication epoch. Each node that is cur-
rently participating in the network (and therefore knows
the current hopping sequence) can transmit certain in-
formation during the communication epoch which is use-
ful for a late entrant to the network. Specifically, each
node will transmit (on the current network hop frequency
associated with a communication epoch) information re-
lating to a hop frequency that will be used for a future
epoch. This information can be transmitted during a time
slot allocated for a beacon signal of the communication
epoch. In a preferred embodiment, the node will transmit
information concerning the frequency of the next hop fre-
quency or the next hop + 1 frequency. The choice of
which information to send can be determined using a
pseudo-random method. This selected information will
then be transmitted by that node during the beacon slot
for that epoch. The information transmitted by each node
also advantageously includes data for determining a time
when the particular network hop frequency will be used.
[0012] When a late entering node wishes to join the
network, it begins the process by monitoring frequencies
included in the initial hopping sequence (which informa-
tion is known to the late entering node). The monitoring
technique can vary somewhat depending on the config-
uration of the network timing. In one embodiment, each
time the node fails to detect a beacon signal during a
particular hop, the node will increment to the next alter-
nate frequency (for that particular hop). It will be recalled
that the next alternate frequency is specified by the or-
dered list contained in the table of alternate frequencies.
If the node is successful during any hop in finding a bea-
con signal, then the frequency information for the next
and next + 1 hops is extracted from the beacon signal
and recorded. The node can then monitor the next and
next + 1 hop frequencies to identify additional frequencies
in the hopping sequence. This process of monitoring, in-
crementing, extracting and loading is repeated until the
late entering node has recorded the entire hopping se-
quence. Other monitoring methods are also possible, as
will become apparent as the discussion progresses.
[0013] For convenience, the inventive arrangements
shall be described herein in relation to an exemplary fre-
quency hopping communication system which utilizes
network nodes having a DSA capability. In this regard it
should be noted that systems which utilize DSA are an
example of one type of frequency hopping communica-
tion system where the sequence of hopping frequencies
will evolve over time in a non-deterministic way. Still, it

3 4 



EP 2 627 126 B1

4

5

10

15

20

25

30

35

40

45

50

55

should be understood that other types of communication
systems can also have frequency hopping sequences
that vary over time an in a non-deterministic way. Ac-
cordingly, the present invention is not limited to systems
using cognitive radios and/or DSA techniques. Instead,
the invention is useful for any type of communication net-
work where a frequency hopping sequence evolves over
time in a non-deterministic way.
[0014] FIG. 1 shows a radio 100 that is useful for un-
derstanding the invention. The radio 100 can include a
central processing unit 112, a user a main memory 116,
and a static memory 118, which communicate with each
other via system bus 120. Radio 100 can also include a
transmitter 124 through which radio frequency signals
may be transmitted, and a receiver through which radio
frequency signals can be received. According to a pre-
ferred embodiment, the radio 100 includes a transceiver
in place of the receiver and transmitter, where the trans-
ceiver operates as both a transmitter and receiver.
[0015] One or more user input devices 104 can be in-
cluded in the radio 100, such as a keyboard and/or cursor
control device. A user output device 104, such as a dis-
play screen can be used to communicate information to
the user concerning the operations and status of the radio
100. User input devices 104 and user output devices 102
can communicate with the central processing unit
through a system bus, but may also be connected by
other interface and bus structures. Network interface
hardware 114 can facilitate data communication opera-
tions with other data processing equipment to which the
radio device is connected by wired or wireless means.
[0016] A drive unit 106 includes a computer-readable
storage medium 110 on which is stored one or more sets
of instructions 108 (e.g., software code) configured to
implement one or more of the methodologies, proce-
dures, or functions described herein. The instructions
108 can also reside, completely or at least partially, within
the main memory 116, the static memory 118, and/or
within the central processing unit 112 during execution
thereof by the radio 100. The main memory 116 and the
central processing unit 112 also can constitute machine-
readable media.
[0017] The term "computer-readable storage medium"
shall be understood to include any medium that is capa-
ble of storing, encoding or carrying a set of instructions
for execution by the machine and that cause the machine
to perform any one or more of the methodologies of the
present disclosure. The term "computer-readable medi-
um" shall accordingly be taken to include, but not be lim-
ited to, solid-state memories such as a memory card or
other package that houses one or more read-only (non-
volatile) memories, random access memories, or other
re-writable (volatile) memories; magneto-optical or opti-
cal medium such as a disk or tape,. Accordingly, the dis-
closure is considered to include any one or more of a
computer-readable medium or a distribution medium, as
listed herein and to include recognized equivalents and
successor media, in which the software implementations

herein are stored. Those skilled in the art will appreciate
that the device architecture illustrated in FIG. 1 is one
possible example of a radio. However, the invention is
not limited in this regard and any other suitable computing
device architecture can also be used without limitation.
[0018] Dedicated hardware implementations includ-
ing, but not limited to, application-specific integrated cir-
cuits, programmable logic arrays, and other hardware
devices can likewise be constructed to implement the
methods described herein. Applications that can include
the apparatus and systems of various embodiments
broadly include a variety of electronic and computer sys-
tems. Some embodiments implement functions in two or
more specific interconnected hardware modules or de-
vices with related control and data signals communicated
between and through the modules, or as portions of an
application-specific integrated circuit. Thus, the exem-
plary system is applicable to software, firmware, and
hardware implementations.
[0019] In accordance with various embodiments of the
present invention, the methods described below are
stored as software programs in a computer-readable
storage medium and are configured for running on a com-
puter processor. Furthermore, software implementations
can include, but are not limited to, distributed processing,
component/object distributed processing, parallel
processing, virtual machine processing, which can also
be constructed to implement the methods described
herein.
[0020] Turning now to FIG. 2, there is shown a sche-
matic representation of a communication system in ac-
cordance with some embodiments of the present disclo-
sure. The communications system 200 can include one
or more communication devices 202 which can include
a radio 204. The radios 204 can have an architecture
similar to the radio 100 described herein with respect to
FIG. 1. The radios 204 can include all or some of the
functionality of radio 100. Accordingly, the radio 204 can
include a central processing unit (CPU) or processor 206
arranged in communication with a receiver 208 and a
transmitter 210. Alternatively, a transceiver can be used
in place of the receiver/transmitter combination.
[0021] The processor 206 can be programmed with a
set of instructions for carrying out the methods and proc-
esses described herein for implementing an ad-hoc net-
work. The processor can also be programmed to receive
information concerning an RF environment, including for
example spectrum sensing information. More particular-
ly, the processor 206 is advantageously programmed to
control the operation of receiver 208 to detect the pres-
ence of primary users or other forms of interference op-
erating within a range of frequencies. This information
can then be used by the processor 206 to classify various
frequencies as either clear or occupied. A clear frequency
is one where RF transmissions associated with a primary
user or another source of interference are of negligible
signal strength as compared to some predetermined
threshold, or otherwise are not present. An occupied fre-
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quency is one that does contain RF transmission signals
associated with a primary user or with a source of inter-
ference at levels that exceed some predetermined
threshold signal level. Accordingly, the radio 204 can de-
termine which portions of the RF spectrum contain fre-
quencies that are currently occupied by primary users,
and which frequencies are available for RF communica-
tions. Techniques for evaluating the presence of primary
users or potentially interfering signals are well known in
the art and therefore will not be described here in detail.
It should be understood that any suitable techniques or
methods can be used for such spectrum analysis, re-
gardless of whether such methods are known now or
known in the future.
[0022] In the communication system 200, radios 204
are network nodes that communicate with one another
to form an ad hoc wireless network. In an embodiment
of the invention, the two or more radios 204 automatically
change their transmission and reception frequencies in
response to a spectral environment. This technique is
commonly referred to as dynamic spectrum access
("DSA"). DSA type communications system are well
known in the art, but present special design challenges.
In order to appreciate these design challenges, it is help-
ful to understand several problems that arise in such sys-
tems. The term "rendezvous" refers to the ability of two
or more radios to meet and establish a link on a common
channel. When radios dynamically choose the frequency
as when using DSA, neither the frequency nor the time
at which to rendezvous is known. Opportunistic second-
ary DSA radios that wish to join an existing network po-
tentially have a large number of potential frequencies on
which to operate, and primary users and interference
sources may be operating in a number of the potential
frequencies.
[0023] When DSA is further applied to a network of ad
hoc radios, additional problems arise. If an operating net-
work has established that a certain frequency is available
for use by the network, then the nodes in the network are
able to use that frequency. If an ad hoc network is a single
frequency network, existing radios in the network can
agree that the current frequency is available. However,
this use of the frequency may prevent the network from
being joined by a new node that by sensing has deter-
mined that the very same frequency is actually being
used by a primary user. In such a scenario, the new node
is excluded. This scenario is referred to herein as "ex-
clusion."
[0024] In the same operational case, where a single
frequency DSA network is established, and one radio
detects that a primary user has begun using the frequen-
cy that the network is using, a dilemma occurs. The radio
may by policy not be allowed to transmit on the frequency
of the network, and it cannot be sure that other nodes in
the network have detected the presence of the primary
user (because of proximity to the primary user). The radio
may have to abandon the existing frequency and choose
a new one. This operation may result in its exit from the

network or bi-furcating of the network. This problem is
referred to herein as the "abandonment" problem. Finally,
in a single frequency network it may be difficult to perform
effective "assessment" of interference or existence of a
primary user. In other words, the radios in the network
may have trouble monitoring for the existence of a pri-
mary user on the channel if the channel is already heavily
used by the network. This is especially true if the data
traffic that the ad hoc network is transmitting is heavy.
[0025] In order to avoid these problems, the radios 204
in communications system 200 are preferably frequency
agile devices which communicate with one another using
a plurality of frequencies. The radios 204 are synchro-
nized so as to change frequency or "hop" in unison from
one frequency to another, whereby the transmission and
reception frequency are changed on a regular basis in
each radio. Notably, the exclusion, abandonment, and
assessment problems are effectively solved by the fre-
quency agile or hopping solution. When the nodes in the
ad hoc network observe different spectral environments,
they will still with high probability identify a partly over-
lapping set of available hop frequencies on which they
can rendezvous. Since there are almost always at least
some overlapping hop frequencies, the "exclusion" prob-
lem is effectively solved. Also, when some nodes in the
network observe primary users (or other interference) on
one of the hop frequencies, they can immediately aban-
don that frequency, and can with high reliability inform
other nodes on a different hop frequency. This enables
cohesion of the network; nodes do not have to drop out
of the network and established networks will not bifurcate
when only a subset of nodes in the network detect chang-
es in the spectral environment. This effectively solves
the abandonment problem. Finally, the "assessment"
problem is solved since nodes in the network routinely
change hop frequencies, channel assessment can be
scheduled at a time and on a frequency where it is known
a priori that no traffic from the nodes own ad hoc network
will occur.
[0026] According to a preferred embodiment, a rela-
tively small set of frequencies are used in an active fre-
quency hopping list for the frequency agility solution. This
enables relatively fast rendezvous among nodes since
there are fewer frequencies that must be monitored by a
node attempting to discover an existing network hopping
pattern. The method further establishes a priority list of
the active frequencies, so that late net enterers or merg-
ing networks have a very high probability of identifying
the frequency used among each one of the active fre-
quencies. The algorithm for selecting frequencies has
the property that a change of state of one frequency (i.e.,
frequency marked good at one node and bad at another)
can at most affect the active list (operating frequencies)
at only one node. The method described herein is also
advantageous because it facilitates time aligning an ep-
och associated with the hopping sequence to a universal
time source (such as a stable internal reference or GPS).
Time aligning the epoch to a universal time source further
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simplifies and facilitates rendezvous. However, it should
be appreciated that the method can operate with or with-
out the need for such a time reference.
[0027] Referring now to FIG. 3 there is shown a flow-
chart that is useful for understanding the present inven-
tion. The flowchart illustrates a process that will be sep-
arately implemented in each node (i.e., each radio 204)
that is part of the ad hoc network of communication sys-
tem 200. The process begins in step 302 and continues
with step 304, in which the node accesses a Master List
of all RF frequencies that the radio 204 can physically
use. The frequencies in the Master List are preferably
separated by some predefined granularity or frequency
spacing that is appropriate for the network. For example,
the frequency granularity can be Fgran = 500 kHz. Still,
the invention is not limited in this regard and other fre-
quency granularity values can also be used. The Master
List of frequencies generated in step 304 can include all
available frequencies within an operating frequency
range over which a particular radio 204 can potentially
communicate.
[0028] For example, in the frequency spectrum chart
shown in FIG. 4, the frequencies over which the radio
204 can operate will range from f1 to fc. The frequencies
available include frequencies f1, f2, f3, ... fNall-1, fNall,
fNall+1, fNall+2, ... fc-1, fc. These frequencies are spaced
apart in accordance with the frequency granularity as
specified above. Applying step 304 to the frequency
spectrum chart in FIG. 4 yields a Master List 500 con-
taining these frequencies as shown in FIG. 5.
[0029] In step 306, the authorization to make use of
one or more frequencies on the Master List is specified
by marking each frequency as "allowed" or "not allowed."
Authorization is determined based on a policy and/or
known local users operating on one or more of RF fre-
quencies f1, f2, f3, ... fNall-1, fNall, fNall+1, fNall+2, ... fc-1, fc.
For purposes of illustration, we assume that in the spec-
trum chart of FIG. 4, the frequencies fNall+1, fNall+2, ....
fc-1, fc are "not allowed" due to the existence of one or
more known local users 402. The Master List in FIG. 5
is marked with an authorization 502 in accordance with
step 306 to show that frequencies fNall+1, fNall+2, .... fc-1,
fc are "not allowed." The policy used to mark the Master
List can be any policy which specifies certain frequencies
that are not permitted to be used by the communication
system 200. The policy can be stored in a suitable mem-
ory location, such as main memory 116 in FIG. 1. Simi-
larly, a list of known local users can be determined by
any suitable means. For example, in an embodiment of
the invention, information concerning known local users
of frequencies from f1 to fc can be pre-determined and
stored in a memory location, such a memory location
contained in main memory 116. Alternatively, the infor-
mation concerning known local users can be determined
by spectrum monitoring performed by one or more radio
204.
[0030] In step 308, an Allowed List is created by making
a deterministic list of all the index numbers assigned to

the frequencies that have been marked "allowed" in step
306. Note that the index values referred to herein are
those subscript values assigned to allowed frequencies
in the Master List of FIG. 5. Accordingly, for RF frequen-
cies f1, f2, f3, .... fNall-1, fNall contained in the Master List,
the corresponding index values used in the Allowed List
would be 1, 2, 3,... Nall-1, and Nall; where Nall represents
the total number of frequencies on the Allowed List. An
Allowed List 600 is shown in FIG. 6. For convenience in
understanding the invention, an RF frequency list 601
containing an RF frequency corresponding to each index
value is shown in a position adjacent to corresponding
index value. The ordering of the index values in the Al-
lowed List is created by a deterministic selection process.
Accordingly, the resulting index values 1, 2, 3, ... Nall-1,
and Nall contained on the Allowed List in FIG. 6 are shown
in deterministic order. For example, the deterministic list
can be created using a pseudorandom process. Pseu-
dorandom selection processes are well known and there-
fore will not be described here in detail. However, it
should be appreciated that any suitable pseudorandom
process can be used for selecting a deterministic order
of the index values contained in the Allowed List and the
invention is not limited in this regard.
[0031] In step 310, all of the index values entered on
the Allowed List 600 are initialized in a status list 602 as
"clear" frequencies. A "clear" status indication means that
a frequency corresponding to that particular index value
is not occupied by a primary user and is therefore avail-
able for use. A set of pointers 604 can be used to point
to particular frequency index values contained in the Al-
lowed List 600. The purpose of the pointers will become
more apparent as the description of the invention
progresses.
[0032] Steps 304-310 can be performed in an auto-
mated way at each node based on stored data concern-
ing known local users or other communications policies
in effect. However, these steps can also be performed
by a technician responsible for radio setup and initializa-
tion. For example, these steps can be performed at a
communications facility prior to deployment of each ra-
dio. Moreover, in some embodiments, the allowed fre-
quencies can be assigned a rank value which specifies
an order of preference among the allowed channels. In
such embodiments, higher ranking frequencies which
are more preferred will be given a higher preference for
use in frequency hopping operations as compared to al-
lowed frequencies having a lower rank. These and other
aspects of the invention will be presented in further detail
below.
[0033] In the present invention, the radios 204 which
comprise each node of the communication system 200
are frequency agile, meaning that they hop in unison from
one frequency to the next. The communication frequency
used by the ad hoc network of radios is constantly chang-
ing with each hop. This concept is illustrated in FIG. 7,
which shows that the nodes of the communication system
200 can communicate for some predetermined period of
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time at a particular RF frequency during at HOP[0], tran-
sition to a different RF frequency at HOP[1], and transition
to another frequency at HOP[2]. The process continues
this way, changing frequency with each hop for some
predetermined number of hops, before returning to the
Hop[0], at which point the hoping sequence is repeated.
As will be understood from FIG. 7, Nhop is some value
which represents the number of frequencies that the ra-
dio can hop over at a given time. The value of Nhop can
be determined in a variety of ways. For example, in some
embodiments, the value of Nhop can be pre-set as part
of a system design. In other embodiments, the value of
Nhop can be determined dynamically. For example, the
number of hop frequencies in the sequence can be de-
termined by the number of frequencies available, the ex-
istence of interference sources or jammers, and so on.
[0034] In step 312, the process continues by creating
a total of Nhop pointers into the allowed list. One pointer
value is assigned for each frequency hop to specify the
frequency to be used during that hop. A set of pointers
8001, 8002, 8003, ... 800Nhop is illustrated in FIG. 8. Each
pointer 8001, 8002, 8003,... 800Nhop has a value which
points to one of the frequencies on the Allowed List 600
in FIG. 6. For example, the pointer for Hop[0] in FIG. 8
is shown to have a value of 2. It can be observed that
pointer value 2 points to frequency f4 in FIG. 6. Accord-
ingly, the frequency assigned to Hop[0] is f4. Similarly,
the pointer for Hop[1] is shown to have a value 0, which
points to RF frequency f2 in FIG. 6. Accordingly, the fre-
quency assigned to Hop[1] in this example is f2. Each
hop thus has a pointer which references a particular RF
frequency for that hop. According to a preferred embod-
iment, each of the pointers is set to some initial value,
but this value can change dynamically during a hopping
session in accordance with a dynamic frequency assign-
ment scheme.
[0035] According to one embodiment, the initial values
for the pointers in FIG. 8 can be determined by based on
the integer part of the sequence:

0,*Nall/Nhop, 2*Nall/Nhop, 3*Nall/Nhop, ... (Nhop-
1)*Nall/Nhop where Nall represents the total number
of frequencies on the allowed list, and Nhop repre-
sents the number of frequencies the radios can hop
over in a hopping sequence. The foregoing concept
is illustrated in FIG. 9 which shows an exemplary
table 900 that is similar to the table described in FIG.
6. Accordingly, table 900 includes Allowed List 904,
and a list 908 of frequencies corresponding to each
index on the Allowed List. The Allowed List 904 is a
deterministic list of index values corresponding (in
this example) to 28 allowed frequencies (Nall =28).
In FIG. 9, the value of Nhop is assumed to be 7,
meaning that there are a total of 7 hop frequencies
that are used in a hopping sequence. Using the val-
ues Nall =28 and Nhop-=7 in the sequence stated
above, the initial values for the pointers would be 0,
4, 8, 12, 16, 20, and 24. These initial values 906 are

arranged in a tabular format in an array 902. As may
be observed in array 902, the remainders of the index
values not used as initial values are also contained
in the array, and are arranged in sequence in col-
umns 914 corresponding to each hop. In some em-
bodiments of the invention, pointers can be initially
set only to allowed frequencies having a higher order
of preference as compared to other frequencies on
the allowed list.

[0036] The pointers in array 902 point to index values
in the Allowed List 904. The pointers specify which one
of the allowed frequencies will be used for each hop. In
the example shown in FIG. 9, the pointer for Hop[0] has
an initial value of 0, which points to frequency index value
19 in the Allowed List 904. Accordingly, the RF frequency
assigned to Hop[0] is f19. Hop[1] has an initial value of 4,
which points to frequency index value 22 in the Allowed
List 904. Accordingly, the RF frequency assigned to
Hop[1] is f22. Hop[2] has an initial value of 8, which points
to frequency index value 11 in the Allowed List 904. Ac-
cordingly, the RF frequency assigned to Hop[2] is f11.
Each hop is assigned an initial frequency in this way.
[0037] In step 314, a function HOPtod (time of day)
can choose which hop index points to the frequency of
the hop used at the particular time of day. Any suitable
function can be used for this purpose. According to some
embodiments, the time of day information can be provid-
ed by a satellite signal, such as a GPS time signal. The
HOPtod function coordinates the timing of each node and
ensures that each node is communicating using the cor-
rect hop index at correct time. The HOPtod function will
change the hop index at each node after each frequency
hop.
[0038] In step 316, with the frequency for each hop
having been established in the foregoing steps, the ra-
dios 204 of the communication system 200 can begin
communicating using the frequency hopping sequence
specified by the initial values 906. However, at any time
during a frequency hopping communication session, a
primary user or some other source of RF interference
may begin using an allowed frequency within the frequen-
cy spectrum 400 shown in FIG. 4. Accordingly, each radio
204 can periodically monitor the frequencies in the hop-
ping sequence to determine whether the status of such
channels is still "clear". If the channel is not clear (318:No)
then in step 320, the radio 204 will change the status 910
for that frequency from "clear" to "occupied". Thereafter,
in step 322, the radio will increment the pointer for HOP[i]
to the next pointer on the list until a current index for
HOP[i] is one that is marked "clear".
[0039] An example of the frequency incrementing
process will now be described with reference to FIG. 9.
For this example, we note that in array 902, Hop[3] has
an initial pointer value of 12. With reference to table 900,
it can be observed that index value 12 corresponds to
frequency f16. Assume that it is determined that RF fre-
quency f16 is occupied. In such event, the pointer for
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Hop[3], will need to be incremented to the next available
pointer value. Accordingly, the initial pointer value for
HOP[3] is incremented from 12 to 13. If the RF frequency
corresponding to pointer 13 is also occupied, then the
pointer value can be incremented again to pointer 14.
For purposes of this example, assume that pointer 14 is
"clear" so the new frequency for Hop[3] will be f8 as per
table 900.
[0040] This incrementing process is further illustrated
in FIG. 10. The arrows in FIG. 10 show that pointer values
are incremented in for each hop until a clear channel is
located. Accordingly, in the case of Hop[3] described
above, if a status 910 of the RF frequencies correspond-
ing to pointers 13, 14, and 15 are all marked "occupied"
(as opposed to "clear") then the pointer can continue in-
crementing from column 1014a, into the adjacent column
1014b. Thus, pointers 16, 17, and 18 can be checked to
see if they correspond to frequencies status 910 marked
"occupied" or "clear". For example, if pointer value 18 is
marked "clear" then that pointer can be assigned to
Hop[3] and the system can resume the hopping se-
quence. Note with the foregoing dynamic frequency as-
signment method, changing one of the hop frequencies
does not generally affect the frequencies assigned to the
other hops in a sequence. It can also be understood from
FIG. 10 that the incrementing will roll over to pointer zero
(0) when incrementing beyond the final value in the se-
quence (Nall-1), which in this case is 27.
[0041] In some embodiments, the incrementing proc-
ess can also involve consideration of the relative prefer-
ence among available RF frequencies. For example, if a
particular pointer is incremented to a clear channel, but
the clear channel has a relatively low rank or (i.e., the
frequency is not preferred), then the pointer value can
be further incremented until a clear channel is identified
with a higher rank or preference for use. The system can
increment through the entire list to search for clear chan-
nels with higher rank or can select a clear channel with
highest rank from among the first two or three clear fre-
quencies that are available.
[0042] The frequency agile network described in FIGS.
1-10 has several advantages over conventional arrange-
ments. An ad hoc network using frequency hopping and
dynamic spectrum access (DSA) methods as described
herein will allow greater opportunities for radio terminals
204 to communicate with the network when some fre-
quencies local to the particular radio are jammed. Hop-
ping also allows for the evaluation of the frequencies that
are in the current hop sequence because none of the
frequencies are used continuously. In other words, there
will always be times when each frequency is not being
used by the network, and therefore its use by other serv-
ices can be monitored. Another advantage is that the
network is highly stable since it uses a list of allowed
frequencies that are essentially fixed.
[0043] In an embodiment of the invention, an ad hoc
network described in relation to FIGS. 1-10 will hop at
some epoch rate. For example, the epoch rate can be

135 milliseconds in length. FIG. 11 shows a hopping se-
quence having an epoch 1102 which has an epoch rate
of 135 milliseconds. During each epoch, nodes will com-
municate with each other using an RF frequency as-
signed for that particular hop in accordance with the dy-
namic frequency assignment methods described herein.
Each epoch 1102 can include certain time periods or time
slots which are designated as beacon slots 1104. Each
node (e.g., a node defined by a cognitive radio 204) will
be assigned a beacon slot. In some embodiments of the
invention a beacon slot can be a relatively small portion
of the overall epoch. For example, each beacon slot can
be about 2 milliseconds in duration, and can comprise
about 192 bits. Still, it should be appreciated that the
invention is not limited to the timing or bit lengths stated
herein. Each node is assigned one of the beacon slots
1104, during which time the node can communicate cer-
tain information relevant for communicating. For exam-
ple, the node can communicate information concerning
nodes that they intend to communicate with, transmission
data rates, a time slot within the epoch that they will use
to transmit, the nodes they are communicating with and
so on.
[0044] Significantly, nodes can also communicate dur-
ing the beacon slot 1104 certain information concerning
occupied frequencies. In particular, the various nodes
can share the spectrum sensing information they have
collected regarding spectral conditions at their location.
The nodes can further communicate during the beacon
slot 1104 an index number for a frequency that they in-
tend to use for their next transmission. This information
can be used by nodes which are late entrants to the net-
work for purposes of synchronizing their hopping fre-
quencies with the hopping frequencies actually in use by
the network. In this regard it must be understood that all
nodes within the network are configured to generate their
deterministic Allowed List 904 using the same methods
as other nodes of the network. Consequently, the Al-
lowed List 904 that is generated and used for each node
in the network should be identical. Likewise, each node
will generate the same array 902, with the same initial
index values 906. Each node will utilize the same set of
hopping frequencies, and if a hopping frequency should
change, each node will transition to a new frequency for
that hop in the same way by incrementing through the
index values in array 902.
[0045] Whenever a terminal finds a frequency that is
in use by a primary user, it will transmit (during its beacon
slot 1102) the index of that frequency, together with a tag
which specifies that the frequency corresponding to that
index is "occupied". Any node receiving this information
will retransmit the "occupied" message for that index dur-
ing its own beacon slot 1102, until such time as the node
hears all of its neighbors send the same message. This
process ensures that information concerning occupied
frequencies is rapidly disseminated to all nodes in the
network.
[0046] By utilizing the methods described herein, fre-
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quency hopping will occur over a relatively small list of
frequencies contained on an Active List of frequencies.
As will be appreciated from the discussion relating to
FIGS. 3-11, this list is actually an array of pointers into
the larger list called the Allowed List 904. All members
of the network have the same Allowed List, in the same
order; which does not change. The Active List will start
out as a set of initial values 906 but will change over time.
Still, the Active List should be the same for all nodes
except for transient conditions that occur when a primary
user is detected, and a hop frequency is changed. Even
then, the Active List for each node should be mostly the
same.
[0047] Whenever a node has time when it is not sched-
uled to receive or transmit, it will scan frequencies for
primary users. Both the Active List and candidate fre-
quencies are scanned. Candidate frequencies can in-
clude any of the frequencies in the Allowed List. When-
ever a node detects a primary user on a frequency, it
communicates the index value for the frequency together
with a tag which marks the frequency as "occupied". This
tag and index then flood the network. Detection of a pri-
mary user or reception of an occupied index causes a
node to immediately abandon the frequency unless the
network is currently operating on a single frequency. This
is an important advantage insofar as it ensures that any
node can cause the entire network to discontinue use of
an occupied frequency. Moreover, the process of aban-
doning occupied frequencies begins immediately when
a primary user has been detected, thereby providing
practically instantaneous abandonment of occupied fre-
quencies. Upon abandonment of a frequency, the next
candidate frequency is used in its place. A mechanism
for recovery can be provided for retesting frequencies
that have previously been marked ’occupied’ since this
state could change due to the passing of time and change
of location of the network.
[0048] Each node will respond to an "occupied" fre-
quency message as if it had detected the occupied fre-
quency itself. In other words, it will execute the pointer
incrementing process described above in relation to FIG.
10. Should a first node detect an occupied frequency
during the same hop as it receives a notification of a
different occupied frequency from a second node, then
the first node can send its own notification concerning
the occupied frequency first, and can queue the notifica-
tion from the second node. If a node receives multiple
notifications of different occupied frequencies during the
same hop, then it can randomly select which notification
to retransmit first, and can queue the other notification(s)
for re-transmission during a subsequent epoch.
[0049] When there are no messages to be sent con-
cerning "occupied" frequencies, a node will send either
the frequency to be used during the next hop of the net-
work or the frequency to be used for the hop after that
(next hop + 1). The choice between the next and after-
next frequencies can be made randomly and independ-
ently by the nodes. These frequencies are sent to facili-

tate net synchronization for nodes that are late entrants
into the network, or for any other nodes that may have
somehow become partly out of synchronization with the
remainder of the net.
[0050] Recovery of an "occupied" frequency can be
accomplished by any suitable means. For example, in
step 320, when an Allowed List index entry is changed
from "clear" to "occupied," the entry can also be marked
with a time stamp which indicates the time when the
change occurred. Thereafter, in step 322 whenever a
Hop[i] index at a node is incremented to a frequency that
is listed as "occupied," it accesses the time stamp, adds
to this time stamp value a persistence value, and com-
pares the result to the current time. If the value is less
than the present time, the node can schedule a scan of
the frequency corresponding to that particular Allowed
List index. If the value is greater than the present time,
then the node takes no action with regard to that particular
Allowed List entry, and simply increments on to the next
frequency. In the case where a scan of the frequency is
scheduled, the node will perform a scan of the frequency
at the earliest opportunity corresponding to the scan
schedule. At that time, a scan of the frequency will permit
the node to determine if the frequency is locally unoccu-
pied. If so, the radio will broadcast a request to the net-
work for recovery of that frequency which is presently
marked "occupied". Every node that receives the recov-
ery message will schedule a scan of the frequency and
will forward the result to a net master node. If the net
master node receives unanimous consensus from the
network that the frequency is no longer occupied, it sends
a message with a down count value. The down count
value is decremented with each new frequency hop, re-
gardless of whether the message is stationary or in transit
from one node to another. On the hop when the down
count value reaches zero, the frequency which was pre-
viously marked "occupied" is marked as "clear" for the
next appropriate hop.
[0051] A late net entry node is a node that attempts to
enter the network at some time after the network has
already been established. It is anticipated that such net-
work will start out with a set of initial pointer values 906,
but over time will have migrated to pointer values that
are different from those initial values in accordance with
steps 318, 320, 322 as previously described. A late net
entry node in such a scenario will also start out with the
set of initial pointer values 906, but will lack information
concerning how the pointer values have changed over
the course of time. Accordingly, the late net entry node
must have some process by which it can discover the
hop frequencies that are currently in use by the network.
This process will now be described in further detail.
[0052] An ad-hoc network according to the inventive
arrangements will have some initial frequency hopping
sequence that is well defined by initial pointer values 906.
This initial frequency hopping sequence is advanta-
geously stored at each node and can be accessed when
needed. If the ad-hoc network has just begun operating,
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the initial frequency hopping sequence may be the same
as the frequency hopping sequence that is currently in
use (i.e., the current frequency hopping sequence). Of-
ten, however, the current frequency hopping sequence
will be different as compared to the initial frequency hop-
ping sequence due to frequency migration by the net-
work. Still, the late entrant node can use the initial fre-
quency hopping sequence to help identify which frequen-
cies are included in the frequency hopping sequence that
is currently in use by the network (current frequency hop-
ping sequence).
[0053] The late entrant node begins the process of
identifying the current frequency hopping sequence by
accessing from memory the initial pointer values 906.
The late entrant node uses the initial frequency hopping
sequence to determine one or more hop frequencies to
begin monitoring. The late entrant node will then begin
monitoring one or more of the frequencies corresponding
to the initial frequency hopping sequence. The manner
in which these initial frequencies are monitored is de-
scribed in further detail below. In general, however, if the
late entrant node fails to detect network transmission on
a monitored frequency, it will consult an ordered list of
alternate frequencies which can be used during that par-
ticular frequency hop. In the exemplary embodiments de-
scribed herein, this ordered list is contained in array 902.
[0054] By iteratively monitoring frequencies on the or-
dered list, the late entrant node eventually detects a net-
work transmission, thereby discovering a first frequency
included in a current frequency hopping sequence of the
ad-hoc network. The first frequency can be a frequency
assigned to any frequency hop Hop[i] in a current fre-
quency hopping sequence of the network. Once this first
frequency is discovered, the late entrant node can con-
tinue to monitor that frequency to receive a beacon signal.
The beacon signal is transmitted by a participating node
of the network during a beacon slots 1104. The beacon
signal is transmitted at the first frequency during a com-
munication epoch 1102 corresponding to a particular fre-
quency hop. As a result of such monitoring, the late en-
trant node determines a second frequency included in
the current hopping sequence of the ad-hoc network.
Specifically, the second frequency is determined based
on information contained in the beacon signal.
[0055] From the foregoing, it will be appreciated that
the first frequency discovered by the late entrant node
will often not be a frequency included in the initial fre-
quency hopping sequence as specified by initial pointer
values 906. This deviation from the initial frequency hop-
ping sequence is due to network migration away from
the initial frequency hopping sequence over some period
of time that the network has been operating. Once the
network has begun such migration, the first frequency
noted above is determined by using the initial frequency
hopping sequence and the ordered list contained in array
902. Specifically, by referring to each pointer in the array
902, and the corresponding list 908 of allowed frequen-
cies, the late entrant node can determine alternate fre-

quencies to monitor for each hop. Thus, the late entrant
node monitors a frequency on the initial frequency hop-
ping list for a defined frequency hop and, if the beacon
signal is not detected, continues on to monitor at least
one of the alternate frequencies for the defined frequency
hop. The alternate frequencies are iteratively monitored
in a sequential order defined by the ordered list until such
time that the beacon signal is detected.
[0056] As an example, consider the case where the
late entrant node begins by monitoring a frequency f11
corresponding to pointer value 8 in array 902. If no net-
work transmissions are detected for some period of time
(discussed below), the late entrant node will end moni-
toring of f11 and instead begin monitoring frequency f2
corresponding to pointer value 9. If no signal is detected
on frequency f2 after some period of time, then the late
entrant node can continue on to monitor frequency f9
corresponding to pointer value 10. The process contin-
ues until the late entrant node discovers a frequency that
is included in the current frequency hopping sequence
for the network.
[0057] In a preferred embodiment, nodes participating
in the network will transmit as part of the beacon signal
the frequency for a future hop in the frequency hopping
sequence. For example, the future hop can be the next
hop in the frequency hopping sequence, or the next +1
hop. The particular frequency information that is trans-
mitted can be chosen by a pseudorandom selection proc-
ess. Accordingly, the late entrant node can continue to
monitor the first frequency after receiving information
about the second frequency included in the current hop-
ping sequence. Such monitoring can continue, for exam-
ple, during future communication epochs 1102 until a
beacon signal is received (on the first frequency) that
contains information about a third frequency included in
said current hopping sequence of the network. The late
entrant node can use the information it has obtained to
perform further monitoring during additional hops includ-
ed in the current hopping sequence for the network. For
example, the late entrant node can monitor the second
frequency and/or the third frequency to discover addi-
tional information concerning frequencies to be used for
future hops.
[0058] The procedure described above for monitoring
frequencies in the initial frequency hopping list will vary
to some degree depending on the network timing config-
uration. In a first scenario, it is assumed that the network
relies on a time reference, such as a time clock signal
received from a global positioning system (GPS). In such
an embodiment, the timing of each epoch 1102 and as-
sociated beacon time slots 1104 will be determined by a
GPS time of day. The late net entry node will monitor
each of the initial Nhop frequencies specified by initial
pointer values 906 to look for beacon signals during bea-
con time slots 1104. The nodes will use the GPS time of
day (TOD) information to determine the time during which
the beacon transmissions should be present. For each
Hop[i], the node will monitor the frequency corresponding
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to an initial pointer value 906. Each time the node fails
to detect a beacon signal during a particular Hop[i], the
node will increment to the next pointer value (e.g., in array
902) for that particular Hop[i]. If the node is successful
during any hop in finding a beacon, then the next and
next+1 information is extracted from the beacon signal,
if available, and loaded into the next and next+1 Hop[i]
pointers. This process of monitoring, incrementing, ex-
tracting and loading is repeated until all Hop[i] indices
point to frequencies with valid beacons.
[0059] In a second scenario, it is assumed that the net-
work does not rely upon a time reference (e.g., a GPS
time) for specifying a time of day for the beginning and
end time of each Hop[i]. In this scenario, the late net entry
node will not know the time of day when each epoch 1102
will begin/end and therefore will not know the time of a
beacon time slot 1104. Accordingly, a late net entry node
will monitor for beacon signals on each frequency ac-
cording to an initial set of pointer values 906. The late
net entry node will dwell on each frequency for Nhop+1
hop durations. After each dwell, the next hop index is
used. Each Hop[i] that fails to find a beacon during the
dwell time is incremented to its next value (e.g., following
the pattern shown in FIG. 10). If the node is successful
during any hop in finding a beacon, then the next and
next+1 information is extracted from the beacon signal,
if available, and loaded into the next and next+1 Hop[i]
pointers. This process of monitoring, incrementing, ex-
tracting and loading is repeated until all Hop[i] indices
point to frequencies with valid beacons.
[0060] The terminology used herein is for the purpose
of describing particular embodiments only and is not in-
tended to be limiting of the invention. As used herein, the
singular forms "a", "an" and "the" are intended to include
the plural forms as well, unless the context clearly indi-
cates otherwise. Furthermore, to the extent that the terms
"including", "includes", "having", "has", "with", or variants
thereof are used in either the detailed description and/or
the claims, such terms are intended to be inclusive in a
manner similar to the term "comprising."
[0061] Unless otherwise defined, all terms (including
technical and scientific terms) used herein have the same
meaning as commonly understood by one of ordinary
skill in the art to which this invention belongs. It will be
further understood that terms, such as those defined in
commonly used dictionaries, should be interpreted as
having a meaning that is consistent with their meaning
in the context of the relevant art and will not be interpreted
in an idealized or overly formal sense unless expressly
so defined herein.
[0062] While various embodiments of the present in-
vention have been described above, it should be under-
stood that they have been presented by way of example
only, and not limitation. Numerous changes to the dis-
closed embodiments can be made in accordance with
the disclosure herein without departing from the scope
of the invention. Thus, the breadth and scope of the
present invention should not be limited by any of the

above described embodiments. Rather, the scope of the
invention should be defined in accordance with the fol-
lowing claims.

Claims

1. A method for facilitating late entry of a late entrant
node into an ad-hoc radio network, comprising:

accessing from a memory at the late entrant
node an initial frequency hopping sequence for
said ad-hoc radio network, said initial frequency
hopping sequence specifying a plurality of fre-
quencies, each respectively assigned to one of
a plurality of defined frequency hops of said fre-
quency hopping sequence;
using at least said initial frequency hopping se-
quence at said late entrant node to determine
at least a first frequency to monitor during a com-
munication epoch corresponding to one of said
frequency hops, said first frequency included in
a current hopping sequence of said ad-hoc net-
work;
detecting the presence of a signal transmitted
by a participating node of said network during
said communication epoch by monitoring at
least said first frequency; and
determining a second frequency included in said
current hopping sequence of said network
based on information contained in said signal.

2. The method according to claim 1, further comprising
determining said first frequency by accessing an or-
dered list which specifies a plurality of alternate fre-
quencies for each of said defined frequency hops.

3. The method according to claim 2, further comprising
specifying with said ordered list an order in which
said alternate frequencies are to be monitored by
said late entrant node.

4. The method according to claim 2, further comprising
monitoring at least one of said plurality of frequencies
specified in said initial hopping sequence for a de-
fined frequency hop and, if said signal is not detect-
ed, then monitoring at least one said alternate fre-
quency for said defined frequency hop.

5. The method according to claim 4, further comprising
monitoring in a sequential order each of said alter-
nate frequencies for said defined frequency hop until
said signal is detected.

6. The method according to claim 5, further comprising
specifying said sequential order with said ordered
list.

19 20 



EP 2 627 126 B1

12

5

10

15

20

25

30

35

40

45

50

55

7. The method according to claim 1, further comprising
continuing to monitor said first frequency during at
least a second communication epoch, and determin-
ing a third frequency included in said current hopping
sequence of said network based on information con-
tained in said signal.

8. The method according to claim 1, further comprising:

detecting the presence of a second signal by
monitoring said second frequency; and
determining a third frequency included in said
current hopping sequence of said network
based on information contained in said second
signal.

9. The method according to claim 1, further comprising
monitoring during each of said defined frequency
hops a corresponding one of said plurality of frequen-
cies included in said initial frequency hopping se-
quence.

10. A communication transceiver for an ad-hoc radio net-
work, comprising:

a computer processing device configured to
access from a memory at the communication
transceiver an initial frequency hopping se-
quence for said ad-hoc radio network, said initial
frequency hopping sequence specifying a plu-
rality of frequencies, each respectively assigned
to one of a plurality of defined frequency hops
of said frequency hopping sequence;
use at least said initial frequency hopping se-
quence at said communication transceiver to
determine at least a first frequency to monitor
during a communication epoch corresponding
to one of said frequency hops, said first frequen-
cy included in a current hopping sequence of
said ad-hoc network;
detect the presence of a signal transmitted by a
participating node of said network during said
communication epoch by monitoring at least
said first frequency; and
determine a second frequency included in said
current hopping sequence of said network
based on information contained in said signal.

Patentansprüche

1. Verfahren zum Erleichtern des Späteintritts eines
spät in ein Ad-hoc-Funknetzwerk eintretenden Kno-
tens, das umfasst:

- Zugreifen auf eine Anfangsfrequenzsprungs-
equenz für das Ad-hoc-Funknetzwerk von ei-
nem Speicher im spät eintretenden Knoten, wo-

bei die Anfangsfrequenzsprungsequenz eine
Mehrzahl Frequenzen vorgibt, die jeweils einem
einer Mehrzahl definierter Frequenzsprünge der
Frequenzsprungsequenz zugeordnet sind,
- Verwenden wenigstens der Anfangsfrequenz-
sprungsequenz im spät eintretenden Knoten
zum Bestimmen wenigstens einer ersten Fre-
quenz, die während eines Kommunikationszeit-
raums zu überwachen ist, welcher einem der
Frequenzsprünge entspricht, wobei die erste
Frequenz in einer aktuellen Sprungsequenz des
Ad-hoc-Netzwerks enthalten ist,
- Erfassen des Vorhandenseins eines Signals,
das von einem teilnehmenden Knoten des Netz-
werks während des Kommunikationszeitraums
gesendet wird, durch Überwachen wenigstens
der ersten Frequenz, und
- Bestimmen einer zweiten Frequenz, die in der
aktuellen Sprungsequenz des Netzwerks ent-
halten ist, basierend auf im Signal enthaltenen
Informationen.

2. Verfahren nach Anspruch 1, das ferner das Bestim-
men der ersten Frequenz durch Zugreifen auf eine
geordnete Liste umfasst, die eine Mehrzahl alterna-
tiver Frequenzen für jeden der definierten Frequenz-
sprünge vorgibt.

3. Verfahren nach Anspruch 2, das ferner das Vorge-
ben einer Reihenfolge, in der die alternativen Fre-
quenzen durch den spät eintretenden Knoten zu
überwachen sind, mittels der geordneten Liste um-
fasst.

4. Verfahren nach Anspruch 2, das ferner das Überwa-
chen wenigstens einer der Mehrzahl in der Anfangs-
sprungsequenz vorgegebenen Frequenzen für ei-
nen definierten Frequenzsprung und, wenn das Si-
gnal nicht erfasst wird, das Überwachen der wenigs-
tens einen alternativen Frequenz für den definierten
Frequenzsprung umfasst.

5. Verfahren nach Anspruch 4, das ferner das Überwa-
chen jeder der alternativen Frequenzen für den de-
finierten Frequenzsprung in einer fortlaufenden Rei-
henfolge umfasst, bis das Signal erfasst wird.

6. Verfahren nach Anspruch 5, das ferner das Vorge-
ben der fortlaufenden Reihenfolge mittels der geord-
neten Liste umfasst.

7. Verfahren nach Anspruch 1, das ferner das Fortset-
zen der Überwachung der ersten Frequenz während
wenigstens eines zweiten Kommunikationszeit-
raums und das Bestimmen einer dritten Frequenz,
die in der aktuellen Sprungsequenz des Netzwerks
enthalten ist, basierend auf im Signal enthaltenen
Informationen umfasst.
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8. Verfahren nach Anspruch 1, das ferner umfasst:

- Erfassen des Vorhandenseins eines zweiten
Signals durch Überwachen der zweiten Fre-
quenz, und
- Bestimmen einer dritten Frequenz, die in der
aktuellen Sprungsequenz des Netzwerks ent-
halten ist, basierend auf im zweiten Signal ent-
haltenen Informationen.

9. Verfahren nach Anspruch 1, das ferner das Überwa-
chen einer der Mehrzahl in der Anfangsfrequenz-
sprungsequenz enthaltenen Frequenzen während
jedes der definierten Frequenzsprünge umfasst.

10. Kommunikations-Sender-Empfänger für ein Ad-
hoc-Funknetzwerk, der umfasst:

- eine verarbeitende Rechnereinrichtung, die
dafür konfiguriert ist,
- von einem Speicher im Kommunikations-Sen-
der-Empfänger auf eine Anfangsfrequenz-
sprungsequenz für das Ad-hoc-Funknetzwerk
zuzugreifen, wobei die Anfangsfrequenz-
sprungsequenz eine Mehrzahl Frequenzen vor-
gibt, die jeweils einem einer Mehrzahl definierter
Frequenzsprünge der Frequenzsprungsequenz
zugeordnet sind,
- wenigstens die Anfangsfrequenzsprungse-
quenz im Kommunikations-Sender-Empfänger
zum Bestimmen wenigstens einer ersten Fre-
quenz zu verwenden, die während eines Kom-
munikationszeitraums zu überwachen ist, wel-
cher einem der Frequenzsprünge entspricht,
wobei die erste Frequenz in einer aktuellen
Sprungsequenz des Ad-hoc-Netzwerks enthal-
ten ist,
- das Vorhandensein eines Signals zu erfassen,
das von einem teilnehmenden Knoten des Netz-
werks während des Kommunikationszeitraums
gesendet wird, indem wenigstens die erste Fre-
quenz überwacht wird, und
- eine zweite Frequenz, die in der aktuellen
Sprungsequenz des Netzwerks enthalten ist,
basierend auf im Signal enthaltenen Informati-
onen zu bestimmen.

Revendications

1. Procédé pour faciliter une entrée tardive d’un noeud
entrant tardif dans un réseau radio ad hoc,
comprenant :

l’accès à partir d’une mémoire au niveau du
noeud entrant tardif à une séquence initiale de
sauts de fréquence pour ledit réseau radio ad
hoc, ladite séquence initiale de sauts de fré-

quence spécifiant une pluralité de fréquences,
chacune respectivement attribuée à un parmi
une pluralité de sauts de fréquence définis de
ladite séquence de sauts de fréquence ;
l’utilisation d’au moins ladite séquence initiale
de sauts de fréquence au niveau dudit noeud
entrant tardif pour déterminer au moins une pre-
mière fréquence à surveiller lors d’une époque
de communication correspondant à un desdits
sauts de fréquence, ladite première fréquence
incluse dans une séquence de sauts courante
dudit réseau ad hoc ;
la détection de la présence d’un signal transmis
par un noeud participant dudit réseau lors de
ladite époque de communication en surveillant
au moins ladite première fréquence ; et
la détermination d’une deuxième fréquence in-
cluse dans ladite séquence de sauts courante
dudit réseau sur la base d’une information con-
tenue dans ledit signal.

2. Procédé selon la revendication 1, comprenant en
outre la détermination de ladite première fréquence
en accédant à une liste ordonnée qui spécifie une
pluralité d’autres fréquences pour chacun desdits
sauts de fréquence définis.

3. Procédé selon la revendication 2, comprenant en
outre la spécification avec ladite liste ordonnée d’un
ordre dans lequel lesdites autres fréquences doivent
être surveillées par ledit noeud entrant tardif.

4. Procédé selon la revendication 2, comprenant en
outre la surveillance d’au moins une parmi ladite plu-
ralité de fréquences spécifiées dans ladite séquence
initiale de sauts pour un saut de fréquence défini et,
si ledit signal n’est pas détecté, alors la surveillance
d’au moins une dite autre fréquence pour ledit saut
de fréquence défini.

5. Procédé selon la revendication 4, comprenant en
outre la surveillance dans un ordre séquentiel de
chacune desdites autres fréquences pour ledit saut
de fréquence défini jusqu’à ce que ledit signal soit
détecté.

6. Procédé selon la revendication 5, comprenant en
outre la spécification dudit ordre séquentiel avec la-
dite liste ordonnée.

7. Procédé selon la revendication 1, comprenant en
outre la poursuite de la surveillance de ladite pre-
mière fréquence lors d’au moins une deuxième épo-
que de communication, et la détermination d’une
troisième fréquence incluse dans ladite séquence
de sauts courante dudit réseau sur la base d’une
information contenue dans ledit signal.
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8. Procédé selon la revendication 1, comprenant en
outre :

la détection de la présence d’un deuxième signal
en surveillant ladite deuxième fréquence ; et
la détermination d’une troisième fréquence in-
cluse dans ladite séquence de sauts courante
dudit réseau sur la base d’une information con-
tenue dans ledit deuxième signal.

9. Procédé selon la revendication 1, comprenant en
outre la surveillance lors de chacun desdits sauts de
fréquence définis d’une correspondante parmi ladite
pluralité de fréquences incluses dans ladite séquen-
ce initiale de sauts de fréquence.

10. Émetteur-récepteur de communication pour un ré-
seau radio ad hoc, comprenant :

un dispositif de traitement informatique configu-
ré pour
accéder à partir d’une mémoire au niveau de
l’émetteur-récepteur de communication à une
séquence initiale de sauts de fréquence pour
ledit réseau radio ad hoc, ladite séquence initiale
de sauts de fréquence spécifiant une pluralité
de fréquences, chacune respectivement attri-
buée à un parmi une pluralité de sauts de fré-
quence définis de ladite séquence de sauts de
fréquence ;
utiliser au moins ladite séquence initiale de
sauts de fréquence au niveau dudit émetteur-
récepteur de communication pour déterminer au
moins une première séquence à surveiller lors
d’une époque de communication correspondant
à un desdits sauts de fréquence, ladite première
fréquence incluse dans une séquence de sauts
courante dudit réseau ad hoc ;
détecter la présence d’un signal transmis par un
noeud participant dudit réseau lors de ladite
époque de communication en surveillant au
moins ladite première fréquence ; et
déterminer une deuxième fréquence incluse
dans ladite séquence de sauts courante dudit
réseau sur la base d’une information contenue
dans ledit signal.
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