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Description

BACKGROUND

[0001] A database server is a product that provides
database services to computer applications in response
to requests received therefrom. Such database services
may include but are not limited to storing, retrieving, an-
alyzing, or manipulating database data. Depending upon
the implementation, the applications may be running on
the same machine on which the database server is run-
ning or may be running on other machines that are con-
nected to the machine on which the database server is
running via one or more networks. To send requests to
the database server, an application connects to the da-
tabase server and establishes therewith what is referred
to as a session. A session represents an ongoing inter-
active information exchange between the application and
the database server. A session is set up or established
at a certain point in time and then torn down at a later
point in time. An established session often involves the
sending of more than one message from the application
to the database server and from the database server to
the application.
[0002] After an application has initiated a session with
a database server, a transaction may be opened between
the application and server to perform a series of database
operations. The transaction may be atomic such that all
of the database operations occur, or none of them occur.
As such, the application may send a command to the
database server for execution within the context of a
transaction. At some point in time, the connection that
was established between the application and the data-
base server may fail. For example, in a scenario in which
the application and the database server are running on
different machines, the connection may fail if the machine
on which the database server is running is shut down or
crashes or if there is a problem with a network that con-
nects the different machines. If the connection fails, the
session itself fails, and the transaction currently being
processed by the database server fails. Due to the trans-
action failing, all of the operations of the transaction fail,
whether or not the database server has already started
processing them. As a result, the application has to im-
plement retry logic to reattempt the entire transaction.
However, retry logic is complex to implement in an ap-
plication. Furthermore, when such an application is
moved to a cloud environment, there are more possibil-
ities for session failures due to the nature of cloud serv-
ices. As such, the application may need to be modified
to be better able to handle database access failures in
the cloud.
[0003] US 6,182,086 B1 relates to system and meth-
ods for a client-server computer system which has one
or more clients connected to one or more servers. During
request/reply interactions, a client-side application sends
a request for services (e.g., read a file, return some in-
formation, update a database record, process data, etc.)

to the server. A server-side application request program
processes the request, prepares a reply to the request,
and returns the reply to the client-side application. The
server runs a resource manager to log operations and
data pages in a manner that enables application and da-
tabase recovery. Among other tasks, the server’s re-
source manager creates a stable log file that can be used
to help recover the client-side application in the event of
a system crash. To capture the client-server interaction,
the server’s resource manager records the reply in the
log buffer and commits the reply record to the stable log
before the reply is sent back to the client. This results in
only one forced logging event for each request/reply ex-
change. The server further maintains an active applica-
tion table and a message lookup table to speed recovery.
The active application table lists all currently active ap-
plications running at the client and server to identify those
applications that should be recovered. The message
lookup table keeps copies of the logged replies that can
be used during client recovery in place of the logged
records to avoid searching the server’s stable log file.
The server further truncates parts of its stable log file
when notified that reply log records are no longer needed
by the client.

SUMMARY

[0004] The object of the present invention is to provide
a method to restore transactions between a client and a
server in an optimal way.
[0005] This object is solved by the subject matter of
the independent claims.
[0006] Preferred embodiments are defined by the de-
pendent claims.
[0007] This Summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the Detailed Description. This Summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended to
be used to limit the scope of the claimed subject matter.
[0008] Methods and systems are provided for recov-
ering from a session failure between a client and a data-
base server, and for enabling transactions that were in
process during a session failure to be completed in an
efficient manner. A transaction log is maintained at the
database server to track the progress of executing com-
mands inside of a transaction. If a session failure occurs
between a client and a database server, and is subse-
quently reestablished, the transaction log may be refer-
enced to enable the transaction to be continued from the
point of failure without having to re-start the transaction
from the beginning and re-execute the commands inside
the transaction.
[0009] Computer program products containing compu-
ter readable storage media are also described herein that
store computer code/instructions for enabling recovery
from session failures, and enabling completion of trans-
actions that were in process during a session failure, as
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well as enabling additional embodiments described here-
in.
[0010] Further features and advantages of the inven-
tion, as well as the structure and operation of various
embodiments of the invention, are described in detail be-
low with reference to the accompanying drawings. It is
noted that the invention is not limited to the specific em-
bodiments described herein. Such embodiments are pre-
sented herein for illustrative purposes only. Additional
embodiments will be apparent to persons skilled in the
relevant art(s) based on the teachings contained herein.

BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES

[0011] The accompanying drawings, which are incor-
porated herein and form part of the specification, illustrate
embodiments of the present invention and, together with
the description, further serve to explain the principles of
the invention and to enable a person skilled in the relevant
art(s) to make and use the invention.

FIG. 1 is a block diagram of an example system that
enables transaction completion in the event of a ses-
sion failure between a client and a database server,
according to an embodiment.
FIG. 2 is a block diagram of the client shown in FIG.
1, according to an example embodiment.
FIG. 3 is a block diagram of the database server
shown in FIG. 1, according to an example embodi-
ment.
FIGS. 4A and 4B depict a flowchart of a process
performed at a database server for performing a
transaction in a session between the database serv-
er and a client, according to an example embodi-
ment.
FIG. 5 depicts a flowchart of a process for generating
session, transaction, and command identifiers, ac-
cording to an example embodiment.
FIG. 6 depicts a flowchart of a process performed at
a database server to identify a previously defined
session, according to an example embodiment.
FIG. 7 is a block diagram of a session manager of a
database server configured to identify transactions
and commands associated with a previously defined
session, according to an example embodiment.
FIG. 8 is a sequence diagram that illustrates a flow
of information between a client and a database serv-
er in a system that enables transaction completion
in the event of session failures, according to an ex-
ample embodiment.
FIG. 9 shows a process for replicating a session
state, according to an example embodiment.
FIG. 10 depicts a flowchart of a process performed
at a second database server to recover from a ses-
sion failure between a first database server and a
client, according to an example embodiment.
FIG. 11 is a block diagram of an example system
that facilitates recovery from session failures in

which state-related information is shared between a
first database server and a second database server
via use of a shared memory, according to an example
embodiment.
FIG. 12 is a block diagram of an example system
that facilitates recovery from session failures in
which state-related information is shared between a
first database server and a second database server
via messaging, according to an example embodi-
ment.
FIG. 13 is a block diagram of an example processor-
based system that may be used to implement various
embodiments.

[0012] The features and advantages of the present in-
vention will become more apparent from the detailed de-
scription set forth below when taken in conjunction with
the drawings, in which like reference characters identify
corresponding elements throughout. In the drawings, like
reference numbers generally indicate identical, function-
ally similar, and/or structurally similar elements. The
drawing in which an element first appears is indicated by
the leftmost digit(s) in the corresponding reference
number.

DETAILED DESCRIPTION

I. Introduction

[0013] The following detailed description refers to the
accompanying drawings that illustrate exemplary em-
bodiments of the present invention. However, the scope
of the present invention is not limited to these embodi-
ments, but is instead defined by the appended claims.
Thus, embodiments beyond those shown in the accom-
panying drawings, such as modified versions of the illus-
trated embodiments, may nevertheless be encompassed
by the present invention.
[0014] References in the specification to "one embod-
iment," "an embodiment," "an example embodiment," or
the like, indicate that the embodiment described may in-
clude a particular feature, structure, or characteristic, but
every embodiment may not necessarily include the par-
ticular feature, structure, or characteristic. Moreover,
such phrases are not necessarily referring to the same
embodiment. Furthermore, when a particular feature,
structure, or characteristic is described in connection with
an embodiment, it is submitted that it is within the knowl-
edge of persons skilled in the relevant art(s) to implement
such feature, structure, or characteristic in connection
with other embodiments whether or not explicitly de-
scribed.
[0015] Embodiments described herein facilitate recov-
ery from session failures between a client and a database
server, and enable the efficient completion of transac-
tions that were in process during such failed sessions. A
transaction may be initiated by a client to implement a
plurality of database commands at a database server,

3 4 



EP 2 877 942 B1

4

5

10

15

20

25

30

35

40

45

50

55

such as commands to store/write data, to retrieve/read
data, and to update/modify stored data of a database. In
an embodiment, a transaction may be an atomic trans-
action. According to an atomic transaction, "atomicity" is
guaranteed, such that all database commands of the
transaction are executed with respect to the database,
or none of the database commands of the transaction
are executed. Such a guarantee of atomicity prevents
updates to the database from occurring partially, which
can cause greater problems than rejecting the transac-
tion in its entirety. Thus, typically, a connection failure
during the processing of an atomic transaction causes
the entire transaction to fail, causing all commands of the
transaction to be repeated. Embodiments enable trans-
actions that suffer connection failures to be continued
from the point of failure rather than having to be retried
from the beginning.
[0016] Section II describes example embodiments for
conducting database queries in a manner that enables
recovery from session failures. Section III describes ex-
ample embodiments in which a session failure between
the first database server and the client is recovered be-
tween the client and a second database server. Section
IV describes an example processor-based computer sys-
tem that may be used to implement various embodiments
described herein. Finally, Section V provides some con-
cluding remarks.
[0017] Although the embodiments described herein
are implemented in systems that include database serv-
ers, persons skilled in the relevant art(s) will readily ap-
preciate that the concepts described herein can easily
be extended to any system in which sessions are estab-
lished between a first entity to a second entity for execu-
tion of data requests, and wherein recovery from session
failures is desired. Such systems may include but are not
limited to any of a wide variety of client-server systems,
peer-to-peer systems, or the like.
[0018] Numerous exemplary embodiments of the
present invention are described as follows. It is noted
that any section/subsection headings provided herein
are not intended to be limiting. Embodiments are de-
scribed throughout this document, and any type of em-
bodiment may be included under any section/subsection.

II. Example Embodiments for Conducting a Session be-
tween a Client and a Database Server in a Manner that 
Enables Recovery

[0019] FIG. 1 is a block diagram of an example system
100 that facilitates recovery from session failures, and
enables transactions that were open during session fail-
ures to continue, in accordance with an embodiment.
System 100 is described herein by way of illustration only
and is not intended to be limiting. Persons skilled in the
relevant art(s) will appreciate that embodiments de-
scribed herein may be implemented in systems other
than system 100.
[0020] As shown in FIG. 1, system 100 includes a client

102 that is communicatively connected to a first database
server 104a via a communication channel 106a, and is
communicatively connected to a second database server
104b via a communication channel 106b. Database serv-
ers 104a and 104b are intended to represent entities that
perform operations with respect to data stored in one or
more databases that are accessible thereto in response
to receiving commands generated by clients, such as
client 102, via communication channels 106a and 106b.
The operations performed by each of database servers
104a and 104b may include, for example, storing, retriev-
ing, analyzing and/or manipulating database data. Data-
base servers 104a and 104b may each be implemented
as computer programs executing on a single machine or
across multiple machines. As will be appreciated by per-
sons skilled in the relevant art(s), such machines may
comprise physical machines or virtual machines. In one
embodiment, database servers 104a and 104b may each
be an instance of MICROSOFT SQL SERVER®, pub-
lished by Microsoft Corporation of Redmond Washing-
ton. However, this is an example only and is not intended
to be limiting.
[0021] In one embodiment, database servers 104a and
104b each comprise a standalone database server con-
figured to execute commands received from one or more
clients, such as client 102. In an alternate embodiment,
database server 104a and 104b may be included in a
plurality of database server instances running on a clus-
ter of machines and employed to service requests from
a plurality of clients, such as client 102, in a manner that
allows for failover and high availability. In a further em-
bodiment, database servers 104a and 104b may each
comprise one of a plurality of database server instances
used to implement a cloud database service, such as but
not limited to MICROSOFT SQL AZURE™, offered by
Microsoft Corporation of Redmond, Washington. In em-
bodiments, any number of database servers similar to
database servers 104a and 104b may be present, includ-
ing tens, hundreds, and even greater numbers of data-
base servers.
[0022] Client 102 is intended to represent an entity that
generates and sends commands to database servers
104a and 104b for execution thereby. For example, as
shown in FIG. 1, client 102 includes a command gener-
ator 112. Command generator 112 may is configured to
generate an ID for each command with the transaction.
Each time a command of a transaction is transmitted to
a database server, the command ID for that particular
command within the transaction are transmitted to the
database server. An identifier for the transaction itself
may be generated to identify the transaction, and may
optionally be transmitted with each command ID. When
a transaction is being conducted between client 102 and
a database server within the scope of a session (e.g., a
virtual session), a session identifier may also be gener-
ated that identifies the session, which may or may not
also be transmitted with each command. Examples of
commands that may be performed by a database server
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for a client include commands to store, retrieve, and/or
modify database data.
[0023] Client 102 may be implemented as one or more
computer programs executing on one or more machines.
For instance, client 102 may be implemented in any type
of stationary or mobile computing device, including a
desktop computer (e.g., a personal computer, etc.), a
mobile computer or computing device (e.g., a Palm® de-
vice, a RIM Blackberry® device, a personal digital assist-
ant (PDA), a laptop computer, a notebook computer, a
tablet computer (e.g., an Apple iPad™), a netbook, etc.),
a mobile phone (e.g., a cell phone, a smart phone such
as an Apple iPhone, a Google Android™ phone, a Mi-
crosoft Windows® phone, etc.), or other type of stationary
or mobile device.
[0024] Client 102 and database servers 104a and 104b
may each be executed by different machines that are
connected to each other via a particular communication
infrastructure. In further accordance with such an imple-
mentation, communication channels 106a and 106b may
be established in a manner that corresponds to the par-
ticular communication infrastructure. For example, in an
embodiment in which the communication infrastructure
comprises a network, such as a local area network (LAN),
a wide area network (WAN) or a combination of networks
such as the Internet, well-known networking protocols
may be used to establish communication channels 106a
and 106b between the client 102 and database servers
104a and 104b. As another example, in an embodiment
in which database servers 104a and 104b are included
in a cloud database service, communication channels
106a and 106b may be established via a gateway ma-
chine that acts as an intermediary between the machine
on which client 102 is running and the machines on which
database servers 104a and 104b are running. Such gate-
way device, when present, may enable communications
between client 102 and one of database servers 104a
and 104b at a particular time. Still other communication
infrastructures and associated methods for establishing
communication channels 106a and 106b are possible.
[0025] It is also possible that client 102 and one or both
of database servers 104a and 104b may be executing
on the same machine. In accordance with such an im-
plementation, one or both of communication channels
106a and 106b may comprise a channel that is internal
to the machine upon which both entities are executing.
[0026] Generally speaking, communication channel
106a and 106b are used to transport commands gener-
ated by client 102 to one or both of database servers
104a and 104b, respectively, so that database servers
104a and/or 104b may execute such commands. Data-
base servers 104a and 104b may also return requested
data, error messages, or other information to client 102
via communication channels 106a and 106b. In accord-
ance with certain embodiments, the manner in which in-
formation is exchanged between client 102 and database
servers 104a and 104b is governed by a standard appli-
cation layer protocol that is supported by both entities.

For example, in a particular embodiment, the application
layer protocol comprises the Tabular Data Stream (MS-
TDS) protocol, as defined in Version 20120328 of the
Tabular Data Stream Protocol Specification, published
by Microsoft Corporation of Redmond, Washington.
However, this is only an example, and other protocols
may be used.
[0027] In accordance with certain embodiments, to in-
teract with database servers 104a and 104b for the pur-
pose of invoking the database services thereof, client
102 connects to one of database servers 104a or 104b
and establishes therewith what is referred to herein as a
session. For instance, client 102 may connect with data-
base server 104a to establish a session. The session
represents an ongoing interactive information exchange
between client 102 and database server 104a. A session
may be set up or established at a certain point in time
and then ended at a later point in time. During an estab-
lished session, client 102 may conduct any number of
transactions with database server 104a, and may send
database server 104a any number of commands within
each transaction. Database server 104a may return to
client 102 results, error codes or other information in re-
sponse to executing or attempting to execute such com-
mands (client 102 may alternatively interact with data-
base server 104b in a similar manner when a session is
established between them). For instance, client 102 may
transmit an SQL (structured query language) command
to database server 104a, such as a SELECT query or
other command. A SELECT query may be used to re-
trieve data (e.g., one or more rows and/or columns) from
one or more database tables managed by a databases
server. Client 102 may transmit other types of com-
mands, including command to write data to a database
(e.g., to one or more rows and/or columns of one or more
tables), to modify data of a database, etc.
[0028] When database server 104a receives write
and/or update commands from client 102 within an atom-
ic transaction, database server 104a may not perform
the actual writes/updates into the database until all com-
mands of the transaction have been received. For in-
stance, database server 104a may partially perform the
commands by performing some database manipulation
in temporary memory (e.g., cache memory) in prepara-
tion for making the writes/updates in the actual database.
Database server 104a may also use locks (e.g., locking
database records) to prevent others (e.g., other clients)
from writing data into the portions of the database im-
pacted by the commands, depending on the isolation lev-
el required by the client. When all commands of a trans-
action have been transmitted by client 102 to database
server 104a, client 102 may transmit a commit command
to database server 104a. The commit command instructs
database server 104a to fully execute all of the com-
mands of the transaction, which may cause database
server 104a to actually write to and/or modify data in the
database. After database server 104a fully executes all
of the commands of the transaction, database server
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104a may transmit a commit complete response to client
102.
[0029] As shown in FIG. 1, database server 104a in-
cludes a transaction log manager 116a, and database
server 104b includes a transaction log manager 116b.
Transaction log managers 116a and 116b function sim-
ilarly for their respective database servers. Furthermore,
additional database servers may be present that also in-
clude transaction log managers similar to transaction log
managers 116a and 116b. For purposes of brevity, ses-
sion manager 114a and transaction log manager 116a
are described as follows, and this description is intended
to be representative of the functionality of session man-
ager 114b and transaction log manager 116b (and of
further transaction log managers that may be present in
other database servers).
[0030] Session manager 114a of first database server
104a establishes a session with a client, such as client,
to handle a database query for the client. For instance,
session manager 114a may receive a session identifier
from the client that is used to establish a session with the
client, and is used by session manager 114a to identify
communications associated with the established ses-
sion. Alternatively, session manager 114a may be con-
figured to generate the session identifier for a session,
and to transmit the session identifier to the client. Fur-
thermore, session manager 114a enables a transaction
to be opened with the client within the established ses-
sion, and receives commands from the client within the
scope of the transaction. Session manager 114a enables
responses to the received commands to be transmitted
to client 102, as appropriate. Session manager 114b
functions for second database server 104b in a similar
manner as session manager 114a functions for first da-
tabase server 104a.
[0031] Transaction log manager 116a is configured to
generate a transaction log 108. Transaction log 108 con-
tains information representing a state of a transaction
between database server 104a and client 102 at any par-
ticular time. As such, transaction log 108 may be used
to recover a transaction-in-progress from a session fail-
ure between client 102 and database server 104a. Trans-
action log 108 may include various types of transaction
information. For instance, transaction log manager 116a
may store the transaction identifier for a transaction that
is open between client 102 and database server 104a in
transaction log 108. Furthermore, a command identifier
associated with each transaction command generated
by client 102 and received by database server 104a may
be stored in transaction log 108 by transaction log man-
ager 116a.
[0032] Still further, for each command of the transac-
tion, transaction log manager 116a may store an indica-
tion in transaction log 108 of whether the command has
been successfully executed. This means that for a com-
mand, transaction log manager 116a may indicate in
transaction log 108 whether the command has been per-
formed with respect to a database accessible by data-

base server 104a (to the extent that the command may
be performed prior to committing the transaction), and
whether a response (e.g., data) was returned. For in-
stance, for a read command, transaction log manager
116a may indicate whether the applicable data has been
read from the database and stored in temporary storage
(e.g., cache memory, etc.) and/or in transaction log 108
itself, for transmitting to client 102 after receiving the com-
mit instruction from client 102, or whether the data has
already been transmitted to the client. For a write com-
mand, transaction log manager 116a may indicate
whether the data to be written to the database is ready
to be written (e.g., is stored in temporary storage) after
receiving the commit instruction from client 102, or
whether the data has already been written to the data-
base. Similarly, for a modify command, transaction log
manager 116a may indicate whether the modify data is
ready to be written to the database (e.g., is stored in
temporary storage) after receiving the commit instruction
from client 102, or whether the modify data has already
been written to the database.
[0033] The foregoing operations of transaction log
manager 116a enable session manager 114a and trans-
action log manager 116a to aid database server 104a (or
other database server, such as database server 104b)
in recovering from a session failure between client 102
and database 104a. For instance, if a session failure oc-
curs between client 102 and database server 104a (e.g.,
due to a connection failure, a failure in database server
104a, etc.) resulting in a command of a transaction that
is being processed not being responded to, client 102
may retransmit the command with the command identifier
and identifiers for the transaction and the failed session
to database server 104a. Database server 104a may re-
establish the failed session, and may compare the re-
ceived transaction and command identifiers with trans-
action log 108. If the transaction identifier for transaction
log 108 matches the received transaction identifier, and
the received command identifier matches a command
indicated in transaction log 108, the command has al-
ready been received by database server 104a, and the
indication of whether the command has been success-
fully executed may be checked. If the command has not
been successfully executed, it may be executed at this
time. If transaction log 108 matches the received trans-
action identifier, but the received command identifier
does not match a command indicated in transaction log
108, the command has not previously been received by
database server 104a, and may therefore be treated as
a new command of the transaction. The failed session
may be reestablished in this manner, and the transaction
may be continued between client 102 and database serv-
er 104a from the point of the failure.
[0034] Alternatively, as described herein, another da-
tabase server, such as database server 104b, may be
provided with a copy of transaction log 108 by transaction
log manager 116a, shown as replicated transaction log
110. If a session failure occurs between client 102 and
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database server 104a in the midst of an open transaction,
client 102 may retransmit the command with the session,
transaction, and command identifiers. The retransmitted
command may be received by database server 104b
rather than database server 104a. This may be because
database server 104a is not operating due to a system
crash or other reason. Database server 104b may com-
pare the received command identifier and transaction
identifier with those stored in replicated transaction log
110, and if there is a match, the command had already
been received by database server 104a, and the indica-
tion of whether the command has been successfully ex-
ecuted may be checked in replicated transaction log 110.
If the command is indicated as not successfully executed,
it may be executed at this time by second database server
104b. If replicated transaction log 110 includes a match
for the received transaction identifier, but the received
command identifier does not match a command indicated
in transaction log 108, the command was not previously
received by database server 104a, and may therefore be
treated as a new command of the transaction by data-
base server 104b. The failed session may be reestab-
lished between client 102 and database server 104b in
this manner (rather than database server 104a), and con-
tinued between client 102 and database server 104b from
the point of the failure.
[0035] More information regarding the structure, func-
tion and operation of the components of system 100 in
accordance with various implementations is described
as follows in regard to FIGS. 2-10.
[0036] In particular, FIG. 2 is a block diagram that il-
lustrates various elements of a client 200 in accordance
with one example embodiment. Client 200 is an example
of client 102 shown in FIG. 1. As shown in FIG. 2, client
200 comprises an application 202 and a database driver
204. Application 202 comprises a computer program that
enables a user thereof to perform various functions, at
least some of which require database operations to be
performed. In order to facilitate the performance of such
database operations, application 202 is programmed to
interact with database driver 204. In an embodiment, ap-
plication 202 may be considered to be included in client
200 (as shown in FIG. 2) or may be separate from client
200. For instance, in one embodiment, application 202
and client 200 may operate on a common computing de-
vice, and application 202 may access client 200 to com-
municate with a database at a database server. Applica-
tion 202 may be any type of application that accesses
data stored in a database (e.g., using SQL queries or
other types of database requests provided to database
driver 204). Database driver 204 operates to establish a
connection between application 202 or any of a variety
of other applications and a database server and to utilize
such connection for the purpose of obtaining services
from the database server.
[0037] In one embodiment, database driver 204 pro-
vides an application programming interface (API) 212
that can be used by any of a variety of applications to

invoke the functionality thereof. As further shown in FIG.
2, database driver 204 also includes a command ID gen-
erator 218, a parser 220, and a protocol layer 222. Com-
mand ID generator 218 forms an example of command
generator 112 of FIG. 1. The features of FIG. 2 are de-
scribed as follows.
[0038] Command ID generator 218 is configured to
generate an ID for each command that is generated by
client 200 for transmission to and execution by a data-
base server within the scope of a transaction. In one em-
bodiment, command ID generator 218 generates a
unique ID for each command so generated. When client
200 sends a command to a database server, client 200
also sends the command ID associated with that com-
mand to the database server (and optionally includes the
associated transaction identifier and session identifier).
For example, in one embodiment, a command and its
corresponding command ID are included within the same
message that is transmitted from client 200 to a database
server.
[0039] Parser 220 is configured to encode commands
to be sent to a database server and to interpret informa-
tion received therefrom in accordance with a particular
application layer protocol, such as but not limited to MS-
TDS. In one embodiment, protocol layer 222 is intended
to represent one or more computer programs executing
in hardware (e.g., one or more processors) utilized by
database driver 204 to carry encoded commands pro-
duced by parser 220 to a database server and to receive
encoded information therefrom.
[0040] In accordance with the embodiment shown in
FIG. 2, the functions performed by session ID generator
328 and command ID generator 218 are performed at
the level of database driver 204 rather than at the level
of application 202. This is advantageous in that it can
relieve programmers of applications that are designed to
invoke database driver 204, such as application 202,
from having to program features into their applications
that are intended to recover from transaction and session
failures. Additionally, by incorporating such functionality
at the database driver level rather than the application
level, embodiments described herein can advantageous-
ly reduce the complexity of such applications.
[0041] FIG. 3 is a block diagram that illustrates various
elements of a database server 300 in accordance with a
further example embodiment. Database server 300 is an
example of database servers 104a and 104b shown in
FIG. 1. As shown in FIG. 3, in the further example em-
bodiment, database server 300 comprises a session
manager 302, an engine 304, a transaction log manager
306, a remote replicated session state handler 308, a
parser 310 and a protocol layer 312. Session manager
302 includes a session ID generator 328 and a transac-
tion ID generator 330.
[0042] Session manager 302 establishes a session
with a client, such as client 200 of FIG. 2, to handle a
database query for the client. For instance, session man-
ager 302 may generator or may receive a session iden-
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tifier from the client that is used to establish a session
with the client, and is used by session manager 302 to
identify communications associated with the established
session. For instance, session ID generator 328 of ses-
sion manager 302 is configured to generate an ID for
each session that is established between client 200 and
a database server to fulfill a data request (e.g., an SQL
SELECT query, etc.) received from application 202. In
one embodiment, session ID generator 328 generates a
unique ID for each session. The session ID may be gen-
erated by session ID generator 328 at database server
300 as shown in FIG. 3, or may alternatively be generated
at the client and transmitted to the database server, to
establish the session, and may optionally be included in
subsequent communications to and from the database
server that occur within the scope of the established ses-
sion (to identify those communications as being within
the scope of the session).
[0043] Furthermore, session manager 302 may enable
a transaction to be opened within the scope of an estab-
lished session, and may receive commands associated
with the transaction from the client. For instance, trans-
action ID generator 330 of session manager 302 is con-
figured to generate an ID for each transaction that is
opened by client 200 with a database server within the
scope of a session. In one embodiment, transaction ID
generator 330 generates a unique ID for each different
transaction. Database server 300 may transmit the trans-
action ID to a client to open (e.g., begin) the transaction.
Alternatively, the client may generate the transaction ID
for the opened transaction, and may transmit the gener-
ated transaction ID to database server 300.
[0044] In the event of a session and transaction failure,
session manager 302 may receive a session identifier
from a client in a communication transmitted after the
session failed, and may enable the failed session to be
reestablished if the session identifier received in the com-
munication matches the session identifier stored in the
session state for a session. Furthermore, session man-
ager 302 may receive a transaction identifier from the
client corresponding to the failed transaction, and may
enable the failed transaction to be continued if the trans-
action identifier received in the communication matches
the transaction identifier stored in a transaction log for a
session.
[0045] Engine 304 is configured to interact with one or
more databases, such as a database 316 associated with
database server 300, to perform various operations on
data stored therein based on received commands, where
such operations include but are not limited to storing,
reading, analyzing, and/or modifying database data.
[0046] Transaction log manager 306 is intended to rep-
resent one implementation of transaction log managers
116a and 116b described above in reference to system
100 of FIG. 1 and thus performs the functions attributed
to each of transaction log managers 116a and 116b. For
instance, transaction log manager 306 may generate a
transaction log 324 that stores the transaction identifier

for an opened transaction, a command identifier associ-
ated with each received command of the transaction, and
an indication of whether each received command has
been successfully executed (either partially or fully).
Transaction log 324 is an example of transaction log 108
described above. Transaction log 324 may be included
in a session state 320 for the established session that is
managed by session manager 302. For instance, session
manager 302 may store the session identifier for the ses-
sion in session state 320. Furthermore, temporarily
stored data associated with the session, such as data
retrieved by engine 304 from database 316 in response
to one or more commands, may be stored in session
state 320 (e.g., prior to being transmitted to the client).
As shown in FIG. 3, session state 320 may be stored in
a state data repository 318. State data repository 318
(and any further state data repositories described else-
where herein) may include one or more of any type of
storage mechanism, including a magnetic disc (e.g., a
hard disk drive), an optical disc (e.g., an optical disk
drive), a memory device such as a RAM device (e.g., a
cache memory, for temporary storage), etc., and/or any
other suitable type of storage medium.
[0047] Still further, after generating session state 320,
session manager 302 may optionally replicate (e.g.,
copy) session state 320 to at least one additional data-
base server (as indicated by the left-directed arrow la-
beled 320 in FIG. 3). The replicated session state enables
the one or more additional database servers to reestab-
lish a current session and continue any open transactions
if the current session fails.
[0048] Remote replicated session state handler 308 is
optionally present. Remote replicated session state han-
dler 308 configured to receive replicated session states
from other database servers. For instance, as shown in
FIG. 3, remote replicated session state handler 308 re-
ceives a replicated session state 322 from a remote serv-
er (not shown in FIG. 3), and stores replicated session
state 322 in state data repository 318. Replicated session
state 322 enables database server 300 to respond to
reestablish a failed session, and to continue an open
transaction of the failed session, for a session that failed
at a different database server. As shown in FIG. 3, rep-
licated session state 322 includes a replicated transac-
tion log 326. Replicated transaction log 326 is a copy of
the transaction log from another database server, and
may be used to continue a transaction open at the other
database server at database server 300.
[0049] Parser 310 is configured to interpret client-gen-
erated commands that are received by database server
300 and to encode information to be sent to clients in
accordance with a particular application layer protocol,
such as but not limited to MS-TDS. In one embodiment,
protocol layer 312 is intended to represent one or more
computer programs executing in hardware (e.g., one or
more processors) utilized by database server 300 to carry
encoded information produced by parser 310 to the ap-
propriate clients and to receive encoded commands
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therefrom.
[0050] FIGS. 4A and 4B depict a flowchart 400 of a
process performed at a database server for executing
commands associated with a transaction between the
database server and a client, according to an example
embodiment. For the sake of illustration, flowchart 400
will now be described with continued reference to exam-
ple embodiments described above in reference to FIGS.
1-3. However, the method of flowchart 400 is not limited
to those embodiments.
[0051] As shown in FIG. 4A, the method of flowchart
400 begins at step 402. In step 402, a first session is
established with a client to handle a database query for
the client. For example, as described above, session ID
generator 328 of database server (FIG. 3) may generate
a session identifier used to identify a particular session.
In an embodiment, session ID generator 328 may per-
form a step 502 of a flowchart 500 shown in FIG. 5. In
step 502, a session identifier is generated for the first
session. Session ID generator 328 may generate the ses-
sion identifier in any manner, including incrementing the
numerical value of a prior generated session identifier,
generating the session identifier in a random or pseudor-
andom manner, or generating the session identifier in
another manner.
[0052] Referring to FIG. 1, database server 104a may
transmit the session identifier to a client to initiate a ses-
sion with the database server. For instance, database
server 104a may transmit the session identifier to client
102 in a communication transmitted over communication
channel 106a, may store the session identifier (e.g., in
session state 320), and may establish a session with cli-
ent 102. For instance, referring to FIG. 3, session man-
ager 302 may establish the session with the client, and
may receive an acknowledgment from the client. In es-
tablishing the session, the client and database server
may negotiate various parameters of the session, includ-
ing authentication and encryption techniques/protocols,
etc. Operation proceeds from step 402 to step 404.
[0053] Note that in an alternative embodiment, client
102 may generate the session identifier, and may trans-
mit the generated session identifier to database server
104a to establish the session.
[0054] Referring back to FIG. 4A, in step 404, a trans-
action of the first session is opened to execute a plurality
of commands associated with the transaction for the cli-
ent. For example, as described above, database server
104a may open a transaction with client 102 to perform
a series of database commands. The transaction may
be an atomic transaction, such that all of the database
commands of the transaction are performed, or none of
them are performed (if there is a failure). Transaction ID
generator 330 of database server 300 (FIG. 3) may gen-
erate the transaction identifier used to identify a particular
transaction. For instance, in an embodiment, transaction
ID generator 330 may perform a step 504 of a flowchart
500 shown in FIG. 5. In step 502, a transaction identifier
is generated for the transaction. Transaction ID generator

330 may generate the transaction identifier in any man-
ner, including incrementing the numerical value of a prior
generated transaction identifier, generating the transac-
tion identifier in a random or pseudorandom manner, or
generating the transaction identifier in another manner.
[0055] Referring to FIG. 1, database server 104a may
transmit the session identifier to a client to initiate a ses-
sion with the client (e.g., in response to a request received
from the client). For instance, database server 104a may
transmit the transaction identifier to a client to initiate or
open a transaction with the database server. Client 102
may receive the transaction identifier from database
server 104a in a communication transmitted over com-
munication channel 106a, may store the received trans-
action identifier, and may open the transaction with client
102. For instance, referring to FIG. 3, transaction log
manager 306 may store the transaction identifier in trans-
action log 324 generated for the transaction. Client 102
and/or database server 104a may transmit an acknowl-
edgment that the transaction is open. Operation pro-
ceeds from step 404 to step 406.
[0056] Referring back to FIG. 4A, in step 406, at least
one command associated with the transaction is received
from the client, each received command being received
with an associated command identifier. In embodiments,
any number of commands may be transmitted from client
102 to database server 104a within the scope of the
opened transaction, including commands to read, write,
or update database data. Database server 104a may re-
spond to each of the commands. Database server 104a
may receive a command ID associated with each of the
one or more received commands. As discussed above,
such command IDs may be generated by command ID
generator 218 within client 200 (FIG. 2) and transmitted
to database server 104a along with their associated com-
mands. For instance, in an embodiment, command ID
generator 218 may perform a step 506 of flowchart 500
shown in FIG. 5 for each command. In step 504, a com-
mand identifier is generated for the command. Command
ID generator 218 may generate the command identifier
in any manner, including incrementing the numerical val-
ue of a prior generated command identifier (e.g., gener-
ating command identifiers in sequence), generating the
command identifier in a random or pseudorandom man-
ner, or generating the command identifier in another
manner.
[0057] With reference to the implementation of client
200 shown in FIG. 2, such commands may be encoded
by parser 220 and sent to database server 104a via pro-
tocol layer 222. With reference to the implementation of
database server 300 shown in FIG. 3, the encoded com-
mands may be received via protocol layer 312 and inter-
preted by parser 310. Operation proceeds from step 406
to step 408.
[0058] Referring back to FIG. 4A, in step 408, a trans-
action log is generated that stores the command identi-
fier(s) and indicates whether each received command
has been successfully executed. In embodiments, data-
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base server 104a attempts to execute each command
received by database server 104a in step 406. With ref-
erence to the implementation of database server 300
shown in FIG. 3, engine 304 may execute the commands,
including retrieving requested data, writing data, and
modifying data in database 316. Read data may option-
ally be stored in session state 320 while waiting to be
transmitted to client 102. In the case of an atomic trans-
action, writing and modifying of data in database 316 may
not be fully executed until a commit instruction is received
from client 102. Transaction log manager 306 is config-
ured to store the command identifier associated with
each received command of the transaction in transaction
log 324. Furthermore, transaction log manager 306
stores an indication of whether each received command
has been successfully executed (e.g., partially or fully)
in transaction log 324. Operation proceeds from step 408
to step 410.
[0059] In step 410, a request to reestablish the first
session, a further command associated with the trans-
action, and a command identifier for the further command
are received from the client after a failure in the first ses-
sion. As described above, a session between a client and
a database server may undergo a session failure. The
session failure may occur for a variety of reasons, includ-
ing a network failure between the client and database
server, or a failure in the database server (e.g., a server
crash, etc.). Subsequent to such a failure, in an embod-
iment, the session between the client and the database
server may be recovered, and any transactions that were
open at the time of the session failure may be continued
in an efficient manner.
[0060] Referring to FIG. 1, after the session failure, cli-
ent 102 may attempt to re-establish the failed session
with database server 104a. In such case, client 102 may
re-transmit the session identifier used for the failed ses-
sion to database server 104a in a request to re-establish
the session. Furthermore, client 102 may transmit a fur-
ther command to database server 104a with the com-
mand identifier for the further command. The request to
reestablish the session and the retransmission of the
command may be received by database server 104a
from client 102 in a same communication or in separate
communications. Operation proceeds from step 410 to
step 412.
[0061] Referring back to FIG. 4A, in step 412, the first
session is reestablished with the client. Database server
104a may analyze the received request to re-establish
the session to determine whether to reestablish the ses-
sion with client 102. For instance, in an embodiment, da-
tabase server 104a may perform a process shown in FIG.
6. FIG. 6 depicts a flowchart 600 of a process performed
at a database server to identify a previously defined ses-
sion, according to an example embodiment.
[0062] As shown in FIG. 6, flowchart 600 begins with
a step 602. In step 602, the session identifier is received
from the client in a communication transmitted to the da-
tabase server to reestablish the session. As described

above, database server 104a may receive the session
identifier used for the failed session from client 102 in a
request to re-establish the session.
[0063] In step 604, it is determined that the session
identifier received in the communication matches the
session identifier stored in the session state. In an em-
bodiment, database server 104a may compare the ses-
sion identifier received in step 602 to session identifiers
stored in one or more session states to determine wheth-
er the received session identifier is for a pre-existing ses-
sion.
[0064] For instance, in an embodiment, session man-
ager 302 of FIG. 3 may perform the comparison. FIG. 7
is a block diagram of session manager 302 of FIG. 3,
according to an example embodiment. As shown in FIG.
7, session manager 302 may include a session ID com-
parer 702, a transaction ID comparer 704, and a com-
mand ID comparer 706. Session ID comparer 702 is con-
figured to compare session identifiers received in com-
munications from clients to session identifiers stored in
session states. Session ID comparer 702 may perform
step 604 by comparing the session identifier received in
the request to reestablish the session to the session iden-
tifier in transaction log 108 (FIG. 1). If the session iden-
tifiers match, session ID comparer 702 indicates a match,
and session manager 302 may enable the session to be
reestablished. If the received session identifier does not
match a session identifier in a stored session state, ses-
sion ID comparer 702 indicates a match is not found. In
such case, session manager 302 may not enable the
session to be reestablished. (Instead, the session may
potentially be reestablished with a different database
server, if a match occurs at that different database serv-
er). Operation proceeds from step 412 in FIG. 4A to step
414 in FIG. 4B.
[0065] Referring to FIG. 4B, in step 414, whether a
command identifier is already stored in the transaction
log for the further command is determined. In an embod-
iment, the further command received from client 102 may
be a re-transmission of a previously transmitted com-
mand by client 102 that may or may not have been re-
ceived and/or successfully executed by database server
104a due to the session failure. For instance, due to the
session failure, client 102 may not have received an ac-
knowledgement from database server 104a regarding
the command, and thus may not even be aware of wheth-
er the command was received by database server 104a.
[0066] Database server 104a may analyze the re-
ceived retransmitted command to determine how to pro-
ceed. Database server 104a may determine whether the
command identifier for the received command is indicat-
ed in transaction log 108. For instance, in an embodi-
ment, referring to FIG. 7, transaction ID comparer 704 of
session manager 302 may compare the transaction iden-
tifier for the received command to the transaction identi-
fier stored in transaction log 108 to determine whether
command is part of the open transaction. If the transac-
tion identifier is not stored in transaction log 108, data-
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base server 104a may treat the command as part of a
different transaction. If the transaction identifier is stored
in transaction log 108, the further command is considered
to be part of the open transaction. Command ID comparer
706 of session manager 302 may then compare the com-
mand identifier for the received further command to any
command identifiers stored in transaction log 108. Op-
eration proceeds to step 416 if a match is found. If the
received command identifier does not match any com-
mand identifier in transaction log 108, operation pro-
ceeds to step 418.
[0067] In step 416, whether the further command was
executed successfully is determined. Because the com-
mand identifier for the further command is located in
transaction log, the command was previously received
at database server 104a from client 102. According to
step 416, session manager 302 (FIG. 3) may access
transaction log 324 for an indication whether the further
command was executed successfully. If the indication is
that the further command was not executed successfully,
operation proceeds to step 418. If the indication is that
the further command was executed successfully, oper-
ation proceeds to step 422.
[0068] In step 418, the further command is attempted
to be executed. Because the further command was indi-
cated as not executed successfully (which may mean the
further command was not executed at all), the further
command is attempted to be executed. For instance, en-
gine 304 (FIG. 3) may execute the further command (e.g.,
reading, writing, and/or updating data). If the open trans-
action is an atomic transaction, the further command may
be partially executed, as described above. Operation pro-
ceeds from step 418 to step 420.
[0069] In step 420, the transaction log is annotated with
the command identifier and an indication of whether the
further command has been successfully executed. In an
embodiment, after executing a command, transaction log
manager 306 (FIG. 3) may annotate transaction log 324
with the command identifier for the executed command
(if not already present in transaction log 324) and may
indicate in transaction log 324 whether the command was
successfully executed (e.g., partially or fully). Operation
proceeds from step 420 to step 424.
[0070] In step 422, the further command is avoided
being re-executed. Because the further command was
indicated as executed successfully, the further command
does not need to be executed again. For instance, the
further command may have been previously executed
when the further command was previously received by
database server 104a from client 102. Operation pro-
ceeds from step 422 to step 424.
[0071] In step 424, it is determined whether another
command is received from the client. In embodiments,
the further command received in step 410 may be the
last command of the open transaction, or additional com-
mands may be received for the open transaction. If an-
other command for the open transaction is received from
client 102 (e.g., as indicated by the transaction identifier

received with the command, and/or by the command be-
ing received while the transaction is still open, etc.), op-
eration proceeds to step 426. If another command is not
received, operation proceeds to step 430.
[0072] In step 426, the command is attempted to be
executed. In a similar manner as in step 418, engine 304
(FIG. 3) may execute the command (e.g., reading, writ-
ing, and/or updating data). If the open transaction is an
atomic transaction, the command may be partially exe-
cuted, as described above. Operation proceeds from
step 426 to step 428.
[0073] In step 428, the transaction log is annotated with
the command identifier and an indication of whether the
command has been successfully executed. Similarly to
step 420, after executing a command, transaction log
manager 306 (FIG. 3) may annotate transaction log 324
with the command identifier for the executed command
(if not already present in transaction log 324) and may
indicate in transaction log 324 whether the command was
successfully executed. Operation proceeds from step
428 to step 424.
[0074] In step 430, a commit instruction for the trans-
action is received from the client. After client 102 has
transmitted all commands of an open transaction to da-
tabase server 104a (and has received corresponding ac-
knowledgments), client 102 may transmit a commit in-
struction to database server 104b to have the transaction
committed. Operation proceeds from step 430 to step
432.
[0075] In step 432, the transaction is committed. Da-
tabase server 104a (e.g., session manager 302) causes
all commands of the transaction to be fully executed (e.g.,
writes and/or updates are made to data in database 316,
etc.). Any data to be transmitted to client 102 (e.g., due
to database reads, etc.) may be transmitted to client 102.
A commit acknowledgment may be transmitted by data-
base server 104a to client 102. Furthermore, transaction
log manager 306 may indicate the transaction as com-
plete in transaction log 324, or may delete transaction
log 324. Operation of flowchart 400 is complete.
[0076] Thus, by generating and storing transaction log
108, transaction log manager 306 (FIG. 3) enables client
102 and database server 104a to recover and continue
an open transaction from a session failure. After detect-
ing the failure, such as by receiving an indication of a
connection or communication failure/error, client 102 can
retransmit the current command (with command identi-
fier), the transaction identifier, and the session identifier
of the failed session. Database server 104a may receive
the command, transaction identifier, and session identi-
fier, and the session may be reestablished between client
102 and database server 104a. Furthermore, the open
transaction may be continued, and the command may
be executed if not previously executed.
[0077] FIG. 8 is a sequence diagram 800 that illustrates
an example flow of information between client 102 and
database server 104a in accordance with an embodi-
ment. Sequence diagram 800 is described herein merely
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to facilitate a further understanding of the manner in
which system 100 may facilitate recovery from session
failures and is not intended to be limiting.
[0078] As shown in FIG. 8, the flow of information de-
picted by sequence diagram 800 begins when client 102
sends a request 802 to database server 104a to open a
new connection. In response to receiving request 802,
database server 104a sends a session established re-
sponse 804 to client 102, which may include a session
identifier for a new session to be established, thereby
establishing the requested connection.
[0079] Subsequent to the establishment of the connec-
tion, client 102 transmits a begin transaction request 806
to open a transaction (referred to as Transaction T1) to
database server 104a. Database server 104a may trans-
mit a response (not shown in FIG. 8) to client 102 that
includes a transaction identifier for the new transaction
to be established, thereby indicating that the transaction
is open.
[0080] After client 102 has opened the transaction with
database server 104a, client 102 generates a command,
referred to as "Commandl," for transmission to database
server 104a. Client 102 then applies a method referred
to as "UniqueID" to Command1 to obtain a unique ID
associated therewith, referred to as "CmdID1." This is
shown as event 808 in FIG. 8.
[0081] After client 102 has obtained the unique identi-
fier CmdID1 associated with Command1, client 102
sends both Command1 and its associated unique ID
CmdID1 to database server 104a as part of a message
810. The session identifier and transaction identifier may
optionally be sent with Command1 to identify Command1
as being within the scope of the established session and
open transaction, respectively.
[0082] Database server 104a receives Command1
and may execute it at least partially, as described above.
Database server 104a (e.g., transaction log manager 306
of FIG. 3) may store the command identifier and an indi-
cation of whether the command was successfully exe-
cuted in transaction log 108. Database server 104a may
transmit an acknowledgment (not shown in FIG. 8) to
client 102 indicating that Command1 was received.
[0083] Subsequent to transmitting Command1, client
102 generates another command, referred to as
"Command2," for transmission to database server 104a.
Client 102 then applies the UniqueID method to
Command2 to obtain a unique ID associated therewith,
referred to as "CmdID2." This is shown as event 812 in
FIG. 8.
[0084] After client 102 has obtained the unique identi-
fier CmdID2 associated with Command2, client 102
sends both Command2 and its associated unique ID
CmdID2 to database server 104a as part of a message
814. The session identifier and transaction identifier may
optionally be sent with Command2 to identify Command2
as being within the scope of the established session and
open transaction, respectively.
[0085] After message 814 is sent, client 102 receives

an indication 816 that an error has occurred. Such error
may result from some failure of communication between
client 102 and database server 104a or from a breaking
of the session that was established between client 102
and database server 104a.
[0086] Because such error has occurred, client 102
cannot determine whether Command2 was received by
database server 104a (e.g., because an acknowledge-
ment was nor received) and whether the transaction has
failed. If the transaction fails and is an atomic transaction,
the transaction would have to be retried from its begin-
ning.
[0087] Consequently, client 102 may re-establish a
new session with database server 104a that is part of a
same virtual session as the previously-broken session.
For instance, client 102 may re-transmit the session iden-
tifier for the failed session to database server 104a in a
message 818 to reestablish the session. Furthermore,
client 102 re-transmits Command2 along with its unique
ID CmdID2 and the transaction identifier to database
server 104a as part of a message 820.
[0088] Note that if database server 104a is functioning
after the session failure, and if a communication is not
received from client 102 requesting to reestablish the first
session after a predetermined amount of time expires
after the session failure, database server 104a may de-
lete transaction log 108. For instance, database server
104a may assume that the transaction is not going to be
continued, and may delete transaction log 108 to save
storage (e.g., cache memory) space.
[0089] When database server 104a receives
Command2, its unique ID CmdID2, and the transaction
identifier, it checks to determine if CmdID2 has already
been stored in transaction log 108 (associated with the
transaction identifier). This may entail checking all com-
mand IDs associated with the transaction. If CmdID2 has
already been stored in transaction log 108, database
server 104a may send an acknowledgement (not shown
in FIG. 8) to client 102 indicating that Command2 was
received. If CmdID2 was not found in transaction log 108,
database server 104a may at least partially execute
Command2, and may transmit the acknowledgement
(not shown in FIG. 8) to client 102 indicating that
Command2 was received.
[0090] When all commands of the transaction have
been transmitted from client 102 to database server 104a
(and acknowledged as received), client 102 transmits a
commit instruction 822 to cause the opened transaction,
Transaction T1, to be committed at database server
104a. Commit instruction 822 may include the transac-
tion identifier to identify to database server 104a the
transaction to be committed. In response, database serv-
er 104a commits the transaction, as described above.
When complete, database server 104a may transmit a
response (not shown in FIG. 8) to client 102 indicating
that the transaction is committed.
[0091] As shown by the foregoing, system 100 advan-
tageously operates to ensure that database server 104a

21 22 



EP 2 877 942 B1

13

5

10

15

20

25

30

35

40

45

50

55

can recover from a session failure, and does not execute
a command more than once, even if client 102 sends the
same command multiple times. Such an ability to not
perform a command more than once, no matter how
many times received, is referred to as "idempotent com-
mand execution." This enables handling of database
commands at client 102 at the database driver level,
thereby unburdening the application programmer from
having to include retry features in the application and
thus simplifying the application logic.

III. Example Embodiments for Recovery from Session 
Failures between a Client and a Database Server using 
a Different Database Server

[0092] As described above, a database query session
between a client and a database server may undergo a
session failure (e.g., before step 410 of flowchart 400 in
FIG. 4A). The session failure may occur for a variety of
reasons, including a network failure between the client
and database server, or a failure in the database server.
Subsequent to such a failure, in an embodiment, rather
than recovering the session and any open transactions
between the client and the same database server, the
session and open transactions may be recovered with a
different database server. For instance, the original da-
tabase server may not be available to participate in a
new session (may not be functioning properly, etc.). As
such, a different database server may be used to recover
the session and transactions with the client. Any trans-
actions that were open at the time of the session failure
may be continued by the different database server in an
efficient manner.
[0093] For instance, referring to FIG. 1, transaction log
108 may be replicated (copied) to another database serv-
er, such as database server 104b, to enable recovery
from a session failure that may occur between client 102
and database server 104b. As shown in FIG. 1, transac-
tion log 108 may be replicated to database server 104b
as replicated transaction log 110. In an embodiment, da-
tabase server 104a may perform a step 902 shown in
FIG. 9 to replicate a transaction log. In step 902, the ses-
sion state is replicated to at least one additional database
server 902. Referring to the example of FIG. 3, session
manager 302 may transmit session state 320 to one or
more additional database servers that have access to
database 316 (or a copy thereof). By replicating session
state 320, transaction log 324 is also replicated to the
additional database server(s).
[0094] As such, after detecting a failure, such as by
receiving an indication of a network connection or com-
munication failure/error, client 102 can retransmit the
session identifier of the failed session. Database server
104b may receive the session identifier, such as through
a network gateway device that routes communications
to database server 104b rather than database server
104a (e.g., because database server 104a is not oper-
ating, etc.). In another embodiment, client 102 may in-

clude a list of database servers, and may try a different
database server in the list when the session with a current
database server fails (e.g., after one or more retries, etc.).
Database server 104b may establish a session with client
102 based on the same session identifier. Subsequently,
commands of the transaction that are transmitted by cli-
ent 102 may be handled at database server 104b, with
replicated transaction log 110 being used to manage the
transaction.
[0095] FIG. 10 depicts a flowchart 1000 of a process
performed at a second database server to recover from
a session failure between a first database server and a
client, according to an example embodiment. For the
sake of illustration, flowchart 1000 will now be described
with continued reference to example embodiments de-
scribed above in reference to FIGS. 1-3. However, the
method of flowchart 1000 is not limited to those embod-
iments.
[0096] As shown in FIG. 10, the method of flowchart
1000 begins at step 1002. In step 1002, a replicated ses-
sion state is received from a first database server at a
second database server. For example, as shown in FIG.
3, remote replicated session state handler 308 may re-
ceive replicated session state 322 from a first database
server. As shown in FIG. 3, replicated session state 322
includes a replicated transaction log 326. In the example
of FIG. 1, second database server 104b may receive rep-
licated transaction log 110 in a replicated session state
received from first database server 104a. As described
above, replicated transaction log 110 is a copy of trans-
action log 108, which stores information regarding an
open transaction between client 102 and database server
104a.
[0097] In step 1004, a request is received at the second
database server from a client to establish a session with
the client. After detecting a failure in the session between
client 102 and database server 104a, client 102 may at-
tempt to reestablish the session by transmitting a re-
quest. Database server 104b may receive the request
from client 102 indirectly, such as through a network gate-
way device that selects active database servers to re-
spond to database requests for a particular domain or
cluster of servers. Alternatively, database server 104b
may receive the request directly from client 102. For in-
stance, client 102 may include a list of associated data-
base servers (e.g., that handle requests for one or more
common databases) with addresses for each of the da-
tabase servers (e.g., IP addresses, etc.). Client 102 may
first attempt to reestablish the session with database
server 104a, and if database server 104a is non-respon-
sive, may try to reestablish the session with a different
database server in the list by communicating with that
database server directly. In the current example, the re-
quest to reestablish the session is received by database
server 104b as an alternative database server.
[0098] In step 1006, a session identifier included in the
request is determined to match the session identifier in-
cluded in the replicated session state. For instance, as
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described above, session ID comparer 702 of session
manager 302 (FIG. 3) may compare the session identifier
received in the request to the session identifier in the
replicated session state.
[0099] In step 1008, a second session is established
with the client at the second database server. If the ses-
sion identifiers match in step 1006, session ID comparer
702 indicates a match, and session manager 302 may
enable the session to be reestablished and may store an
indication as such. If the received session identifier does
not match a session identifier in a stored session state,
session ID comparer 702 indicates a match is not found.
In such case, session manager 302 may not enable the
session to be reestablished.
[0100] In step 1010, a further command associated
with the second session is received from the client at the
second database server. Client 102 may transmit a com-
mand to database server 104b that was previously trans-
mitted to database server 104a that may not have been
received and/or executed due to the session failure. The
transmitted command (e.g., command identifier and
transaction identifier) may be transmitted over commu-
nication channel 106b and received by database server
104b.
[0101] At this point, operation may proceed at second
database server 104b (using replicated transaction log
110) in a similar fashion as described above for first da-
tabase server 104a with respect to flowchart 400 shown
in FIG. 4B (proceeding from step 1010 of FIG. 10 to step
414 of FIG. 4B to perform steps 414-432). In other words,
it may be determined whether the further command re-
ceived in step 1010 has an identifier already stored in
replicated transaction log 110 (step 414). If so, whether
the further command was executed may be determined
(step 416), and may either be executed (step 418) and
annotated to replicated transaction log 110 (step 420) or
may not be executed (step 422). If the command identifier
was not already stored in replicated transaction log 110,
the further command may be executed (step 418) and
annotated to replicated transaction log 110 (step 420).
Further commands received at second database server
104b may be processed (steps 424-428), and the trans-
action may be committed at second database server
104b (steps 430-432). In this manner, second database
server 104b continues and commits the transaction that
was opened at database server 104a without having to
execute any commands multiple times.
[0102] In this manner, replication of a transaction log
is used to continue a transaction at a different database
server than originally established the session with the
client. In the embodiment of FIG. 3, each database server
may include a corresponding repository (e.g., state data
repository 318) to store a copy of the session state - either
the original copy (session state 320, containing transac-
tion log 324) at the first database server (e.g., database
server 104a of FIG. 1) or replicated copies (replicated
session state 322, containing replicated transaction log
326) at the additional database servers (e.g., database

server 104b of FIG. 1). It is noted, other approaches may
be used to achieve this goal.
[0103] For example, FIG. 11 is a block diagram of an
example system 1100 that utilizes a shared memory ap-
proach to achieve the goal. System 1100 includes client
102, first database server 104a, second database server
104b, first session manager 114a, second session man-
ager 114b, first transaction log manager 116a, and sec-
ond transaction log manager 116b, and operates in a
substantially similar manner to system 100 of FIG. 1.
However, in system 1100, rather than using replication
to ensure that second transaction log manager 116b has
access to a separate copy of a transaction log generated
by first transaction log manager 116a, a shared state
data repository 1102 is used. In accordance with this ap-
proach, first transaction log manager 116a and second
transaction log manager 116b are both able to access
the same transaction log 1106 stored in shared state data
repository 1102 in a common session state 1104 used
for the session. Consequently, session state and trans-
action information stored in shared data repository 1102
by first database server 104a will subsequently be ac-
cessible to second database server 104b (e.g., to recover
and/or continue a failed session between database serv-
er 104a and client 102). Likewise, session state and
transaction information stored in shared data repository
1102 by second database server 104b will subsequently
be accessible to first database server 104a.
[0104] FIG. 12 is a block diagram of an example system
1200 that utilizes a messaging approach to achieve the
same goal. System 1200 includes client 102, first data-
base server 104a, second database server 104b, first
session manager 114a, second session manager 114b,
first transaction log manager 116a, and second transac-
tion log manager 116b, and operates in a substantially
similar manner to system 100 of FIG. 1. However, in sys-
tem 1200, rather than using replication or a shared re-
pository, a messaging approach is used. In accordance
with this approach, first session manager 114a is config-
ured to store session state 1206 (e.g., session IDs, com-
mand IDs, retrieved data, and/or further data) in a state
data repository 1202, and first transaction log manager
116a stores a transaction log 1208 in session state 1206.
When second transaction log manager 116b determines
that it will require access to transaction log 1208 (e.g., to
recover and/or continue a transaction that was open be-
tween database server 104a and client 102), second
transaction log manager 116b may transmit a message
to an entity 1204 having access to state data repository
1202, and entity 1204 sends the corresponding data to
second transaction log manager 116b.

IV. Example Processor-Based System Implementation

[0105] Client 102, database server 104a, database
server 104b, command generator 112, session manager
114a, session manager 114b, transaction log manager
116a, transaction log manager 116b, client 200, applica-
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tion 202, database driver 204, API 212, session ID gen-
erator 328, transaction ID generator 330, command ID
generator 218, parser 220, protocol layer 222, database
server 300, session manager 302, engine 304, transac-
tion log manager 306, remote replicated session state
handler 308, parser 310, protocol layer 312, session ID
comparer 702, transaction ID comparer 704, command
ID comparer 706, entity 1204, flowchart 400, flowchart
500, flowchart 600, step 902, and flowchart 1000 may be
implemented in hardware, or hardware and any combi-
nation of software and/or firmware. For example, client
102, database server 104a, database server 104b, com-
mand generator 112, session manager 114a, session
manager 114b, transaction log manager 116a, transac-
tion log manager 116b, client 200, application 202, da-
tabase driver 204, API 212, session ID generator 328,
transaction ID generator 330, command ID generator
218, parser 220, protocol layer 222, database server 300,
session manager 302, engine 304, transaction log man-
ager 306, remote replicated session state handler 308,
parser 310, protocol layer 312, session ID comparer 702,
transaction ID comparer 704, command ID comparer
706, entity 1204, flowchart 400, flowchart 500, flowchart
600, step 902, and/or flowchart 1000 may be implement-
ed as computer program code configured to be executed
in one or more processors and stored in a computer read-
able storage medium. Alternatively, client 102, database
server 104a, database server 104b, command generator
112, session manager 114a, session manager 114b,
transaction log manager 116a, transaction log manager
116b, client 200, application 202, database driver 204,
API 212, session ID generator 328, transaction ID gen-
erator 330, command ID generator 218, parser 220, pro-
tocol layer 222, database server 300, session manager
302, engine 304, transaction log manager 306, remote
replicated session state handler 308, parser 310, proto-
col layer 312, session ID comparer 702, transaction ID
comparer 704, command ID comparer 706, entity 1204,
flowchart 400, flowchart 500, flowchart 600, step 902,
and/or flowchart 1000 may be implemented as hardware
logic/electrical circuitry.
[0106] For instance, in an embodiment, one or more
of client 102, database server 104a, database server
104b, command generator 112, session manager 114a,
session manager 114b, transaction log manager 116a,
transaction log manager 116b, client 200, application
202, database driver 204, API 212, session ID generator
328, transaction ID generator 330, command ID gener-
ator 218, parser 220, protocol layer 222, database server
300, session manager 302, engine 304, transaction log
manager 306, remote replicated session state handler
308, parser 310, protocol layer 312, session ID comparer
702, transaction ID comparer 704, command ID compar-
er 706, entity 1204, flowchart 400, flowchart 500, flow-
chart 600, step 902, and/or flowchart 1000 may be im-
plemented together in a system-on-chip (SoC). The SoC
may include an integrated circuit chip that includes one
or more of a processor (e.g., a microcontroller, micro-

processor, digital signal processor (DSP), etc.), memory,
one or more communication interfaces, and/or further cir-
cuits and/or embedded firmware to perform its functions.
[0107] FIG. 13 depicts an example processor-based
computer system 1300 that may be used to implement
various embodiments described herein. For example,
system 1300 may be used to implement client 102, da-
tabase server 104a, database server 104b, client 200,
and/or database server 300, as well as various sub-com-
ponents thereof. The description of system 1300 provid-
ed herein is provided for purposes of illustration, and is
not intended to be limiting. Embodiments may be imple-
mented in further types of computer systems, as would
be known to persons skilled in the relevant art(s).
[0108] As shown in FIG. 13, system 1300 includes a
processing unit 1302, a system memory 1304, and a bus
1306 that couples various system components including
system memory 1304 to processing unit 1302. Process-
ing unit 1302 may comprise one or more processors or
processing cores. Bus 1306 represents one or more of
any of several types of bus structures, including a mem-
ory bus or memory controller, a peripheral bus, an accel-
erated graphics port, and a processor or local bus using
any of a variety of bus architectures. System memory
1304 includes read only memory (ROM) 1308 and ran-
dom access memory (RAM) 1310. A basic input/output
system 1312 (BIOS) is stored in ROM 1308.
[0109] System 1300 also has one or more of the fol-
lowing drives: a hard disk drive 1314 for reading from
and writing to a hard disk, a magnetic disk drive 1316 for
reading from or writing to a removable magnetic disk
1318, and an optical disk drive 1320 for reading from or
writing to a removable optical disk 1322 such as a CD
ROM, DVD ROM, BLU-RAY™ disk or other optical me-
dia. Hard disk drive 1314, magnetic disk drive 1316, and
optical disk drive 1320 are connected to bus 1306 by a
hard disk drive interface 1324, a magnetic disk drive in-
terface 1326, and an optical drive interface 1328, respec-
tively. The drives and their associated computer-reada-
ble media provide nonvolatile storage of computer-read-
able instructions, data structures, program modules and
other data for the computer. Although a hard disk, a re-
movable magnetic disk and a removable optical disk are
described, other types of computer-readable media can
be used to store data, such as flash memory cards, digital
video disks, random access memories (RAMs), read only
memories (ROM), and the like.
[0110] A number of program modules may be stored
on the hard disk, magnetic disk, optical disk, ROM, or
RAM. These program modules include an operating sys-
tem 1330, one or more application programs 1332, other
program modules 1334, and program data 1336. In ac-
cordance with various embodiments, the program mod-
ules may include computer program logic (e.g., computer
code or instructions) that is executable by processing
unit 1302 to perform any or all of the functions and fea-
tures of client 102, database server 104a, database serv-
er 104b, command generator 112, session manager
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114a, session manager 114b, transaction log manager
116a, transaction log manager 116b, client 200, applica-
tion 202, database driver 204, API 212, session ID gen-
erator 328, transaction ID generator 330, command ID
generator 218, parser 220, protocol layer 222, database
server 300, session manager 302, engine 304, transac-
tion log manager 306, remote replicated session state
handler 308, parser 310, protocol layer 312, session ID
comparer 702, transaction ID comparer 704, command
ID comparer 706, entity 1204, flowchart 400, flowchart
500, flowchart 600, step 902, and/or flowchart 1000 (in-
cluding any step of flowcharts 400, 500, 600, and 1000),
and/or further embodiments described elsewhere herein.
[0111] A user may enter commands and information
into system 1300 through input devices such as a key-
board 1338 and a pointing device 1340. Other input de-
vices (not shown) may include a microphone, joystick,
game pad, game controller, scanner, touch screen and/or
touch pad, a voice recognition system to receive voice
input, a gesture recognition system to receive gesture
input, or the like. In one embodiment, a touch screen is
provided in conjunction with a display 1344 to allow a
user to provide user input via the application of a touch
(as by a finger or stylus for example) to one or more points
on the touch screen. These and other input devices are
often connected to processing unit 1302 through a serial
port interface 1342 that is coupled to bus 1306, but may
be connected by other interfaces, such as a parallel port,
game port, or a universal serial bus (USB).
[0112] A display 1344 is also connected to bus 1306
via an interface, such as a video adapter 1346. In addition
to display 1344, system 1300 may include other periph-
eral output devices (not shown) such as speakers and
printers.
[0113] System 1300 is connected to a network 1348
(e.g., a local area network or wide area network such as
the Internet) through a network adaptor or interface 1350,
a modem 1352, or other suitable means for establishing
communications over the network. Modem 1352, which
may be internal or external, is connected to bus 1306 via
serial port interface 1342.
[0114] As used herein, the terms "computer program
medium" and "computer-readable medium" are used to
generally refer to physical media such as ROM 1308 and
RAM 1310 used to implement system memory 1304, the
hard disk associated with hard disk drive 1314, remova-
ble magnetic disk 1318, removable optical disk 1322, as
well as other media such as flash memory cards, digital
video disks, and the like.
[0115] As noted above, computer programs and mod-
ules (including application programs 1332 and other pro-
gram modules 1334) may be stored on ROM 1308, RAM
1310, the hard disk associated with hard disk drive 1314,
the removable magnetic disk 1318, or the removable op-
tical disk 1322. Such computer programs may also be
received via network interface 1350 or serial port inter-
face 1342. Such computer programs, when executed by
processing unit 1302, enable system 1300 to implement

features of embodiments discussed herein. Accordingly,
such computer programs represent controllers of system
1300.
[0116] As used herein, the terms "computer program
medium," "computer-readable medium," and "computer-
readable storage medium" are used to generally refer to
media such as the hard disk associated with hard disk
drive 1314, removable magnetic disk 1318, removable
optical disk 1322, as well as other media such as flash
memory cards, digital video disks, random access mem-
ories (RAMs), read only memories (ROM), and the like.
Such computer-readable storage media are distin-
guished from and non-overlapping with communication
media (do not include communication media). Commu-
nication media typically embodies computer-readable in-
structions, data structures, program modules or other da-
ta in a modulated data signal such as a carrier wave. The
term "modulated data signal" means a signal that has
one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way
of example, and not limitation, communication media in-
cludes wireless media such as acoustic, RF, infrared and
other wireless media. Embodiments are also directed to
such communication media.
[0117] As noted above, computer programs and mod-
ules (including application programs 1332 and other pro-
gram modules 1334) may be stored on the hard disk,
magnetic disk, optical disk, ROM, or RAM. Such compu-
ter programs may also be received via network interface
1350, serial port interface 1342, or any other interface
type. Such computer programs, when executed or loaded
by an application, enable system 1300 to implement fea-
tures of embodiments of the present invention discussed
herein. Accordingly, such computer programs represent
controllers of the system 1300.
[0118] Embodiments are also directed to computer
program products comprising software stored on any
computer useable medium. Such software, when exe-
cuted in one or more data processing devices, causes a
data processing device(s) to operate as described here-
in. Embodiments of the present invention employ any
computer-useable or computer-readable medium,
known now or in the future. Examples of computer-read-
able mediums include, but are not limited to storage de-
vices such as RAM, hard drives, floppy disks, CD ROMs,
DVD ROMs, zip disks, tapes, magnetic storage devices,
optical storage devices, MEMs, nanotechnology-based
storage devices, and the like.

V. Conclusion

[0119] While various embodiments have been de-
scribed above, it should be understood that they have
been presented by way of example only, and not limita-
tion. Thus, the breadth and scope of the present invention
should not be limited by any of the above-described ex-
emplary embodiments, but should be defined only in ac-
cordance with the following claims and their equivalents.
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Claims

1. A method in a database server (104a), the method
comprising:

establishing (402) a first session with a client
(102) to handle a database query for the client,
wherein the establishing comprises storing a
session identifier for the first session in a session
state;
opening (404) a transaction of the first session
by transmitting a first transaction identifier to the
client, the transaction being associated with a
plurality of commands;
receiving (406) at least one command of the plu-
rality of commands associated with the transac-
tion from the client, each of the at least one re-
ceived command being received with an asso-
ciated command identifier;
generating (408) a transaction log (108) that
stores the command identifier associated with
each of the at least one received command and
indicates whether each of the at least one re-
ceived command has been successfully execut-
ed, and transmitting for each of the at least one
received command an acknowledgment to the
client indicating that the respective command
was received, wherein the transaction log (108)
further stores the first transaction identifier for
the transaction that is open between the client
(102) and the database server (104a), and
wherein data retrieved in response to executing
the at least one received command is stored in
the session state;
storing the transaction log in the session state;
after a failure in the first session, receiving, from
the client, a request to reestablish the first ses-
sion, a session identifier, a further command as-
sociated with a transaction, a second transac-
tion identifier for the transaction and a command
identifier for the further command;
determining that the received session identifier
matches the session identifier stored in the ses-
sion state;
comparing the first transaction identifier stored
in the transaction log (108) with the second
transaction identifier; and
if the first transaction identifier stored in the
transaction log (108) matches the second trans-
action identifier,
reestablishing the first session with the client
continuing the transaction between the client
(102) and the database server (104a) from the
point of the failure by means of:

determining whether the command identifi-
er for the further command has already
been stored in the transaction log; and

if the command identifier for the further com-
mand is determined to not already have
been stored in the transaction log,
attempting (418) to execute the further com-
mand, and
annotating (420) the transaction log with the
command identifier for the further command
and an indication of whether the further
command has been successfully executed;
and if the command identifier for the further
command is determined to already have
been stored in the transaction log,
determining from the transaction log that the
further command was executed successful-
ly; and
avoiding (422) re-executing the further com-
mand.

2. The method of claim 1, further comprising:

receiving (430) a commit instruction for the
transaction from the client; and
committing (432) the transaction.

3. The method of claim 1, further comprising:
replicating (902) the session state to at least one
additional database server (104b), the replicated
session state enabling the at least one additional da-
tabase server to continue the transaction if the first
session fails.

4. The method of claim 1, further comprising:
deleting the transaction log after a predetermined
amount of time expires after the failure of the first
session if a communication is not received from the
client requesting to reestablish the first session.

5. A database server, configured to perform a method
according to one of claims 1 to 4.

6. A computer program product comprising a compu-
ter-readable medium having computer-readable in-
structions which when executed by a processor of a
database enable the database to perform the meth-
od according to one of claims 1-4.

Patentansprüche

1. Verfahren in einem Datenbankserver (104a), wobei
das Verfahren umfasst:

Aufbauen (402) einer ersten Sitzung mit einem
Client (102), um eine Datenbankabfrage für den
Client zu behandeln, wobei das Aufbauen das
Speichern einer Sitzungskennung für die erste
Sitzung in einem Sitzungszustand umfasst;
Öffnen (404) einer Transaktion der ersten Sit-
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zung durch Senden einer ersten Transaktions-
kennung an den Client, wobei die Transaktion
mit einer Vielzahl von Befehlen verknüpft ist;
Empfangen (406) von wenigstens einem Befehl
aus der Vielzahl von Befehlen, die mit der Trans-
aktion verbunden sind, von dem Client, wobei
jeder der wenigstens einen empfangenen Be-
fehle mit einer zugehörigen Befehlskennung
empfangen wird;
Erzeugen (408) eines Transaktionsprotokolls
(108), das die Befehlskennung speichert, die je-
dem des wenigstens einen empfangenen Be-
fehls zugeordnet ist und anzeigt, ob jeder des
wenigstens einen empfangenen Befehls erfolg-
reich ausgeführt wurde, und Senden einer Be-
stätigung für jeden des wenigstens einen emp-
fangenen Befehls an den Client, die anzeigt,
dass der jeweilige Befehl empfangen wurde,
wobei das Transaktionsprotokoll (108) weiterhin
die erste Transaktionskennung für die Transak-
tion speichert, die zwischen dem Client (102)
und dem Datenbankserver (104a) offen ist, und
Daten, die als Antwort auf die Ausführung des
wenigstens einen empfangenen Befehls abge-
rufen wurden, in dem Sitzungszustand gespei-
chert werden;
Speichern des Transaktionsprotokolls in dem
Sitzungszustand;
nach einem Fehler in der ersten Sitzung, Emp-
fangen einer Anforderung zur Wiederherstel-
lung der ersten Sitzung, einer Sitzungskennung,
eines weiteren einer Transaktion zugeordneten
Befehls, einer zweiten Transaktionskennung für
die Transaktion und einer Befehlskennung für
den weiteren Befehl von dem Client;
Bestimmen, dass die empfangene Sitzungsken-
nung mit der im Sitzungszustand gespeicherten
Sitzungskennung übereinstimmt;
Vergleichen der in dem Transaktionsprotokoll
(108) gespeicherten ersten Transaktionsken-
nung mit der zweiten Transaktionskennung; und
wenn die erste im Transaktionsprotokoll gespei-
cherte Transaktionskennung (108) mit der zwei-
ten Transaktionskennung übereinstimmt,
Wiederherstellen der ersten Sitzung mit dem
Client, der die Transaktion zwischen dem Client
(102) und dem Datenbankserver (104a) ab dem
Punkt des Ausfalls fortführt, mittels:

Bestimmen, ob die Befehlskennung für den
weiteren Befehl bereits in dem Transakti-
onsprotokoll gespeichert wurde; und
wenn festgestellt wird, dass die Befehlsken-
nung für den weiteren Befehl nicht bereits
in dem Transaktionsprotokoll gespeichert
wurde,
Versuchen (418), den weiteren Befehl aus-
zuführen und

Kommentieren (420) des Transaktionspro-
tokolls mit der Befehlskennung für den wei-
teren Befehl und einer Kennung, ob der wei-
tere Befehl erfolgreich ausgeführt wurde;
und wenn festgestellt wird, dass die Be-
fehlskennung für den weiteren Befehl be-
reits in dem Transaktionsprotokoll gespei-
chert wurde,
Bestimmen aus dem Transaktionsprotokoll,
dass der weitere Befehl erfolgreich ausge-
führt wurde; und
Vermeiden (422) der erneuten Ausführung
des weiteren Befehls.

2. Verfahren nach Anspruch 1, weiterhin umfassend:

Empfangen (430) einer Begehungsanweisung
für die Transaktion von dem Client; und
Begehen (432) der Transaktion.

3. Verfahren nach Anspruch 1, weiterhin umfassend:
Replizieren (902) des Sitzungszustandes auf we-
nigstens einen zusätzlichen Datenbankserver
(104b), wobei der replizierte Sitzungszustand es
dem wenigstens einen zusätzlichen Datenbankser-
ver ermöglicht, die Transaktion fortzusetzen, wenn
die erste Sitzung fehlschlägt.

4. Verfahren nach Anspruch 1 weiterhin umfassend:
Löschen des Transaktionsprotokolls nach Ablauf ei-
ner vorbestimmten Zeitspanne nach dem Scheitern
der ersten Sitzung, wenn keine Kommunikation von
dem Client empfangen wird, der die Wiederherstel-
lung der ersten Sitzung verlangt.

5. Datenbankserver, der dazu eingerichtet ist, ein Ver-
fahren gemäß einem der Ansprüche 1 bis 4 auszu-
führen.

6. Computerprogrammprodukt, das ein computerles-
bares Medium mit computerlesbaren Befehlen auf-
weist, die, wenn sie von einem Prozessor einer Da-
tenbank ausgeführt werden, die Datenbank in die
Lage versetzen, das Verfahren gemäß einem der
Ansprüche 1 bis 4 durchzuführen.

Revendications

1. Procédé dans un serveur de base de données
(104a), le procédé comprenant :

établir (402) une première session avec un client
(102) pour gérer une requête de base de don-
nées pour le client, dans lequel l’établissement
comprend l’enregistrement d’un identifiant de
session pour la première session dans un état
de session ;
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ouvrir (404) une transaction de la première ses-
sion en transmettant un premier identifiant de
transaction au client, la transaction étant asso-
ciée à une pluralité de commandes ;
recevoir (406) au moins une commande de la
pluralité de commandes associée à la transac-
tion de la part du client, chacune des au moins
une commandes reçues étant reçue avec un
identifiant de commande associée ;
générer (408) un journal de transactions (108)
qui enregistre l’identifiant de commande associé
à chacune des au moins une commandes re-
çues et indique si chacune des au moins une
commandes reçues a été exécutée avec suc-
cès, et transmettre, pour chacune des au moins
une commandes reçues, un accusé de récep-
tion au client indiquant que la commande res-
pective a été reçue, dans lequel le journal de
transactions (108) enregistre en outre le premier
identifiant de transaction pour la transaction qui
est ouverte entre le client (102) et le serveur de
base de données (104a), et dans lequel les don-
nées récupérées suite à l’exécution de l’au
moins une commande reçue sont enregistrées
dans l’état de session ;
enregistrer le journal de transactions dans l’état
de session ;
après un échec de la première session, recevoir,
de la part du client, une requête de rétablisse-
ment de la première session, un identifiant de
session, une autre commande associée à une
transaction, un second identifiant de transaction
pour la transaction et un identifiant de comman-
de pour l’autre commande ;
déterminer que l’identifiant de session reçu cor-
respond à l’identifiant de session enregistré
dans l’état de session ;
comparer le premier identifiant de transaction
enregistré dans le journal de transactions (108)
avec le second identifiant de transaction ; et
si le premier identifiant de transaction enregistré
dans le journal de transactions (108) correspond
au second identifiant de transaction,
rétablir la première session avec le client et
poursuivre la transaction entre le client (102) et
le serveur de base de données (104a) à partir
du point d’échec, le rétablissement
comprenant :

déterminer si l’identifiant de commande
pour l’autre commande a déjà été enregis-
tré ou non dans le journal de transactions ;
et
s’il est déterminé que l’identifiant de com-
mande pour l’autre commande n’a pas en-
core été enregistré dans le journal de tran-
sactions,
tenter (418) d’exécuter l’autre commande,

et
renseigner (420) le journal de transactions
avec l’identifiant de commande pour l’autre
commande et une information indiquant si
l’autre commande a été exécutée ou non
avec succès ;
et s’il est déterminé que l’identifiant de com-
mande pour l’autre commande a déjà été
enregistré dans le journal de transactions,
déterminer à partir du journal de transac-
tions que l’autre commande a été exécutée
avec succès ; et
éviter (422) d’exécuter à nouveau l’autre
commande.

2. Procédé selon la revendication 1, comprenant en
outre :

recevoir (430) une instruction de validation pour
la transaction de la part du client ; et
valider (432) la transaction.

3. Procédé selon la revendication 1, comprenant en
outre :
répliquer (902) l’état de session vers au moins un
serveur de base de données supplémentaire (104b),
l’état de session répliqué permettant à l’au moins un
serveur de base de données supplémentaires de
poursuivre la transaction si la première session
échoue.

4. Procédé selon la revendication 1, comprenant en
outre :
supprimer le journal de transactions après expiration
d’une période prédéterminée après l’échec de la pre-
mière session si aucune communication n’est reçue
de la part du client demandant un rétablissement de
la première session.

5. Serveur de base de données, configuré pour exécu-
ter un procédé selon l’une des revendications 1 à 4.

6. Produit programme informatique comprenant un
support lisible par ordinateur comportant des instruc-
tions lisibles par ordinateur qui, lorsqu’elles sont exé-
cutées par un processeur d’une base de données,
permettent à la base de données d’exécuter le pro-
cédé selon l’une des revendications 1 à 4.
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