
Printed by Jouve, 75001 PARIS (FR)

Europäisches Patentamt

European Patent Office

Office européen des brevets

(19)

E
P

1 
46

5 
44

0
A

1

(Cont. next page)

*EP001465440A1*
(11) EP 1 465 440 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication:
06.10.2004 Bulletin 2004/41

(21) Application number: 03290837.8

(22) Date of filing: 03.04.2003

(51) Int Cl.7: H04Q 3/00, H04L 12/66

(84) Designated Contracting States:
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR
HU IE IT LI LU MC NL PT RO SE SI SK TR
Designated Extension States:
AL LT LV MK

(71) Applicant: Hewlett-Packard Development
Company, L.P.
Houston, TX 77070 (US)

(72) Inventors:
• Lamberton, Marc

06600 Antibes (FR)

• Barbier, Stephane
06370 Mouans-Sartoux (FR)

• Desiderio, Didier, Residence "Le Sedaine"
06110 Le Cannet (FR)

(74) Representative: Lloyd, Richard Graham
Hewlett-Packard France
Intellectual Property Section
Etablissement de Grenoble
38053 Grenoble Cedex 09 (FR)

Remarks:
Claims 22 - 29 are deemed to be abandoned due to
non-payment of the claims fee (Rule 31 (2) EPC).

(54) Method and apparatus for changeover of associations between signalling processes

(57) A method of controlling a local process that
forms part of a first processing entity such as a signalling
gateway , said first processing entity maintaining a plu-
rality of associations with a plurality of remote processes
in a second processing entity such as a application serv-
er. The method comprises the steps of: receiving a fail-
ure message from a remote process indicating a fault
affecting an association linking the local process with
that remote process; queueing data messages destined
for that remote process; controlling the transmission of
an acknowledgement of the failure message so that da-
ta messages pending on the association are received
at that remote process before the acknowledgment of
the failure message; and initiating a traffic diversion to
set up an alternate path between said first processing
entity and said second processing entity for queued data
messages. The local processes can be signalling gate-
way processes having a common point code or set of
point codes and the remote processes can be applica-
tion server processes having a common routing key.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The invention relates to methods, and related
apparatus, for controlling processing entities used, for
instance, in communication systems such as for the
control of signalling traffic between a distributed signal-
ling gateway and application server processes.

Background Art

[0002] Establishing connections between two tele-
phones involves a complex interaction of digital mes-
sages, hereinafter referred to generally as signalling.
Nowadays telephone systems perform what is known
as "out-of-band" signalling. Out-of-band signalling
means that the communications required between the
switches and other equipment in the network take place
on communication channels other than the channel by
which the voice or data flows. Typically, the out-of-band
signalling takes place by means of digital communica-
tion channels. Thus, the public switch telephone net-
work (PSTN) generally uses two types of channels, me-
dia and signalling.
[0003] Several protocols have been defined for out-
of-band signalling. The most commonly used protocol,
in North America, Asia and Europe, is known as Signal-
ling System No. 7 (SS7). However, the SS7 protocol de-
fines more than just a protocol for communication be-
tween switches. It also defines an entire switching net-
work for facilitating signalling for call establishment,
routing, and information exchange functions of switched
circuit networks.
[0004] Since the amount of data transferred over data
networks is now much larger than the voice traffic that
is carried over the PSTN, carriers are willing to consol-
idate both types of networks. Therefore, there is a trend
in the telephone industry to migrate telephone systems
using SS7-based networks for signalling to Internet Pro-
tocol (IP) networks. The Internet protocols are standard-
ised by the Internet Engineering Task Force (IETF).
Moving either or both of the media and signalling chan-
nels to an IP infrastructure involves the use of very dif-
ferent technologies and can be done independently.
One IETF working group, called the Sigtran Group, is
focussing on protocol definitions for back-hauling SS7
signalling messages across IP networks.
[0005] The following discussion is premised upon one
of ordinary skill in the art having a working understand-
ing of the character and format of switching signals in
SS7 networks, as well as the character and nature of
converting SS7 signals for transport across IP networks.
The IETF in collaboration with the Sigtran group have
taken the initiative to define open standards for trans-
porting SS7 over IP networks. With Sigtran technology,

telephone services which today lie on top of SS7 net-
works, can run Application Servers (ASs) lying on top of
IP networks. The interworking with SS7 networks is per-
formed by Sigtran signalling gateways also referred as
SGs.
[0006] The evolution to IP based infrastructures is
driven by cost reduction, but it will happen only if Sigtran
technology can be shown to be as reliable as the incum-
bent SS7 technology. For additional information regard-
ing SS7 network switching over IP networks, reference
may be made to the (IETF) working drafts "Signalling
Connecting Control Part User Adaptation Layer (SUA)"
available from the IETF website at www.ietf.org, which
is incorporated herein by reference as if reproduced in
full.
[0007] Likewise, reference may be made to the IETF
RFC 3332 "SS7 MTP3 - User Adaptation Layer
(M3UA)", available from the IETF website, and which is
incorporated herein by reference as if reproduced in full.
It is noted that each of these IETF documents is a work
in progress and is therefore subject to change. However,
these documents exemplify to one of ordinary skill in the
art the changes necessary to a standard SS7 signalling
system for its implementation in an IP networks context.
Even though the following description focuses on imple-
menting a distributed M3UA signalling gateway, it
should also be kept in mind that the same techniques
also apply to SUA signalling gateways.
[0008] For additional information regarding Sigtran
protocols, reference may be made to the International
Engineering Consortium, in document "SS7 Over IP
Signalling Transport and SCTP," which is available from
the IEC website www.iec.org, and which is incorporated
herein by reference as if reproduced in full.
[0009] Figure 1-A shows a block diagram illustrating
a system migration operating under the SS7 protocol to
a SS7 system using IP protocol. Before the migration,
the SS7 Signalling End Point (SEP) 10 is connected to
the SS7 Applications 12 identified by a SS7 User Part
and a SS7 Stack through a SS7 network 11. Since the
Sigtran framework architecture defines several func-
tions required to backhaul SS7 Applications on an IP
network 24, after migration over the IP network, com-
munication between the SS7 Stack of signalling gate-
way 22 and SS7 User Part of the Application Server 26,
28 is established through an IP SCTP network 24, where
SCTP stands for Stream Control Transfer Protocol.
More particularly, communication is established through
their respective M3UA layers. On the other side of sig-
nalling gateway 22, communication between SS7 Stack
22 and SS7 SEP 20 remains unchanged and is estab-
lished through the SS7 network 21.
[0010] As is known in the prior art, a Signal Transfer
Point (STP) routes SS7 signalling within the SS7 net-
work and manages various signalling links which com-
prise the SS7 network. Routing is accomplished by
processing of the routing label of an SS7 message by
the Message Transfer Part (MTP) functionality of the
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signalling point. The MTP layers comprise three levels.
Levels 1 and 2 are used for the transfer of SS7 messag-
es from one point to another over an individual signalling
link. Level 3 is used for the transfer of SS7 messages
over the SS7 network beyond the requirements of indi-
vidual link transmission. The MTP3 layer is mainly ded-
icated to ensuring the delivery of incoming and outgoing
messages (such as discrimination, distribution and rout-
ing), and the network reconfiguration (such as traffic
management, route management and link manage-
ment). In brief, levels 1 and 2 are used for transport over
individual links whereas level 3 is used for transport over
the SS7 network in general.
[0011] Signalling Gateway 22 terminates SS7 lower
layers and encapsulates their payload data into SCTP
(Stream Control Transfer Protocol) messages to send
them to an Application Server 28, 26, shown in Fig IB.
Communication between Signalling Gateway Process-
es (SGPs) of the SG 22 and Application Server Proc-
esses (ASPS) is done using the transport layer defined
by the Sigtran working group and referred to as SCTP.
The AS terminates the SCTP, processes the signalling
messages and replies to the SG in the same way.
[0012] However, in the SS7 network 21, messages
are not transported over SCTP. Therefore, the SG 22 is
responsible for terminating MTP level3 of the SS7 pro-
tocol and offering an IP-based extension to its users. In
the case of SS7 and M3UA interworking, the M3UA ad-
aptation layer is designed to provide an extension of the
MTP3 layer.
[0013] Figure 1-B illustrates the SUA case with back-
hauling of a Signalling Connection Control Part (SCCP)
sub-system over the IP network. This sub-system is
identified by a Routing Key (RK), which has to comply
with a set of rules that apply to an SCCP header. More
specifically, a Routing Key describes a set of SS7 pa-
rameters and parameter values that uniquely define the
range of signalling traffic to be handled by a particular
Application Server. Parameters within the Routing Key
cannot extend across more than a single Signalling
Point Management Cluster. Each signalling packet
processed by the SG, and which matches this Routing
Key, is forwarded to the corresponding ASP and each
AS is identified by a Routing Key that describes the
types of services that are being provided. Routing Key
RK and Transmission Id TID play the same roles respec-
tively for the AS and the ASP.
[0014] Figure 1-B shows a basic configuration of the
different layers of the layered protocol communications
schemes of the different network elements: a Signalling
Gateway Process SGP 22, a Signalling End Point SEP
20 and an Application Server Process ASP 26. Signal-
ling Gateway Process SGP 22 provides an interworking
function between an SS7 network connected to Signal-
ling End Point SEP 20 and an IP network connected to
Application Server Process ASP 26. Signalling Gateway
Process 22 communicates with the Signalling End Point
through the use of MTP2 and MTP3 layers, and a SCCP

layer which communicates with a Nodal Interworking
Function (NIF). The Nodal Interworking Function is in
effect the highest level software program performing the
signalling gateway functions. Signalling Gateway Proc-
ess 22 has a corresponding set of protocol layers (IP,
SCTP and M3UA or SUA). Rather than an M3UA layer
on top of a SCTP layer, it is possible to use the SUA
layer. Furthermore, embodiments using other Sigtran
adaptation layers such as TUA and the like can also be
implemented according to the present invention.
[0015] The Signalling End Point 20 has a structure
similar to the Signalling Gateway Process 22 apart from
the additional two layers TCAP and MAP. TCAP is the
protocol layer which ultimately interprets the commands
and sends responses to the Signalling End Point 20. On
the other side of the network, in the same way, the Ap-
plication Server Process 26 has essentially the same
layer arrangement as the Signalling End Point 20 and
additionally includes on top of the SCCP layer, TCAP
and MAP layers. The MAP and TCAP layers of the Sig-
nalling End Point 20 may be directly connected to MAP
and TCAP layers of Application Server Process 26. It
will be understood that the TCAP and MAP layers are
described here merely as examples of protocols lying
on top of MTP3 and SCCP layers.
[0016] Furthermore, there are additional differences
between IP networks and SS7 networks. Sigtran defines
User Adaptation Layers (UAs) as follows:

- M2UA and M2PA: when SS7 is terminated at layer2,
MTP3 messages are encapsulated into M2UA (or
M2PA) over SCTP.

- M3UA: when SS7 is terminated at layer3, user part
messages are encapsulated into M3UA over SCTP.
The User part can be ISUP, SCCP

- SUA: when SS7 is terminated at the SCCP layer,
application part messages are encapsulated into
SUA over SCTP. The Application part can be for ex-
ample TCAP or RANAP.

- TUA: when SS7 is terminated at TCAP layer, TCAP
payloads are encapsulated into TUA over SCTP.

[0017] Generally speaking, signalling across an IP
network involves replacing the lower levels of the SS7
layered protocol communications and transport layers
with IP network protocol communications and transport
layers.
[0018] As well as defining the functions of signalling
gateways and signalling gateway processes, the
Sigtran documents referred to above specify in detail the
protocols to be implemented between an SGP and an
ASP in a single SGP environment.
[0019] To enhance the availability of the signalling
gateway, it can be distributed over several processes
running in one or several computers, each of them being
a Signalling Gateway Process (SGP).
[0020] Every SGP belonging to a particular SG has
the same SS7 point code (or the same list of PCs), with
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each SGP being connected to the SS7 network through
redundant links.
[0021] On the IP side, each SGP is connected to the
ASPs running the services. One AS, meaning one log-
ical service, can be implemented by one or more proc-
esses or computers: the ASPS. To provide improved re-
liability, each SGP may be connected to each ASP
through an SCTP association such that there is only one
association between each SGP and ASP.
[0022] Protocol extensions and procedures have
been proposed for implementing a fail-over mechanism
between Stream Control Transfer Protocol (SCTP) as-
sociations connecting processes in the Application
Servers and processes in the Signalling Gateways.
They are defined by the IETF in a draft "Correlation Id
and Hearbeat Procedures (CORID) Supporting Loss-
less Fail-Over between SCTP Associations for Signal-
ling User Adaptation Layers'' available from the IETF
website at www.ietf.org. This fail-over mechanism re-
quires both sides of the associations namely the AS and
SG to use a parameter called correlation identification
CORID that is added into messages exchanged be-
tween the Application Servers and Signalling Gateways.
These messages are, for instance, ASP-ACTIVE,
ASP-ACTIVE-ACK, HEARTBEAT and HEARTBEAT
ACK messages.
[0023] The CORID ID is used by a traffic diversion
procedure to ensure that no messages will be lost and
that messages will delivered in sequence as is required
by the standards.

SUMMARY OF THE INVENTION

[0024] In at least a preferred embodiment, this inven-
tion provides a method of controlling a local process that
forms part of a first processing entity, said first process-
ing entity maintaining a plurality of associations with a
plurality of remote processes in a second processing
entity, , said method comprising the steps of: receiving
a failure message from a remote process indicating a
fault affecting an association linking the local process
with that remote process; queueing data messages des-
tined for that remote process; controlling the transmis-
sion of an acknowledgement of the failure message so
that data messages pending on the association are re-
ceived at that remote process before the acknowledg-
ment of the failure message; and initiating a traffic di-
version to set up an alternate path between said first
processing entity and said second processing entity for
queued data messages.
[0025] The invention can be applied, for instance, to
provide a failover mechanism where the first processing
entity is a signalling gateway and the second processing
entity is an application server. In such an application,
the local processes can be signalling gateway process-
es having a common point code or set of point codes
and the remote processes can be application server
processes having a common routing key. The message

indicating the fault can be, for instance, an ASP_NAC-
TIVE or ASP_DOWN message and the acknowledge-
ment being respectively an ASP_INACTIVE_ACK mes-
sage or an ASP_DOWN_ACK message.
[0026] The controlling can comprise delaying the ac-
knowledgment of the failure message, for a predetermi-
nable time period, for instance. The delay can be deter-
mined by transmission and acknowledgment of a heart-
beat message. Alternatively, the controlling may com-
prises sending the acknowledgement of the failure mes-
sage on the data stream used for the data messages.
[0027] The first processing entity can maintain a plu-
rality of associations between a plurality of local proc-
esses and a plurality of remote processes and the meth-
od can comprise informing other local processes of the
fault so that such other local processes can avoid involv-
ing the failed association in traffic diversion procedures
initiated by them.
[0028] In preferred embodiments the method com-
prises determining whether pending messages form
part of a stateful transaction, as is the case for TCAP
messages, and, if so, finding an alternative local proc-
ess to provide an alternative path to the same remote
process.
[0029] The method can comprise the initiating of a
switch back procedure to include a new association link-
ing a local process with a remote process;
[0030] In other aspects , the invention provides a
computer program code element for controlling a local
process using the above described methods and a sig-
nalling gateway comprising a plurality of local processes
that are controlled using such methods.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] Preferred embodiments of the invention will
now be described, by way of example only, with refer-
ence to the accompanying drawings in which:

Figure 1-A shows a prior art system operating under
the SS7 protocol and its migration to an IP network.

Figure 1-B shows a basic configuration of the differ-
ent layers of the layered protocol communications
schemes of a Signalling End Point, a Signalling
Gateway Process and an Application Server Proc-
ess.

Figure 2 shows one embodiment of a distributed
signalling gateway environment in which the
present invention is implemented.

Figure 3 illustrates a block diagram of one example
of a traffic diversion algorithm example in a
two-SGPs environment showing the search for an
alternate path.

Figure 4 illustrates an example of the implementa-
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tion of routing tables in an environment of two-SGPs
showing the association SGP-ASP before failure.

Figure 5 illustrates an example of the implementa-
tion of routing tables in an environment of two-SGPs
showing the association SGP-ASP after failure.

Figure 6 illustrates a TCAP traffic diversion in case
of one failure in an environment of four-SGPs.

Figure 7 illustrates a TCAP traffic diversion in case
of two failures in an environment of four-SGPs.

Figure 8 shows an example of an inter-SGPs com-
munication flow in case of a traffic diversion proce-
dure in an environment of four-SGPs.

Figure 9 shows an example of an inter-SGPs com-
munication flow in case of a switch back procedure
in an environment of four-SGPs.

Figure 10 shows a flow diagram of one example of
a traffic diversion algorithm.

Figure 11 shows a flow diagram of one example of
a switch back algorithm.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0032] Throughout the specification, and in the
claims, the term "application server process" refers to a
piece of hardware, such as a computer or server, run-
ning software to perform a task and communicating with
other devices and/or programs over a communication
channel. Further, reference to an "application service"
means a software program running on hardware (an ap-
plication server process) to perform a task related to the
telephone network, such as (but not limited to) toll free
number translation, maintaining home location regis-
ters, and maintaining visitor location registers.
[0033] Figure 2 shows a distributed SGP signalling
gateway 22 configured according to an embodiment of
the present invention to enhance the availability of the
signalling gateway. Indeed it is possible to distribute
several Signalling Gateway Processes (SGPs) in one or
more computers. An SGP is a process instance of a Sig-
nalling Gateway. It serves as an active backup, a load-
sharing or a broadcast process of the Signalling Gate-
way. Each Signalling Gateway Process 22-1, 22-2 be-
longing to the same Signalling Gateway 22 has the
same SS7 point code (or the same list of PCs). A sig-
nalling gateway appears to the SS7 network as an SS7
signalling point. Each Signalling Gateway Process 22-1,
22-2 can be connected to the SS7 network 21 through
redundant links and is actively processing the traffic
over the network.
[0034] On the Internet Protocol network 24 side, each

Signalling Gateway Process 22-1, 22-2 is connected to
the Application Server Processes 26, 28 running the ap-
plication services. Each Application Server 30, 32,
meaning each logical service, can be played by one or
several Application Service Processes 26, 28. To pro-
vide improved reliability, each Signalling Gateway Proc-
ess 22-1, 22-2 may be connected to each Application
Service Process 26, 28 through many Stream Control
Transfer Protocol SCTP associations. Each association
is defined as a transport connection between a Signal-
ling Gateway Process SGP and an Application Server
Process ASP.
[0035] In order to build a more reliable distributed sys-
tem, the different causes of failure need to be analyzed
and procedures defined to recover from each of these
failures.
[0036] The SS7 standards and the Sigtran IETF doc-
uments have defined recovery procedures for three cas-
es of failure in a distributed SGP environment.

- Any failure of the SS7 links between an SGP and
the 1st SS7 network node (Signalling Transfer
Point) can be recovered by using the procedures as
defined for layers MTP2 and MTP3.

- Any failure of any Signalling Gateway Process in
the Signalling Gateway respectively with can be re-
covered on the SS7 side and the Sigtran side re-
spectively by SS7 standards and by Sigtran IETF
documents as defined in the ASP procedure.

- Any failure of an Internet Protocol / Local Area Net-
work interface of a Signalling Gateway Process can
be recovered by Signalling Control Transfer Proto-
col multi-homing support.

[0037] However, in a distributed SGP environment,
there are two cases of failures for which the SS7 stand-
ards the Sigtran IETF documents are silent. The SS7
network does not have a transport layer which allows
the re-sequencing of messages. Therefore, if a path
were to be changed, it is important to check that mes-
sages are not duplicated nor lost, and that messages
initially transmitted are sent before starting to buffer new
incoming messages in each SGP. In a distributed SGP
environment, when these two failures occur, there is a
need to define not only a traffic diversion procedure but
also a switch back procedure in order to recover. These
two cases of failure are as follows:

- Failure of an SCTP association between a Signal-
ling Gateway Process and an Application Server
Process.

- Failure of all associations between one Signalling
Gateway Process and an Application Server.

[0038] Traffic between a Signalling Gateway Process
and an Application Server Process can stop for three
reasons:
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- An SCTP association completely fails. However this
should be rare owing to the SCTP multi-homing fea-
ture. As a matter of fact, the SCTP multi-homing
aims at managing the physical interfaces and allo-
cating associations to these interfaces. Should this
failure occur however, messages will be lost and will
not be recovered.

- An Application Server Process sends a Sigtran ASP
DOWN message. In this case, all data traffic will be
closed as soon as the Signalling gateway returns
an ASP DOWN ACK message.

- An Application Server Process sends a Sigtran IN-
ACTIVE message. In his case, all data traffic to the
concerned Application Server will be closed as
soon as the Signalling Gateway returns an ASP IN-
ACTIVE ACK message.

[0039] The recovery procedures in the last two cases
are set out in more detail in the inter-SGP communica-
tion flows of figures 8 and 9.
[0040] Figure 3 is a block diagram of an example of a
traffic diversion algorithm in a two-SGP environment
showing the search for an alternate path. A Signalling
End Point 20, which could be a telephone switch for in-
stance if the system were to be implemented for resi-
dential or commercial telephone service, is connected
to a SS7 network 21. Only one such Signalling End Point
20 is shown in Figure 3 for simplicity of the drawing; how-
ever, it will be understood that many other Signalling
End Points may be coupled to an Application Server 30,
through other Signalling Gateways.
[0041] The Application Server 30 is preferably adapt-
ed to communicate with a plurality of Application Server
Processes 26-1, 26-2, 26-3 referred as ASP1, ASP2,
ASP3. Those ASPs are preferably connected to a Sig-
nalling Gateway 22 over an Internet Protocol network
24 as is also shown in Figure 2. While only three Appli-
cation Server Processes ASP1, ASP2, ASP3 are shown
in Fig 3 for simplicity, any number of application server
processes may be connected to the Application Server
30 or associated with as many Signalling Gateway Proc-
esses as may be required. Communications between
Signalling End Point 20 and Signalling Gateway 22 over
the SS7 network, as well as communications between
Signalling Gateway 22 and Application Server Process-
es over the IP network are known by those of ordinary
skilled in the art and therefore need not be described in
greater detail.
[0042] Still referring to Figure 3, Application Server
Processes referred to as ASP1, ASP2, ASP3 26-1,
26-2, 26-3 are running on an Application Server AS1 30
and distributing signalling messages from Signalling
Gateway 22 to any number of Application Server Proc-
esses. For clarity in the present invention, the term
"AS1" may be expressed simply as "AS", but it should
be kept in mind that a plurality of ASs may also be im-
plemented which would create therefore different sub-
group of Application Server Processes. While Figure 3

shows communications between a single Signalling
Gateway 22 composed of two SGPs 22-1, 22-2 and a
subgroup of Application Server Process 26 composed
of three ASPs 26-1, 26-2, 26-3, it will be that, depending
on the required complexity of the SS7 and IP networks,
additional SGPs or ASs, or ASPs may be included. In
particular, the figures 4 to 11 show different the situation
where a signalling gateway is composed of four SGPs
communicating with an ASP2 of an Application Server
AS 130
[0043] In the configuration as shown in Figure 3, it is
assumed that each Signalling Gateway Process 22-1,
22-2 of a Signalling Gateway 22 is connected to each
Application Server Process 26-1, 26-2, 26-3 of an Ap-
plication Server. This is not required but improves per-
formance, in that every message received by an SGP
from the SS7 network 21 can be forwarded directly to
its destination ASP/AS without SGP to SGP traffic under
normal circumstances.
[0044] A detailed flow diagram of a traffic diversion al-
gorithm is shown in Figure 10 and the main steps of a
traffic diversion algorithm will be described in connec-
tion with the block diagram of Figure 3 in the case where
an association fails. In this particular embodiment, it is
assumed that an association SGP1-ASP2 fails for any
of the three reasons previously mentioned. This failure
triggers a traffic diversion to begin so that the Signalling
Gateway Process 22-1 performs the following recovery
steps:

- A timer is started which protects the overall switch-
over procedure, as represented at step 103 in Fig-
ure 10;

- traffic received from SS7 network, and directed to
this ASP (ASP2), is blocked. The messages are
then stored and queued in sequence, at step 104 in
Figure 10;

- every other SGPs is informed that SGP1 can no
longer reach ASP2/AS1, so SGP1 can no longer be
used by other SGPs for diverted traffic to
ASP2/AS1, at step 105 in Figure 10;

- a test is carried out to establish whether the asso-
ciation is still physically connected, at step 106,
since it is assumed that nothing can be done to re-
cover from a physical break of a optical fiber or a
wire. In such a case, messages queued for this as-
sociation are dropped at step 107;

- It is verified that peer ASP has received every mes-
sage previously sent on this association, at step 108
in Figure 10 (this step will be detailed further below);

- An alternate path is identified to forward subse-
quent messages that have been queued to the des-
tination service or Application Server, at steps 110
to 115 in Figure 10 (this step will be detailed further
below). The method used to find an alternate path
depends on whether the traffic is TCAP data that
might form part of a stateful transaction and thus
need to be sent to the same ASP in order to further
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a pending transaction or non-TCAP data, which can
be assumed to be stateless and therefore can be
sent to any of the ASPs.

Therefore, there are two alternate paths:

[0045] Alternate path 1 for non-TCAP data: through
another local association, meaning through an alternate
Application Server Process ASP3 26-3 which serves the
same AS. As is shown in figure 3, the first alternate path
is from the SS7 network 21 to SGP1 22-1, then to ASP3
26-3.

Alternate path 2 for TCAP data: through an alter-
nate Signalling Gateway Process SGP2 22-2 still con-
nected to Application Server Process ASP2 26-2, mean-
ing through the same Application Server Process ASP2
26-2. As is shown in Figure 3, the second alternate path
is from the SS7 network 21, SGP1 22-1 to SGP2 22-2
then to ASP2 26-2.

Messages are sent to an association indexed by
messages SLS according to the SLS routing table, at
steps 116 and 113.
[0046] When an association is re-established, a
switch back algorithm can begin. A detailed flow dia-
gram of a switch back algorithm is shown in Figure 11
and the main steps of a switch back algorithm will be
described in connection with the block diagram of figure
3. In this particular case when association SGP1-ASP2
is restored, the Signalling Gateway Process 22-1 han-
dling the association performs the following recovery
steps:

- A timer is started which protects the overall switch
back procedure, as represented at step 204 in Fig-
ure 11;

- Traffic received from SS7 network, and destined to
this ASP (ASP2) is blocked. These messages are
queued, at step 205;

- It is verified that every diverted message has been
received by the ASP diversion path, at steps 206 to
208. This may require inter-SGP communication to
wait for every diversion SGP to confirm that diverted
messages have been sent in order to reply to the
ASP with an ASP_ACTIVE_ACK at step 209;

- Other SGPs are informed that SGP1 can reach
ASP2/AS1 again. Henceforth, SGP1 can be used
by other SGPs to divert traffic to ASP2/AS1, at step
210; and

- Traffic is switched back to a new association, at
steps 211 and 212.

[0047] In order to describe the steps of verifying peer
ASP receives every transmitted message, a thorough
description of the traffic diversion and switch back algo-
rithms will now follow referring respectively to figures 10
and 11.
[0048] Figure 10 is a flow diagram of a traffic diversion
algorithm that is carried out when an ASP_DOWN mes-

sage is sent to an SGP at step 100, an association fails
at step 101, or an ASP_INACTIVE message is sent to
an SGP at step 102. Further to the occurrence of any of
these three cases, a protection timer set to a predeter-
mined value is started at step 103. In response to this
message signal, the SGP starts buffering the messages
received from the SS7 network by queuing them accord-
ing to the order they are received at step 104. Following
this action, the SGP broadcasts to other SGPs that it is
unable to reach the corresponding AS/ASP at step 105
to which other SGPs immediately reply with a Stop Traf-
fic Diversion inter-SGP control signal.
[0049] The SGP then tests if the whole association is
still connected at step 106. If not it will drop all messages
queued to this association at step 107. However, as pre-
viously discussed, this case should hardly ever occur
owing to the SCTP multi-homing as defined in the M3UA
standards.
[0050] At step 108, the SGP verifies that the messag-
es previously sent using the deactivated association
have been received in sequence by the ASP/AS, that
no data messages have been lost or duplicated. When
the remote ASP sends an ASP_DOWN or ASP_INAC-
TIVE message, the ASP can still process the data mes-
sages that are being transmitted (or still in the IP stack
transmit buffers). The SGP ensures that the acknowl-
edge message ASP_DOWN_ACK or ASP_INACTIVE_
ACK are not returned to the ASP after all messages
have been transmitted to the ASP/AS. This is possible
if the data messages are not using the same SCTP
streams as the control messages. Three possible imple-
mentations can be used in order to ensure that the ASP/
AS receives all messages in sequence before sending
acknowledgement messages ASP_DOWN_ACK or
ASP_INACTIVE_ACK:

- Delay acknowledge messages (ASP_DOWN_ACK
or ASP_INACTIVE_ACK) for a certain predeter-
mined time;

- Send ASP_INACTIVE_ACK message on the same
stream used for sending data messages to the de-
activated ASP. In this case, it is unlikely that the
ASP_INACTIVE_ACK message will arrive at the
ASP before the data messages so that the ASP can
process in sequence the data messages first, then
the ASP_INACTIVE_ACK message; or

- Send Sigtran HEARTBEAT messages and wait for
the HEARTBEAT_ACK messages, and only then
send the ASP_DOWN_ACK or ASP_INACTIVE_
ACK.

[0051] Once all the previously sent messages of the
deactivating association have been received in se-
quence by the ASP/AS, an ASP_DOWN_ACK or
ASP_INACTIVE_ACK message can be returned from
the SGP to the ASP at step 109. The protection timer
set at step 103 is set so as to give enough time to cover
the traffic diversion procedure from steps 104 to 109.
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Should the timer expire before reaching step 110, the
traffic diversion procedure loops directly to step 110
where the SGP handles queued messages received
from SS7 network.
[0052] As previously mentioned, the step of finding an
alternate path depends on the type of traffic (TCAP or
non-TCAP). After handling queued traffic from the SS7
network at step 110, a test is performed at step 111 in
order to detect whether the traffic relates to a TCAP or
non-TCAP message transaction. If it is TCAP traffic, the
SGP needs to find an active diversion SGP for ASP/AS
at step 112 for transmitting traffic at step 113. If it is
non-TCAP traffic, the SLS routing table is then recom-
puted for that AS at step 114. Furthermore, the system
tests whether there is not entry left in the SLS routing
table i.e. active associations, the system loops back to
step 112. If there are still entries left in the SLS routing
table, the SGP sends messages to association indexed
by message SLS at step 116 and loops back to handle
queued traffic from the SS7 network at step 110.
[0053] The handling of non-TCAP traffic is better illus-
trated in Figures 4 and 5 which show how the SLS rout-
ing tables in SGP1 and SGP2 are computed following
an association failure SGP1-ASP2, Figure 4 showing
the SLS table before the failure SGP1-ASP2 and Figure
5 showing the SLS table after the failure.
[0054] For non-TCAP data, it is sufficient to forward
data to an alternate ASP serving the same AS. In the
case shown in Figure 4, SGP1 can select another as-
sociation with the alternate ASP2, and forward the traffic
to that alternate ASP2. When there are several alternate
ASPs, it is better to dispatch to each of them a subset
of the diverted messages. For SCCP class 1 messages
(and even class0 messages), the SLS routing table kept
for each AS must be re-dispatched to the associations
of the active ASPs attached to the AS, such as ASP1
and ASP3 in the example shown in Figure 5.
[0055] To summarize, the state of the SLS routing ta-
ble before the failure of SGP1-ASP2 association in Fig-
ure 4 is as follows:

[0056] The state of the SLS routing table after the fail-
ure of SGP1-ASP2 association in Figure 5 is as follows:

[0057] If SGP1 were to lose all associations with every
ASP serving AS1, it must divert the messages destined
to AS1 though another SGP. This case would be similar

ASP1 ASP2 ASP3

SGP1 147... 258... 369 ...

SGP2 147... 258... 369 ...

ASP1 ASP2 ASP3

SGP1 12457... 3689...

SGP2 147 ... 258... 369 ...

to the case of TCAP data as described hereafter.
[0058] Should the SGP1-ASP2 association be re-es-
tablished, SGP1 checks first that diverted traffic has
been received by other ASPs (ASP1 and ASP3). In that
respect, it has to ensure that peer ASPs (ASP1 and
ASP3) receive all transmitted messages in each backup
association SGP1-ASP1 and SGP1-ASP3. Afterwards,
SGP1 can re-compute the SLS routing table, and restart
the traffic distribution to ASP2/AS1 as is shown at step
211 in figure 11.
[0059] For TCAP data, it is important to distribute all
messages relating to a single transaction to the same
ASP. This is mandatory for SUA. Thus it is even required
that messages of TCAP transactions be dispatched to
the ASPS according to their local Transaction Id TID.
Each ASP (serving an AS) is identified and activated for
a range of specified TIDs. Figures 6 and 7 show that
ASP2 is identified with a predetermined TID range so
that messages within this TID range are effectively re-
ceived by ASP2. The configuration in Figures 6 and 7 is
the same as in Figures 4 and 5, except that data are
TCAP type and that Signalling Gateway 22 is composed
of 4 SGPs, SGP1 to SGP4.
[0060] When the SGP1-ASP2 association fails, mes-
sages received from the SS7 network, and identified
with the TID range corresponding to ASP2, must be di-
verted to SGP2 and then forwarded onto the
SGP2-ASP2 association. If several SGPs can still reach
ASP2, the diverted traffic can be dispatched to them ac-
cording to the SLS routing table:
[0061] Before the failure of the SGP3-ASP2 associa-
tion, the state of the SLS routing table is as follows:

[0062] As is shown in Figure 7, if one of the other
SGPs loses its association with ASP2, for instance as-
sociation SGP3-ASP2, it broadcasts this information to
other SGPs. This information is used by the SGPs that
are currently diverting traffic to the failed SGP. These
SGPs must reallocate the SLS routing table to other
SGPs that are still able to reach the ASP. The state of
SLS routing table after this additional failure of
SGP3-ASP2 association is as follows:

[0063] Should the SGP1-ASP2 association be re-es-
tablished, SGP1 must check first that the diverted traffic
has been entirely received by the ASP2. In that respect,
it has to ensure that ASP2 has received all transmitted
messages in each backup association SGP2-ASP2 and
SGP4-ASP2. Once this has been verified, SGP1 can re-
compute the SLS routing table, and restart traffic distri-

SGP1-SGP2 SGP1-SGP3 SGP1-SGP4

147... 258... 369...

SGP1-SGP2 SGP1-SGP3 SGP1-SGP4

12457... 3689...
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bution to ASP2/AS1 as is shown at step 211 in figure 11.
[0064] Figure 11 is a flow diagram of a switch back
algorithm that is applied whenever an association has
been re-established at step 201, followed by an
ASP_UP message sent by the ASP and received by an
SGP acknowledging with an ASP_UP_ACK message at
step 202, further followed by an ASP_ACTIVE message
sent by the ASP and received by the same SGP at step
203. Following the reception of the ASP_ACTIVE mes-
sage, a protection timer is started at step 204 and mes-
sages received from the SS7 network are queued at
step 205 in order to block traffic between SS7 network
and the corresponding ASP. Afterwards, the newly acti-
vated SGP has to ensure that all diverted messages
have been received by the ASP according to the former
routing table. Therefore, at step 206 the SGP whose as-
sociation has been newly activated sends to other active
SGPs or diversion SGPs a "Flush diverted traffic" in-
ter-SGP control signal. Upon reception of this control
signal, these active SGPs or diversion SGPs start flush-
ing diverted traffic through diversion path(s) at step 207
until the last message has been received by the ASP. A
"Diverted traffic flushed" inter-SGP control signal is then
sent from each active SGP or diversion SGP at step 208.
[0065] Once the newly activated SGP has received
from all active SGPs or diversion SGPs the control sig-
nal "Diverted traffic flushed", it replies to the ASP with
an ASP_ACTIVE_ASK message at step 209. The pro-
tection timer set at step 204 is set so as to allow enough
time to cover the switch back procedure from steps 204
to 209. Should the timer expire before reaching step
209, the switch back procedure loops directly to step
209 where the SGP replies to the ASP with an
ASP_ACTIVE_ASK message.
[0066] Then, the newly-activated SGP can broadcast
to all SGPs an inter-SGP control signal "Able to reach
ASP/AS" at step 210. Following this control signal, the
SLS routing tables are then recomputed at step 211 and
the messages from the SS7 network are then processed
normally using the newly updated SLS routing table at
step 212.
[0067] In order to control the communications be-
tween SGPs and to interface with ASPS, Inter-SGP
communications are used. Before describing examples
of inter-SGP communication flows for a traffic diversion
and a switch back in an environment of four-SGPs, as
are shown in Figures 8 and 9, some basic functions and
principles of inter-SGP communication will be de-
scribed.
[0068] Inter-SGP communications enable the trans-
mission of diverted data traffic between SGPs. In addi-
tion to this primary function, inter-SGP communications
also allow the distribution of information between the
SGPs. All SGPs of one SG share a common database
that contains the AS/ASP activation states for each
SGP. Finally, inter-SGP communications are aimed at
synchronizing traffic diversion and switch back proce-
dures between SGPs.

[0069] Therefore, there are six different types of in-
ter-SGP control signals that are used in order to control
inter-SGP communications. Each time that an SGP is
deactivated, it broadcasts an "Unable to reach ASP/AS"
control signal to other SGPs within the same AS. This
control signal is aimed at informing other SGPs of the
ASP deactivation for the purpose of updating the routing
table of an AS. A "Stop traffic diversion" control signal
is then returned from all other SGPs to confirm they no
longer use the failed SGP to divert traffic, as was previ-
ously highlighted in the description of the traffic diver-
sion procedure. Once the SGP of the failing association
has completed flushing its transmission buffers and sent
ASP-DOWN-ACK or ASP-INACTIVE-ACK messages, it
sends a "Traffic diversion stopped" control signal to the
other SGPs so that the other SGPs that were using the
SGP of the failing association to divert traffic can start
sending traffic on an alternate diversion path. Further-
more, this control signal allows recovery from multiple
association failures. This control signal is used to ensure
that messages are received in sequence at the ASP.
[0070] Should a switch back procedure be initiated af-
ter a failure of an association, or an SGP be activated,
the corresponding SGP sends an "SGP able to reach
ASP/AS" control signal to broadcast to other SGPs the
ASP activation for the purpose of updating the routing
table of an AS. After updating the routing table, a "Flush
diverted traffic" control signal is sent from each SGP that
is still not able to reach the AS to their respective diver-
sion SGPs to request that previous messages are effec-
tively sent to the ASP before using the new route for
transmitting messages. This "Flush diverted traffic" con-
trol signal is required in order to ensure that messages
are received in sequence at the ASP. Following this
"Flush diverted traffic" control signal, each receiving
SGP starts the operation of Flushing transmission buff-
ers until the last message is sent. Once this is done,
each receiving SGP returns a "Diverted traffic flushed"
control signal.
[0071] Figure 8 illustrates an example of an inter-SGP
communication flow in case of a traffic diversion proce-
dure in an environment having four-SGPs 22-1, 22-2,
22-3, 22-4. These SGP1 to SGP4 22-1, 22-2, 22-3, 22-4
are in ACTIVE states 822-10, 822-20, 822-30 and
822-40 and are connected to an Application Server
Process ASP 26. ASP2 herein referred as ASP 26 acts
as a single application server process with a predeter-
mined TID range in connection with signalling gateway
30. This Figure 8 exemplifies a set of inter-SGP control
signals and messages exchanged as ASP 26 begins de-
activating a Signalling Gateway Process and more spe-
cifically SGP1. As is shown in figure 7, we can assume
that the association SGP1-ASP2 is inactive which re-
quires ASP 26 to send an ASP_INACTIVE message 800
to SGP1 22-1. Further to this message, SGP1 22-1
starts buffering messages received from the SS7 net-
work for ASP 26 at step 822-13 and sends a set of "un-
able to reach ASP" inter-SGP control signals 802, 804,
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and 806 respectively to SGP2 22-2, SGP3 22-3 and
SGP4 22-4 specifying that SGP1 is unable to reach ASP
26. In return, SGP2, SGP3 and SGP4 respond with
"Stop traffic diversion" inter-SGP control signals 808,
812, 814 to SGP1 that they stop traffic diversion to
SGP1. In response to these control signals, SGP1 22-1
flushes its transmission buffers at step 822-15, meaning
that SGP1 ensures that previous transmitted messages
for ASP 26 have been received by the Application Serv-
er Process. Afterwards, SGP1 sends an ASP_
INACTIVE_ACK message 820 to ASP 26.
[0072] Once the ASP_INACTIVE signal has been ac-
knowledged by SGP1 22-1, SGP1 can set its status to
INACTIVE at step 822-16 and start diverting the traffic
using the newly updated SGP routing table at step
822-17.
[0073] In the meantime, ASP 26 has sent an
ASP_INACTIVE message 840 to SGP3 22-3. Following
which, SGP3 starts buffering the messages received
from SS7 traffic at step 822-41 and emptying its in-
ter-SGP communication queue at step 822-42. SGP3
22-3 will continue processing this inter-SGP communi-
cation queue until it receives "stop traffic diversion" con-
trol signals from all SGPs. In order to inform other SGPs
that SGP3 is unable to reach ASP 26, SGP3 sends a
set of inter-SGP control signals "Unable to reach ASP"
844, 846, 848 respectively to SGP1, SGP2 and SGP 4.
In return, SGP1, SGP2 and SGP4 respond with in-
ter-SGP control signals 852, 854, and 856 to SGP3 that
they stop the traffic diversion to SGP3. In this particular
case, while SGP1 is buffering traffic diverted to SGP3
at step 822-18, SGP3 22-3 is flushing its transmission
buffers at step 822-43 to ensure that previous transmit-
ted messages for ASP 26 have been received by the
Application Server Process. Once the last message has
been transmitted, SGP3 22-3 sends an ASP_
INACTIVE_ACK message 860 to ASP 26 and sets its
status to INACTIVE at step 822-44. Afterwards, SGP3
stops buffering messages received from the SS7 net-
work and starts diverting traffic using the newly updated
SGP routing table at step 822-45.
[0074] Then, SGP3 can send a set of "Traffic diver-
sion stopped" inter-SGP control signals 864, 866, and
868 respectively to SGP1, SGP2 and SGP4 to inform
them that traffic diversion can start using the newly up-
dated routing table. Once SGP1 receives the "Traffic di-
version stopped" control signal 864, it starts diverting
the traffic using effectively the SGP routing table at step
822-19.
[0075] Figure 9 illustrates an example of an inter-SGP
communication flow in the case of a switch back proce-
dure in an environment of four-SGPs 22-1, 22-2, 22-3,
22-4. Initially, these SGP1 to SGP4 are INACTIVE re-
spectively at steps 922-10, 922-20, 922-30 and 922-40
and are connected to an Application Server Process
ASP 26. As in Figure 8, ASP2 herein referred as ASP
26 acts as a single application server process with a pre-
determined TID range in connection with signalling

gateway 30. However, this Figure 9 exemplifies a set of
inter-SGP control signals exchanged as ASP 26 begins
activating Signalling Gateway Processes and more par-
ticularly SGP1 22-1 and SGP2 22-2.
[0076] ASP 26 starts sending an ASP_ACTIVE mes-
sage 900 to SGP1 22-1. Further to this message, SGP1
22-1 responds with an ASP_ACTIVE_ACK message
902 to ASP 26 before setting its status to ACTIVE at
step 922-12. In order to inform other SGPs that its status
has been activated, SGP1 sends respectively a set of
"SGP1 able to reach ASP" inter-SGP control signals
904, 906, 908 respectively to SGP2, SGP3 and SGP4
that it is able to reach ASP 26. In response to each of
these control signals, SGP2, SGP3 and SGP4 respec-
tively start diverting the traffic using the newly updated
SGP routing table at steps 922-22, 922-32 and 922-42.
[0077] In the meantime, ASP 26 has sent an
ASP_ACTIVE message 910 to SGP2 22-2. SGP2 then
starts buffering the messages received from SS7 traffic
at step 922-23 and sends a "Flush diverted traffic" in-
ter-SGP control signal 912 to SGP1 22-1 to ensure that
all diverted messages have been received by the ASP
diversion path, which corresponds to step 206 of figure
11. At the reception of this control signal, SGP1 starts
flushing its transmission buffers at step 922-13, which
corresponds to step 207 of figure 11. Once the last mes-
sage has been flushed, SGP1 sends an inter-SGP con-
trol signal "Diverted traffic flushed" 914 to SGP2. This
operation is also carried out for SGP3 22-3 and SGP4
22-4. Indeed, each of these SGPs respectively sends
"Flush diverted traffic" inter-SGP control signals 930,
940 to SGP1 22-1, followed by the steps of flushing
SGP1 transmission buffers at steps 922-15 and 922-16
and the response of inter-SGP control signals "Diverted
traffic flushed" 932, 942 respectively to SGP3 and
SGP4.
[0078] Once SGP2 receives the inter-SGP control
signal "Diverted traffic flushed" 914 from SGP1, it ac-
knowledges the ASP_ACTIVE by returning an
ASP_ACTIVE_ACK to ASP 26, sets its status to AC-
TIVE at step 922-24 and stops buffering messages re-
ceived from the SS7 network at step 922-25. After-
wards, SGP2 starts sending to all SGPs a set of in-
ter-SGP control signals "SGP2 able to reach ASP" 924,
926, 928. Further to these control signals, SGP3 and
SGP 4, which are still INACTIVE in the present case,
start buffering diverted traffic at steps 922-35 and
922-45 until the SGP routing tables are updated before
starting to divert messages at steps 922-36 and 922-46
according to the newly updated routing tables.
[0079] The above discussion is meant to be illustra-
tive of the principles and various embodiments of the
present invention. Numerous variations and modifica-
tions in each of the illustrated examples will become ap-
parent to those skilled in the art once the above disclo-
sure is fully appreciated. It is intended that the following
claims be interpretedto embrace all such variations and
modifications.
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Claims

1. A method of controlling a local process that forms
part of a first processing entity, said first processing
entity maintaining a plurality of associations with a
plurality of remote processes in a second process-
ing entity, said method comprising the steps of:

- receiving a failure message from a remote
process indicating a fault affecting an associa-
tion linking the local process with that remote
process;

- queueing data messages destined for that re-
mote process;

- controlling the transmission of an acknowl-
edgement of the failure message so that data
messages pending on the association are re-
ceived at that remote process before the ac-
knowledgment of the failure message; and

- initiating a traffic diversion to set up an alternate
path between said first processing entity and
said second processing entity for queued data
messages.

2. A method as claimed in claim 1 wherein the con-
trolling comprises delaying the acknowledgment of
the failure message.

3. A method as claimed in claim 2 wherein the delay
is for a predeterminable time period.

4. A method as claimed in claim 2 wherein the delay
is determined by transmission and acknowledg-
ment of a heartbeat message.

5. A method as claimed in claim 1 wherein the con-
trolling comprises sending the acknowledgement of
the failure message on the data stream used for the
data messages.

6. A method as claimed in any preceding claim com-
prising testing the association to determine if the as-
sociation is active and, if not, dropping messages
queued for the association.

7. A method as claimed in any preceding claim
wherein the first processing entity maintains a plu-
rality of associations between a plurality of local
processes and a plurality of remote processes.

8. A method as claimed in claim 7 comprising in-
forming other local processes of the fault so that
such other local processes can avoid involving the
failed association in traffic diversion procedures in-
itiated by them.

9. A method as claimed in claim 7 or claim 8 com-
prising determining whether pending messages

form part of a stateful transaction, and, if so, finding
an alternative local process to provide an alterna-
tive path to the same remote process.

10. A method as claimed in claim 9 wherein the de-
termining comprises determining whether the mes-
sages are TCAP messages.

11. A method as claimed in claim 7 or claim 8 com-
prising determining whether pending messages
form part of a stateless transaction, and, if so, find-
ing an alternative path through the same local as-
sociation to another remote process.

12. A method as claimed in claim 11 wherein the
determining comprises determining whether the
messages are non TCAP messages.

13. A method as claimed in any preceding claim
wherein the traffic diversion comprises modifying
routing tables.

14. A method as claimed in any preceding claim
wherein the first processing entity is a signalling
gateway, the local processes being signalling gate-
way processes having a common point code or set
of point codes.

15. A method as claimed in any preceding claim
wherein the second processing entity is an applica-
tion server, the remote processes being application
server processes having a common routing key.

16. A method as claimed in claim 15 wherein the
message indicating the fault is an ASP_INACTIVE
or ASP_DOWN message and the acknowledge-
ment being respectively an ASP_INACTIVE_ACK
message or an ASP_DOWN_ACK message.

17. A method as claimed in any preceding claim fur-
ther comprising the initiating of a switch back pro-
cedure to include a new association linking a local
process with a remote process;

18. A method as claimed in claim 17 comprising in-
forming other local processes of the new associa-
tion so that such other local processes can begin
involving the new association.

19. A method as claimed in any preceding claim
wherein the associations are SCTP associations.

20. A computer program code element for control-
ling a local process using a method as claimed in
any preceding claim.

21. A signalling gateway comprising a plurality of
local processes that are controlled using a method
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as claimed in any of claims 1 to 19 and a computer
program code as claimed in claim 20.

22. A method of recovering failure in a distributed
signalling gateway maintaining a plurality of asso-
ciations between signalling gateway processes of
said distributed signalling gateway and application
server processes of an application server, said
method comprising the steps of:

- initiating a traffic diversion in response to a fail-
ure message to set up an alternate path be-
tween said signalling gateway processes and
said application server processes in case of
fault affecting an association;

- initiating a switch back to include a new asso-
ciation linking a signalling gateway process and
an application server process;

- according to the change of status of any asso-
ciation, updating routing tables capable of rout-
ing data messages received by said signalling
gateway processes to its destined application
server processes; and

- distributing sequentially messages from said
signalling gateway to said plurality of applica-
tion server processes according to said routing
tables.

23. The method as claimed in claim 22 wherein said
step of initiating a traffic diversion further compris-
ing the steps of:

- starting a protection timer;
- queuing messages destined for the application

server process of the failed association;
- informing other signalling gateway processes

of the fault so that other signalling gateway
processes can avoid involving the failed asso-
ciation in traffic diversion procedure initiated by
them;

- controlling the transmission of an acknowl-
edgement of the failure message so that data
messages pending on the association are re-
ceived at the application server process before
the acknowledgement; and

- finding alternate path to forward subsequent
stateless processing messages onto another
application server process through another as-
sociation or to forward subsequent stateful
processing messages through an alternate sig-
nalling gateway process still associated with
the same application server process.

24. The method as claimed in claim 23 wherein said
step of finding alternate path to forward subsequent
stateless or stateful processing messages further
comprising the steps of:

- re-computing said routing tables for said appli-
cation server if the traffic is carrying stateless
processing messages, sending messages ac-
cording to said newly updated routing tables if
there are still entry left in said routing tables and
continuing to process until no entry is left in said
routing tables; and

- finding an active signalling gateway process to
divert the traffic for said application service
process if the traffic is carrying stateful process-
ing message, and sending said stateful
processing messages onto said signalling
gateway process through said alternate path.

25. The method as claimed in any of claims 22 to
24 wherein said step of initiating a switch back to
include a new association further comprises the
steps of:

- starting a protection timer further to the recep-
tion of an association activation;

- queuing data messages destined to the appli-
cation server process of the new association;

- controlling the transmission of an acknowl-
edgement of the association activation so that
all diverted data messages have been transmit-
ted via a diversion path;

- informing other signalling gateway processes
of said new association; and

- re-computing said routing tables.

26. The method as claimed in any preceding claims
22 to 25 wherein said signalling gateway is coupled
to a signalling end point across a signalling system
n°7 network.

26. The method as claimed in any preceding claims
21 to 25 wherein each signalling gateway process
of said signalling gateway is coupled to each appli-
cation server process across an internet protocol
network.

27. The method as claimed in any preceding claims
22 to 26 wherein said stateful and stateless
processing messages are respectively TCAP and
non-TCAP messages identified by transaction iden-
tification numbers.

28. The method as claimed in any preceding claims
21 to 27 wherein said routing tables used for dis-
tributing signalling messages from said plurality of
signalling gateway processes to said plurality of ap-
plication server processes are SLS routing tables.
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