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Description

TECHNICAL FIELD

[0001] The embodiments discussed herein are related
to a wireless communications node used in an ad hoc
network and a method thereof.

BACKGROUND ART

[0002] US2005165696 A1 refers to a micro-payment
scheme encouraging collaboration in multi-hop cellular
networks. In a communication system having a number
of base stations and user devices, a sending user device
comprising a processor and a memory is configured to
generate a packet or other communication for forwarding
to a receiving user device via one or more intermediary
user devices of the system. The forwarding path of the
communication may involve one or more of the base sta-
tions. A payment token is associated with the communi-
cation, such that at least one of the intermediary user
devices can generate a payment claim based on the pay-
ment token. The payment token is independent of the
particular identities of the one or more intermediary user
devices of the system.
[0003] WO2004080002 A1 refers to a control center in
a relay node for facilitating accounting in an ad-hoc net-
work, the accounting including determining a relay mode
at each of a group of relay nodes participating in relay
communication data in the ad-hoc network, and account-
ing for the relaying of the communication data based on
the relay mode. The control center may be constituted
by a gateway from the ad hoc network to an external
communication network and may allow accurate ac-
counting for relay operations rendered in the ad hoc net-
work for rewarding the relaying nodes.
[0004] SHENG ZHONG ET AL, IEEE INFOCOM 2003,
vol. 3, 30 March 2003 (2003-03-30), pages 1987-1997
refer to "Sprite: a simple, cheat-proof, credit-based sys-
tem for mobile ad-hoc networks".
[0005] In a wireless multi-hop ad hoc network, a user’s
communications terminal (e.g., including base station,
access point) is used as a relay terminal for performing
another user’s communications. The user of the relay
terminal is to absorb the costs regarding the communi-
cations of the other user. In a case of wireless commu-
nications, the location of a relay terminal of the user is
not fixed, unlike that of wire communications. Thus, the
cost is absorbed for relay changes whenever the relay
is performed. For example, in a case of relaying nodes
that are located far from each other, a large amount of
electric power is consumed (a large amount of cost is
absorbed) whereas a small amount of electric power is
consumed in a case where the distance between nodes
is short. Therefore, calculation of cost by merely counting
the number of relays as with the conventional wire com-
munications would cause unfairness. This unfairness is
a problem that occurs due to the characteristics of the

multi-hop ad hoc network. This may be the psychological
or economic reasoning that prevents popularization and
expansion of the ad hoc network. This unfairness of cost
has a greater psychological influence on the user partic-
ularly in a battery driven wireless network because this
unfairness of cost affects the length of the standby time
of a terminal.
[0006] Patent Document 1 discloses granting benefits
by adding points whenever one uses a function or re-
source of one’s terminal as a relay terminal for others,
so as to increase the number of users that can perform
relay, moreover, increase the number of service areas.
However, how the points (i.e. costs) are calculated is
unclear. Further, in a case where such costs are associ-
ated with benefits, there is a need to prevent unauthor-
ized obtaining of points by security phishing. However,
how it is prevented is unclear. An increase in the number
of users willing to perform relay and the expansion of
service areas can be induced only where the points and
costs can be accurately and safely calculated. However,
no such technology has yet been reported.
Patent Document 1: Japanese Laid-Open Patent Publi-
cation No. 2005-123781

DISCLOSURE OF INVENTION

PROBLEM TO BE SOLVED BY INVENTION

[0007] It is an object of the present invention to appro-
priately calculate the cost required for relaying wireless
signals in an ad hoc network.

MEANS FOR SOLVING PROBLEM

[0008] The problem is solved with a wireless commu-
nication node according to claim 1 and with a method
according to claim 9.

EFFECT OF INVENTION

[0009] With the present invention, the cost required for
relaying wireless signals in an ad hoc network can be
appropriately calculated.

BRIEF DESCRIPTION OF DRAWINGS

[0010]

Fig. 1 is a schematic diagram illustrating a system
of an ad hoc network that can be used for an em-
bodiment of the present invention;
Fig. 2 is a schematic diagram illustrating an example
of an operation according to a first example useful
for understanding the present invention of the
present invention;
Fig. 3 is a schematic diagram illustrating a token of
a relay station;
Fig. 4 is a block diagram illustrating a communication

1 2 



EP 2 187 573 B1

3

5

10

15

20

25

30

35

40

45

50

55

node used in the first example useful for understand-
ing the present invention of the present invention;
Fig. 5 is a block diagram illustrating a management
node;
Fig. 6 is a schematic diagram illustrating an example
of an operation according to a second example use-
ful for understanding the present invention of the
present invention;
Fig. 7 is a schematic diagram illustrating a token of
a transmitting station;
Fig. 8 is a block diagram illustrating a communication
node used in the second example useful for under-
standing the present invention of the present inven-
tion;
Fig. 9 is a schematic diagram illustrating an example
of an operation according to an embodiment of the
present invention (a case where a ticket is sufficient);
Fig. 10 is a schematic diagram illustrating another
example of an operation according to the embodi-
ment of the present invention (a case where a ticket
is insufficient); and
Fig. 11 is a block diagram illustrating a communica-
tion node used in the embodiment of the present
invention.

EXPLANATION OF REFERENCE NUMERALS

[0011]

A-F, M, X, Y communications node
402 antenna
404 transmitter/receiver
406 destination determining part
408, 410 switch
412 relay cost calculating part
414 memory
416, 420 combining part
418 encrypting part
502 antenna
504 transmitter/receiver
506 cost data extracting part
508 cost data database
82 data/token duplicating part
84 combining part
86 token storing part
88 encrypting part
112 data/token separating part
114 combining part
116 token storing part
118 encrypting part

BEST MODE FOR CARRYING OUT INVENTION

[0012] In the following, "relay station token" according
to the first example useful for understanding the present
invention of the present invention, "relay station token"
and "transmission station token" according to the second
example useful for understanding the present invention

of the present invention, and "relay station token" and
"transmission station token" according to the embodi-
ment of the present invention have the significance of
indicating how heavy a load has been borne during re-
laying of wireless signals.
[0013] In a wireless communications node used in a
first example useful for understanding the present inven-
tion of the present invention, signals including transmis-
sion data and relay data prepared by a source node are
transmitted to a subsequent node. The relay data include
at least station data containing identification data of the
wireless node and cost data that change together with
the load required for relaying transmission data. The re-
lay data are reported to a management node which man-
ages cost data via a destination node. Because a series
of relay data prepared by corresponding relay nodes is
reported to the management node via the destination
node, the management node can appropriately calculate
the cost for each node.
[0014] The report of relay data to the management
node may be conducted regularly or irregularly.
[0015] The signals which include at least relay data
may be encrypted and reported to the management
node. The encryption may be encryption using a public
key. Encryption is preferred from the standpoint of safely
reporting relay data to the management node.
[0016] The station data included in the relay data may
include data indicative of one or more of relay time, iden-
tification data of a relay source node, or identification
data of a relay destination node. The cost data included
in the relay data may include data indicative of one or
more of transfer time, data length, transmission power,
communication quality of wireless link, or distance be-
tween nodes.
[0017] A wireless communications node of a second
example useful for understanding the present invention
of the present invention includes a part for receiving sig-
nals including transmission data prepared by the source
node and transferring the signals to a subsequent node;
a part for preparing source node data including at least
identification data of the source node based on a prede-
termined portion of the transmission data; and a part for
reporting the source node data and the relay data to a
management node which manages cost data of plural
nodes constituting an ad hoc network. The relay data
include cost data and station data including at least iden-
tification data of the wireless communications node. The
cost data changes together with the load required for
relaying the transmission data. Because the relay data
and the source node data are reported from each relay
node to the management node, the management node
can appropriately calculate the cost for each relay node.
[0018] Source node data X are prepared by duplicating
a predetermined portion of signals to be relayed. This is
preferable from the standpoint of easily preparing report
data to be reported to the management node.
[0019] A wireless communications node according to
a embodiment of the present invention includes a part
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for receiving signals including transmission data pre-
pared by the source node; a part for removing a portion
of the signals that contain ticket data of a required amount
from the received signals and transferring the remaining
signals to a subsequent node; a part for preparing source
node data including at least identification data of the
source node based on the portion of signals; and a part
for reporting the source node data and relay data to the
management node that manages cost data of plural
nodes constituting an ad hoc network. The relay data
include cost data and station data including at least iden-
tification data of the wireless communications node. The
cost data change together with the load required for re-
laying the transmission data. Because relay data and
source node data are reported from each relay node to
the management node, the management node can ap-
propriately calculate the cost for each relay node.
[0020] From the standpoint of dealing with a case
where no ticket data of a required amount are included
in the received signals, signals including transmission
data and debit data may be transmitted to a subsequent
node and report data including relay data and debit data
may reported to the management node instead of remov-
ing a portion of signals and transferring the remaining
signals.
[0021] In addition to the identity of the source node,
data may be indicative of one or more of data length,
transmission time from the source node, and the desti-
nation node.

First example useful for understanding the present in-
vention

<System>

[0022] Fig. 1 is a schematic diagram illustrating a sys-
tem of an ad hoc network. Fig. 1 illustrates nodes A, C,
D, G, X, and Y which are ad hoc nodes; nodes B, E, and
F which are infrastructure nodes; and a node M which is
a management node. These nodes may be mobile ter-
minals or fixed terminals. Typically, an ad hoc node is
user equipment which is a wireless communications
node capable of transmitting transmission data to a target
node by performing one or more hops. For example, the
node X and the node A can establish communications in
one hop. The node A and the node C cannot establish
communications in one hop. The nodes A and C can only
communicate with each other via the node B. The infra-
structure node is a wireless communications node pre-
pared by the system beforehand and dedicated for re-
laying transmission data- The infrastructure node and
the ad hoc node share in common that they are both
wireless communications nodes capable of performing
wireless communications with an adjacent node. The
management node manages cost data indicating how
much an ad hoc node has contributed to the system as
a relay node. As described below, the cost data according
to the first example useful for understanding the present

invention are reported from destination nodes to the man-
agement node in a bundle whereas the cost data accord-
ing to the second example useful for understanding the
present invention and the embodiment of the present in-
vention are separately reported from each relay node to
the management node.

<Exemplary operation>

[0023] Fig. 2 illustrates an exemplary operation ac-
cording to the first example useful for understanding the
present invention of the present invention. For the sake
of illustration, a packet(s) PKT is transmitted from the
node X to the node Y via nodes A, B, and C. This kind
of multi-hop route may be established by any appropriate
method known in the field of the art. The nodes A, B, and
C each may be aware beforehand that itself is a relay
node or may confirm this upon receiving the packet PKT.
The packet PKT may include any suitable data desired
to be transmitted by the node X. Although a packet is
exemplified for the sake of explanation, other suitable
units of data may be used.
[0024] First, the node X transmits the packet PKT to
the node A. The node A receives the packet PKT from
the node X. The node A prepares data referred to as
"relay station token" in this description. The relay station
token is expressed as "A" in Fig. 2.
[0025] Fig. 3 illustrates an example of data included in
a relay station token. As one example, a relay station
token includes station data and cost data. The station
data may include, for example, data indicating a relay
source, data indicating a relay destination, relay time,
and multi-hop route data (not all of the data illustrated in
Fig. 3 are required to be included in the station data but
one or more may be included in the station data). The
data indicating the relay source may be identification data
designating the relay node itself or identification data des-
ignating a preceding node in the multi-hop route. The
identification data may be a MAC-ID or any suitable data
that distinguishes nodes. The data indicating the relay
destination may designate a succeeding node in the mul-
ti-hop route. For example, in a case where the packet
PKT is transmitted from the node X to the node B by
relaying from the node A, the relay source is node A and
the relay destination is node B.
[0026] The cost data may include, for example, data
transfer time (transfer period), transmission power, com-
munication quality, and data amount. Not all of the data
illustrated in Fig. 3 are required to be included in the cost
data but one or more may be included in the cost data.
The cost data may include any suitable amount (metrics)
that changes in correspondence with the weight (light/
heavy) of the load required for relaying the packet. For
example, the amount (large/small) of data (large/small),
the status (poor/good) of wireless transmission (may be
expressed with, for example, RSSI, SIR, SINR, CSI, path
loss), the required quality (high/low), the length (long/
short) of transfer time, the transmission power (high/low)
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for maintaining a required quality, or the transmission
format (e.g., modulating type) used may be associated
with the weight of the cost. As described below, the man-
agement node determines how much each node has con-
tributed to the relaying of signals based on the cost data.
Accordingly, the relay station token has the significance
of indicating how heavy a load was borne during relaying
of wireless signals.
[0027] As illustrated in Fig. 2, the relay station token
"A" is transferred together with the packet PKT to the
succeeding node B. The relay station token A may be
encrypted using any suitable method known in the field
of the art. For example, a public key method may be used
for the encryption. The encryption may be performed by
using a method (key) unique for a corresponding relay
node or by using a method (key) shared by plural nodes.
Although the relay station token A may be prepared in
any suitable protocol layer, it is typically added to the
packet PKT in a MAC layer or an IP layer. Alternatively,
an RSV area may be used for the relay station token.
[0028] The node B receives a signal including the pack-
et PKT and the relay station token A from the node A. As
illustrated with "B" in Fig. 2, the node B also prepares a
relay station token B. In this case, for example, the relay
source is node B and the relay destination is node C. The
node B transfers a signal including the signal received
from node A and the relay station token B to a succeeding
node. The relay station token B may be encrypted by
using a given method. Because the node B according to
this embodiment is an infrastructure node prepared by
the system and has a comparatively high reliability, the
same encrypting method may be used by plural of the
infrastructure nodes.
[0029] The node C receives the signal including the
packet PKT and the relay station tokens A, B from the
node B. As illustrated with "C" in Fig. 2, the node C also
prepares a relay station token C and encrypts the relay
station token C. In this case, for example, the relay source
is node C and the relay destination is node Y. The node
C transfers a signal including the signal received from
node B and the relay station token C to a succeeding
node.
[0030] The node Y receives the signal including the
packet PKT and the relay station tokens A, B, C from the
node C. The node Y extracts the packet PKT and the
relay station nodes A, B, C from the received signal.
Thereby, the transmission data (packet PKT) prepared
by the node X reaches the node Y via a multi-hop route
(nodes X, A, B, C, Y). The relay station tokens A, B, and
C are reported to the management node M. The report
may be conducted regularly (e.g., every hour) or irregu-
larly. In a case of the latter, the relay station tokens may
be reported when the relay station tokens have reached
a predetermined amount or whenever a report is request-
ed from the management node or other nodes. Moreover,
in addition to reporting the relay station tokens regularly,
the relay station tokens may be reported upon request.
[0031] The management node M receives a relay sta-

tion token from a node corresponding to a destination
node of the multi-hop route or a target node. The man-
agement node M manages the relay station tokens in
correspondence with the nodes. In the above-described
example, the relay station token of node A, the relay sta-
tion token of node B, and the relay station token of node
C are extracted from the received signal and are man-
aged respectively. The management node M releases
(decrypts) the encryption of each relay station token. As
described above, the relay station token includes cost
data. The cost data include the amount (metrics) that
may change in correspondence with the load of relaying.
The management node calculates how much each node
has contributed for the relay and performs, for example,
granting of benefits or billing in correspondence with the
amount of contribution by the node.

<Communications node>

[0032] Fig. 4 schematically illustrates a block diagram
of a communications node according to the first example
useful for understanding the present invention of the
present invention. The communications node may be any
suitable wireless communications node used in an ad
hoc network. That is, the communications node may be
a transmission source node (source node), a relay node,
or a destination node according to necessity. In Fig. 4,
an antenna 402, a transmitter/receiver 404, a destination
determining part 406, switches 408 and 410, a relay cost
calculating part 412, a memory 414, a combining part
416, an encrypting part 418, and a combining part 420
are illustrated.
[0033] The transmitter/receiver 404 receives and
transmits wireless signals via the antenna 402.
[0034] The destination determining part 406 confirms
a destination of a received signal and determines wheth-
er the communications node itself is a destination node
or a relay node. The confirming of the destination may
be performed based on overhead data (control data) of
the received signal.
[0035] In a case where the communications node itself
is determined as a relay node according to a determina-
tion result from the destination determining part 406, the
switch 408 routes the reception signal to the switch 410.
In a case where the communications node itself is deter-
mined as a destination node, the switch 408 guides the
reception signal to a subsequent reception data process-
ing part.
[0036] The switch 410 operates in cooperation with the
switch 408. In a case where the reception signal is to be
transferred to a succeeding node, the switch 410 guides
the reception signal to a transmission route for transfer-
ring the reception signal. In a case where the communi-
cations node itself operates as a transmission source
node, the switch 410 guides data to be transmitted to the
transmitter/receiver 404.
[0037] In a case where the communications node itself
operates as a relay node, the relay cost calculating part
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412 calculates how much load, work, or cost is to be
incurred for transferring the reception signal to a suc-
ceeding node and outputs the calculation result as cost
data. The cost data may be referred to as a contribution.
The cost may be calculated based on various metrics.
For example, a large amount of data, a long data trans-
mission time, a large amount of transmission power con-
sumed, poor communications quality (wireless transmis-
sion environment) of a wireless link, or a long geograph-
ical distance between relay nodes may be associated
with large cost. On the other hand, a small amount of
data, a short data transmission time, small amount of
transmission power consumed, good communications
quality (wireless transmission environment) of a wireless
link, or a short geographical distance between relay
nodes may be associated with small cost. Any one of
these determination criteria may be used. Alternatively,
two or more of these criteria may be discretionally used
in combination. For example, the contribution may be
expressed depending on the level to which the product
of the data amount and quality corresponds among sev-
eral tens of predetermined contribution levels. It is need-
less to say that basic data for deriving the contribution
(e.g., transfer time, data length) may be included in the
cost data. In addition to or as an alternative of the basic
data, the contribution derived from one or more of the
determination criteria may be included in the cost data.
[0038] The memory 414 stores station data including,
for example, identification data (ID) of the communica-
tions node itself, identification data (ID) of an adjacent
node, and relay time.
[0039] The combining part 416 generates a relay sta-
tion token by combining station data and cost data. The
combining may be performed using any suitable multi-
plexing method known in the field of the art (e.g., time
division multiplexing, frequency division multiplexing,
code division multiplexing).
[0040] The encrypting part 418 encrypts the relay sta-
tion token. As one example, the encryption is performed
by a public key method.
[0041] The combining part 420 generates a signal to
be transmitted to a succeeding node by combining data
to be transferred and the relay station token (encrypted).
The signal is input as transmission data to the transmitter/
receiver 404, converted into a wireless signal, and output
from the antenna 402.

<Management node>

[0042] Fig. 5 illustrates a management node. In Fig. 5,
an antenna 502, a transmitter/receiver 504, a cost data
extracting part 506, a cost data database 508, a contri-
bution calculating part 510, a billing process part 512,
and a billing data database 514 are illustrated.
[0043] The transmitter/receiver 504 performs recep-
tion and transmission of wireless signals via the antenna
502.
[0044] The cost data extracting part 506 extracts and

decrypts a relay station token of each node in a received
signal.
[0045] The cost data database 508 stores the extract-
ed and decoded cost data corresponding to each node.
[0046] The contribution calculating part 510 calculates
contribution indicative of how much each node has con-
tributed to relay based on the cost data. In a case where
the cost data includes basic data for deriving contribution,
the contribution calculating part 510 derives the contri-
bution. However, as described above, the contribution
may be included in the cost data.
[0047] Based on the contribution for the relay by each
node, the billing processing part 512 performs a billing
process with consideration of benefits such as discounts
of fees to be paid by the user. The billing data are stored
in the billing data database 514. The billing data are re-
ported to a financial institution and other agencies. The
contribution, benefits, points, billing data, etc. may be
reported to each user.

Second example useful for understanding the present 
invention

<Exemplary operation>

[0048] Fig. 6 illustrates an exemplary operation ac-
cording to the second example useful for understanding
the present invention of the present invention. Similar to
the first example useful for understanding the present
invention, a packet PKT is transmitted from node X to
node Y via nodes A, B, and C.
[0049] First, the node X transmits the packet PKT to
the node A. The node A receives the packet PKT from
the node X. The node A, in addition to preparing a relay
station token indicated as "A", prepares a transmission
station token indicated as "X". Since the relay station
token is described above, further explanation of the relay
station token is omitted. The node A prepares the trans-
mission station token X by duplicating a predetermined
portion of the received signal.
[0050] Fig. 7 illustrates an example of data included in
a transmission station token. As one example, a trans-
mission station token may include data indicating, for ex-
ample, a transmission source, a transmission destina-
tion, transmission time, and data length. Although the
data indicating the transmission source is a requisite (o),
the other data (·) are optional. In this example, the trans-
mission source is node X, and the transmission destina-
tion is node Y.
[0051] As illustrated in Fig. 6, the node A transfers the
received signal (PKT and X) as it is to the succeeding
node B. Further, the node A reports report data including
the transmission station token X prepared from the re-
ceived signal and the relay station token A to the man-
agement node M. The report may be conducted regularly
or irregularly. The report may be conducted in units of
packets or in units of frames containing plural packets.
The report data may be encrypted using any suitable
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method in known in the field of the art. For example, a
public key method may be used for the encryption. The
encryption may be performed by using a method (key)
unique for a corresponding relay node or by using a meth-
od (key) shared by plural nodes. Although the report data
may be prepared in any suitable protocol layer, it is typ-
ically prepared in a MAC layer or an IP layer. Alternative-
ly, an RSV area may be used for the report data.
[0052] The node B receives a signal including the pack-
et PKT and the transmission station token X from the
node A and transfers the signal as it is to the succeeding
node C. The node B, in addition to preparing a relay sta-
tion token B, prepares a transmission station token X by
duplicating a predetermined portion of the received sig-
nal. The node B encrypts report data including the relay
station token B and the transmission station token X and
regularly or irregularly reports the report data to the man-
agement node M.
[0053] The node C receives a signal including the
packet PKT and the transmission station token X from
the node B and transfers the signal as it is to the suc-
ceeding node Y. The node C, in addition to preparing a
relay station token C, prepares a transmission station
token X by duplicating a predetermined portion of the
received signal. The node C encrypts report data includ-
ing the relay station token C and the transmission station
token X and regularly or irregularly reports the report data
to the management node M.
[0054] The node Y receives a signal including the pack-
et PKT and the transmission station token X from the
node C. Thereby, the transmission data (packet PKT)
prepared by the node X reaches the node Y via a multi-
hop route (nodes X, A, B, C, Y). Unlike the first example
useful for understanding the present invention, the des-
tination node Y of the second example useful for under-
standing the present invention does not need to report
cost data to the management node M.
[0055] The management node M receives a report of
the relay station token and the transmission station token
from each relay node in the multi-hop route. By the com-
bination of the relay station token and the transmission
station token, the relationship between transmission da-
ta, relay node, and cost data can be uniquely identified.
Therefore, the relay station token and the transmission
station token have the significance of indicating how
heavy a load was borne during relaying of wireless sig-
nals. The management node M manages the relay sta-
tion token of each node. The relay node M decrypts the
encryption of each relay station node, calculates how
much each node has contributed for relay based on the
cost data included in the relay station token, and per-
forms, for example, granting of benefits or billing in cor-
respondence with the contribution.

<Communications node>

[0056] Fig. 8 schematically illustrates a block diagram
of a communications node according to the second ex-

ample useful for understanding the present invention of
the present invention. The communications node is sub-
stantially the same as the communications node of the
first example useful for understanding the present inven-
tion. Like components of the communications node of
the second example useful for understanding the present
invention are denoted with like reference numerals as
those of the first example useful for understanding the
present invention and are not further explained. In Fig.
8, a data/token duplicating part 82, a combining part 84,
a token storage part 86, and an encrypting part 88 are
illustrated.
[0057] The data/token duplicating part 82 prepares a
transmission station token X by duplicating a predeter-
mined portion of a received signal prior to relaying the
received signal.
[0058] The combining part 84 combines a relay station
token from the relay cost calculating part 412 and a trans-
mission station token, and outputs the combination as
report data.
[0059] The token storage part 86 stores the report data.
[0060] The encrypting part 86 extracts the report data
at a predetermined timing for performing the reporting,
encrypts the extracted report data, and outputs the en-
crypted report data to the transmitter/receiver 404.

Embodiment of the present invention

<Exemplary Operation>

[0061] Fig. 9 illustrates an exemplary operation ac-
cording to the embodiment of the present invention. Sim-
ilar to the first example useful for understanding the
present invention, a packet PKT is transmitted from node
X to node Y via nodes A, B, and C.
[0062] First, the node X transmits the packet PKT and
ticket data to the node A. The node A receives the packet
PKT and the ticket data from the node X. In the embod-
iment, plural transmission station tokens (ticket data) T
are prepared by the transmission source node X. When-
ever a relay is performed, a single transmission station
token T is removed. The data included in each transmis-
sion station token T may be substantially the same as
the data illustrated in Fig. 7. The plural prepared trans-
mission station tokens T may all be substantially the
same. Alternatively, all or a part of the plural prepared
transmission station tokens T may be distinguishable
from others tokens. From the standpoint of distinguishing
the transmission station tokens of each node, the latter
case is preferable. In the latter case, the transmission
station token includes some sort of identification data in
addition to the data illustrated in Fig. 7. The node A, in
addition to preparing a relay station token indicated as
"A", prepares a transmission station token indicated as
"T". Since the relay station token is described above,
further explanation of the relay station token is omitted.
The node A prepares the transmission station token T
by cutting out (removing) a predetermined portion of the
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received signal. It is to be noted that the amount of tickets
to be cut out may be changed in correspondence with
communication cost.
[0063] As illustrated in Fig. 9, the node A removes a
portion of a received signal and transfers the remaining
received signal to a succeeding node B. Further, the node
A reports the transmission station token T removed from
the received signal and the relay station token A to the
management node M. The report may be conducted reg-
ularly or irregularly. The report may be conducted in units
of packets or in units of frames containing plural packets.
Similar to the second example useful for understanding
the present invention, the report data may be encrypted
using any suitable method in known in the field of the art.
[0064] The node B receives a signal including the pack-
et PKT and the transmission station tokens T, removes
a transmission station token T of one times worth, and
transfers the remaining signal to a succeeding node C.
The node B encrypts report data including the relay sta-
tion token B and the transmission station token T and
reports the report data regularly or irregularly.
[0065] The node C receives a signal including the
packet PKT and the transmission station tokens T, re-
moves a transmission station token T of one times worth,
and transfers the remaining signal to a succeeding node
Y. The node C encrypts report data including the relay
station token C and the transmission station token T and
reports the report data regularly or irregularly.
[0066] The node Y receives a signal including the pack-
et PKT and the transmission station token T. Thereby,
the transmission data (packet PKT) prepared by the node
X reaches the node Y via a multi-hop route (nodes X, A,
B, C, Y). The same as the second example useful for
understanding the present invention, the destination
node Y of the embodiment does not need to report cost
data to the management node M.
[0067] Fig. 10 illustrates an exemplary operation in a
case where transmission station tokens (ticket data) are
insufficient. For the sake of illustration, transmission sta-
tion tokens of only two times worth are prepared by the
node X. In this case, the nodes A and B operate substan-
tially in the same manner as those of the exemplary op-
eration illustrated in Fig. 9. However, when the node B
removes a transmission station token T from a received
signal, the remaining received signal will lack data indi-
cating a transmission station token(s). In this case where
the succeeding node C is not the destination node, the
node C is unable to obtain data of the transmission station
token and cannot report the contribution of the relay by
the node C to the management node M.
[0068] One method of solving this problem is to prevent
the removing (cutting out) a transmission station token
(s) when the transmission station token is the last trans-
mission station token. In this case, as illustrated in Fig.
10, the node B prepares debit data DB in addition to trans-
ferring the received signal to node C. The debit data DB,
in addition to including data of the transmission token T,
includes data indicating that sufficient transmission sta-

tion tokens were not included in the relayed signal. The
report data including the relay station token C and the
debit data DB are reported to the management node M.
The node C, also being prevented from cutting out the
last transmission station token T from the received signal,
transfers the received signal to a succeeding node Y.
Instead of cutting out the last transmission station token
T, the node C prepares debit data DB by duplicating the
last transmission station token T. However, because the
node Y succeeding the node C is the destination node,
the node C may cut out the last transmission station token
T from the received signal and not prepare any debit data.
[0069] In the example illustrated in Fig. 10, each of the
relay nodes reports debit data DB to the management
node M when the transmission station token (ticket data)
is deficient. However, it is not required for debit data DB
to be independently reported to the management node
M from each of those relay nodes. For example, instead
of reporting debit data DB to the management node from
each of those relay nodes, debit data DB together with
transmission data PKT may be transferred from one relay
node to an adjacent relay node (succeeding node), so
as to allow the debit data DB to be finally reported from
the destination node Y to the management node M.

<Communications node>

[0070] Fig. 11 schematically illustrates a block diagram
of a communications node according to the embodiment
of the present invention. The communications node is
substantially the same as the communications node of
the first and second examples useful for understanding
the present invention. Like components of the commu-
nications node of the embodiment are denoted with like
reference numerals as those of the first and second ex-
amples useful for understanding the present invention
and are not further explained. In Fig. 11, a data/token
separating part 112, a combining part 114, a token stor-
age part 116, and an encrypting part 118 are illustrated.
[0071] The data/token separating part 112 prepares a
transmission station token T by separating (cutting out)
a predetermined portion of a received signal prior to re-
laying the received signal. In a case where the transmis-
sion station token T is the last transmission station token
T and the succeeding node is not the destination node,
the cutting out of the last transmission station token T is
prevented. Instead, the data/token separating part 112
prepares debit data DB including a duplicate of the trans-
mission station token of the last times worth.
[0072] The combining part 114 combines a relay sta-
tion token from the relay cost calculating part 412 and a
transmission station token (or debit data DB), and outputs
the combination as report data.
[0073] The token storage part 116 stores the report
data.
[0074] The encrypting part 118 extracts the report data
at a predetermined timing for performing the reporting,
encrypts the extracted report data, and outputs the en-
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crypted report data to the transmitter/receiver 404.

Fourth Embodiment

[0075] The categorization of the above-described em-
bodiments is not an essential part of the present inven-
tion. Two or more of the above-described embodiments
may be used according to necessity. For example, in a
case where only the second example useful for under-
standing the present invention is used, a node having
obtained a transmission station token by using some
method might dishonestly declare a contribution together
with the node’s relay station token. However, by combin-
ing the first and second examples useful for understand-
ing the present invention, such dishonest declaration can
be positively eliminated because the destination node Y
reports the relay station token to the management node
M in a successive order of the multi-hop route. This also
applies to a case where the first and embodiments are
combined.

Industrial Applicability

[0076] The present invention can be widely applied to
an ad hoc network such as a system using BWA tech-
nology promoted for standardization by IEEE 802.16,
fourth generation cellular systems, and sensor network
systems promoted for standardization by IEEE 802.15.
Although the present invention is particularly advanta-
geous for a wireless ad hoc network, the present inven-
tion may be applied to a system that is entirely or partly
composed of wire links. Moreover, because the cost re-
quired for relaying wireless signals can be appropriately
calculated with the present invention, the present inven-
tion can be advantageously used in areas having various
mixtures of communication methods.
[0077] Although the embodiments of the present in-
vention have been described in detail, it should be un-
derstood that the various changes, substitutions, and al-
terations could be made hereto without departing from
the spirit and scope of the invention. Although the em-
bodiments of the present invention have been described
with specific numbers for helping understanding thereof,
the numerals are merely for illustrative purposes, and
any suitable number may be applied. Although the ap-
paratus according to the embodiments of the present in-
vention is described by using functional block diagrams
for the sake of explanation, the apparatus may be real-
ized by hardware, software or a combination thereof ac-
cording to necessity.

Claims

1. A wireless communications node (node A, node B,
node C) included in a multi-hop route from a source
node (node X) to a destination node (node Y), the
wireless communications node comprising:

a part (404) for receiving signals including trans-
mission data (PKT) prepared by the source
node;
a part (112) for removing a signal portion (T)
including a necessary amount of ticket data from
the received signals and transferring remaining
signals to a succeeding node;
a part (112) for preparing source node data in-
cluding at least identification data of the source
node based on the signal portion; and
a part (114, 118) for reporting the source node
data and relay data (A, B, C) to a management
node (node M) that manages cost data of a plu-
rality of nodes included in an ad hoc network;
wherein the relay data include the cost data and
station data including at least identification data
of the wireless communications node; wherein
the cost data change in correspondence with a
load required for relaying the transmission data.

2. The wireless communications node as claimed in
claim 1, wherein the source node data are prepared
by duplicating the signal portion.

3. The wireless communications node as claimed in
claim 1, wherein in a case where a necessary amount
of ticket data is not included in the received signals,
signals including the transmission data and debit da-
ta (D) are transferred to the succeeding node instead
of removing the signal portion and transferring the
remaining signals,
the debit data indicate that sufficient data are not
included in the signals transmitted from the source
node, and
the relay data and the debit data are reported to the
management apparatus.

4. The wireless communications node as claimed in
claim 1, wherein the reporting of the relay data are
regularly performed.

5. The wireless communications node as claimed in
claim 1, wherein the signals including at least the
relay data are encrypted and reported to the man-
agement node.

6. The wireless communications node as claimed in
claim 1, wherein the station data include one or more
of data indicating a relay time, identification data of
a relay source node, and identification of a relay des-
tination node.

7. The wireless communications node as claimed in
claim 1, wherein the cost data include one or more
data indicating a transfer time, a data length, a trans-
mission power, a communication quality of a wireless
link, and a distance between nodes.
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8. The source node data as claimed in one of claims
1-3, wherein the source node data include one or
more data indicating a data length, a transmission
time from the source node, and a destination node.

9. A method used by a wireless communications node
(node A, node B, node C) included in a multi-hop
route from a source node (node X) to a destination
node (node Y), the method comprising:

a step of receiving signals including transmis-
sion data (PKT) prepared by the source node;
a step of removing a signal portion (T) including
a necessary amount of ticket data from the re-
ceived signals and transferring remaining sig-
nals to a succeeding node; and
a step of reporting the source node data and
relay data (A, B, C) to a management node (node
M) that manages cost data of a plurality of nodes
included in an ad hoc network;
wherein the source node data including at least
identification data of the source node are pre-
pared based on the signal portion;
wherein the relay data include the cost data and
station data including at least identification data
of the wireless communications node; wherein
the cost data changes in correspondence with
a load required for relaying the transmission da-
ta.

Patentansprüche

1. Drahtloser Kommunikationsknoten (Knoten A, Kno-
ten B, Knoten C), der in einem Leitweg mit mehreren
Teilstrecken von einem Ursprungsknoten (Knoten X)
zu einem Zielknoten (Knoten Y) enthalten ist, wobei
der drahtlose Kommunikationsknoten umfasst:

einen Teil (404) zum Empfangen von Signalen,
die Übertragungsdaten (PKT) umfassen, die
durch den Ursprungsknoten erzeugt werden;
einen Teil (112) zum Entfernen eines Signalteils
(T), der eine erforderliche Menge von Ticket-Da-
ten umfasst, aus den empfangenen Signalen
und Übertragen von restlichen Signalen an ei-
nen nachfolgenden Knoten;
einen Teil (112) zum Erzeugen von Ursprungs-
knotendaten, die zumindest Identifikationsda-
ten des Ursprungsknotens umfassen, basie-
rend auf dem Signalteil; und
einen Teil (114, 118) zum Melden der Ur-
sprungsknotendaten und von Weiterleitungsda-
ten (A, B, C) an einen Verwaltungsknoten (Kno-
ten M), der Kostendaten einer Mehrzahl von
Knoten verwaltet, die in einem Ad-hoc-Netz ent-
halten sind;
wobei die Weiterleitungsdaten die Kostendaten

und Stationsdaten umfassen, die zumindest
Identifikationsdaten des drahtlosen Kommuni-
kationsknotens umfassen; wobei die Kostenda-
ten entsprechend einer zum Weiterleiten der
Übertragungsdaten erforderlichen Last variie-
ren.

2. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei die Ursprungsknotendaten durch Duplizie-
ren des Signalteils erzeugt werden.

3. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei in einem Fall, in dem eine erforderliche Men-
ge von Ticket-Daten nicht in den empfangenen Si-
gnalen enthalten ist,
Signale, welche die Übertragungsdaten und Debet-
Daten (D) umfassen, an den nachfolgenden Knoten
gesendet werden, anstatt den Signalteil zu entfernen
und die restlichen Signale zu übertragen,
die Debet-Daten anzeigen, dass nicht genügend Da-
ten in den Signalen enthalten sind, die vom Ur-
sprungsknoten gesendet werden, und
die Weiterleitungsdaten und die Debet-Daten an de
Verwaltungsvorrichtung gemeldet werden.

4. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei das Melden der Weiterleitungsdaten regel-
mäßig erfolgt.

5. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei die Signale, die zumindest die Weiterlei-
tungsdaten umfassen, verschlüsselt sind und dem
Verwaltungsknoten gemeldet werden.

6. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei die Stationsdaten ein oder mehrere Daten-
elemente umfassen, die eine Weiterleitungszeit,
Identifikationsdaten eines Weiterleitungs-Ur-
sprungsknotens und die Identifikation eines Weiter-
leitungs-Zielknotens angeben.

7. Drahtloser Kommunikationsknoten nach Anspruch
1, wobei die Kostendaten ein oder mehrere Daten-
elemente umfassen, die eine Übertragungszeit, eine
Datenlänge, eine Sendeleistung, eine Kommunika-
tionsqualität einer drahtlosen Strecke und einen Ab-
stand zwischen Knoten angeben.

8. Ursprungsknotendaten nach einem der Ansprüche
1 bis 3, wobei die Ursprungsknotendaten ein oder
mehrere Datenelemente umfassen, die eine Daten-
länge, eine Übertragungszeit vom Ursprungsknoten
und einen Zielknoten angeben.

9. Verfahren, das von einem drahtlosen Kommunikati-
onsknoten (Knoten A, Knoten B, Knoten C) verwen-
det wird, der in einem Leitweg mit mehreren Teil-
strecken von einem Ursprungsknoten (Knoten X) zu
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einem Zielknoten (Knoten Y) enthalten ist, wobei das
Verfahren umfasst:

einen Schritt des Empfangens von Signalen, die
Übertragungsdaten (PKT) umfassen, die durch
den Ursprungsknoten erzeugt werden;
einen Schritt des Entfernens eines Signalteils
(T), der eine erforderliche Menge von Ticket-Da-
ten umfasst, aus den empfangenen Signalen
und Übertragen von restlichen Signalen an ei-
nen nachfolgenden Knoten; und
einen Schritt des Meldens der Ursprungskno-
tendaten und von Weiterleitungsdaten (A, B, C)
an einen Verwaltungsknoten (Knoten M), der
Kostendaten einer Mehrzahl von Knoten verwal-
tet, die in einem Ad-hoc-Netz enthalten sind;
wobei die Ursprungsknotendaten, die zumin-
dest Identifikationsdaten des Ursprungsknotens
umfassen, basierend auf dem Signalteil erzeugt
werden; und
wobei die Weiterleitungsdaten die Kostendaten
und Stationsdaten umfassen, die zumindest
Identifikationsdaten des drahtlosen Kommuni-
kationsknotens umfassen; wobei die Kostenda-
ten entsprechend einer zum Weiterleiten der
Übertragungsdaten erforderlichen Last variie-
ren.

Revendications

1. Noeud de communication sans fil (noeud A, noeud
B, noeud C) inclus dans un chemin à sauts multiples
allant d’un noeud source (noeud X) à un noeud de
destination (noeud Y), le noeud de communication
sans fil comprenant :

une partie (404) destinée à recevoir des signaux
incluant des données de transmission (PKT)
préparées par le noeud source ;
une partie (112) destinée à supprimer une partie
de signal (T) incluant une quantité nécessaire
de données de billet des signaux reçus, et à
transférer les signaux restants à un noeud
successif ;
une partie (112) destinée à préparer des don-
nées de noeud source incluant au moins des
données d’identification du noeud source sur la
base de la partie de signal ; et
une partie (114, 118) destinée à signaler les
données de noeud source et des données de
relais (A, B, C) à un noeud de gestion (noeud
M) qui gère des données de coût d’une pluralité
de noeuds inclus dans un réseau ad hoc ;
dans lequel les données de relais incluent les
données de coût et des données de station in-
cluant au moins des données d’identification du
noeud de communication sans fil ; dans lequel

les données de coût évoluent en correspondan-
ce avec une charge requise pour relayer les don-
nées de transmission.

2. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel les données de noeud source
sont préparées en dupliquant la partie de signal.

3. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel, dans un cas où une quantité
nécessaire de données de billet n’est pas incluse
dans les signaux reçus :

des signaux incluant les données de transmis-
sion et des données de débit (D) sont transférés
au noeud successif au lieu de supprimer la partie
de signal et de transférer les signaux restants ;
les données de débit indiquant que des données
suffisantes ne sont pas incluses dans les si-
gnaux transmis à partir du noeud source ; et
les données de relais et les données de débit
sont signalées à l’appareil de gestion.

4. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel le signalement des données
de relais est mis en oeuvre régulièrement.

5. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel les signaux incluant au moins
les données de relais sont chiffrés et signalés au
noeud de gestion.

6. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel les données de station incluent
un ou plusieurs des éléments parmi des données
indiquant un temps de relais, des données d’identi-
fication d’un noeud source de relais, et une identifi-
cation d’un noeud de destination de relais.

7. Noeud de communication sans fil selon la revendi-
cation 1, dans lequel les données de coût incluent
une ou plusieurs données indiquant un temps de
transfert, une longueur de données, une puissance
d’émission, une qualité de communication d’une
liaison sans fil, et une distance entre des noeuds.

8. Données de noeud source selon l’une quelconque
des revendications 1 à 3, dans lequel les données
de noeud source incluent une ou plusieurs données
indiquant une longueur de données, un temps de
transmission à partir du noeud source, et un noeud
de destination.

9. Procédé utilisé par un noeud de communication sans
fil (noeud A, noeud B, noeud C) inclus dans un che-
min à sauts multiples allant d’un noeud source
(noeud X) à un noeud de destination (noeud Y), le
procédé comprenant :
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une étape de réception de signaux incluant des
données de transmission (PKT) préparées par
le noeud source ;
une étape de suppression d’une partie de signal
(T) incluant une quantité nécessaire de données
de billet des signaux reçus, et de transfert des
signaux restants à un noeud successif ; et
une étape de signalement des données de
noeud source et de données de relais (A, B, C)
à un noeud de gestion (noeud M) qui gère des
données de coût d’une pluralité de noeuds in-
clus dans un réseau ad hoc ;
dans lequel les données de noeud source in-
cluant au moins des données d’identification du
noeud source sont préparées sur la base de la
partie de signal ;
dans lequel les données de relais incluent les
données de coût et des données de station in-
cluant au moins des données d’identification du
noeud de communication sans fil ; dans lequel
les données de coût évoluent en correspondan-
ce avec une charge requise pour relayer les don-
nées de transmission.
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