
Printed by Jouve, 75001 PARIS (FR)

Europäisches Patentamt

European Patent Office

Office européen des brevets

(19)

E
P

1 
46

5 
07

2
A

2
*EP001465072A2*
(11) EP 1 465 072 A2

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication:
06.10.2004 Bulletin 2004/41

(21) Application number: 04005127.8

(22) Date of filing: 04.03.2004

(51) Int Cl.7: G06F 9/46

(84) Designated Contracting States:
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR
HU IE IT LI LU MC NL PL PT RO SE SI SK TR
Designated Extension States:
AL LT LV MK

(30) Priority: 17.03.2003 JP 2003071189

(71) Applicant: Hitachi, Ltd.
Chiyoda-ku, Tokyo 101-8010 (JP)

(72) Inventors:
• Hara, Junichi

Tokyo (JP)
• Iwasaki, Masaaki

Tokyo (JP)
• Sonoda, Koji

Tokyo (JP)

(74) Representative: Strehl Schübel-Hopf & Partner
Maximilianstrasse 54
80538 München (DE)

(54) Computer system with distributed file system for managing distributed files

(57) In a distributed file system, when a user re-
quests a computer to create a distributed file, a man-
agement computer acquires a list of computers comply-
ing with an allocation rule selected by the user from al-
location rules taking the performance, security level, re-
liability level and utility rate into consideration. When the
user requests the computer to access the distributed
file, on the other hand, the partial files and the server
information are collected from each computer. Each
computer evaluates the allocation of the partial files
based on the selected allocation rule and the server in-
formation from each computer, and if required, selects
a destination computer and instructs the partial files to
be moved to the destination computer.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present invention relates to a computer
system comprising a plurality of computers connected
to each other through a network, or in particular to a dis-
tributed file system for managing files distributively for
the computer system.
[0002] A conventional distributed file system for a
computer system is disclosed in JP-A-8-77054 as a spe-
cific example of the technology in which a cluster of data
(hereinafter referred to as "file") used by computer pro-
grams, etc. is divided into a plurality of portions (here-
inafter referred to as 'partial files") arranged distributive-
ly among a plurality of computers.
[0003] On the other hand, JP-A-2000-207370 disclos-
es a file distribution method, in which partial files are
arranged among a plurality of computers based on the
load information shared by the computers, including the
load of each computer such as the maximum data trans-
fer rate of each computer and the occupancy rate of the
storage unit of each computer. Also, according to the
method disclosed by JP-A-2000-207370, in the case
where a heavy load is imposed on a given computer, the
partial files stored in the heavily loaded computer is
transferred to other computers.
[0004] Also, a distributed file system for a wide-area
network based on the assumption that more than hun-
dreds of thousands of computers are connected is pro-
posed in the Sean Rhea et al paper entitled "Mainte-
nance-Free Global Data Storage' (IEEE Internet Com-
puting, Vol. 5, No. 5, September/October 2001, pp.
40-49). In the distributed file system described by this
reference, the positions of partial files cannot be speci-
fied from a given partial file due to the difference in se-
curity level or reliability between the computers connect-
ed to the wide-area network. In this way, the security of
the distributed file system can be maintained.
[0005] In the distributed file system disclosed in JP-A-
2000-207370, partial files are moved based only on the
load information. -In the case where a computer higher
in performance than other computers exists in a system,
therefore, all the partial files making up a single file may
be transferred to the-same computer. In such a case,
the distribution of partial files making up a given file is
meaningless. This disadvantage can be obviated by
confirming whether the destination of a partial file has
another partial file making up the same file. Specifically,
the position of a given partial file making up the same
file is specified from the information on another partial
file. According to this method, however, as disclosed in
the Sean Rhea et al reference above, the security is not
maintained for the distributed file system.
[0006] Also, in the conventional distributed file sys-
tem, only the load information of each computer is taken

into consideration when laying down the rules (herein-
after referred to as 'allocation rule") for determining the
allocation of the partial files or moving the partial files.
In the distributed file system according tc the prior art,
therefore, the partial files cannct be arranged or moved
under the allocation rules stipulated taking into consid-
eration the difference, if any, in performance, security,
reliability level or utility rate between the computers.
[0007] Further, in the distributed file system disclosed
in JP-A-8-77054, JP-A-2000-207370 and the Sean
Rhea et al reference cited above, no consideration is
given to the concept of laying down a plurality of alloca-
tion rules based on a plurality of types of information and
using them differently from each other depending on the
situation.

SUMMARY OF THE INVENTION

[0008] An object of this invention is to provide a dis-
tributed file management method and a distributed file
system using the same method, in which security is
maintained while at the same time solving the problem
that all partial files moved are concentrated in a single
computer.
[0009] Another object of the invention is to provide a
file management method and a distributed file system
using the same method for a computer system in which
partial files are arranged according to various allocation
rules.
[0010] In order to achieve the objects described
above, according to one aspect of this invention, there
is provided a computer system comprising a plurality of
computers (hereinafter referred to as "the computer 1")
having a storage unit for storing data, a computer (here-
inafter referred to as 'the computer 2") of the user and
a computer (hereinafter referred to as "the management
computer") for managing the aforementioned comput-
ers, these computers being connected by a network. In
this computer system, the computers 1 manage the per-
formance, security level, reliability level, the utility rate,
load information, etc. thereof and transmits these infor-
mation to the management computer. The management
computer collectively manages these information trans-
mitted. On the other hand, the computer 2 has informa-
tion or allocation rules including a plurality of items for
defining the distribution of the partial files making up a
file.
[0011] When user instructs the computer 2 to create
files to be distributed, the computer 2 transmits the in-
formation on the allocation rules to the management
computer in order to acquire information on the comput-
ers 1 meeting the allocation rules. The management
computer that has received the allocation rules access-
es the information of each computer 1 managed by it-
self, specifies the computer 1 to which the received al-
location rules are applicable, and transmits the informa-
tion on the specified computer 1 to the computer 2.
[0012] The computer 2 that has received the informa-
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tion on the computer 1 to which the allocation rules are
applicable transmits, based on the particular informa-
tion, the partial files of the file to each computer 1 com-
plying with the allocation rules.
[0013] According to another aspect of the invention,
the computer system may be sc configured that the par-
tial files are relocated with a specified event as a motive.
[0014] At such a specific event, the computer 2 re-
ceives the information on a given computer 1 from the
particular computer 1 having partial files making up a
file to be relocated. The computer 2 that has received
the information on the computer 1 compares the alloca-
tion rules of the computer 2 with the received information
on the computer 1, and confirms the presence or ab-
sence of a computer 1 failing to comply with the alloca-
tion rules at the particular time point.
[0015] In the presence of a computer 1 failing to com-
ply with the allocation rules, the computer 2 transmits
the information on the allocation rules to the manage-
ment computer in order to confirm the computers 1 com-
plying with the allocation rules. The management com-
puter that has received the allocation rules accesses the
information on the computers 1 managed by itself, and
specifying the computers 1 complying with the received
allocation rules, transmits the information on the partic-
ular computers 1 to the computer 2.
[0016] The computer 2 that has received the informa-
tion on the computers 1 complying with the allocation
rules selects a specified computer 1 from the received
information on the computers 1. After that, the computer
2 transmits an instruction to the computers 1 failing to
comply with the allocation rules to transfer the partial
files to the specified computers 1 complying with the al-
location rules.
[0017] The computers 1 and the computer 2 may dou-
ble as a management computer, and the computer 1 can
double as the computer 2.
[0018] According to still another aspect of the inven-
tion, the priority of the items making up the allocation
rules of the computer 2 may be set. In the absence of
the computers 1 complying with the allocation rules, the
computer 2 relaxes the allocation rules and secures a
computer 1 making up the destination of the file (object
of relocation) by eliminating the items of low priority from
the allocation rules. Any item with priority of zero is not
considered to constitute the contents of the allocation
rules.
[0019] According to yet another aspect of the inven-
tion, the computer 2 has a plurality of allocation rules,
and uses different allocation rules for different types of
files distributed. Also, at the time of file distribution, the
user may select or set the priority of each item of the
allocation rules so that the files are distributed according
to the result of the selection or setting, as the case may
be.
[0020] When the computers 1 complying with the al-
location rules are not sufficient in number, the computer
2 may store a plurality of partial files in a single computer

1.
[0021] According to a further aspect of the invention,
the movement of the partial files is withheld until prede-
termined conditions are met for the computer 1 instruct-
ed to move the partial files. In this case, the computer 1
receives a plurality of move instructions for each partial
file. The computer 1 checks to see whether some pro-
spective destination computers 1 included in the plural-
ity of the move instructions are doubled or not, and only
in the presence of a double computer 1, the partial files
are transferred. The predetermined conditions are de-
fined to include a predetermined time length or the time
length before receiving a predetermined number of in-
structions.
[0022] Other objects, features and advantages of the
invention will become apparent from the following de-
scription of the embodiments of the invention taken in
conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023]

Fig. 1 is a block diagram showing a computer sys-
tem according to an embodiment of this invention.
Fig. 2 is a diagram showing an example of a distrib-
uted file information management table.
Fig. 3 is a diagram showing an example of a server
information management table.
Fig. 4 is a diagram showing an example of allocation
rules and priority setting information.
Fig. 5 is a flowchart showing an example of the
processing operation for selecting a destination
computer for partial files.
Fig. 6 shows an example of the allocation rules and
the priority setting information.
Fig. 7 is a flowchart showing an example of the
processing operation for selecting a destination
computer of partial files.
Fig. 8 shows an example of the allocation rules and
the priority setting information.
Fig. 9 shows an example of a correspondence table
showing the applicable rules for different types of
distributed files.
Fig. 10 is a diagram showing an example of a dis-
tributed file information management table.
Fig. 11 is a diagram showing an example of a con-
figuration of a computer.
Fig. 12 is a diagram showing an example of a partial
file information management table.
Fig. 13 is a diagram showing an example of the file
attribute information of the partial file information
management table.
Fig. 14 is a diagram showing an example of a table
for registering the information as to the advisability
of copying the partial files.
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DETAILED DESCRIPTION OF THE EMBODIMENTS

[0024] Embodiments of this invention will be ex-
plained in detail below with reference to the accompa-
nying drawings.
[0025] Fig. 1 is a block diagram showing a configura-
tion of a computer system according to an embodiment
of the invention. The computer system shown in Fig. 1
comprises computers 1A, 1B, 1C, 2A, 2B and a man-
agement computer 4, all of which are interconnected by
a network 3.
[0026] Fig. 11 is a diagram showing an example of a
configuration of the computer 1. The computer 1 com-
prises a storage unit 14 such as a hard disk or a disk
array for storing data such as files and partial files and
a control unit 15. The contrcl unit 15 includes a proces-
sor 16, a memory 17, an interface 18 and a network in-
terface 19. The processor 16 executes a program such
as an operating system for managing the partial files and
the files stored in the storage unit 14. These programs
are stored in the memory 17, and installed in the com-
puter 1 through a portable storage medium such as a
floppy disk (registered trade name) or a network.
[0027] The storage unit 14 may be either integrated
with the control unit 15 in the same housing or built in
another housing. The control unit 15 and the storage unit
14 are connected to each other through the interface 18
such as SCSI or fiber channel. The control unit 15 and
the storage unit 14, if accommodated in different cas-
ings, may be connected to each other by a storage area
network constructed of fiber channels or the like. When
the control unit 15 and the storage unit 14 are accom-
modated in different housings, the storage unit 14 may
further have a control unit for controlling the storage unit
14 in its entirety.
[0028] The memory 17 has stored therein a server
status management program 11, a partial file manage-
ment program 12 and a partial file relocation program
13.
[0029] The server status management program 11 is
executed in the case where the information such as the
performance, security level, reliability level, utility rate
or load for the computer 1 (hereinafter referred to as "the
server information") is managed by the control unit 15.
In the case where the server information is changed, the
control unit 15 executes the program 11 and notifies the
contents of change to the management computer 4
through the network 3. According to this embodiment,
the control unit 15 notifies the management computer 4
of only the change of the server information not fre-
quently updated (such as the performance, security lev-
el, reliability level and utility rate).
[0030] The control unit 15 transmits the server infor-
mation of the computer 1 itself to the computer 2 based
on the result of execution of the partial file management
program 12.
[0031] The partial file management program 12 is ex-
ecuted in the case where the partial files stored in the

storage unit 14 of the computer 1 are managed by the
control unit 15. This program is executed also in the
case where the partial files are written, read or transmit-
ted to the requester computer 2 by the control unit 15 in
response to a request from the computer 2.
[0032] The partial file relocation program 13 is exe-
cuted in the case where the control unit 15 determines
the destination of a partial file or controls the transfer of
the partial file to other computers 1 in compliance with
an instruction of the computer 2 to move the partial file.
The program 13 is executed also in the case where the
control unit 15 that has received a request of the control
unit 15 of another computer 1 to receive a partial file
receives the requested partial file and stores it in the
storage unit 14.
[0033] The management computer 4 has a similar
configuration to the computer 1 and includes a proces-
sor, a memory, an input/output unit and a storage unit.
The memory has stored therein a distributed file infor-
mation management table 43, a server information man-
agement table 44, a distributed file management pro-
gram 41 and a server information management program
42.
[0034] The distributed file management program 41
is executed in the case where the position of each partial
file making up the file managed distributively (hereinaf-
ter referred to as "the distributed file") is managed by
the management computer 4. Based on the notification
for creating a distributed file from the computer 2, the
management computer 4 determines an ID (hereinafter
referred to as "the partial file ID") unique to each partial
file making up-the notified distributed file, and manages
the distributed file name, the partial file ID and the name
of the computer storing each partial file as related to
each other. A distributed file information management
table 43 is used for this management. The contents of
this table 43 will be described later.
[0035] The program 41 is executed also in the case
where the partial file IDs and a list of the partial file po-
sitions are transmitted to the computer 2 in response to
an inquiry from the computer 2 about the IDs and posi-
tions of the partial files making up the distributed file.
[0036] The server information management program
42 is executed in the case where the management com-
puter 4 manages the server information transmitted
from the control unit 15 of each computer 1. A server
information management table 44 is used for manage-
ment of the server information. The contents of this table
44 will be described later. The program 42 is executed
also in the case where the management computer 4
searches the server information management table 44
for the computer 1 complying with the allocation rules
contained in the inquiry from the computer 2 in response
to the same inquiry and returns the result to the compu-
ter 2.
[0037] The computer 1 may have a distributed file
management program 41 and thus can double as the
management computer 4.
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[0038] The computer 2 has a similar configuration to
the computer 1, and comprises a processor, a memory,
an input/output unit and a storage unit. The computer 2
receives a user instruction through the input/output unit.
The computer 1 or the management computer 4 may
have an input/output unit for receiving the user instruc-
tion and thus may double as the computer 2. The mem-
ory has stored therein allocation rules 23, a distributed
file operating program 22 and a partial file allocation
evaluation program 21.
[0039] The distributed file operating program 22 is ex-
ecuted in the case where a distributed file is divided into
partial files, a destination computer 1 is confirmed and
a partial file creation request is transmitted to each com-
puter 1 in response to a distributed file creation request
from the user.
[0040] The partial file allocation evaluation program
21 is executed in the case where an inquiry is made to
the management computer 4 by the computer 2 about
the presence or absence of the computer 1 complying
with the allocation rules based on the items including
the performance, security level, reliability level, utility
rate and load information set in the computer 2 when
the computer 2 confirms the computer 1 making up the
destination of the partial files. In the case where the
number of the computers 1 complying with the allccation
rules obtained as the result of the inquiry is less than
the number of partial files to be arranged, on the other
hand, the computer 2 removes the items lowest in pri-
ority from the allocation rules by executing the program
21 and makes an inquiry to the management computer
4 again about the presence or absence of the computer
1 complying with the allocation rules without the partic-
ular items lowest in priority.
[0041] The computer 2 also checks the server infor-
mation received from the computers 1 to see whether
the computers 1 comply witn the allocation rules stipu-
lated in advance. In the case where the check shows
that any of the computers 1 fails to comply with the al-
location rules, the computer 2 determines the computer
1 making up the destination of the partial files stored in
the computer 1 failing to comply with the allocation rules.
[0042] Specifically, the computer 2 makes an inquiry
to the management computer 4 about tne presence or
absence of the computer 1 complying with the allocation
rule. In response to the request from the computer 2,
the management computer 4 searches for the computer
1 complying with the request and transmits the result to
the computer 2. The computer 2 determines computer
1 making up a destination among the computers 1 sat-
isfying the rule which have been received as the result
from the computer 4 by excluding those computers 1 in
which partial files have already been allocated.
[0043] Fig. 1 illustrates the status after the creation of
distributed files A, B, C. The partial file A1 (141) of the
distributed file A is stored in the storage unit 14 of the
computer 1A, the partial file A2 (51) of the distributed
file A and the partial file B1 (52) of the distributed file B

are stored in the storage unit 14 of the computer 1B, and
the partial file B2 (61) of the distributed file B and the
partial file C1 (62) cf the distributed file C are stored in
the storage unit 14 of the computer 1C.
[0044] Fig. 2 illustrates an example of a distributed file
information management table 43 held by the manage-
ment computer 4 in the state shown in Fig. 1. The man-
agement computer 4 manages, using the table 43, the
correspondence between the unique partial file ID at-
tached to each partial file of each distributed file and the
position where the partial file is stored. In the case where
each distribution file has attribute information, the par-
ticular attribute information is managed as an item cor-
responding to each partial file. In Fig. 2, the type of the
distributed file is managed as an example of the attribute
information of the distributed file. The other attribute in-
formation of the distributed file are considered to include
the file owner, the file creation time and the file update
time. These information are transmitted to the manage-
ment computer 4 by each computer 2 upon receipt of a
distributed file creation request from the user.
[0045] Fig. 3 shows an example of the server infor-
mation management table 44 managed by the manage-
ment computer 4. According to this embodiment, each
computer 1 manages the server information including
the data transfer rate (M bytes/s) of the storage unit 14
in terms of performance, the level of the user, etc. set
by the manager of each computer 1 in terms of security
level, the level set by the manager of each computer 1
in terms of reliability level, the charge (yen/M bytes) cor-
responding to the consumed capacity of the storage unit
14 of each computer 1 in terms of utility rate and the
occupancy rate (%) of the storage area of the storage
unit 14 of each computer 1 in terms of load information.
Only the information on performance, security level, re-
liability level and utility rate of which the value is rarely
updated are assumed to be transmitted from each com-
puter 1 to the management computer 4. This is in order
to suppress the communication traffic between the man-
agement computer 4 and each computer 1. As shown
in Fig. 3, therefore, the management computer 4 man-
ages only the information from each computer 1 by
means of the server information management table 44.
[0046] The server information may be registered in
the management computer 4 in such a manner that the
server information is either transmitted automatically to
the management computer 4 from each computer 1 con-
nected through the network 3 or set manually by the user
or the manager at the time of initial setting of the distrib-
uted file system. Each time of a change which the server
information may undergo, on the other hand, the infor-
mation is transferred from the computer 1 to the man-
agement computer 4 or manually registered by the user,
etc.
[0047] Fig. 4 shows an example of an allocation rule
table 23 defined in advance in the computer 2A. In Fig.
4, performance, security, reliability, utility rate and load
are employed as items of the allocation rules. Neverthe-
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less, other combinations of the items may be used with
equal effect.
[0048] In the allocation rule table 23, the priority is set
for each item. In the case where the computers 1 com-
plying with the allocation rules are not sufficient in
number, the computer 2 removes the items from the al-
location rule table 23 in accordance with the priority set
for each item and thus relaxes the conditions for the al-
location rules. As a result, the partial files can be distrib-
uted under the second-best allocation rules.
[0049] In Fig. 4, performance is set as an item of 3 in
priority, sc that the partial files are arranged for the com-
puter 1 with the performance value of not less than 40
(M bytes/s). On the other hand, security is set as an item
of 1 in priority, so that the partial files are arranged in the
computer 1 having a security level of not less than 4.
Similarly, reliability is set as an item of 2 priority, so that
the partial files are arranged in the computer 1 having a
reliability level of not less than 2. Further, utility rate and
load are set as 0 in priority, thereby indicating that these
are not applicable as items under the allocation rules.
The description that follows assumes that the priority of
1 is higher in priority than the priority of 3.
[0050] This embodiment deals with a case in which a
single combination of items is set for the allocation rules.
As other embodiments, however, the invention is appli-
cable to a case in which the user determines the order
of priority of items at the time of arranging each distrib-
uted file, thereby using allocation rules configured of
items desired by the user at the time of arranging each
distributed file.
[0051] In this case, the computer 2 displays the items
of the allocation rules on the input/output unit at the time
of creating a distributed file, and causes the user to input
the order of priority of the items. In the process, the user
sets a high priority for the desired items. Conversely, the
user can eliminate a given item from the allocation rules
by inputting the priority of 0 for the particular item. Fur-
ther, the user may add a new item.
[0052] The items and the priority set in this way are
recorded by the computer 2 in a memory as an allocation
rule table 23 for the distributed files. At the same time,
the information on the set allocation rules is transmitted
to the management computer 4. The management com-
puter 4 expands the distributed file information manage-
ment table 43 of Fig. 2 in the manner shown in Fig. 10,
and manages the allocation rules for each distributed
file as attribute information of the distributed file.
[0053] According tc this embodiment, the same allo-
cation rules are used for all types of distributed files. In
other embodiments, however, different applicable rules
may be selected and the priority thereof set automati-
cally for different types of distributed files. In such a
case, the computer 2, as shown in Fig. 9, holds different
allocation rule tables 23 shown in Fig. 4 for different file
types. At the request of the user to a create distributed
file, the computer 2 automatically selects applicable al-
location rules from the allocation rule table of Fig. 9 in

accordance with the file type required, and sets the pri-
ority, if necessary.
[0054] The information on the allocation rules for each
file type set in the computer 2 may be either manually
input by the user of the computer 1 or automatically
transferred from the management computer 4 when the
computer 2 is newly connected to the network 3. Further,
the information on the newly added items for the alloca-
tion rules are transferred to each computer 1 and the
management computer 4, which start to collect or oth-
erwise handle the server information corresponding to
the added items of the allocation rules.
[0055] Next, an explanation will be given about the
processing steps followed in the case where the user
requests the computer 2A to create the distributed file
A whereby the partial file A1 (141) and the partial file A2
(51) are created in the computer system shown in Fig. 1.
[0056] Upon receipt of a request from the user to cre-
ate the distributed file A through the input/output unit,
the computer 2A regards the file designated by the user
as the distributed file A, and by dividing the distributed
file A into predetermined sizes, creates partial files (two
partial files A1 (141) and A2 (51) in this case). After that,
the computer 2A notifies the management computer 4
of the number (two in the case under consideration) of
partial files to be created.
[0057] The management computer 4 creates as many
unique partial file IDs as the partial files notified from the
computer 2A in the computer system managed thereby,
and notifies the computer 2A of the partial file IDs thus
created. The computer 2A that has received the partial
file IDs from the management computer 4 assigns the
received partial file IDs to each partial file. Further, the
computer 2A determines the computers 1 in which the
partial files are to be arranged. The steps of this deter-
mining process will be explained below.
[0058] Fig. 5 is a flowchart showing the steps followed
by the computer 2A to establish a list cf the computers
1 in which the partial files are to be arranged.
[0059] First, the computer 2A selects all the items set
to the priority of 1 or higher, from the items of the allo-
cation rule table 23 held therein. In the case where a
specific allocation rule table 23 is predetermined for
each file, the computer 2 selects the particular specific
allocation rule table 23 before selecting items (step
500). After that, the computer 2A transmits to the man-
agement computer 4 a command to make an inquiry
about the computers 1 complying with the allocation
rules defined by the selected items (step 501). The in-
formation on the items not registered in the manage-
ment computer 4, however, is not taken into considera-
tion in the response from the management computer 4.
[0060] The computer 2A that has received the re-
sponse to the inquiry command (step 509) determines
whether 'load' has been selected as an item of the allo-
cation rules. This is by reason of the fact that according
to this embodiment, the "load" information is not man-
aged by the management computer 4, and therefore, it
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is necessary to determine again whether the conditions
for "load" are met or not by a list of the computers 1
transmitted from the management computer 4. Apart
from "load" taken as an example of an item in this em-
bodiment, items not managed by the management com-
puter may be an item other than 'load'. In the presence
of such an item, the computer 2 executes a similar proc-
ess to the one described herein for the particular item
(step 502).
[0061] In the case where "load" is selected as an item,
the computer 2A issues a command to make inquiry
about the current "load" information to all the computers
1 included in the list of the computers 1 obtained in step
501. Based on the response to the command, the com-
puter 2A removes from the list the computers 1 failing
to meet the conditions set for the item "load" of the allo-
cation rules (step 503).
[0062] Next, the computer 2A determines whether the
computers 1 not smaller in number than the created par-
tial files (2 in our case) are included in the list of the com-
puters 1 corrected in step 503 (step 504). In the case
where the computers 1 not less than the partial files are
contained in the list, however, the computer 2 deter-
mines applicable allocation rules and the list of the com-
puters 1 (step 507).
[0063] In the case where the number of computers 1
included in the list of the computers 1 is not more than
the number of the partial files in step 504, the computer
2A removes those items selected in step 501 for the al-
location rules which are lowest in priority (step 505).
Then, the computer 2A determines whether the items
highest in priority, i.e. the items of 1 in priority remain or
not in the allocation rule table 23 (step 506). In the case
where no item of 1 in priority remains (all the items have
been removed), the computer 2A displays an alarm to
the user while at the same time displaying the immedi-
ately preceding list (the list of the computers 1 from
which the items of 1 in priority are not yet removed) (step
508). In the case where the items of 1 in priority remain
in the allocation rule table 23 in step 506, the computer
2A repeats the process of step 501 and subsequent
steps, and thus establishes a list of the computers 1
complying with the allocation rules made up of the re-
maining items.
[0064] After that, the computer 2A selects as many
computers 1 as the partial files at random from the es-
tablished list of the computers 1. Then, the computer 2A
instructs each of the computers 1 thus selected (the
computers 1A and 1B in the case under consideration)
to create the partial files A1 and A2, respectively. This
instruction contains the data on the partial files and the
partial file IDs. Further, the computer 2A notifies the
management computer 4 of the information on the dis-
tributed file created, i.e. the distributed file name, the
partial file IDs and the places where the partial files are
arranged (information specifying the computer 1).
[0065] As described above, the computer 2A issues
an alarm to the user to the effect that the computers 1

complying with the allocation rules are not sufficient in
number, based on the process of step 508 shown in Fig.
5. At the same time, in the case where at least one com-
puter 1 is included in the created list of computers 1, the
computer 2A may cause the user to determine whether
all or a plurality of the partial files are arranged in the
same computer 1. In the case where the user deter-
mines that all or a plurality of the partial files may be so
arranged, the computer 2 arranges a plurality of the par-
tial files in the same computer 1.
[0066] In the case where the list of the computers 1
complying with the allocation rules, except for the items
low in priority, cannot be obtained based on the process
of step 508 shown in Fig. 5, the computer 2A may issue
an alarm by displaying the removed items to the user
through the input/output unit.
[0067] Next, the steps of operation of the computers
1 that have received the instruction to create the partial
files will be explained.
[0068] All the computers 1 (the computers 1A and 1B
in the case under consideration) instructed to create a
partial file create the partial files in the internal storage
unit 14 of the corresponding computer 1, respectively,
based on the data transferred thereto together with the
instruction. Also, the computers 1 create a table of cor-
respondence between the partial file IDs received from
the computer 2A and the storage positions of the partial
files in the-storage unit 14.
[0069] The management computer 4 that has re-
ceived the inquiry command from the computer 2A in
step 501 shown in Fig. 5 operates in the manner de-
scribed below. Specifically, based on the items of the
allocation rules transmitted from the computer 2A (Fig.
4), the management computer 4 extracts the computers
1 (the computers 1A and 1B in the case under consid-
eration) complying with the allocation rules of Fig. 4 from
the server information management table 44 shown in
Fig. 3. The information on the computers 1 thus extract-
ed is transmitted to the computer 2A as a list of the com-
puters 1 complying with the allocation rules.
[0070] Next, an explanation will be given about the
process of steps executed in the case where the user
issues a request to the computer 2B to access the dis-
tributed file B and the process of the operation per-
formed in the case where the partial files are moved (re-
located) with this access request as a mctive. Other mo-
tives for movement (relocation) of the partial files may
include the receipt by the computer 2 of a request to
rewrite the contents of the partial files, a predetermined
period, or a time point designated by the user. Also, this
embodiment assumes that the items of the allocation
rules and the priority thereof are set in the computer 2B
as shown in Fig. 6.
[0071] First, assume that a request to access the dis-
tributed file B is given to the computer 2B from the user
through the input/output unit. The computer 2B trans-
mits to the management computer 4 a command making
inquiry in which computer 1 each partial file making up
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the distributed file B is located.
[0072] The management computer 4 that has re-
ceived the inquiry command accesses the distributed
file information management table 43 and transmits to
the computer 2B the partial file IDs of the partial files of
the distributed file 3 and the names of the computers 1
storing the particular partial files. According to this em-
bodiment, the management computer 4 transmits the in-
formation indicating that the partial file B1 (52) and the
partial file B2 (61) are stored in the computer 1B and the
computer 1C, respectively.
[0073] The computer 2B that has received the infor-
mation on the partial files of the distributed file B from
the management computer 4 transmits a request to read
the partial file B1 (52) to the computer 1B and a request
to read the partial file B2 (61) to the computer 1C. Each
computer 1 reads the corresponding partial file in re-
sponse to the request from the computer 2B and trans-
mits it to the computer 2B. In the process, each compu-
ter 1 also transmits the server information of each com-
puter 1 to the computer 2B. In this embodiment, assume
that the server information shown in Fig. 8 is transmitted
to the computer 2B. In the case where the files are re-
located with another event as a motive, the computer 2
may issue a command to request the server-information
from each computer 1 having the partial files making up
the distributed file with the particular event as a motive.
[0074] The computer 2B restores the distributed file
B from the partial file B1 (52) and the partial file B2 (61)
thus received. Also, the computer 2B evaluates the al-
location of all the partial files making up the distributed
file based on the server information received from each
computer 1.
[0075] The allocation of the partial files is evaluated
specifically as described below. The computer 2B com-
pares the server information transmitted from each com-
puter 1 holding the partial files with the allocation rules
registered in the computer 2B, and checks to see wheth-
er the computer 1 holding the partial files of the distrib-
uted file B complies with the allocation rules correspond-
ing to the distributed file B. In this embodiment, the com-
puter 2B compares the server information shown in Fig.
8 with the allocation rules shown in Fig. 6. In the case
where the allocation rules are already determined for
each distributed file, the computer 2B makes a compar-
ison after determining the allocation rules correspond-
ing to the distributed file B from the allocation rule table
23 of the computer 2B itself.
[0076] In the case where the evaluation shows the ex-
istence of the computer 1 failing to comply with the al-
location rules held in the computer 2B, the computer 2B
executes the process for moving the partial files. Ac-
cording to this embodiment, the computer 1C fails to
comply with the allocation rules for the item "load', and
therefore the partial B2 (61) stored in the computer 1C
is moved. The process of moving a partial file will be
explained below.
[0077] In moving the partial files, the computer 2B first

checks the number of the computers 1 failing to comply
with the allocation rules and the number of the partial
files stored in the computers 1 failing to comply with the
allocation rules. Normally, each computer 1 stores only
one partial file, and therefore the number of the comput-
ers 1 coincides with that of the partial files. In the pres-
ence of a computer 1 storing double partial files of a sin-
gle distributed file, however, the number of the partial
files contained in the computers 1 is greater than the
number of the computers 1 failing to comply with the al-
location rules. The partial files thus checked make up
an object of movement.
[0078] After that, the computer 2B acquires a list of
the computers 1 complying with the allocation rules as
candidates for the destination computer 1 from the man-
agement computer 4. The computer 2B determines a
destination computer 1 from the list of the computers 1,
and instructs the computer 1 having the partial file mak-
ing up the object of movement to move the data to the
destination computer 1.
[0079] Fig. 7 is a flowchart showing the steps of es-
tablishing the list of the computers 1 constituting candi-
date destinations.
[0080] First, the computer 23 selects all the items with
the priority thereof set to 1 or higher, from the allocation
rule table 23 (step 700). After that, the computer 2B is-
sues to the management computer 4 a command mak-
ing an inquiry about the presence or absence of the
computers 1 complying with the allocation rules config-
ured of the selected items (step 701).
[0081] The management computer 4 that has re-
ceived the command searches the server information
management table 44 for the computers 1 complying
with the allocation rules made up of the received items,
and transmits the list of the computers thus obtained to
the computer 2B. In this embodiment, the management
computer 4 selects the computer 1A as a computer 1
complying with the allocation rules of Fig. 6 and notifies
the computer 2B (step 710).
[0082] The computer 2B that has received the list of
the computers 1 complying with the allocation rules de-
termines whether "load" has been selected as an item
of the allocation rules held in the computer 2B (step
702). In the case where the item "load" is selected, the
computer 2B issues a command making inquiry about
the current "load" information to all the computers 1 in-
cluded in the received list of the computers 1. Upon re-
ceipt of the responses from all the computers 1 to which
the command is sent, the computer 2B removes, based
on the responses, the computers 1 failing to meet the
conditions of the item "load" from the list of the comput-
ers 1 acquired (step 703).
[0083] Next, the computer 2B determines whether the
list includes the computers 1 holding other partial files
than those to be moved, which are included in the dis-
tributed file (the distributed file B in the case under con-
sideration) holding the partial files to be moved. Specif-
ically, the names of the computers 1 storing the other
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partial files received from the management computer 4
at the time of accessing a distributed file are compared
one by one with the names of the computers 1 included
in the list. In the case where the computers 1 holding
such other files are included in the list, the computer 2B
removes the particular computers 1 from the list (step
704).
[0084] Next, the computer 2B determines whether the
list of the computers 1 obtained in or before step 704
contains the computers 1 greater in number than the
partial files to be moved (step 705). In the case where
the computers 1 greater in number than the partial files
is contained in the list, the computer 2B establishes the
applicable allocation rules and the list of the computers
1 (step 708). In this embodiment, the conditions of steps
702 to 705 are confirmed for the computer 1A notified
by the management computer 4, and the computer 1A
is finally determined as a list of the destination computer
1.
[0085] In the case where the computers 1 more than
the partial files to be moved are not contained in the list
of the computers 1, on the other hand, the computer 2B
removes the items lowest in priority from the allocation
rule table 23 (step 706). After that, the computer 2B de-
termines whether items of 1 in priority remain in the al-
location rule table 23 as the result of removal (step 707).
In the case where no item of 1 in priority remains (all the
items are removed), the computer 2B alarms the user,
and determines the finally obtained list of the computers
1 (i.e. the list of the computers 1 before the last removal
of the items of 1 in priority order) as a list of the desti-
nation computers 1 (step 709).
[0086] In the case where the items of 1 in priority re-
main in the allocation rule table 23 in step 707, on the
other hand, the computer 2B returns to the process of
step 701, issues a command to the management com-
puter 4 to make an inquiry about the computers 1 com-
plying with the allocation rules configured of the remain-
ing items, and subsequently establishes a list of the de-
sired computers 1 by executing similar steps.
[0087] After that, the computer 2B selects at random
as many destination computers 1 as the partial files to
be moved, from the established list of the destination
computers 1. The computer 2B then transmits the partial
file IDs of the partial files to be moved the information
on the prospective destination computers 1, to the com-
puters 1 which are determined not to comply with the
allocation rules.
[0088] The computer 1 that has received from the
computer 23 the partial file IDs of the partial files to be
moved and the information on the prospective destina-
tion computers 1 specifies the storage position of the
partial files using the partial file IDs received, and trans-
mits the designated partial files to the designated com-
puters 1.
[0089] According to this embodiment, the computer
2B selects the computer 1A as a destination computer
1, and transmits the partial file ID of the partial file B2

(61) and the information indicating the computer 1A to
the computer 1C. The computer 1C, upon receipt of the
designation, transfers the partial file B2 (61) to the com-
puter 1A in accordance with the designation of the com-
puter 2B.
[0090] Assume that the list of the prospective desti-
nation computers 1 which satisfy the rule contains more
computers 1 in number than the number of the partial
files to be moved. Then, the computer 2B may assign a
plurality of the computers as candidates of destination
computers for one partial file. In this case, a plurality of
partial files are distributed so that they are assigned to
one computer in a manner not to double the distribution.
After that, the computer 2B transmits an instruction to
the computers 1 storing the partial files to move the par-
tial files, while at the same time transmitting the infor-
mation designating a plurality of the computers 1 as can-
didate destinations. The computer 1 that has received
the information on a plurality of the prospective destina-
tion computers 1 freely selects a destination computer
1 using the received information on a plurality of the
computers 1 and transfers the partial files.
[0091] Also, this embodiment can be so configured
that the computer 1 having the partial files to be moved
can hold the execution of the move instruction from the
computer 2 until predetermined conditions are met. Fur-
ther, the computer 1 holding the movement of the partial
files, upon receipt of repeated instructions to move the
partial files held therein, selects, as destination comput-
ers 1, those computers 1 designated as a destination by
all the move instructions.
[0092] The computer 28, based on the process of step
709 in Fig. 7, may display on the input/output unit an
alarm to the user to the effect that the partial files are
arranged in the computers 1 failing to comply with the
allocation rules and the destination computers 1 com-
plying with the allocation rules cannot be found. Also, in
the case where the list of the prospective destination
computers 1 ccntains the computers 1 smaller in
number than the partial files, the computer 2B may dis-
play on the input/output unit an alarm to the user to the
effect that the partial files are arranged in the computers
1 failing to comply with the allocation rules and the
number of the destination computers 1 complying with
the allocation rules is insufficient.
[0093] Further, the computer 2B may cause the user
to determine whether a part or all of the partial files fail-
ing to comply with the allocation rules may be moved to
the same computer 1. In the case where the users per-
mits the double assignment of partial files, the computer
2B extracts the computers 1 at random from the list of
the destination computers 1 and instructs a plurality of
the computers 1 having the partial files to be moved, to
move the partial files to the extracted computers 1.
[0094] As described above, the computers 1 may hold
the execution of the process of moving the partial files
for a predetermined length of time or until a predeter-
mined number of move instructions are received from
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the computer 2B. As a result, in the case where a plu-
rality of computers 2 access the same partial file during
a short length of time, the phenomenon is avoided in
which the partial files are moved each time they are ac-
cessed, due to the difference of the allocation rules from
one computer 2 to another, thereby making it possible
to reduce the load otherwise imposed on the computer
system by the frequent movement of the partial files.
[0095] The computers 1 holding the process of mov-
ing the partial files executes the moving process in the
pattern described below.
[0096] First, in the case where only one process of
moving the partial files is held and only one destination
computer 1 is designated as an object of movement,
then the computers 1 holding the move process transfer
the partial files to the computers 1 designated as a des-
tination.
[0097] In the case where only one move process is
held but a plurality of the destination computers 1 are
designated as an object of movement, on the other
hand, the computer 1 holding the mcve process selects
a computer 1 at random from a plurality of designated
computers 1 and transfers the partial file to the selected
computer 1.
[0098] In the case where a plurality of move process-
es are held and one or a plurality of destination comput-
ers 1 are designated for each of the move processes,
then the computers 1 holding the move process transfer
the partial files to a common computer 1 among the des-
tination computers 1 designated for each process held.
In the absence of a common computer 1, the computers
1 holding the move process do not execute the move
process.
[0099] After being notified from the destination com-
puter 1 that the movement of the partial files is complete,
the computer 2B notifies the management computer 4
of the partial file ID and the information (network ad-
dress, etc.) on the destination computer 1 to which the
partial files are moved.
[0100] According to this embodiment, the computer
2B notifies the management computer 4 of the partial
file ID of the partial file B2 (61) and the information on
the destination computer 1A to which the partial file is
moved.
[0101] The partial files may be transferred by other
than the method according to the aforementioned em-
bodiments.
[0102] Specifically, in the case where a plurality of
computers 1 making up destinations for movement are
designated, the computer 1 for executing the move
process may transfer the partial files to all the destina-
tion computers 1. In this case, the partial files stored in
the storage unit of the computer 1 executing the move
process are deleted.
[0103] Without transferring the partial files to all the
destination computers 1, on the other hand, the compu-
ter 1 executing the move process may select a plurality
of computers 1 from a plurality of candidate destination

computers 1 and transfer the partial files to the selected
computers 1.
[0104] Further, assume that a plurality of move proc-
esses are held each designating one or a plurality of
destination computers 1 and that no common computer
1 is available. The computer 1 holding the move process
transfers the partial files to all (or a part of) the comput-
ers 1 designated as a destination for each move proc-
ess.
[0105] According to this method, the computer 1 ex-
ecuting the move process is required to notify the man-
agement computer 4 that the same partial file has been
transferred to a plurality of the computers 1.
[0106] Fig. 12 is a diagram showing an example of he
distributed file information management table 43 held in
the management computer 4 according to this method.
In Fig. 12, unlike in the distributed file information man-
agement table 43 explained with reference to Fig. 2, a
plurality of entries are prepared to be registered as in-
formation on the computers 1 where the partial files are
held.
[0107] Also, according to this method, the advisability
of arranging a partial file in a plurality of computers 1
(hereinafter referred to as "copying a partial file") may
be determined in the manner described below.
[0108] In a first case, the advisability is designated by
the user. In this case, the entries shown in Fig. 13 are
set as attribute information of the files in the distributed
file information management table 43. At the time of cre-
ating a distributed file, the user sets the values of the
entries indicated in Fig. 13 through the computer 2
thereby to determine the advisability of copying the par-
tial file of a given distributed file. The computer 1 copies
the partial file by referring to the information thus set.
[0109] In another case, advisability permission and no
permission of copying a partial file is determined accord-
ing to the file type, and at the time of relocation of a dis-
tributed file, the computer 1 transferring the partial file
automatically copies the partial file based on the partic-
ular information regarding the advisability of copying. In
this case, the management computer 4 or the computer
1 holds the table as shown in Fig. 14 in advance.
[0110] Based on the information thus set, the compu-
ter 1 copies the partial file. In the case where the set
information is available only in the management com-
puter 4, the computer 1 executing the move process
makes inquiry to the management computer 4 about the
advisability of copying the partial file, and copies the par-
tial file in accordance with the response to the inquiry.
[0111] Further, according to this method, a plurality of
computers 1 come to have the same partial file. The
computer 2 accessing a distributed file, therefore, is re-
quired to determine which computer 1 is to be accessed
for the partial file. Some examples of the method for this
determination are described below.
[0112] A first example is for the management compu-
ter 4 to determine the computer 1 to be accessed. In this
case, upon receipt of an inquiry from the computer 2
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about the location of the partial file, the management
computer 4 selects one computer 1 at random from a
plurality of locations registered in the partial file informa-
tion management table 43 and notifies the particular in-
formation to the computer 2.
[0113] In a second example, the computer 2 access-
ing a distributed file determines the computer 1 to be
accessed. The management computer 4 that has re-
ceived an inquiry about the location of the partial files
notifies all the computers 2 of the information on a plu-
rality of computers 1 storing the same partial file. The
computers 2 that have received the information on a plu-
rality of computers 1 selects an arbitrary one of the plu-
rality of the computers 1, and issues a partial file trans-
mission request. The computer 1 may be selected by
the computer 2 according to any of the methods de-
scribed below.
[0114] In one method, the computer 2 issues a partial
file transmission request to all the computers 1 included
in the information received from the management com-
puter 4, and employs the first-arriving response. In this
case, the computer 2 transmits a partial file transmission
suspension instruction to the other computers 1.
[0115] A second method is such that the computer 2
acquires the partial files at the same time from all the
computers 1 included in the information received from
the management computer 4. Specifically, the computer
2 issues an acquisition request to each computer 1 by
designating the offset of each partial file (namely, a re-
quest in the wording "Transmit X bytes from the first Xth
byte of the partial file" is issued separately to each com-
puter 1).
[0116] This method makes it possible to relocate the
partial files among the computers in the computer sys-
tem with higher versatility.
[0117] According to the embodiments described
above, the computer system, even if a given partial file
has no information on the other partial files, can arrange
the partial files without any double assignment simply
by acquiring the information on the computers 1 com-
plying with the allocation rules from the management
computer 4. As a result, the files can be distributed while
at the same time maintaining the security of the compu-
ter system.
[0118] According to this invention, the chance of con-
centrating all the partial files of a distributed file on a
specific server can be avoided, and at the same time,
the distributed files can be arranged while maintaining
the security of the computer system.
[0119] Also, a plurality of various allocation rules may
be laid down, and the partial files can be arranged in
versatile way accordingly.
[0120] It should be further understood by those skilled
in the art that although the foregoing description has
been made on embodiments of the invention, the inven-
tion is not limited thereto and various changes and mod-
ifications may be made without departing from the spirit
of the invention and the scope of the appended claims.

Claims

1. A computer system comprising at least one first
computer, a second computer and a third computer,

wherein said third computer has information
concerning said first computer, and said second
computer has information as an allocation rule in-
cluding a plurality of evaluation items for defining
file distribution;

wherein said second computer, upon receipt
of an instruction to create a distributed file, transmits
said allocation rule to said third computer;

wherein said third computer, upon receipt of
said allocation rule, specifies said first computer
complying with said allocation rule by reference to
the information concerning said first computer, and
transmits said information concerning said speci-
fied first computer to said second computer; and

wherein said second computer transmits par-
tial files of the distributed file-instructed for creation,
to said first computer based on the received infor-
mation of said first computer.

2. A computer system according to Claim 1,
wherein said allocation rule includes an eval-

uation item for the performance of said first compu-
ter.

3. A computer system according to Claim 1,
wherein said allocation rule includes an eval-

uation item for the security of said first computer.

4. A computer system according to Claim 1,
wherein priority is set for each of the evalua-

tion items included in said allocation rule.

5. A computer system according to Claim 1,
wherein said second computer acquires the

information concerning said first computer from
said first computer having said partial file, and com-
pares said allocation rule with said acquired infor-
mation on said at least one first computer to thereby
determine a relevant one of said at least one first
computer failing to comply with said allocation rule,
and

wherein an instruction to transfer said partial
file from said first computer failing to comply with
said allocation rule to another first computer com-
plying with said allocation rule is transmitted to said
first computer failing to comply with said allocation
rule.

6. A computer system according to Claim 5,
wherein said second computer acquires the

information concerning said another first computer
complying with said allocation rule from said third
computer.
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7. A computer system according to Claim 1,
wherein said first computer and said third

computer are identical with each other.

8. A computer system according to Claim 1,
wherein said second computer includes an in-

put/output unit, and
wherein said allocation rule is determined for

each file based on information input through said
input/output unit.

9. A computer system according to Claim 1,
wherein said second computer includes a plu-

rality of allocation rules corresponding to file types,
and uses the allocation rules corresponding to said
file type for which a creation instruction is issued.

10. A computer connected to at least one first computer
and a second computer, comprising a control unit
and a storage unit,

wherein said control unit has information in-
dicative of allocation rules including a plurality of
evaluation items for defining file distribution,

wherein said control unit transmits said allo-
cation rules to said second computer in response
to an instruction to create distributed files, and

wherein partial files of a file for which a crea-
tion instruction is given are transmitted to said sec-
ond computer, based on information of said first
computer received from said second computer.

11. A computer system according to Claim 10,
wherein said control unit acquires the infor-

mation concerning said first computer from said first
computer having said partial file, compares said al-
location rules with said acquired information on said
first computer to thereby determine said first com-
puter failing to comply with said allocation rules, and

wherein an instruction to transfer said partial
file from said first computer failing to comply with
said allocation rules to said another first computer
failing to satisfy said allocation rules is transmitted
to said first computer failing to comply with said al-
location rules.

12. A computer system according to Claim 11,
wherein said another computer complying

with said allocation rules is determined while re-
moving said first computer having said other partial
files related with said first partial file.

13. A method of file distribution for a computer system
including first computers, a second computer and a
third computer, said second computer having infor-
mation as an allocation rule including a plurality of
evaluation items for defining distribution of files,
said method comprising the steps of:

transmitting said allocation rule to said third
computer from said second computer when
said second computer is instructed to create a
distributed file; and
specifying a relevant one of said first computers
meeting said allocation rule, through said third
computer that has received said allocation rule,
with reference to information concerning said
first computers, and transmitting information
concerning said specified first computer to said
second computer;
said second computer transmitting partial files
of a file instructed for creation, to said relevant
first computer based on said received informa-
tion concerning said first computer.

14. A method of file distribution according to Claim 13,
wherein said second computer acquires the

information on said first computer from said first
computer having said partial file, compares said al-
location rule with said acquired information on said
first computer to thereby determine a particular one
of said first computers failing to satisfy said alloca-
tion rule, and instructs said particular first comput-
ers failing to satisfy said allocation rule to transfer
said partial files from said particular first computer
failing to comply with said allocation rule to said oth-
er first computer satisfy said allocation rule.
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