
Printed by Jouve, 75001 PARIS (FR)

Europäisches Patentamt

European Patent Office

Office européen des brevets

(19)

E
P

1 
46

5 
18

4
A

2
*EP001465184A2*
(11) EP 1 465 184 A2

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication:
06.10.2004 Bulletin 2004/41

(21) Application number: 04007715.8

(22) Date of filing: 30.03.2004

(51) Int Cl.7: G11B 20/00

(84) Designated Contracting States:
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR
HU IE IT LI LU MC NL PL PT RO SE SI SK TR
Designated Extension States:
AL LT LV MK

(30) Priority: 31.03.2003 JP 2003094638

(71) Applicant: CLARION Co., Ltd.
Bunkyo-ku, Tokio (JP)

(72) Inventors:
• Hikosaka, Masaaki

Bunkyo-ku Tokyo (JP)
• Handa, Hiroto

Bunkyo-ku Tokyo (JP)

(74) Representative: Grünecker, Kinkeldey,
Stockmair & Schwanhäusser Anwaltssozietät
Maximilianstrasse 58
80538 München (DE)

(54) Hard disk unit, information processing method and program

(57) In a hard disk unit, a disassembling and assem-
bling unit disassembles and assembles data in accord-
ance with the size of data to be written from host equip-
ment to the hard disk unit and a sector size and a cluster
size as a unit to be read or written. An encoder performs
predetermined arithmetic operation to generate a spe-

cific bit string as an encoding key based on at least the
identification information on the host equipment or on a
CPU of the host equipment, and encodes the write data
by using the encoding key. The encoding process is per-
formed by flipping bits having a predetermined corre-
spondence with the contents of the encoding.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The present invention relates to a hard disk
unit, an information processing method and a program
which provide excellent data security by encoding write
data with an encoding key specific to host equipment.

Description of the Related Art

[0002] In recent years, with the progress of informa-
tion processing technology and high-accuracy magnetic
recording technology, a hard disk unit has been in wide-
spread use as a large-capacity external storage which
is connected to or mounted on various information
equipment (hereinafter referred to as host equipment)
such as a personal computer or a car navigation system
and which is used for reading and writing data.
[0003] On such a hard disk unit, file-based encoding
has been made or input of an ID or a password specific
to a user has been requested for authentication by a BI-
OS, an OS, or an application program in order to protect
copyrighted material including an image, a music, a
moving picture and an application program as well as
personal information and secret information on busi-
ness from illegal duplication or unauthorized duplication
by a third party (see JP-A-2000-311114).

SUMMARY OF THE INVENTION

[0004] However, it is cumbersome for the user to input
a password as required and file-based protection does
not protect the contents of entire the hard disk. For ex-
ample, in case the hard disk is removed from the host
equipment and used as a standalone unit, the above da-
ta protection could be violated.
[0005] The invention has been achieved to solve the
above-mentioned problem, and one of objects of the in-
vention is to provide a hard disk unit, an information
processing method and a program which provide excel-
lent data security by encoding write data with an encod-
ing key specific to host equipment.
[0006] In order to achieve the above object, according
to a first aspect of the invention, there is provided a hard
disk unit that performs reading and writing data in re-
sponse to an access from a host equipment, the hard
disk unit including: an encoder that generates a specific
bit string as an encoding key by performing a predeter-
mined arithmetic operation using at least one of identi-
fication information relating to the host equipment and
identification information relating to a controller device
of the host equipment, and encodes data that is to be
written with the encoding key; and a recording unit that
records the data encoded by the encoder.
[0007] According to a second aspect of the invention,

there is provided an information processing method us-
ing a hard disk unit that performs reading and writing
data in response to an access from a host equipment,
the method including: generating a specific bit string as
an encoding key by performing a predetermined arith-
metic operation using at least one of identification infor-
mation relating to the host equipment and identification
information relating to a controller device of the host
equipment; encoding data that is to be written with the
encoding key; and recording the encoded data.
[0008] According to a third aspect of the invention,
there is provided a information processing program for
controlling a computer to perform reading and writing
data on and from a hard disk unit in response to an ac-
cess from a host equipment, the program including: gen-
erating a specific bit string as an encoding key by per-
forming a predetermined arithmetic operation using at
least one of identification information relating to the host
equipment and identification information relating to a
controller device of the host equipment; encoding data
that is to be written with the encoding key; and recording
the encoded data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] These and other objects and advantages of the
present invention will become more fully apparent from
the following detailed description taken with the accom-
panying drawings, in which:

Fig. 1 is a functional block diagram showing a state
of data encoding and decoding according to a first
embodiment according to the invention;
Fig. 2 is a functional block diagram showing a state
where the data encoded in the first embodiment is
not normally decoded; and
Fig. 3 shows a second embodiment according to the
invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0010] Referring now to the accompanying drawings,
a description will be given in detail of preferred embod-
iments according to the invention.

1. Configuration of a first embodiment

[0011] As shown in Fig. 1, a first embodiment relates
to a hard disk unit D that performs data read and data
write in response to an access from host equipment H
and an information processing method using the hard
disk unit D. Incidentally, the method used in the hard
disk unit D, which will be described hereinafter, may also
be implemented in a form of an information processing
program executed by a computer.
[0012] The hard disk unit D includes a disassembling
and assembling unit 11, an encoder 12 and a hard disk

1 2



EP 1 465 184 A2

3

5

10

15

20

25

30

35

40

45

50

55

mechanical section 3. The hard disk mechanical section
3 includes a spindle motor and a head seeking mecha-
nism. The disassembling and assembling unit 11 and
the encoder 12 are units which are implemented by a
program for a controller CPU or an electronic circuit
such as an FPGA and operates as mentioned below.

2. Operation of the first embodiment

[0013] The disassembling and assembling unit 11 dis-
assembles and assembles data in accordance with the
size of data to be written from host equipment H to the
hard disk unit D, a sector size, and a cluster size.
[0014] The encoder 12 performs predetermined arith-
metic operation to generate a specific bit string as an
encoding key based on at least the identification infor-
mation on the host equipment H or the CPU of the host
equipment H, as well as encodes the write data by using
the encoding key. The encoding process is to flip the
bits having a predetermined correspondence with the
contents of the encoding key per unit of data to read or
write. The data shown in Fig. 1 is a simplified example
where the value of each bit in the same position as that
having a value of "1" with the encoding key is flipped for
encoding.
[0015] As an example, the encoder 12 performs arith-
metic operation of the user ID registered to the host
equipment H, the serial number of the CPU (controller
device) of the host equipment H, and the serial number
of the hard disk unit D and calculates a number specific
to a combination as an encoding key. By using a unit the
minimum unit sector of data read/write of the hard disk
unit D, that is, 1 sector=512 bytes=4096 bits, the encod-
er 12 performs bit flip operation specific to a combination
of an individual hard disk unit D and an individual unit
of host equipment H on predetermined bits of an arbi-
trary number determined in accordance with the encod-
ing key. Repeating the same operation using the same
encoding key performs decoding. Encoding and decod-
ing processes are described below.
[0016] In the data write process, non-encoded data is
transmitted from the host equipment H to the hard disk
unit D. In the hard disk unit D, the disassembling and
assembling unit 11 segments the data into sectors and
the encoder 12 encodes data per segmented data
length. The encoded data is recorded sector by sector
into the hard disk mechanical section 3.
[0017] In the data read process, encoded data read
from the hard disk unit D is transferred to the host equip-
ment H. The encoded key is also passed to the host
equipment H. The host equipment H which has received
data decodes the data by the size of sector with decod-
ing and combines or segments the data in the sectors
to reconstructs the original data.

3. Advantages of the first embodiment

[0018] As mentioned hereinabove, the first embodi-

ment calculates a bit string such as an encoding key or
a number with predetermined arithmetic operation from
identification information such as a serial number spe-
cific to host equipment or a CPU of the host equipment,
and encodes the write data based on the calculated bit
string. Thus, only meaningless data or encoded data is
obtained even in case the hard disk unit is connected to
equipment other than the host equipment from which
data is written and data is read, including a case where
a hard disk unit is stolen (see Fig. 2). Accordingly, illegal
data duplication of personal information, secret informa-
tion on business and copyrighted material is prevented,
thereby assuring excellent data security.
[0019] The first embodiment is advantageous in that
both encoding and decoding are made using a simple
technique of flipping arbitrary bits determined by prede-
termined correspondence from the encoding key.
[0020] According to the first embodiment, identifica-
tion information such as the serial number of a hard disk
and user identification information such as a predeter-
mined user ID are also used to generate an encoding
key. Therefore, it is more difficult for a third party to break
an encoding key thus improving the data security.

4. Second embodiment

[0021] As a second embodiment, a hard disk unit may
also perform decoding as shown in Fig. 3. In the second
embodiment, identification information which is based
on the host equipment H is used for encoding. This as-
sures excellent data security.
[0022] In the second embodiment, a disassembling
and assembling unit 1 performs decoding as well. An
encoding and decoding unit 2 performs predetermined
arithmetic operation based on the identification informa-
tion on the host equipment H or a CPU of the host equip-
ment H, as well as encodes the write data by using the
encoding key. The encoding process is to flip the bits
having a predetermined correspondence with the con-
tents of the encoding key per data read unit and data
write unit.
[0023] The encoding and decoding unit 2, reading the
data written using such an encoding process, flips the
bits having a predetermined correspondence with the
contents of the encoding key per data read/write unit,
same as in the data write process, to perform decoding.

5. Other embodiments

[0024] The invention is not limited to the above-de-
scribed embodiments but includes other exemplary em-
bodiments described below. For example, any known
arithmetic operation to generate an encoding key from
identification information may be employed. Encoding
may be halted in case a predetermined cancellation
code is input. Data write encoding is canceled and data
duplication to another recording medium is allowed only
in case a predetermined cancellation key such as a user
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ID is input. The above described configuration enhanc-
es the range of application of the invention.

Advantage of the Invention

[0025] As mentioned hereinabove, the invention pro-
vides a hard disk unit, an information processing method
and a program which provide excellent data security by
encoding write data with an encoding key specific to
host equipment.
[0026] As described hereinabove, according to a first
aspect of the invention, there is provided a hard disk unit
that performs reading and writing data in response to an
access from a host equipment, the hard disk unit includ-
ing: an encoder that generates a specific bit string as an
encoding key by performing a predetermined arithmetic
operation using at least one of identification information
relating to the host equipment and identification infor-
mation relating to a controller device of the host equip-
ment, and encodes data that is to be written with the
encoding key; and a recording unit that records the data
encoded by the encoder.
[0027] According to a sixth aspect of the invention,
there is provided an information processing method us-
ing a hard disk unit that performs reading and writing
data in response to an access from a host equipment,
the method including: generating a specific bit string as
an encoding key by performing a predetermined arith-
metic operation using at least one of identification infor-
mation relating to the host equipment and identification
information relating to a controller device of the host
equipment; encoding data that is to be written with the
encoding key; and recording the encoded data.
[0028] According to an eleventh aspect of the inven-
tion, there is provided an information processing pro-
gram for controlling a computer to perform reading and
writing data on and from a hard disk unit in response to
an access from a host equipment, the program includ-
ing: generating a specific bit string as an encoding key
by performing a predetermined arithmetic operation us-
ing at least one of identification information relating to
the host equipment and identification information relat-
ing to a controller device of the host equipment; encod-
ing data that is to be written with the encoding key; and
recording the encoded data.
[0029] According to the first, the sixth, and the elev-
enth aspects of the invention, a bit string such as an
encoding key or a number is calculated and write data
is encoded based on the bit string with predetermined
arithmetic operation from identification information such
as a serial number specific to host equipment or the
CPU of the host equipment. Thus, only meaningless da-
ta or encoded data is obtained even in case the hard
disk is connected to equipment other than the host
equipment from which data is written and data is read,
including a case where a hard disk unit is stolen. Ac-
cordingly, illegal data duplication of personal informa-
tion, secret information on business and copyrighted

material is prevented, thereby assuring excellent data
security.
[0030] According to a second aspect of the invention,
in addition to the first aspect of the invention, the encod-
er flips bits in each of a data unit to be written, the bits
having predetermined correspondence with content of
the encoding key.
[0031] According to a seventh aspect of the invention,
in addition to the sixth aspect of the invention, the en-
coding of the data is performed by flipping bits in each
of a data unit to be written, the bits having predetermined
correspondence with content of the encoding key.
[0032] According to a twelfth aspect of the invention,
in addition to the eleventh aspect of the invention, the
encoding of the data is performed by flipping bits in each
of a data unit to be written, the bits having predetermined
correspondence with content of the encoding key.
[0033] According to the second, the seventh, and the
twelfth aspects of the invention, the encoding is made
using a simple technique of flipping arbitrary bits deter-
mined by predetermined correspondence from the en-
coding key.
[0034] According to a third aspect of the invention, in
addition to the first aspect of the invention, the encoder
generates the encoding key by performing a predeter-
mined arithmetic operation using at least one of the
identification information relating to the host equipment
and the identification information relating to the control-
ler device of the host equipment, and at least one of
identification information relating to the hard disk unit
and predetermined identification information relating to
a user.
[0035] According to an eighth aspect of the invention,
in addition to the sixth aspect of the invention, the gen-
erating of the encoding key is performed by a predeter-
mined arithmetic operation using at least one of the
identification information relating to the host equipment
and the identification information relating to the control-
ler device of the host equipment, and at least one of
identification information relating to the hard disk unit
and predetermined identification information relating to
a user.
[0036] According to a thirteenth aspect of the inven-
tion, in addition to the eleventh aspect of the invention,
the generating of the encoding key is performed by a
predetermined arithmetic operation using at least one
of the identification information relating to the host
equipment and the identification information relating to
the controller device of the host equipment, and at least
one of identification information relating to the hard disk
unit and predetermined identification information relat-
ing to a user.
[0037] According to the third, the eighth, and the thir-
teenth aspects of the invention, identification informa-
tion such as the serial number of a hard disk and user
identification information such as a user ID are used as
a basis of generation of an encoding key. According to
the above configuration, it is more difficult for a third par-
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ty to break an encoding key thus improving the data se-
curity.
[0038] According to a fourth aspect of the invention,
in addition to the first aspect of the invention, the encod-
er halts to encode the data in a case where a predeter-
mined cancellation code is input.
[0039] According to a ninth aspect of the invention, in
addition to the sixth aspect of the invention, the encod-
ing of the data is halted in a case where a predetermined
cancellation code is input.
[0040] According to a fourteenth aspect of the inven-
tion, in addition to the eleventh aspect of the invention,
the encoding of the data is halted in a case where a pre-
determined cancellation code is input.
[0041] According to the fourth, the ninth, the four-
teenth aspects of the invention, data write encoding is
canceled and data duplication to another recording me-
dium is allowed only in case a predetermined cancella-
tion key such as a user ID is input. Accordingly, the
range of application of the invention may be enhanced.
[0042] According to a fifth aspect of the invention, in
addition to the second aspect of the invention, the hard
disk unit further includes a decoder that decodes the en-
coded data recorded in the recording unit by flipping bits
in each of the data unit, the bits having the predeter-
mined correspondence with content of the encoding
key.
[0043] According to a tenth aspect of the invention, in
addition to the seventh aspect of the invention, the meth-
od further includes decoding the encoded data by flip-
ping bits in each of the data unit, the bits having the pre-
determined correspondence with content of the encod-
ing key.
[0044] According to a fifteenth aspect of the invention,
in addition to the twelfth aspect of the invention, the pro-
gram further includes decoding the encoded data by flip-
ping bits in each of the data unit, the bits having the pre-
determined correspondence with content of the encod-
ing key.
[0045] According to the fifth, the tenth, and the fif-
teenth aspects of the invention, decoding is made using
a simple technique of flipping arbitrary bits determined
by predetermined correspondence from the encoding
key.
[0046] The foregoing description of the preferred em-
bodiment of the invention has been presented for pur-
poses of illustration and description. It is not intended to
be exhaustive or to limit the invention to the precise form
disclosed, and modifications and variations are possible
in light of the above teachings or may be acquired from
practice of the invention. The embodiments were cho-
sen and described in order to explain the principles of
the invention and its practical application to enable one
skilled in the art to utilize the invention in various em-
bodiments and with various modifications as are suited
to the particular use contemplated. It is intended that the
scope of the invention be defined by the claims append-
ed hereto, and their equivalents.

Claims

1. A hard disk unit that performs reading and writing
data in response to an access from a host equip-
ment, the hard disk unit comprising:

an encoder that generates a specific bit string
as an encoding key by performing a predeter-
mined arithmetic operation using at least one
of identification information relating to the host
equipment and identification information relat-
ing to a controller device of the host equipment,
and encodes data that is to be written with the
encoding key; and
a recording unit that records the data encoded
by the encoder.

2. The hard disk unit according to claim 1, wherein the
encoder flips bits in each of a data unit to be written,
the bits having predetermined correspondence with
content of the encoding key.

3. The hard disk unit according to claim 1, wherein the
encoder generates the encoding key by performing
a predetermined arithmetic operation using at least
one of the identification information relating to the
host equipment and the identification information
relating to the controller device of the host equip-
ment, and at least one of identification information
relating to the hard disk unit and predetermined
identification information relating to a user.

4. The hard disk unit according to claim 1, wherein the
encoder halts to encode the data in a case where a
predetermined cancellation code is input.

5. The hard disk unit according to claim 2 further com-
prising a decoder that decodes the encoded data
recorded in the recording unit by flipping bits in each
of the data unit, the bits having the predetermined
correspondence with content of the encoding key.

6. An information processing method using a hard disk
unit that performs reading and writing data in re-
sponse to an access from a host equipment, the
method comprising:

generating a specific bit string as an encoding
key by performing a predetermined arithmetic
operation using at least one of identification in-
formation relating to the host equipment and
identification information relating to a controller
device of the host equipment;
encoding data that is to be written with the en-
coding key; and
recording the encoded data.

7. The information processing method according to
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claim 6, wherein the encoding of the data is per-
formed by flipping bits in each of a data unit to be
written, the bits having predetermined correspond-
ence with content of the encoding key.

8. The information processing method according to
claim 6, wherein the generating of the encoding key
is performed by a predetermined arithmetic opera-
tion using at least one of the identification informa-
tion relating to the host equipment and the identifi-
cation information relating to the controller device
of the host equipment, and at least one of identifi-
cation information relating to the hard disk unit and
predetermined identification information relating to
a user.

9. The information processing method according to
claim 6, wherein the encoding of the data is halted
in a case where a predetermined cancellation code
is input.

10. The information processing method according to
claim 7, further comprising decoding the encoded
data by flipping bits in each of the data unit, the bits
having the predetermined correspondence with
content of the encoding key.

11. An information processing program for controlling a
computer to perform reading and writing data on
and from a hard disk unit in response to an access
from a host equipment, the program comprising:

generating a specific bit string as an encoding
key by performing a predetermined arithmetic
operation using at least one of identification in-
formation relating to the host equipment and
identification information relating to a controller
device of the host equipment;
encoding data that is to be written with the en-
coding key; and
recording the encoded data.

12. The information processing program according to
claim 11, wherein the encoding of the data is per-
formed by flipping bits in each of a data unit to be
written, the bits having predetermined correspond-
ence with content of the encoding key.

13. The information processing program according to
claim 11, wherein the generating of the encoding
key is performed by a predetermined arithmetic op-
eration using at least one of the identification infor-
mation relating to the host equipment and the iden-
tification information relating to the controller device
of the host equipment, and at least one of identifi-
cation information relating to the hard disk unit and
predetermined identification information relating to
a user.

14. The information processing program according to
claim 11, wherein the encoding of the data is halted
in a case where a predetermined cancellation code
is input.

15. The information processing program according to
claim 12, further comprising decoding the encoded
data by flipping bits in each of the data unit, the bits
having the predetermined correspondence with
content of the encoding key.
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