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Description

TECHNICAL FIELD

[0001] The present invention relates to the field of com-
munications technologies, and in particular, to a traffic
control method, an apparatus, and a system.

BACKGROUND

[0002] In an evolved packet system (Evolved Packet
System, EPS), a basic granularity for quality of service
(Quality of Service, QoS) control is an EPS bear. All data
flows on a same bearer obtain a same QoS guarantee,
and different QoS guarantees need to be provided by
different EPS bearers. EPS bearers may be classified
into two types according to different QoS: a guaranteed
bit rate (Guaranteed Bit Rate, GBR) bearer and a non-
guaranteed bit rate (Non-Guaranteed Bit Rate, Non-
GBR) bearer.
[0003] The GBR bearer is mainly used to carry a serv-
ice such as a voice, a video, or a real-time game by using
a dedicated bearer. A parameter GBR represents a bit
rate that can be expectedly provided by the GBR bearer,
and a parameter maximum bit rate (Maximum Bit Rate,
MBR) limits a bit rate that can be provided by the GBR
bearer and represents an upper limit of an expected data
rate provided by the GBR bearer. The MBR needs to be
greater than or equal to the GBR. When resources are
strained, traffic that is over the GBR is discarded, but
traffic within the GBR needs to be ensured.
[0004] The non-GBR bearer is mainly used to carry
various data services. The non-GBR bearer may be sim-
ply understood as a bearer that provides an Internet Pro-
tocol (Internet Protocol, IP) connection between best ef-
fort networks. The non-GBR bearer is set up with setup
of a public data network (Public Data Network, PDN) con-
nection, and removed with removal of the PDN connec-
tion. When a network is congested, a non-GBR service
(or bearer) needs to be subjected to a rate reduction re-
quirement.
[0005] A backbone network (Backbone Network) is a
network for forming a core connection of the Internet.
The backbone network may be a transmit network to
which user service data flows from user equipment (User
Equipment, UE) through an operator network such as a
core network (which may be an EPS network, a circuit
switched (Circuit Switched, CS) network, or the like). A
large quantity of data flows converge in the backbone
network. Different from QoS control according to a data
flow in the EPS network, in the backbone network, a large
quantity of resource overheads need to be increased if
QoS is controlled according to a granularity of a data
flow. Therefore, in an existing network architecture, a
backbone network is deployed based on redundancy,
and it is considered that network resources are sufficient.
The backbone network establishes pipes (Pipe) that
meet different QoS and puts, for transmission, data flows

with corresponding QoS requirements into the pipes (for
example, a GBR pipe and a non-GBR pipe are estab-
lished).
[0006] When the UE is connected to a network, an EPS
bearer that meets a subscribed QoS requirement is set
up according to user information and service information.
When the UE performs a service, a data flow matches,
in an EPS system according to IP quintuples of a data
flow sender and a data flow receiver, a corresponding
EPS bearer for transmission. Data flows flow from the
EPS network to the backbone network and then converge
in a same pipe for transmission, and are transmitted
through the backbone network to a peer end or a corre-
sponding service platform. By means of static configura-
tion in the backbone network, the data flows match,
based on IP quintuples of the data flows, an established
pipe for transmission. In the foregoing manner, control
meeting a QoS requirement in an entire service proce-
dure from the EPS network to the backbone network is
implemented.
[0007] In a 5G network, as a quantity of terminal users
and service volumes increase, control of a software de-
fined networking (Software Defined Networking,
SDN)-based architecture on a network poses a higher
requirement on network resource utilization. After a large
quantity of services converge in the backbone network,
congestion may occur. However, in an existing transmis-
sion mode, the backbone network does not identify a
specific data flow. Consequently, traffic of guaranteed
bandwidth of a user cannot be ensured, for example,
traffic within a GBR cannot be ensured. As a result, end-
to-end QoS of a service cannot be ensured.
[0008] US 2009/103448 A1 discloses calculating an
estimated throughput requirement of a network, such as
to facilitate selecting the minimum bandwidth, maximum
bandwidth or some other appropriate bandwidth for pro-
viding network services to a customer accessing that net-
work.
[0009] US 2014/321288 A1 discloses a scheme for
controlling data transmission amount efficiently in a Long
Term Evolution (LTE) system by monitoring to detect
overload of traffic by checking radio resource usage pe-
riodically, by checking, when traffic overload is detected,
a non-controlled packet ratio and by determining whether
to control the traffic depending on the non-controlled
packet ratio.
[0010] US 2013/003554 A1 discloses a concept of
identifying a flow associated with a packet in a flow table
and a rate limit associated with the flow in the flow table.
It may be determined whether the current rate associated
with the flow exceeds the rate limit associated with the
flow. If so, the packet may be discarded or tagged as
over limit.

SUMMARY

[0011] The invention is defined by the independent
claims. Embodiments are defined by the dependent
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claims.
[0012] Embodiments of the present invention provide
a traffic control method, an apparatus, and a system, so
as to ensure traffic of guaranteed bandwidth of a user.
[0013] According to a first aspect, an embodiment of
the present invention provides a traffic control method,
including:
adding, by a network device, a traffic control tag to traffic
that is over guaranteed bandwidth by classifying the traf-
fic that is over the guaranteed bandwidth into at least two
classes, and separately adding a corresponding traffic
control tag, wherein each of the at least two classes iden-
tifies contiguous bandwidth intervals of traffic; sending,
to a backbone network switching device, a data flow as-
sociated with the traffic that carries the traffic control tag;
and discarding, by the backbone network switching de-
vice according to the traffic control tag, the traffic that is
over the guaranteed bandwidth by discarding by class
according to the traffic control tag and a backbone net-
work congestion degree the traffic that is over the guar-
anteed bandwidth.
[0014] According to the method, traffic of guaranteed
bandwidth of a user can be guaranteed, so as to avoid
discarding some traffic of the guaranteed bandwidth and
retaining some traffic that is over the guaranteed band-
width. For example, it is avoided that some traffic within
a GBR of a data flow is discarded, and some traffic that
is over the GBR of the data flow is retained. For example,
when a backbone network is congested, the traffic of the
guaranteed bandwidth of the user can be ensured. The
network device may be a gateway or an eNodeB. Par-
ticularly, the data flow can be controlled in a refined man-
ner, and a network resource can be used more effective-
ly.
[0015] With reference to the first aspect, in a first pos-
sible implementation of the first aspect, before the net-
work device adds the traffic control tag to the traffic that
is over the guaranteed bandwidth, the network device
detects traffic of guaranteed bandwidth and traffic that is
over guaranteed bandwidth that are in the received data
flow.
[0016] With reference to the first aspect, or the first
possible implementation of the first aspect, in a second
possible implementation of the first aspect, the backbone
network switching device reports, to a policy center, an
event of discarding the traffic that is over the guaranteed
bandwidth and the congestion degree, so that the policy
center determines, according to the event, a user whose
bandwidth needs to be reduced, where the event carries
an identifier of a data flow of the discarded traffic that is
over the guaranteed bandwidth. In this way, the policy
center can learn of a status of the backbone network in
a timely manner, and dynamically determine the user
whose bandwidth needs to be reduced.
[0017] With reference to the second possible imple-
mentation of the first aspect, in a third possible imple-
mentation of the first aspect, the network device receives
an adjustment policy that is of reducing the bandwidth of

the user and that is from the policy center; and the net-
work device sends the adjustment policy to the user, so
that the bandwidth is reduced when the user sends a
data flow. In this way, the network device can learn of a
bandwidth policy of the user in a timely manner and feed-
back the policy to the user in a timely manner, so that
the user can dynamically adjust, according to a conges-
tion status of the backbone network, the bandwidth for
sending the data flow.
[0018] With reference to any one of the first aspect, or
the first to the forth possible implementations of the first
aspect, in a fifth possible implementation of the first as-
pect, the backbone network switching device further dis-
cards the traffic within the guaranteed bandwidth.
[0019] With reference to the fifth possible implemen-
tation of the first aspect, in a seventh possible implemen-
tation of the first aspect, after discarding the traffic of the
guaranteed bandwidth, the backbone network switching
device further reports an event of discarding traffic of
guaranteed bandwidth of the user to the policy center,
so that the policy center determines, according to the
event, that the adjustment policy of the user is to remove
a bearer corresponding to the guaranteed bandwidth of
the user, where the event carries an identifier of a dis-
carded data flow. In this way, the policy center can re-
versely adjust a resource of the user according to a status
of traffic processing performed by the backbone network,
so that a network resource can be used more properly.
[0020] According to a second aspect, an embodiment
of the present invention provides another traffic control
method, including:

receiving, by a backbone network switching device,
a data flow that is sent by a network device and that
carries a traffic control tag, where the traffic control
tag includes a traffic control tag carried in traffic as-
sociated with the data flow that is over guaranteed
bandwidth, and wherein the traffic control tag carried
in the traffic that is over the guaranteed bandwidth
comprises at least two classes of traffic control tags
and wherein each of the at least two classes identi-
fies contiguous bandwidth intervals of traffic; and
discarding, by the backbone network switching de-
vice according to the traffic control tag, the traffic that
is over the guaranteed bandwidth by discarding by
class according to the traffic control tag and a back-
bone network congestion degree the traffic that is
over the guaranteed bandwidth.

[0021] According to a third aspect, an embodiment of
the present invention provides a network device for im-
plementing traffic control. The network device has func-
tions of implementing behavior of the network device in
the foregoing methods. The functions may be implement-
ed by using hardware, or implemented by executing cor-
responding software by hardware. The hardware or the
software includes one or more modules corresponding
to the foregoing functions.
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[0022] According to a fourth aspect, an embodiment
of the present invention provides a backbone network
switching device for implementing traffic control. The
backbone network switching device has functions of im-
plementing behavior of the backbone network switching
device in the foregoing methods. The functions may be
implemented by using hardware, or implemented by ex-
ecuting corresponding software by hardware. The hard-
ware or the software includes one or more modules cor-
responding to the foregoing functions.
[0023] In the present invention, a name of the network
device and a name of the backbone network switching
device do not constitute limitations on devices. In actual
implementation, these devices may appear in other
names. Provided that functions of devices are similar to
those in the present invention, the devices fall within the
scope of the claims of the present invention and their
equivalent technologies.
[0024] In comparison with the prior art, in the solutions
provided in the embodiments of the present invention,
traffic of guaranteed bandwidth of a user can be ensured.
[0025] These and other aspects of the present inven-
tion are more concise and comprehensible with descrip-
tion in the following embodiments.

BRIEF DESCRIPTION OF DRAWINGS

[0026] To describe the technical solutions in the em-
bodiments of the present invention more clearly, the fol-
lowing briefly describes the accompanying drawings re-
quired for describing the embodiments. Apparently, the
accompanying drawings in the following description
show merely some embodiments of the present inven-
tion, and a person of ordinary skill in the art may still
derive other drawings from these accompanying draw-
ings without creative efforts.

FIG. 1 is a schematic diagram of a possible system
according to an embodiment of the present inven-
tion;
FIG. 2 is a schematic diagram of a computer device
according to an embodiment of the present inven-
tion;
FIG. 3 is a schematic flowchart of a traffic control
method according to an embodiment of the present
invention;
FIG. 4 is a schematic flowchart of a traffic control
method according to an embodiment of the present
invention;
FIG. 5 is a schematic flowchart of a traffic control
method according to an embodiment of the present
invention;
FIG. 6 is a schematic structural diagram of a network
device according to an embodiment of the present
invention; and
FIG. 7 is a schematic structural diagram of a back-
bone network switching device according to an em-
bodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0027] To make the objectives, technical solutions, and
advantages of the present invention clearer, the following
further describes the present invention in detail with ref-
erence to the accompanying drawings. In addition, a spe-
cific operating method in a method embodiment may also
be applied to an apparatus embodiment or a system em-
bodiment.
[0028] The objective of network architectures and
service scenarios described in the embodiments of the
present invention is to describe the technical solutions
of the embodiments of the present invention more clearly,
and does not constitute limitations on the technical solu-
tions provided in the embodiments of the present inven-
tion. A person of ordinary skill in the art may know that
with evolution of network architectures and emergence
of new service scenarios, the technical solutions provid-
ed in the embodiments of the present invention are also
applicable to similar technical problems.
[0029] As shown in FIG. 1, FIG. 1 is a schematic dia-
gram of a simple system according to an embodiment of
the present invention. The system includes a network
device 11, and there may be one or more network devices
11 in the system. The network devices 11 may be gate-
ways of different operator networks (for example, an EPS
network and a CS network), and are configured to imple-
ment interworking between the operator networks and a
backbone network. The network device 11 may alterna-
tively be an eNodeB (that is, an evolved NodeB). Cer-
tainly, this is not limited to such two devices.
[0030] The system further includes a backbone net-
work and a backbone network switching device 12. Data
flows sent by different user terminals (UE) pass through
different network devices 11 and converge in the back-
bone network, and are transmitted in the backbone net-
work, and transmitted through the backbone network to
a peed end or a corresponding service platform.
[0031] The user equipment UE in this application may
include various handheld devices, vehicular devices,
wearable devices, and computing devices that have a
wireless communication function, or another processing
device connected to a wireless modem, and various
forms of user equipment (User Equipment, UE), mobile
stations (Mobile station, MS), terminals (terminal), termi-
nal device (Terminal device), software clients, and the
like. For ease of description, in this application, devices
mentioned above are collectively referred to as user
equipment or UE.
[0032] The system may further include a policy center
13. The policy center 13 may control transmission of a
data flow in an operator network (for example, an EPS
network or a CS network), and may further implement
control on transmission of the backbone network, so as
to implement uniform control of end-to-end (for example,
from a data flow sender to a data flow receiver) QoS. The
policy center may perform control directly or by using an
SDN controller 14. There may be one (an SDN controller

5 6 



EP 3 297 323 B1

5

5

10

15

20

25

30

35

40

45

50

55

A) or more (an SDN controller A and an SDN controller
B) SDN controllers 14 in the system. For example, the
policy center controls the network device 11 by using the
SDN controller A, and controls the backbone network
switching device 12 by using the SDN controller B. Cer-
tainly, SDN controllers used to control different network
devices 11 may be different SDN controllers, and SDN
controllers used to control different network devices 11
and the backbone network switching device may be a
same SDN controller. FIG. 1 is merely an example.
[0033] As shown in FIG. 1, for example, traffic of guar-
anteed bandwidth of a bearer corresponding to UE 1 is
4 Mbps, and traffic that is over the guaranteed bandwidth
is 4 Mbps to 6 Mbps. Traffic of guaranteed bandwidth of
a bearer corresponding to UE 2 is 2 Mbps, and traffic that
is over the guaranteed bandwidth is 2 Mbps to 3 Mbps.
Traffic of guaranteed bandwidth of a bearer correspond-
ing to UE 3 is 8 Mbps, and traffic that is over the guar-
anteed bandwidth is 8 Mbps to 10 Mbps. Data flows of
the UE 1, the UE 2, and the UE 3 respectively pass
through a gateway A, a gateway B, and a gateway C,
and converge in the backbone network. When the EPS
network has sufficient resources, and when transmitting,
to the backbone network, a data flow that meets the traffic
of the guaranteed bandwidth, the EPS also transmits the
traffic that is over the guaranteed bandwidth. However,
congestion occurs after a large quantity of data flows
from multiple gateways converge in the backbone net-
work. Because the backbone network does not identify
a specific data flow, the backbone network cannot dis-
tinguish the traffic of the guaranteed bandwidth from the
traffic that is over the guaranteed bandwidth. After the
backbone network performs traffic control (traffic control
for short), the traffic that is over the guaranteed bandwidth
of the UE 2 may be transmitted, and the traffic of the
guaranteed bandwidth of the UE 3 may be discarded. As
a result, end-to-end QoS of the data flow of the UE 3
cannot be ensured.
[0034] In specific implementation, the traffic of the
guaranteed bandwidth may be traffic within a GBR, and
the traffic that is over the guaranteed bandwidth may be
traffic between the GBR and an MBR. Certainly, the traffic
of the guaranteed bandwidth and the traffic that is over
the guaranteed bandwidth may be not represented as
the traffic within the GBR and the traffic between the GBR
and the MBR, and may be represented in another man-
ner. This is not limited herein.
[0035] An example in which the traffic of the guaran-
teed bandwidth is the traffic within the GBR and the traffic
that is over the guaranteed bandwidth is the traffic be-
tween the GBR and the MBR is used for description in
the following. For example, a GBR and an MBR of the
bearer corresponding to the UE 1 are respectively 4 Mbps
and 6 Mbps; a GBR and an MBR of the bearer corre-
sponding to the UE 2 are respectively 2 Mbps and 3 Mbps;
and a GBR and an MBR of the bearer corresponding to
the UE 3 are respectively 8 Mbps and 10 Mbps. The data
flows of the UE 1, the UE 2, and the UE 3 respectively

pass through the gateway A, the gateway B, and the gate-
way C, and converge in the backbone network. When
the EPS network has sufficient resources, and when
transmitting, to the backbone network, a data flow that
meets the traffic within the GBR, the EPS network also
transmits the traffic between the GBR and the MBR. How-
ever, congestion occurs after a large quantity of data
flows from multiple gateways converge in the backbone
network. Because the backbone network does not iden-
tify a specific data flow, the backbone network cannot
distinguish the GBR from the MBR. After the backbone
network performs traffic control, the traffic of the UE 2
between the GBR and the MBR may be transmitted, and
the traffic of the UE 3 within the GBR may be discarded.
As a result, end-to-end QoS of the data flow of the UE 3
cannot be ensured.
[0036] Further, because the EPS network cannot learn
of congestion status of the backbone network, the EPS
network cannot alleviate the congestion status of the
backbone network by adjusting bandwidth at a source
end (for example, a data flow sender, which may be UE
or another sender) of a data flow, and impact of a data
flow loss on service quality cannot be avoided.
[0037] According to the method, the apparatus, and
the system provided in the embodiments of the present
invention, traffic, in a data flow, of guaranteed bandwidth
(for example, traffic within a GBR) can be ensured. Fur-
ther, the backbone network switching device may further
report a congestion degree of the backbone network
switching device and report an event of discarding traffic
that is over the guaranteed bandwidth and a congestion
degree to the policy center, so that the policy center de-
termines, according to the event, a user whose band-
width needs to be reduced; and delivers an adjustment
policy of reducing the bandwidth of the user to the net-
work device. The event carries an identifier of a data flow
of the discarded traffic that is over the guaranteed band-
width. The adjustment policy is sent to the user by using
the network device, so that the bandwidth is reduced
when the user sends a data flow. Therefore, the band-
width is adjusted at a source end of the data flow, to
alleviate congestion of the backbone network.
[0038] As shown in FIG. 2, the network device (for ex-
ample, a gateway or an eNodeB) and the backbone net-
work switching device in FIG. 1 may be implemented in
a form of a computer device (or a system) in FIG. 2.
[0039] FIG. 2 is a schematic diagram of a computer
device according to an embodiment of the present inven-
tion. A computer device 200 includes at least one proc-
essor 201, a communications bus 202, a memory 203,
and at least one communications interface 204.
[0040] The processor 201 may be a general-purpose
central processing unit (CPU), a microprocessor, an ap-
plication-specific integrated circuit (application-specific
integrated circuit, ASIC), or one or more integrated cir-
cuits configured to control execution of a program of the
solution in the present invention.
[0041] The communications bus 202 may include a
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path for transferring information between the foregoing
components. The communications interface 204 uses an
apparatus of any transceiver type to communicate with
another device or a communications network such as an
Ethernet, a radio access network (RAN), or a wireless
local area network (Wireless Local Area Network,
WLAN).
[0042] The memory 203 may be a read-only memory
(read-only memory, ROM) or another type of static stor-
age device that can store static information and an in-
struction, or a random access memory (random access
memory, RAM) or another type of dynamic storage de-
vice that can store information and an instruction, or may
be an electrically erasable programmable read-only
memory (Electrically Erasable Programmable Read-On-
ly Memory, EEPROM), a compact disc read-only memory
(Compact Disc Read-Only Memory, CD-ROM) or other
compact disc storage, optical disc storage (including a
compact disc, a laser disc, an optical disc, a digital ver-
satile disc, a Blu-ray disc, or the like), a magnetic disk
storage medium or another magnetic storage device, or
any other medium that can be used to carry or store ex-
pected program code in a structural form of an instruction
or data and that can be accessed by a computer, but this
is not limited thereto. The memory may exist independ-
ently, and is connected to the processor by using the bus.
The memory may be integrated with the processor.
[0043] The memory 203 is configured to store applica-
tion program code for execution of the solution of the
present invention, and the processor 201 controls the
execution. The processor 201 is configured to execute
the application program code stored in the memory 203.
[0044] In specific implementation, in an embodiment,
the processor 201 may include one or more CPUs, for
example, a CPU 0 and a CPU 1 in FIG. 2.
[0045] In specific implementation, in an embodiment,
the computer device 200 may include multiple proces-
sors, for example, the processor 201 and a processor
208 in FIG. 2. Each of the processors may be a single-
core processor (single-CPU) or a multi-core processor
(multi-CPU). The processor herein may be one or more
devices, circuits, and/or processing cores for processing
data (for example, a computer program instruction).
[0046] In specific implementation, in an embodiment,
the computer device 200 may further include an output
device 205 and an input device 206. The output device
205 communicates with the processor 201, and may dis-
play information in multiple manners. For example, the
output device 205 may be a liquid crystal display (liquid
crystal display, LCD), a light emitting diode (light emitting
diode, LED) display device, a cathode ray tube (cathode
ray tube, CRT) display device, a projector (projector), or
the like. The input device 206 communicates with the
processor 201, and may receive a user input in multiple
manners. For example, the input device 206 may be a
mouse, a keyboard, a touch screen device, a sensing
device, or the like.
[0047] The computer device 200 may be a general-

purpose computer device or a dedicated computer de-
vice. In specific implementation, the computer device 200
may be a desktop computer, a portable computer, a net-
work server, a personal digital assistant (Personal Digital
Assistant, PDA), a mobile phone, a tablet, a wireless ter-
minal device, a communications device, an embedded
device, or a device that has a structure similar to that in
FIG. 2. This embodiment of the present invention does
not limit a type of the computer device 200.
[0048] The network device 11 in FIG. 1 may be the
device shown in FIG. 2, and a memory of the network
device 11 stores one or more software modules (for ex-
ample, a first interaction module and a first execution
module). The backbone network switching device 12 in
FIG. 1 may be the device shown in FIG. 2, and a memory
of the backbone network switching device 12 stores one
or more software modules (for example, a second inter-
action module and a second execution module). The net-
work device 11 or the backbone network switching device
12 may implement the software modules by using a proc-
essor and program code that is stored in the memory, to
implement traffic control.
[0049] An example in which the network device 11 is
a gateway is used for description in the following embod-
iments.
[0050] As shown in FIG. 3, FIG. 3 is a schematic flow-
chart of a traffic control method according to an embod-
iment of the present invention.
[0051] S301. User equipment UE sends a data flow to
a gateway, and the gateway receives the data flow.
[0052] The data flow is transmitted through an EPS
bearer to the gateway. For example, a GBR of an EPS
bearer corresponding to the UE is 4 Mbps, an MBR of
the EPS bearer is 6 Mbps, and bandwidth actually used
is 6 Mbps.
[0053] S303. The gateway adds a traffic control tag to
traffic that is over guaranteed bandwidth, or adds a traffic
control tag to traffic of guaranteed bandwidth.
[0054] In specific implementation, there are multiple
manners of adding the traffic control tag. For example, a
field, that is, a tag type, may be added in metadata of the
data flow. The tag type may be GBRin or GBRout. Cer-
tainly, other means may be used. This is not limited here-
in.
[0055] In this embodiment, an example in which the
traffic of the guaranteed bandwidth is traffic within the
GBR and the traffic that is over the guaranteed bandwidth
is traffic between the GBR and the MBR is used for de-
scription.
[0056] In specific implementation, there may be the fol-
lowing several manners of adding the traffic control tag
to the data flow:
In a first manner, the traffic control tag may be added to
traffic of the UE that is over 4 Mbps, and the traffic control
tag is not added to traffic within 4 Mbps. In a second
manner, the traffic control tag is added to traffic within 4
Mbps, and the traffic control tag is not added to traffic
that is over 4 Mbps. In a third manner, different traffic
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control tags are added to traffic within 4 Mbps and traffic
that is over 4 Mbps.
[0057] In specific implementation, a traffic control tag
that is added by the gateway to the data flow and a mean-
ing of the tag may be preconfigured on the gateway, or
may be delivered by another network element (for exam-
ple, a policy center). Alternatively, a meaning of the tag
may be preconfigured on a backbone network switching
device, or may be delivered by another network element
(for example, a policy center).
[0058] In this embodiment, the first manner is used as
an example for description.
[0059] In specific implementation, before the gateway
adds the traffic control tag to the traffic that is over the
guaranteed bandwidth or adds the traffic control tag to
the traffic of the guaranteed bandwidth, the gateway may
further detect traffic of guaranteed bandwidth and traffic
that is over guaranteed bandwidth that are in the received
data flow.
[0060] S305. The gateway sends, to a backbone net-
work switching device, a data flow that carries the traffic
control tag. The backbone network switching device re-
ceives the data flow that is sent by the gateway and that
carries the traffic control tag.
[0061] Specifically, in this embodiment, in the example
in which the GBR of the UE is 4 Mbps, the gateway sends,
to the backbone network switching device, the traffic that
is within 4 Mbps and that does not carry a traffic control
tag and the traffic (that is, traffic between 4 Mbps and 6
Mbps) that is over 4 Mbps and that carries a traffic control
tag.
[0062] S307. The backbone network switching device
discards, according to the traffic control tag, the traffic
that is over the guaranteed bandwidth.
[0063] Specifically, the backbone network switching
device determines, according to the traffic control tag car-
ried in the data flow of the UE, the traffic that is over the
guaranteed bandwidth, discards the traffic that is over
the guaranteed bandwidth, and retains the traffic of the
guaranteed bandwidth. Specifically, in the first manner
of adding the traffic control tag, the backbone network
switching device discards the traffic that is of the UE and
that carries the traffic control tag, that is, the traffic that
is over the GBR and is between 4 Mbps and 6 Mbps; and
retains the traffic, of the UE, that is within the GBR and
that does not carry the traffic control tag, that is, the traffic
within 4 Mbps.
[0064] In specific implementation, after the data flow
of the UE is transmitted to a backbone network, the back-
bone network switching device determines, according to
a specified congestion threshold (which may be precon-
figured in the backbone network or may be delivered from
the policy center), that congestion occurs in the backbone
network. Therefore, traffic control needs to be performed
on a data flow flowing through the backbone network.
The traffic control herein includes discarding the traffic
that is over the guaranteed bandwidth, and may further
include discarding the traffic of the guaranteed band-

width. The congestion threshold herein may be a pipe
usage threshold.
[0065] In specific implementation, in an embodiment,
the backbone network switching device may preconfig-
ure a traffic control processing policy, or another device
may deliver a traffic control processing policy to the back-
bone network switching device. The traffic control
processing policy may be as follows: When congestion
occurs in the backbone network, the backbone network
switching device discards the traffic that is over the guar-
anteed bandwidth.
[0066] The actions of the gateway may be executed
by the gateway according to the software modules in the
memory mentioned above. For example, the actions of
the gateway in S301 and S305 may be executed accord-
ing to the first interaction module in FIG. 2. The action of
the gateway in S303 may be executed according to the
first execution module in FIG. 2.
[0067] The actions of the backbone network switching
device may be executed by the backbone network
switching device according to the software modules in
the memory mentioned above. For example, the action
of the backbone network switching device in S305 may
be executed according to the second interaction module
in FIG. 2. The action of the backbone network switching
device in S307 may be executed according to the second
execution module in FIG. 2.
[0068] According to the foregoing method, the traffic
within the GBR of the data flow can be ensured, for ex-
ample, ensured when congestion occurs in the backbone
network. Therefore, it is avoided that some traffic within
the GBR of the data flow is discarded and some traffic
that is over the GBR of the data flow is retained.
[0069] In specific implementation, in an embodiment,
in the foregoing method, S303 in which the gateway adds
the traffic control tag to the traffic that is over the guar-
anteed bandwidth may be specifically: classifying the
traffic that is over the guaranteed bandwidth into two or
more classes, and adding a corresponding traffic control
tag for each class.
[0070] In specific implementation, the gateway and the
backbone network switching device may preconfigure a
class corresponding to a traffic control tag, or another
network element may deliver, to the gateway and the
backbone network switching device, a class correspond-
ing to a traffic control tag. Alternatively, the gateway may
add a traffic control tag, and then negotiate with the back-
bone network switching device. A specific method is not
limited herein.
[0071] Correspondingly, the backbone network
switching device discards by class, according to a back-
bone network congestion degree and the traffic control
tag, the traffic that is over the guaranteed bandwidth, that
is, performs traffic control by class is implemented.
[0072] An example in which the GBR of the EPS bearer
corresponding to the UE is 4 Mbps, the MBR of the EPS
bearer is 6 Mbps, and the traffic that is over the GBR is
classified into two classes is used in the following for
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describing the discarding, by class, the traffic that is over
the guaranteed bandwidth. Specifically, the gateway may
classify traffic between 4 Mbps and 6 Mbps, for example,
classify traffic between 4 Mbps and 5 Mbps into a first
class and adds a traffic control tag A, and classify traffic
between 5 Mbps and 6 Mbps into a second class and
adds a traffic control tag B. For a traffic control tag, in
specific implementation, a tag type field and a tag index
field may be added to the metadata of the data flow. A
tag type may be GBRout, and a tag index may be a data
identifier, for example A or B. A represents the traffic
between 4 Mbps and 5 Mbps, and B represents the traffic
between 5 Mbps and 6 Mbps. Certainly, another manner
may be used. This is not limited herein.
[0073] After the data flow is transmitted to the back-
bone network, the backbone network switching device
controls traffic according to a specified correspondence
between a traffic control tag and a pipe usage threshold
that reflects the backbone network congestion degree.
For example, when pipe usage is 60%, traffic with a traffic
control tag B is discarded; when pipe usage is 80%, traffic
with a traffic control tag A is discarded; and so on. 60%
or 80% herein is merely an example, and a specific value
may be set according to a requirement.
[0074] Further, when the pipe usage is still not less
than a specified maximum threshold if all traffic (the traffic
between the GBR and the MBR) that carries the traffic
control tag is discarded, a pipe expansion procedure may
be started, to increase bandwidth resources correspond-
ing to a pipe. When the expansion fails or before the
expansion is successful, traffic (the traffic within the GBR)
that does not carry the traffic control tag may be discard-
ed. Certainly, when the pipe usage is still not less than
a specified maximum threshold if all traffic that carries
the traffic control tag is discarded, the traffic that does
not carry the traffic control tag may be further discarded.
[0075] In specific implementation, in another embodi-
ment, before S303, the gateway may further receive a
message delivered from the policy center. The message
is used to instruct the gateway to detect the traffic of the
guaranteed bandwidth and the traffic that is over the guar-
anteed bandwidth that are in the data flow and to add a
tag. Then, the gateway executes step S303. Optionally,
the policy center delivers the message to the gateway
because the policy center receives an event that the
backbone network switching device reports a congestion
status. In this way, the policy center can instruct, only
when a network is congested, the gateway to detect the
traffic of the guaranteed bandwidth, so as to perform traf-
fic control. Therefore, burden of the gateway is reduced,
and functions of the gateway and an entire system are
optimized. In this embodiment, the actions of the gateway
may be executed according to the first interaction module
in FIG. 2.
[0076] As shown in FIG. 4, FIG. 4 is a schematic flow-
chart of another traffic control method according to an
embodiment of the present invention.
[0077] S401 to S407 are the same as S301 to S307,

and are not described in detail herein again. In this em-
bodiment, a traffic control manner in which the backbone
network switching device discards traffic that is over
guaranteed bandwidth is used as an example.
[0078] In specific implementation, before step 401, a
policy center may deliver a traffic control processing pol-
icy to the backbone network switching device. The traffic
control processing policy includes a backbone network
congestion degree and a corresponding processing
manner. For example, the backbone network congestion
degree may be represented by pipe usage of a backbone
network, and the corresponding processing manner may
be represented by discarding traffic of a user that is over
guaranteed bandwidth or by discarding a proportion of
traffic of a user that is over guaranteed bandwidth. Cer-
tainly, this is not limited to these manners.
[0079] S409. The backbone network switching device
reports, to a policy center, an event of discarding traffic
that is over guaranteed bandwidth and a backbone net-
work congestion degree. The policy center receives the
event of discarding the traffic that is over the guaranteed
bandwidth and the backbone network congestion de-
gree, where the event and the backbone network con-
gestion degree are reported by the backbone network
switching device. The event includes an identifier of a
discarded data flow that is over the guaranteed band-
width.
[0080] In specific implementation, in an implementa-
tion, if the policy center controls the backbone network
switching device by using an SDN controller, the back-
bone network switching device needs to report, by using
the SDN controller to the policy center, the event of dis-
carding the traffic that is over the guaranteed bandwidth
and the backbone network congestion degree.
[0081] In specific implementation, in an implementa-
tion, the event of discarding the traffic that is over the
guaranteed bandwidth and the backbone network con-
gestion degree are reported to the policy center without
using an SDN controller.
[0082] S411. The policy center determines an adjust-
ment policy according to the event of discarding the traffic
that is over the guaranteed bandwidth.
[0083] In specific implementation, the policy center
may determine, according to the identifier, included in
the event, of the discarded data flow that is over the guar-
anteed bandwidth, a corresponding adjustment policy of
a user, that is, a policy of reducing bandwidth of the user
(for example, reducing an MBR).
[0084] In this way, the policy center may dynamically
determine a user whose bandwidth needs to be reduced,
so as to adjust bandwidth of the user.
[0085] S413. The policy center sends the adjustment
policy of reducing bandwidth of a user to the gateway.
The gateway receives the adjustment policy, sent by the
policy center, of reducing the bandwidth of the user.
[0086] The adjustment policy is that bandwidth used
for a service of the user does not exceed allowed band-
width of the backbone network.
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[0087] S415. The gateway sends the adjustment policy
to the user, so that the bandwidth is reduced when the
user sends a data flow.
[0088] In this way, the gateway can learn of a band-
width policy of the user in a timely manner and feed back
the policy to the user in a timely manner, so that user
equipment can dynamically adjust, according to a con-
gestion status of the backbone network, the bandwidth
for sending the data flow.
[0089] The actions of the backbone network switching
device may be executed by the backbone network
switching device according to the software modules in
the memory mentioned above. For example, the action
of the backbone network switching device in S409 may
be executed according to the second interaction module
in FIG. 2.
[0090] The actions of the gateway may be executed
by the gateway according to the software modules in the
memory mentioned above. For example, the actions of
the gateway in S413 and S415 may be executed accord-
ing to the first interaction module in FIG. 2.
[0091] As shown in FIG. 5, FIG. 5 is a schematic flow-
chart of another traffic control method according to an
embodiment of the present invention.
[0092] S501 to S507 are the same as S301 to S307,
and are not described in detail herein again.
[0093] In this embodiment, a traffic control manner in
which the backbone network switching device discards
traffic of guaranteed bandwidth is used as an example.
[0094] S509. The backbone network switching device
reports an event of discarding traffic of guaranteed band-
width of a user to a policy center. The policy center re-
ceives the event, reported by the backbone network
switching device, of discarding the traffic of the guaran-
teed bandwidth of the user. The event carries an identifier
of a discarded data flow.
[0095] In specific implementation, in an implementa-
tion, if the policy center controls the backbone network
switching device by using an SDN controller, the back-
bone network switching device needs to report, by using
the SDN controller to the policy center, the event of dis-
carding the traffic of the guaranteed bandwidth and a
backbone network congestion degree.
[0096] In specific implementation, in an implementa-
tion, the backbone network switching device reports the
event of discarding the traffic of the guaranteed band-
width and the backbone network congestion degree to
the policy center without an SDN controller.
[0097] S511. The policy center determines, according
to the event of discarding the traffic of the guaranteed
bandwidth of the user, that an adjustment policy of the
user is to remove a bearer corresponding to the guaran-
teed bandwidth of the user (for example, the bearer cor-
responding to the guaranteed bandwidth herein is a GBR
bearer).
[0098] In specific implementation, the policy center
may determine a corresponding adjustment policy of the
user according to the identifier, included in the event, of

the data flow.
[0099] S513. The policy center sends the adjustment
policy to a gateway, and the gateway receives the ad-
justment policy sent by the policy center.
[0100] S515. The gateway removes the GBR bearer
of the user.
[0101] In specific implementation, the gateway may re-
move (or delete) the GBR bearer of the user by receiving,
by the gateway, a bearer removal instruction delivered
from the policy center, and initiating deletion of a bearer
request corresponding to the GBR bearer. The bearer
request may be sent through a serving gateway (Serving
Gateway, SGW) to a mobility management entity (Mo-
bility Management Entity, MME), and then sent to an eN-
odeB and UE that is used by the user.
[0102] In specific implementation, the method of dis-
carding the traffic of the guaranteed bandwidth by the
backbone network switching device and S509 to S515
may be executed in combination with the traffic control
method in FIG. 4. That is, after the method of discarding
the traffic that is over the guaranteed bandwidth shown
in FIG. 4, the traffic of the guaranteed bandwidth may be
further discarded. For example, if the backbone network
is still congested after the traffic that is over the guaran-
teed bandwidth is discarded, the traffic of the guaranteed
bandwidth can be further discarded.
[0103] The actions of the backbone network switching
device may be executed by the backbone network
switching device according to the software modules in
the memory mentioned above. For example, the action
of the backbone network switching device in S509 may
be executed according to the second interaction module
in FIG. 2.
[0104] The actions of the gateway may be executed
by the gateway according to the software modules in the
memory mentioned above. For example, the actions of
the gateway in S513 and S515 may be executed accord-
ing to the first interaction module in FIG. 2.
[0105] As shown in FIG. 6, an embodiment of the
present invention further provides a schematic structural
diagram of a network device. A network device 600 in-
cludes a tag addition unit 601 and a sending unit 603.
The tag addition unit 601 is configured to add a traffic
control tag to traffic that is over guaranteed bandwidth,
or add a traffic control tag to traffic of guaranteed band-
width. The sending unit 603 is configured to send, to a
backbone network switching device, a data flow that car-
ries the traffic control tag, so that the backbone network
switching device discards, according to the traffic control
tag, the traffic that is over the guaranteed bandwidth.
Further, the network device 600 may further include a
detection unit 605, configured to detect traffic of guaran-
teed bandwidth and traffic that is over guaranteed band-
width that are in the received data flow.
[0106] In this embodiment, the network device 600 is
represented in a form of a functional unit. The "unit" here-
in may be an application-specific integrated circuit (ap-
plication-specific integrated circuit, ASIC), a circuit, a
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processor and a memory that execute one or more soft-
ware or firmware programs, an integrated logic circuit,
and/or another device that can provide the foregoing
functions. In a simple embodiment, a person skilled in
the art may figure out that the network device 600 may
be in a form shown in FIG. 2. The detection unit 605, the
tag addition unit 601, and the sending unit 603 may be
implemented by using the processor and the memory in
FIG. 2. Specifically, the sending unit 603 may be imple-
mented by executing a first interaction module by the
processor, and the detection unit 605 and the tag addition
unit 601 may be implemented by executing a first exe-
cution module by the processor.
[0107] As shown in FIG. 7, an embodiment of the
present invention provides a schematic structural dia-
gram of a backbone network switching device. A back-
bone network switching device 700 includes a receiving
unit 701 and a traffic control unit 703.
[0108] The receiving unit 701 is configured to receive
a data flow that is sent by a network device and that
carries a traffic control tag. The traffic control tag includes
a traffic control tag carried in traffic that is over guaran-
teed bandwidth or a traffic control tag carried in traffic of
guaranteed bandwidth. The traffic control unit 703 is con-
figured to discard, according to the traffic control tag, the
traffic that is over the guaranteed bandwidth.
[0109] In this embodiment, the backbone network
switching device 700 is represented in a form of a func-
tional unit. The "unit" herein may be an application-spe-
cific integrated circuit (application-specific integrated cir-
cuit, ASIC), a circuit, a processor and a memory that ex-
ecute one or more software or firmware programs, an
integrated logic circuit, and/or another device that can
provide the foregoing functions. In a simple embodiment,
a person skilled in the art may figure out that the backbone
network switching device 700 may be in a form shown in
FIG. 2. The receiving unit 701 and the traffic control unit
703 may be implemented by using the processor and the
memory in FIG. 2. Specifically, the receiving unit 701 may
be implemented by executing a second interaction mod-
ule by the processor, and the traffic control unit 703 may
be implemented by executing a second execution mod-
ule by the processor.
[0110] An embodiment of the present invention further
provides a computer storage medium, configured to store
a computer software instruction used by the network de-
vice shown in FIG. 6 or the backbone network switching
device shown in FIG. 7. The computer storage medium
includes a program designed for executing the foregoing
method embodiments. By executing the stored program,
traffic of guaranteed bandwidth of a user can be ensured.
[0111] Although the present invention is described with
reference to the embodiments, in a process of imple-
menting the present invention that claims protection, a
person skilled in the art may understand and implement
another variation of the disclosed embodiments by view-
ing the accompanying drawings, disclosed content, and
the accompanying claims. In the claims, "comprising"

(comprising) does not exclude another component or an-
other step, and "a" or "one" does not exclude a case of
multiple. A single processor or another unit may imple-
ment several functions enumerated in the claims. Some
measures are recorded in dependent claims that are dif-
ferent from each other, but this does not mean that these
measures cannot be combined to produce a better effect.
[0112] A person skilled in the art should understand
that the embodiments of the present invention may be
provided as a method, an apparatus (device), or a com-
puter program product. Therefore, the present invention
may use a form of hardware only embodiments, software
only embodiments, or embodiments with a combination
of software and hardware. Moreover, the present inven-
tion may use a form of a computer program product that
is implemented on one or more computer-usable storage
media (including but not limited to a disk memory, a CD-
ROM, an optical memory, and the like) that include com-
puter-usable program code. The computer program is
stored/distributed in a proper medium and is provided as
or used as a part of the hardware together with other
hardware, or may be distributed in another form, for ex-
ample, by using the Internet or another wired or wireless
telecommunications system.
[0113] The present invention is described with refer-
ence to the flowcharts and/or block diagrams of the meth-
od, the apparatus (device), and the computer program
product according to the embodiments of the present in-
vention. It should be understood that computer program
instructions may be used to implement each process
and/or each block in the flowcharts and/or the block di-
agrams and a combination of a process and/or a block
in the flowcharts and/or the block diagrams. These com-
puter program instructions may be provided for a general-
purpose computer, a dedicated computer, an embedded
processor, or a processor of any other programmable
data processing device to generate a machine, so that
the instructions executed by a computer or a processor
of any other programmable data processing device gen-
erate an apparatus for implementing a specific function
in one or more processes in the flowcharts and/or in one
or more blocks in the block diagrams.
[0114] These computer program instructions may also
be stored in a computer readable memory that can in-
struct the computer or any other programmable data
processing device to work in a specific manner, so that
the instructions stored in the computer readable memory
generate an artifact that includes an instruction appara-
tus. The instruction apparatus implements a specific
function in one or more processes in the flowcharts and/or
in one or more blocks in the block diagrams.
[0115] These computer program instructions may also
be loaded onto a computer or another programmable da-
ta processing device, so that a series of operations and
steps are performed on the computer or the another pro-
grammable device, thereby generating computer-imple-
mented processing. Therefore, the instructions executed
on the computer or the another programmable device
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provide steps for implementing a specific function in one
or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.
[0116] Although the present invention is described with
reference to specific features and the embodiments
thereof, obviously, various modifications and combina-
tions may be made to them without departing from the
scope of the present invention. Correspondingly, the
specification and accompanying drawings are merely ex-
amples of description of the present invention defined by
the accompanying claims, and is considered as any of
or all modifications, variations, combinations, or equiva-
lents that cover the scope of the present invention. Ob-
viously, a person skilled in the art can make various mod-
ifications and variations to the present invention without
departing from the scope of the present invention. The
present invention is intended to cover these modifications
and variations provided that they fall within the scope of
protection defined by the following claims and their equiv-
alent technologies.

Claims

1. A traffic control method, comprising:

adding (S303), by a network device, a traffic con-
trol tag to traffic that is over guaranteed band-
width, by classifying the traffic that is over the
guaranteed bandwidth into at least two classes,
and separately adding a corresponding traffic
control tag, wherein each of the at least two
classes identifies contiguous bandwidth inter-
vals of traffic;
sending (S305), to a backbone network switch-
ing device, a data flow associated with the traffic
that carries the traffic control tag; and
discarding (S307), by the backbone network
switching device according to the traffic control
tag, the traffic that is over the guaranteed band-
width by discarding by class according to the
traffic control tag and a backbone network con-
gestion degree the traffic that is over the guar-
anteed bandwidth.

2. The method according to claim 1, before the adding,
by a network device, a traffic control tag to traffic that
is over guaranteed bandwidth, further comprising:
detecting, by the network device, traffic that is over
guaranteed bandwidth that are in the received data
flow.

3. The method according to any one of claims 1 to 2,
further comprising:
reporting (S409), by the backbone network switching
device to a policy center, an event of discarding the
traffic that is over the guaranteed bandwidth and the
backbone network congestion degree, so that the

policy center determines, according to the event, a
user whose bandwidth needs to be reduced, wherein
the event carries an identifier of a data flow of the
discarded traffic that is over the guaranteed band-
width.

4. The method according to claim 3, further comprising:

receiving (S413), by the network device, an ad-
justment policy that is of reducing the bandwidth
of the user and that is from the policy center; and
sending (S415), by the network device, the ad-
justment policy to the user, so that the bandwidth
is reduced when the user sends a data flow.

5. The method according to any one of claims 1 to 4,
further comprising: discarding, by the backbone net-
work switching device, the traffic within the guaran-
teed bandwidth.

6. The method according to claim 5, further comprising:
reporting (S509), by the backbone network switching
device, an event of discarding traffic within guaran-
teed bandwidth of the user to the policy center, so
that the policy center determines (S511), according
to the event, that the adjustment policy of the user
is to remove (S515) a bearer corresponding to the
guaranteed bandwidth of the user, wherein the event
carries an identifier of a data flow of the discarded
traffic within the guaranteed bandwidth.

7. A traffic control method, comprising:

receiving, by a backbone network switching de-
vice, a data flow that is sent (S301) by a network
device and that carries a traffic control tag,
wherein the traffic control tag comprises a traffic
control tag carried in traffic associated with the
data flow that is over guaranteed bandwidth, and
wherein the traffic control tag carried in the traffic
that is over the guaranteed bandwidth compris-
es at least two classes of traffic control tags and
wherein each of the at least two classes identi-
fies contiguous bandwidth intervals of traffic;
and
discarding (S307), by the backbone network
switching device according to the traffic control
tag, the traffic that is over the guaranteed band-
width by discarding by class according to the
traffic control tag and a backbone network con-
gestion degree the traffic that is over the guar-
anteed bandwidth.

8. The method according to claim 7, further comprising:
reporting (S409), by the backbone network switching
device to a policy center, an event of discarding
(S407) the traffic that is over the guaranteed band-
width and the backbone network congestion degree,

19 20 



EP 3 297 323 B1

12

5

10

15

20

25

30

35

40

45

50

55

so that the policy center determines (S411), accord-
ing to the event, a user whose bandwidth needs to
be reduced, wherein the event carries an identifier
of a data flow of the discarded traffic that is over the
guaranteed bandwidth.

9. A network device for implementing traffic control,
comprising:

a tag addition unit (601), configured to: add a
traffic control tag to traffic that is over guaranteed
bandwidth, and specifically configured to clas-
sify the traffic that is over the guaranteed band-
width into at least two classes, and to separately
add a corresponding traffic control tag, wherein
each of the at least two classes identifies con-
tiguous bandwidth intervals of traffic; and
a sending unit (603), configured to send, to a
backbone network switching device, a data flow
associated with the traffic that carries the traffic
control tag, so that the backbone network
switching device discards, according to the traf-
fic control tag, the traffic that is over the guaran-
teed bandwidth by discarding by class according
to the traffic control tag and a backbone network
congestion degree the traffic that is over the
guaranteed bandwidth.

10. The network device according to claim 9, further
comprising:
a detection unit (605), configured to detect traffic that
is over guaranteed bandwidth that are in the received
data flow.

11. The network device according to any one of claims
9 to 10, further comprising:
a receiving unit, configured to receive a message
delivered from the policy center, wherein the mes-
sage is used to instruct the network device to detect
the traffic within the guaranteed bandwidth and the
traffic that is over the guaranteed bandwidth that are
in the data flow.

12. A backbone network switching device for implement-
ing traffic control, comprising:

a receiving unit (701), configured to receive a
data flow that is sent by a network device and
that carries a traffic control tag, wherein the traf-
fic control tag comprises a traffic control tag car-
ried in traffic associated with the data flow that
is over guaranteed bandwidth, and
wherein the traffic control tag carried in the traffic
that is over the guaranteed bandwidth compris-
es at least two classes of traffic control tags and
wherein each of the at least two classes identi-
fies contiguous bandwidth intervals of traffic;
and

a traffic control unit (703), configured to discard,
according to the traffic control tag, the traffic that
is over the guaranteed bandwidth by discarding
by class according to the traffic control tag and
a backbone network congestion degree the traf-
fic that is over the guaranteed bandwidth.

Patentansprüche

1. Datenverkehrssteuerverfahren, umfassend:

Hinzufügen (S303), durch eine Netzwerkvor-
richtung, einer Datenverkehrssteuermarkierung
zu einem Datenverkehr, der über einer garan-
tierten Bandbreite liegt, indem der Datenver-
kehr, der über der garantierten Bandbreite liegt,
in mindestens zwei Klassen klassifiziert wird,
und separates Hinzufügen einer entsprechen-
den Datenverkehrssteuermarkierung, wobei je-
de der mindestens zwei Klassen angrenzende
Bandbreitenintervalle des Datenverkehrs iden-
tifiziert;
Senden (S305) eines Datenstroms, der dem Da-
tenverkehr zugeordnet ist, der die Datenver-
kehrssteuermarkierung mitführt, an eine Schalt-
vorrichtung eines Backbone-Netzwerks; und
Löschen (S307), durch die Schaltvorrichtung
des Backbone-Netzwerks gemäß der Datenver-
kehrssteuermarkierung, des Datenverkehrs,
der über der garantierten Bandbreite liegt, in-
dem für jede Klasse gemäß der Datenverkehrs-
steuermarkierung und gemäß einem Überlas-
tungsgrad des Backbone-Netzwerks der Daten-
verkehr gelöscht wird, der über der garantierten
Bandbreite liegt.

2. Verfahren nach Anspruch 1, wobei das Verfahren
vor dem Hinzufügen, durch eine Netzwerkvorrich-
tung, einer Datenverkehrssteuermarkierung zu dem
Datenverkehr, der über einer garantierten Bandbrei-
te liegt, außerdem umfasst:
Erkennen, durch die Netzwerkvorrichtung, des Da-
tenverkehrs, der sich in dem empfangenen Daten-
strom befindet und der über der garantierten Band-
breite liegt.

3. Verfahren nach einem der Ansprüche 1 bis 2, das
außerdem umfasst:
Melden (S409) eines Ereignisses zum Löschen des
Datenverkehrs, der über der garantierten Bandbreite
liegt, und des Überlastungsgrades des Backbone-
Netzwerks von der Schaltvorrichtung des Backbone-
Netzwerks an ein Richtlinienzentrum, sodass das
Richtlinienzentrum gemäß dem Ereignis einen Be-
nutzer ermittelt, dessen Bandbreite reduziert werden
muss, wobei das Ereignis eine Kennung eines Da-
tenstroms des gelöschten Datenverkehrs mitführt,
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der über der garantierten Bandbreite liegt.

4. Verfahren nach Anspruch 3, das außerdem umfasst:

Empfangen (S413), in der Netzwerkvorrichtung,
einer Anpassungsrichtlinie, die das Reduzieren
der Bandbreite des Benutzers anzeigt und die
von dem Richtlinienzentrum kommt; und
Senden (S415) der Anpassungsrichtlinie von
der Netzwerkvorrichtung an den Benutzer, so-
dass die Bandbreite reduziert wird, wenn der Be-
nutzer einen Datenstrom sendet.

5. Verfahren nach einem der Ansprüche 1 bis 4, das
außerdem umfasst: Löschen des Datenverkehrs in-
nerhalb der garantierten Bandbreite durch die
Schaltvorrichtung des Backbone-Netzwerks.

6. Verfahren nach Anspruch 5, das außerdem umfasst:
Melden (S509) eines Ereignisses zum Löschen ei-
nes Datenverkehrs innerhalb einer garantierten
Bandbreite des Benutzers von der Schaltvorrichtung
des Backbone-Netzwerks an das Richtlinienzent-
rum, sodass das Richtlinienzentrum gemäß dem Er-
eignis ermittelt (S511), dass die Anpassungsrichtli-
nie des Benutzers besagt, dass ein Träger entfernt
werden muss (S515), welcher der garantierten
Bandbreite des Benutzers entspricht, wobei das Er-
eignis eine Kennung eines Datenstroms des ge-
löschten Datenverkehrs innerhalb der garantierten
Bandbreite mitführt.

7. Datenverkehrssteuerverfahren, umfassend:

Empfangen, in einer Schaltvorrichtung eines
Backbone-Netzwerks, eines Datenstroms, der
von einer Netzwerkvorrichtung gesendet wird
(S301) und der eine Datenverkehrssteuermar-
kierung mitführt, wobei die Datenverkehrssteu-
ermarkierung eine Datenverkehrssteuermar-
kierung umfasst, die in einem Datenverkehr mit-
geführt wird, der dem Datenstrom zugeordnet
ist, der über einer garantierten Bandbreite liegt,
und
wobei die Datenverkehrssteuermarkierung die
in dem Datenstrom mitgeführt wird, der über der
garantierten Bandbreite liegt, mindestens zwei
Klassen von Datenverkehrssteuermarkierun-
gen umfasst und wobei jede der mindestens
zwei Klassen angrenzende Bandbreiteninter-
valle des Datenverkehrs identifiziert; und
Löschen (S307), durch die Schaltvorrichtung
des Backbone-Netzwerks gemäß der Datenver-
kehrssteuermarkierung, des Datenverkehrs,
der über der garantierten Bandbreite liegt, in-
dem für jede Klasse gemäß der Datenverkehrs-
steuermarkierung und gemäß einem Überlas-
tungsgrad des Backbone-Netzwerks der Daten-

verkehr gelöscht wird, der über der garantierten
Bandbreite liegt.

8. Verfahren nach Anspruch 7, das außerdem umfasst:
Melden (S409) eines Ereignisses zum Löschen
(S407) des Datenverkehrs, der über der garantierten
Bandbreite liegt, und des Überlastungsgrades des
Backbone-Netzwerks von der Schaltvorrichtung des
Backbone-Netzwerks an ein Richtlinienzentrum, so-
dass das Richtlinienzentrum gemäß dem Ereignis
einen Benutzer ermittelt (S411), dessen Bandbreite
reduziert werden muss, wobei das Ereignis eine
Kennung eines Datenstroms des gelöschten Daten-
verkehrs mitführt, der über der garantierten Band-
breite liegt.

9. Netzwerkvorrichtung zum Einrichten einer Daten-
verkehrssteuerung, umfassend:

eine Einheit zum Hinzufügen von Markierungen
(601), die konfiguriert ist zum Hinzufügen einer
Datenverkehrssteuermarkierung zu einem Da-
tenverkehr, der über einer garantierten Band-
breite liegt, und insbesondere konfiguriert ist
zum Klassifizieren des Datenverkehrs, der über
der garantierten Bandbreite liegt, in mindestens
zwei Klassen, und zum separaten Hinzufügen
einer entsprechenden Datenverkehrssteuer-
markierung, wobei jede der mindestens zwei
Klassen angrenzende Bandbreitenintervalle
des Datenverkehrs identifiziert; und
eine Sendeeinheit (603), die konfiguriert ist zum
Senden eines Datenstroms, der dem Datenver-
kehr zugeordnet ist, der die Datenverkehrssteu-
ermarkierung mitführt, an eine Schaltvorrich-
tung des Backbone-Netzwerks, sodass die
Schaltvorrichtung des Backbone-Netzwerks
den Datenverkehr gemäß der Datenverkehrs-
steuermarkierung löscht, der über der garantier-
ten Bandbreite liegt, indem für jede Klasse ge-
mäß der Datenverkehrssteuermarkierung und
gemäß einem Überlastungsgrad des Back-
bone-Netzwerks der Datenverkehr gelöscht
wird, der über der garantierten Bandbreite liegt.

10. Netzwerkvorrichtung nach Anspruch 9, die außer-
dem umfasst:
eine Erfassungseinheit (605), die konfiguriert ist zum
Erkennen des Datenverkehrs, der sich in dem emp-
fangenen Datenstrom befindet und der über der ga-
rantierten Bandbreite liegt.

11. Netzwerkvorrichtung nach einem der Ansprüche 9
bis 10, die außerdem umfasst:
eine Empfangseinheit, die konfiguriert ist zum Emp-
fangen einer Nachricht, die von dem Richtlinienzen-
trum übergeben wird, wobei die Nachricht verwendet
wird, um die Netzwerkvorrichtung anzuweisen, den
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Datenverkehr zu erfassen, der innerhalb der garan-
tierten Bandbreite liegt, und den Datenverkehr zu
erfassen, der über der garantierten Bandbreite liegt,
die sich beide in dem Datenstrom befinden.

12. Schaltvorrichtung eines Backbone-Netzwerks zum
Einrichten einer Datenverkehrssteuerung, umfas-
send:

eine Empfangseinheit (701), die konfiguriert ist
zum Empfangen eines Datenstroms, der von ei-
ner Netzwerkvorrichtung gesendet wird und der
eine Datenverkehrssteuermarkierung mitführt,
wobei die Datenverkehrssteuermarkierung eine
Datenverkehrssteuermarkierung umfasst, die in
einem Datenverkehr mitgeführt wird, der dem
Datenstrom zugeordnet ist, der über einer ga-
rantierten Bandbreite liegt, und
wobei die Datenverkehrssteuermarkierung, die
in dem Datenstrom mitgeführt wird, der über der
garantierten Bandbreite liegt, mindestens zwei
Klassen von Datenverkehrssteuermarkierun-
gen umfasst und wobei jede der mindestens
zwei Klassen angrenzende Bandbreiteninter-
valle des Datenverkehrs identifiziert; und
eine Datenverkehrssteuereinheit (703), die kon-
figuriert ist zum Löschen des Datenverkehrs,
der über der garantierten Bandbreite liegt, ge-
mäß der Datenverkehrssteuermarkierung, in-
dem für jede Klasse gemäß der Datenverkehrs-
steuermarkierung und gemäß einem Überlas-
tungsgrad des Backbone-Netzwerks der Daten-
verkehr gelöscht wird, der über der garantierten
Bandbreite liegt.

Revendications

1. Procédé de contrôle de trafic, comprenant :

l’ajout (S303), par un dispositif de réseau, d’une
étiquette de contrôle de trafic au trafic qui est
sur une bande passante garantie, en classant
le trafic qui est sur la bande passante garantie
en au moins deux classes, et en ajoutant sépa-
rément une étiquette de contrôle de trafic cor-
respondante, chacune des deux classes, ou
plus, identifiant des intervalles de bande pas-
sante contiguë du trafic ;
l’envoi (S305), à un dispositif de commutation
de réseau de base, d’un flux de données associé
au trafic qui porte l’étiquette de contrôle de
trafic ; et
la suppression (S307), par le dispositif de com-
mutation de réseau de base en fonction de l’éti-
quette de contrôle de trafic, du trafic qui est sur
la bande passante garantie en supprimant par
classe en fonction de l’étiquette de contrôle de

trafic et d’un degré d’encombrement de réseau
de base le trafic qui est sur la bande passante
garantie.

2. Procédé selon la revendication 1, avant l’ajout, par
un dispositif de réseau, d’une étiquette de contrôle
de trafic au trafic qui est sur la bande passante ga-
rantie, comprenant en outre :
la détection, par le dispositif de réseau, du trafic qui
est sur la bande passante garantie qui se trouve dans
le flux de données reçu.

3. Procédé selon l’une quelconque des revendications
1 et 2, comprenant en outre :
le rapport (S409), par le dispositif de commutation
de réseau de base à un centre de politique, d’un
événement de suppression du trafic qui est sur la
bande passante garantie et du degré d’encombre-
ment de réseau de base, de sorte que le centre de
politique détermine, en fonction de l’événement, un
utilisateur dont la bande passante a besoin d’être
réduite, l’événement comportant un identifiant d’un
flux de données du trafic supprimé qui est sur la ban-
de passante garantie.

4. Procédé selon la revendication 3, comprenant en
outre :

la réception (S413), par le dispositif de réseau,
d’une politique d’ajustement qui consiste à ré-
duire la bande passante de l’utilisateur et qui
provient du centre de politique ; et
l’envoi (S415), par le dispositif de réseau, de la
politique d’ajustement à l’utilisateur, de sorte
que la bande passante est réduite lorsque l’uti-
lisateur envoie un flux de données.

5. Procédé selon l’une quelconque des revendications
1 à 4, comprenant en outre : la suppression, par le
dispositif de commutation de réseau de base, du tra-
fic dans la bande passante garantie.

6. Procédé selon la revendication 5, comprenant en
outre :
le rapport (S509), par le dispositif de commutation
de réseau de base, d’un événement de suppression
du trafic dans une bande passante garantie de l’uti-
lisateur au centre de politique, de sorte que le centre
de politique détermine (S511), en fonction de l’évé-
nement, que la politique d’ajustement de l’utilisateur
est de supprimer (S515) un support correspondant
à la bande passante garantie de l’utilisateur, l’évé-
nement comportant un identifiant d’un flux de don-
nées du trafic supprimé dans la bande passante ga-
rantie.

7. Procédé de contrôle de trafic, comprenant :
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la réception, par un dispositif de commutation
de réseau de base, d’un flux de données qui est
envoyé (S301) par un dispositif de réseau et qui
comporte une étiquette de contrôle de trafic,
l’étiquette de contrôle de trafic comprenant une
étiquette de contrôle de trafic portée dans du
trafic associé au flux de données qui est sur la
bande passante garantie, et
dans lequel l’étiquette de contrôle de trafic por-
tée dans le trafic qui est sur la bande passante
garantie comprend au moins deux classes d’éti-
quettes de contrôle de trafic, et chacune des
deux classes, ou plus, identifiant des intervalles
de bande passante contiguë ; et
la suppression (S307), par le dispositif de com-
mutation de réseau de base en fonction de l’éti-
quette de contrôle de trafic, du trafic qui est sur
la bande passante garantie en supprimant par
classe en fonction de l’étiquette de contrôle de
trafic et d’un degré d’encombrement de réseau
de base le trafic qui est sur la bande passante
garantie.

8. Procédé selon la revendication 7, comprenant en
outre :
le rapport (S409), par le dispositif de commutation
de réseau de base à un centre de politique, d’un
événement de suppression (S407) du trafic qui est
sur la bande passante garantie et du degré d’encom-
brement de réseau de base, de sorte que le centre
de politique détermine (S411), en fonction de l’évé-
nement, un utilisateur dont la bande passante a be-
soin d’être réduite, l’événement comportant un iden-
tifiant d’un flux de données du trafic supprimé qui est
sur la bande passante garantie.

9. Dispositif de réseau permettant de mettre en oeuvre
un contrôle de trafic, comprenant :

une unité d’ajout d’étiquettes (601), conçue
pour : ajouter une étiquette de contrôle de trafic
au trafic qui est sur une bande passante garan-
tie, et conçue spécifiquement pour classer le tra-
fic qui est sur la bande passante garantie en au
moins deux classes, et pour ajouter séparément
une étiquette de contrôle de trafic correspon-
dante, chacune des deux classes, ou plus, iden-
tifiant des intervalles de trafic de bande passan-
te contiguë du trafic ; et
une unité d’envoi (603), conçue pour envoyer,
à un dispositif de commutation de réseau de ba-
se, un flux de données associé au trafic qui porte
l’étiquette de contrôle de trafic, de sorte que le
dispositif de commutation de réseau de base
supprime, en fonction de l’étiquette de contrôle
de trafic, le trafic qui est sur la bande passante
garantie en supprimant par classe en fonction
de l’étiquette de contrôle de trafic et d’un degré

d’encombrement de réseau de base le trafic qui
est sur la bande passante garantie.

10. Dispositif de réseau selon la revendication 9, com-
prenant en outre :
une unité de détection (605), conçue pour détecter
du trafic qui est sur la bande passante garantie qui
se trouve dans le flux de données reçu.

11. Dispositif de réseau selon l’une quelconque des re-
vendications 9 et 10, comprenant en outre :
une unité de réception, conçue pour recevoir un
message livré à partir du centre de politique, le mes-
sage étant utilisé pour donner l’instruction au dispo-
sitif de réseau de détecter le trafic dans la bande
passante garantie et le trafic qui est sur la bande
passante garantie qui se trouvent dans le flux de
données.

12. Dispositif de commutation de réseau de base per-
mettant de mettre en œuvre un contrôle de trafic,
comprenant :

une unité de réception (701), conçue pour rece-
voir un flux de données qui est envoyé par un
dispositif de réseau et qui porte une étiquette de
contrôle de trafic, l’étiquette de contrôle de trafic
comprenant une étiquette de contrôle de trafic
portée dans un trafic associé au flux de données
qui est sur la bande passante garantie, et
l’étiquette de contrôle de trafic portée dans le
trafic qui est sur la bande passante garantie
comprend au moins deux classes d’étiquettes
de contrôle de trafic, et chacune des deux clas-
ses, ou plus, identifiant des intervalles de trafic
de bande passante contiguë ; et
une unité de contrôle de trafic (703), conçue
pour supprimer, en fonction de l’étiquette de
contrôle de trafic, du trafic qui est sur la bande
passante garantie en supprimant par classe en
fonction de l’étiquette de contrôle de trafic et
d’un degré d’encombrement de réseau de base
le trafic qui est sur la bande passante garantie.
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