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(54) Keyed-build system for controlling the distribution of software

(57) A keyed-build system for controlling the distri-
bution of software. The system and method of the
present invention control distribution of software by key-
ing computer-executable programs with device identifi-
cations. Each of the computing devices of the keyed-
build system contains a device identification that is
uniquely associated with and is embedded in the device.
A computer-executable program for use in a particular
computing device is keyed with the device's unique de-
vice identification during the build process of the pro-
gram. When the computer-executable program is
launched on a computing device, the device identifica-
tion in the program is compared with the device identi-
fication embedded in the computing device. If the two
device identifications do not match, the computer-exe-
cutable program is disabled.
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Description

Background of the Invention

[0001] Protecting rights of digital content has become
increasingly difficult in this digital age. Using the Inter-
net, unauthorized copying and sharing of digital content
can be carried out with the greatest of ease. One popular
approach for protecting rights of digital content is the
use of a Digital Rights Management (DRM) system.
Conventional DRM systems typically include at least
two parties: a content provider and a rights entity. In op-
eration, the user registers with the rights entity and ob-
tains a decryption means. When the user requests dig-
ital content from the content provider, the digital content
is sent to the user as an encrypted file. The digital con-
tent in the file can be accessed after the file has been
decrypted using the decryption means.
[0002] Conventional DRM systems work well for pro-
tecting digital content that is strictly data in nature. Dig-
ital data such as music files and video files can be pro-
tected using a variety of encryption schemes. However,
encryption does not work well for protecting computer
software. Unlike data, computer programs are designed
to perform operations and often require installation. It is
not efficient to use encryption to protect a computer pro-
gram due to architectural complexity and extraneous
operation overhead associated with the required de-
cryption mechanisms. Conventional DRM systems are
even less feasible for protecting computer software de-
signed for mobile computing devices, where system re-
sources are of a premium.
[0003] An effective and efficient method for controlling
illegal distribution of computer software eludes those
skilled in the art.

Summary of the Invention

[0004] Briefly stated, the present invention is directed
to a keyed-build system for controlling the distribution
of software. The system and method of the present in-
vention control distribution of software by keying com-
puter-executable programs with device identifications.
Each of the computing devices of the keyed-build sys-
tem contains a device identification that is uniquely as-
sociated with and is embedded in the device. A compu-
ter-executable program for use in a particular computing
device is keyed with the device's unique device identifi-
cation during the build process of the program. When
the computer-executable program is launched on a
computing device, the device identification in the pro-
gram is compared with the device identification embed-
ded in the computing device. If the two device identifi-
cations do not match, the computer-executable program
is disabled.
[0005] In another aspect, the invention is directed to
a computer-readable medium encoded with a data
structure that includes a first and second data fields. The

first data field contains computer-executable instruc-
tions. The second data field is keyed with a device iden-
tification uniquely associated with a computing device.
[0006] In yet another aspect, the invention is directed
to a system for distributing software upgrades that in-
cludes a mobile computing device, a commerce server,
and an upgrade server. The mobile computing device is
uniquely identified by a device identification that is em-
bedded in the device. The commerce server is config-
ured to receive a request for a software upgrade for the
mobile computing device and to determine the device
identification from the computing device. The upgrade
server is configured to receive the device identification
from the commerce server, to build the software up-
grade keyed with the device identification, and to pro-
vide the software upgrade to the mobile computing de-
vice.
[0007] In still another aspect, the invention is directed
to a mobile computing device that includes a computer-
readable medium and a memory component. The com-
puter-readable medium is encoded with a first device
identification that is uniquely associated with the mobile
computing device. The computer-readable medium is
configured to prevent the device identification from be-
ing altered. The memory component is encoded with a
computer-executable program and some computer-ex-
ecutable instructions. The computer-executable pro-
gram is keyed with a second device identification. The
computer-executable instructions are configuring the
mobile computing device to compare the first device
identification with the second device identification and
to render the computer-executable program inoperable
if the first device identification and the second device
identification do not match.

Brief Description of the Drawings

[0008]

FIGURE 1 illustrates an exemplary mobile comput-
ing device that may be used in one exemplary em-
bodiment of the present invention.
FIGURE 2 is a schematic diagram of an exemplary
software distribution control system 200, in accord-
ance with one embodiment of the invention.
FIGURE 3 is a schematic diagram of an exemplary
software upgrade control system 300, in accord-
ance with another embodiment of the invention.
FIGURE 4 is an operational flow diagram of an ex-
emplary process 400 for authenticating a keyed
computer-executable program for use on a comput-
ing device.

Detailed Description of the Preferred Embodiment

[0009] The inventors of the present invention have de-
termined that keying a computer-executable program to
a particular computing device can effectively control the
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distribution of the program without the complexity and
computational overhead associated with encrypting the
entire program. The inventors have also appreciated
that a computer-executable program that is keyed to a
computing device will guard against unauthorized use
even after the program has been decrypted and in-
stalled. Thus, the present invention focuses on a keyed-
build system for controlling the distribution of software.
The manner in which the distribution of software is con-
trolled by the present invention is very different from
conventional methods. For example, some convention-
al methods prevent unauthorized distribution of a com-
puter-executable program by encrypting the entire file
containing the program. The encrypted file is then trans-
mitted to an intended user who has been given the prop-
er decryption means. After the file has been transmitted,
the user has to decrypt the file before installing and us-
ing the program. However, once the program has been
decrypted, the program is no longer protected from un-
authorized use. Other methods attempt to cure these
deficiencies by incorporating into the operation of a pro-
gram encryption and decryption mechanisms, which re-
quire substantial system resources.
[0010] In contrast, the present invention provides a
more effective and efficient approach. The system and
method of the present invention controls distribution of
software by keying computer-executable programs with
device identifications, each of which is uniquely associ-
ated with a particular computer device. Each computing
device is uniquely identified by a device identification.
During the build process, computer executable pro-
grams distributed in accordance with the present inven-
tion are keyed with a unique device identification asso-
ciated with a particular computing device. To use one of
these keyed computer executable programs in a com-
puting device, the device identification in the computer-
executable program is authenticated with the device
identification in the computing device. The keyed com-
puter executable programs may be configured to go
through the authentication process at any time. These
and other aspects of the invention will become apparent
after reading the following detailed description.
[0011] FIGURE 1 illustrates an exemplary mobile
computing device that may be used in one exemplary
embodiment of the present invention. With reference to
FIGURE 1, one exemplary system for implementing the
invention includes a computing device, such as mobile
computing device 100. Many different kinds of comput-
ing devices may implement this invention. These com-
puting devices include desktop computers, various mo-
bile computing devices such as personal digital assist-
ants, communication devices such as wireless phones
and portable communication devices, and the like. For
illustrative purposes, a general mobile computing de-
vice 100 will be described. A computing device that is
capable of implementing this invention may have more,
less, or different components as those shown in FIG-
URE 1.

[0012] Mobile computing device 100 may include var-
ious hardware components. In a very basic configura-
tion, mobile computing device 100 typically includes a
central processing unit 101 and system memory 104.
Depending on the exact configuration and type of com-
puting device, system memory 104 may include volatile
memory, non-volatile memory, data storage devices, or
the like. These examples of system memory 104 are all
considered computer storage media. Computer storage
media includes, but is not limited to, RAM, ROM, EEP-
ROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired
information and which can be accessed by mobile com-
puting device 100. Any such computer storage media
may be part of mobile computing device 100.
[0013] Mobile computing device 100 may contain net-
work connection 110 that allows the device to commu-
nicate with other computing devices over network 114,
such as a wireless network, local area network, wide ar-
ea network such as the Internet, and other communica-
tion networks. Network connection 110 is one example
of communication media. Communication media may
typically be embodied by computer readable instruc-
tions, data structures, program modules, or other data
in a modulated data signal, such as a carrier wave or
other transport mechanism, and includes any informa-
tion delivery media. By way of example, and not limita-
tion, communication media includes wired media such
as a wired network or direct-wired connection, and wire-
less media such as acoustic, RF, infrared and other wire-
less media. The term computer readable media as used
herein includes both storage media and communication
media.
[0014] Mobile computing device 100 may also contain
docking connection 116 that allows the device to com-
municate with docking unit 120. Docking connection 116
is another example of communication media. Docking
unit 120 is a device that provides enhanced communi-
cation capabilities and connectivity to mobile computing
device 100. Docking unit 120 may be a desktop compu-
ter, laptop computer, or any electronic device that ena-
bles mobile computing device 100 to connect to it
through a wire or wireless connection, such as USB, se-
rial, blue tooth, infrared, and the like. Docking unit 120
is typically configured to provide a communication link
between mobile computing device 100 and other com-
puting devices.
[0015] Device identification 102 is a digital identifier
embedded in mobile computing device 100 and is
uniquely associated with mobile computing device 100.
Depending on hardware configuration, device identifi-
cation 102 may be stored in a variety of locations within
mobile computing device 100. Preferably, device iden-
tification 102 is embedded in the electronics of mobile
computing device 100 in such a way that it cannot be
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altered. For example, device identification 102 may be
stored in a part of the system memory 104 that cannot
be overridden or in a hardware component separate
from system memory 104.
[0016] Software components of mobile computing de-
vice 100 are typically stored in system memory 104.
Software components include computer-executable
programs such as operating system 105 and applica-
tions 108. These computer-executable programs may
be keyed to mobile computing device 100. Each of the
keyed computer-executable programs are keyed with a
device identification that uniquely associated with a par-
ticular computing device. The device identification is
used to authenticate the computer-executable program
to ensure that the program is installed on the correct
computing device. A process for authenticating keyed
computer-executable programs will be discussed in
more detail in conjunction with FIGURE 4. Briefly stated,
in order for the keyed computer-executable program to
properly operate in a computing device, the device iden-
tification to which the computer-executable program
was keyed has to match the device identification em-
bedded in the computing device.
[0017] FIGURE 2 is a schematic diagram of an exem-
plary software distribution control system 200, in ac-
cordance with one embodiment of the invention. For il-
lustrative purposes, software distribution control system
200 is shown to include distribution handler 205 and
keyed software builder 210. However, in practice, distri-
bution handler 205 and keyed software builder 210 may
be combined into a single component.
[0018] Distribution handler 205 is a computer-execut-
able component that handles the distribution of software
for computing devices, such as computing device 220.
Distribution handler 205 is configured to process re-
quests for software for use on computing devices. For
each request for software, distribution handler 205 fa-
cilitates the distribution of the software that is keyed to
a particular computing device with a device identification
that is unique to the device.
[0019] When a request for software is received, dis-
tribution handler 205 is configured to determine a device
identification associated with the computing device in
which the software will be used. To do so, distribution
handler 205 may establish a communication link to the
computing device. Any types of wired or wireless net-
work connections that enable distribution handler 205
to obtain data from the computing device may be used
to establish the communication link. For example, dis-
tribution handler 205 may interact with the computing
device through the Internet, a LAN, a wireless commu-
nication network, and the like.
[0020] Distribution handler 205 may be configured to
use a control program to interact with a computing de-
vice. The control program enables distribution handler
205 to determine a device identification associated with
the computing device. In one embodiment, the control
program is an active control that is downloaded from dis-

tribution handler 205 to the computing device 220 and
executes in a browser environment. In another embod-
iment, the control program is downloaded to a docketing
unit to which computing device 220 is connected. The
control program's function is to discover the device iden-
tification of computing device 220 and return it to distri-
bution handler 205. Distribution handler 205 is also con-
figured to interact with keyed software builder 210 and
to provide the device identification to keyed software
builder 210.
[0021] Keyed software builder 210 is a computer-ex-
ecutable component for creating a computer-executa-
ble program that is keyed to a particular computing de-
vice. Keyed software builder 210 is configured to deter-
mine a device identification that uniquely identifies a
particular computing device. Keyed software builder
210 is also configured to key the device identification in
the computer-executable program so that the computer-
executable program is uniquely associated with the
computing device. Preferably, the device identification
is keyed in the computer-executable program in such a
way that it could not be easily altered. For example, the
device identification may be embedded in a specific lo-
cation in the binary code of the computer-executable
program.
[0022] After building a keyed computer-executable
program, keyed software builder 210 is configured to
make the program available for installation on a com-
puting device. The keyed computer-executable pro-
gram may be configured to check the device identifica-
tion associated with the computing device when the pro-
gram is launched. The keyed computer-executable pro-
gram will properly operate only if the device identifica-
tion keyed in the computer-executable program match-
es the device identification embedded in the computing
device. In another configuration, the computing device
is configured to authenticate the program using the
keyed device identification.
[0023] In operation, a request for software for com-
puting device 220 is made to distribution handler 205.
When distribution handler 205 receives the request, dis-
tribution handler 205 establishes a communication link
with computing device 220. Distribution handler 205 de-
termines a device identification from computing device
220 and validates the device identification. If the device
identification is valid, distribution handler 205 deter-
mines a computer-executable program that is appropri-
ate for mobile computing device 100. Distribution han-
dler 205 sends the device identification and information
about the requested computer-executable program to
keyed software builder 210.
[0024] When keyed software builder 210 receives the
device identification and information about the request-
ed software, keyed software builder 210 builds the com-
puter-executable program and keys the device identifi-
cation in the program during the build process. The com-
puter-executable program keyed with the device identi-
fication is then returned to computing device 220 for in-
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stallation.
[0025] FIGURE 3 is a schematic diagram of an exem-
plary software upgrade control system 300, in accord-
ance with another embodiment of the invention. Soft-
ware upgrade control system 300 enables users to pur-
chase software upgrades that are keyed to their partic-
ular computing devices. These software upgrades may
be any type of computer-executable programs. In one
embodiment, the software upgrades include a new ver-
sion of the software that is currently found on mobile
computing device 100. In one configuration, software
upgrade control system 300 includes commerce server
310 and upgrade server 315. Both servers may be com-
bined to form a single server in another configuration.
For illustrative purposes, FIGURE 3 only shows soft-
ware upgrade control system 300 interacting with a mo-
bile computing device 100 described in FIGURE 1. How-
ever, software upgrade control system 300 may interact
with any type of computing devices.
[0026] As shown in the figure, mobile computing de-
vice 100 is connected to docking unit 120. In this em-
bodiment, docking unit 120 is a personal computer that
is configured to interact with mobile computing device
100. Docking unit 120 may be configured to determine
a device identification associated with mobile computing
device 100 and to store the device identification so that
it can be provided to commerce server 310. Storing the
device identification enables a user to purchase keyed
software upgrades for mobile computing device 100
when it is not connected to docking unit 120. Docking
unit 120 is also configured to enable users to interact
with other computing devices through the Internet. For
example, using docking unit 120, a user may purchase
software upgrades for mobile computing device 100 by
interacting with commerce server 310.
[0027] Commerce server 310 may include one or
more computing devices and is configured to enable us-
ers to electronically purchase software. For example,
commerce server 310 may receive and process pur-
chase requests for software upgrades from docking unit
120. When a purchase request is received, commerce
server 310 is configured to determine a device identifi-
cation associated with the computing device on which
the requested software upgrades are to be used. Com-
merce server 310 is also configured to determine wheth-
er a device identification is valid. In one embodiment,
commerce server 310 is configured to host a webpage
with an embedded ActiveX Control. The ActiveX Control
determines the device identification from mobile com-
puting device 100. Commerce server 310 may be con-
figured to obtain the device identification from docking
unit 120.
[0028] Commerce server 310 is also configured to
handle payment transactions associated with the soft-
ware upgrade purchase by interacting with payment
system 320. For example, commerce server 310 may
enable a software upgrade purchase to be made with a
credit card. In this example, commerce server 310 may

be configured to process and confirm a credit transac-
tion by interacting with payment system 320, which may
be a server configured to provide credit card verification
and processing services. To provide a software upgrade
purchased by a user for mobile computing device 100,
commerce server 310 is configured to interact with and
provide the device identification of mobile computing de-
vice 100 to upgrade server 315.
[0029] Upgrade server 315 is configured to interact
with commerce server 310 and to key a device identifi-
cation in a software upgrade. Upgrade server 315 has
access to data for building one or more software up-
grades. Upgrade server 315 may receive information
associated with a software upgrade purchase from com-
merce server 310. The information may include a device
identification, an Internet address or email address of
the user requesting the software, and the like. Using the
information, upgrade server 315 is configured to build a
software upgrade and to key it with the device identifi-
cation. Upgrade server 315 is also configured to provide
the keyed software upgrade to the user. For example,
upgrade server 315 may send the software upgrade to
the user by email, allow the user to download the soft-
ware upgrade through the Internet, or some other similar
delivery methods.
[0030] FIGURE 4 is an operational flow diagram of an
exemplary process 400 for authenticating a keyed com-
puter-executable program for use on a computing de-
vice. Process 400 may be used by the keyed computer-
executable program to self-authenticate. Process 400
may also be used by other computer-executable pro-
grams, such as the operating system of the computing
device, to authenticate a keyed computer-executable
program. Process 400 may be performed during an op-
eration associated with an installation of the keyed com-
puter-executable program, an operation executed sub-
sequent to the installation, or an operation executed dur-
ing a boot process of the computing device.
[0031] From a start block, process 400 moves to block
405 where the device identification keyed in the compu-
ter-executable program is determined. At block 410, the
device identification embedded in the computing device
is determined.
[0032] At block 415, a determination is made whether
the keyed device identification matches the device iden-
tification embedded in the computing device. If the de-
vice identifications match, process 400 moves to block
420 where the operation is continued. Then, the process
ends.
[0033] Returning to block 415, if the device identifica-
tions do not match, process 400 moves to block 425
where the operation is aborted. The computing device
may be configured so that aborting the operation disa-
bles the computing device.
[0034] The above specification, examples and data
provide a complete description of the invention. Since
many embodiments of the invention can be made with-
out departing from the spirit and scope of the invention,
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the invention resides in the claims hereinafter append-
ed.

Claims

1. A computer-implemented method for providing a
computer-executable program comprising:

determining a first device identification; and
building the computer-executable program by:

keying the computer-executable program
with the first device identification;
configuring the computer-executable pro-
gram to determine a second device identi-
fication embedded in a computing device;
configuring the computer-executable pro-
gram to disable itself if the first device iden-
tification does not match the second device
identification.

2. The computer-implemented method of Claim 1,
wherein keying the computer-executable program
includes incorporating the device identification into
the binary code of the computer-executable pro-
gram.

3. The computer-implemented method of Claim 1,
wherein determining a first device identification fur-
ther comprising establishing a communication link
with the computing device.

4. The computer-implemented method of Claim 3,
wherein the communication link is secured.

5. A computer-implemented method for authenticat-
ing a computer-executable program by a computing
device comprising:

performing an operation associated with the
computer-executable program, the computer-
executable program having a keyed device
identification;
determining an embedded device identification
uniquely associated with the computing device;
authenticating the keyed device identification
using the embedded device identification; and
if the keyed device identification is not authen-
ticated, aborting the operation.

6. The computer-implemented method of Claim 5,
wherein the operation is associated with launching
the computer-executable program in the computing
device

7. The computer-implemented method of Claim 5,
wherein the operation is associated with booting the

computing device after the computer-executable
program has been installed.

8. The computer-implemented method of Claim 5,
wherein authenticating the keyed device identifica-
tion includes determining whether the keyed device
identification substantially matches the embedded
device identification.

9. The computer-implemented method of Claim 5,
wherein aborting the operation includes disabling
the computing device.

10. A computer-implemented method for upgrading
software in a mobile computing device comprising:

receiving a software upgrade with a keyed de-
vice identification;
performing an operation associated with the
software upgrade;
determining an embedded device identification
uniquely associated with the mobile computing
device;
comparing the keyed device identification with
the embedded device identification; and
if the keyed device identification does not
match the embedded device identification em-
bedded in the computing device, aborting the
operation.

11. The computer-implemented method of Claim 10,
wherein the software upgrade is a newer version of
the software currently in the computing device.

12. The computer-implemented method of Claim 10,
wherein the software upgrade includes a newer ver-
sion of an operating system currently executing in
the computing device.

13. The computer-implemented method of Claim 10,
wherein the operation includes launching the soft-
ware upgrade in the mobile computing device.

14. The computer-implemented method of Claim 10,
wherein the operation includes booting the mobile
computing device.

15. A computer-implemented method for distributing
software upgrade comprising:

receiving a request to upgrade software for a
mobile computing device;
establishing a communication link with the mo-
bile computing device;
retrieving a device identification uniquely asso-
ciated with the mobile computing device;
determining an appropriate software upgrade
for the mobile computing device;

9 10



EP 1 465 043 A2

7

5

10

15

20

25

30

35

40

45

50

55

building the software upgrade keyed with the
device identification; and
making the software upgrade available for in-
stallation in the computing device.

16. The computer-implemented method of Claim 15,
wherein establishing the communication link with
the mobile computing device is performed through
a docking unit.

17. The computer-implemented method of Claim 15,
wherein establishing the communication link is per-
formed using an active control program.

18. The computer-implemented method of Claim 17,
wherein the control program is Active X Control.

19. The computer-implemented method of Claim 15,
establishing the communication link with the mobile
computing device is performed through a wireless
network.

20. The computer-implemented method of Claim 15,
wherein determining an appropriate software up-
grade is performed using the device identification.

21. The computer-implemented method of Claim 15,
further comprising:

receiving payment information associated with
the request to upgrade software; and
processing payment transaction by interacting
with a payment system.

22. A computer-readable medium encoded with a com-
puter-executable component configured to deter-
mine a device identification uniquely associated a
computing device, to build a computer-executable
program keyed with the device identification, and to
provide the computer-executable program to a
computing device.

23. The computer-readable medium of Claim 22,
wherein the computer-executable component is fur-
ther configured to establish a secured communica-
tion link with the computing device.

24. The computer-readable medium of Claim 22,
wherein the computer-executable component is fur-
ther configured to determine which computer-exe-
cutable program to build based on the device iden-
tification.

25. The computer-readable medium of Claim 22,
wherein the computer-executable component is fur-
ther configured to validate the device identification.

26. A computer-readable medium encoded with a data

structure comprising:

a first data field having computer-executable in-
structions; and
a second data field keyed with a device identi-
fication uniquely associated with a computing
device.

27. The computer-readable medium encoded of Claim
26, wherein the second data field incorporated into
the first data field.

28. The computer-readable medium encoded of Claim
26, wherein the first data field includes computer-
executable instructions for authenticating the de-
vice identification.

29. The computer-readable medium encoded of Claim
28, wherein the first data field includes computer-
executable instructions for disabling the computing
device if the device identification is not authenticat-
ed.

30. The computer-readable medium encoded of Claim
26, wherein the data structure is encrypted.

31. A system for distributing software upgrades com-
prising:

a mobile computing device uniquely identified
by a device identification, the device identifica-
tion being embedded in the mobile computing
device;
a commerce server configured to receive a re-
quest for a software upgrade for the mobile
computing device and to determine the device
identification from the computing device; and
an upgrade server configured to receive the de-
vice identification from the commerce server, to
build the software upgrade keyed with the de-
vice identification, and to provide the software
upgrade to the mobile computing device.

32. The system of Claim 31, further comprising a dock-
ing unit detachably and electronically connected to
the mobile computing device, the docking unit being
configured to issue the request for software up-
grade to the commerce server.

33. The system of Claim 31, wherein the docking unit
is further configured to provide the device identifi-
cation to the commerce server when the mobile
computing device is not connected to the docking
unit.

34. The system of Claim 31, wherein the commerce
server is configured to connected to the mobile
computing device through a wireless network.
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35. The system of Claim 31, wherein the commerce
server is configured to connected to the mobile
computing device using a control program.

36. The system of Claim 31, wherein the control pro-
gram is Active X Control.

37. The system of Claim 31, wherein the commerce
server is configured to process a payment transac-
tion associated with the request for the software up-
grade.

38. The system of Claim 31, wherein the upgrade serv-
er is further configured to encrypt the keyed soft-
ware upgrade.

39. A mobile computing device comprising:

a computer-readable medium encoded with a
first device identification uniquely associated
with the mobile computing device, the compu-
ter-readable medium being configured to pre-
vent the device identification from being al-
tered; and
a memory component encoded with:

a computer-executable program keyed
with a second device identification; and
computer-executable instructions config-
uring the mobile computing device to com-
pare the first device identification with the
second device identification and to render
the computer-executable program inoper-
able if the first device identification and the
second device identification do not match.

40. The mobile computing device of Claim 39, wherein
the memory component contains the computer-
readable medium.

41. The mobile computing device of Claim 39, wherein
a computer-executable program contains the com-
puter-executable instructions.

42. The mobile computing device of Claim 39, wherein
the computer-executable instructions is further con-
figuring the mobile computing device to disable it-
self if the first device identification and the second
device identification do not match.
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