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0   Distribution  of  communications  connections  over  multiple  service  access  points  in  a 
communications  network. 
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0   A  communications  control  system  for  distributing 
execution  of  communication  connections  among  the 
service  access  points  of  a  local  multiprocessor  com- 
puter  system  and  remote  computer  systems  inter- 
connected  by  a  communications  network.  A  load 
balancing  module  includes  a  local  user  list  for  stor- 
ing  the  number  of  communication  connections  being 
executed  by  each  local  service  access  point  and  a 
remote  user  list  for  storing  the  number  of  commu- 
nication  connections  between  each  local  service  ac- 
cess  point  in  the  local  computer  system  and  each 
remote  service  access  point.  The  load  balancing 
module  responds  to  a  request  gater  by  scanning  the 
local  user  list  and  the  remote  user  list  to  select  a 
local  service  access  point  and  a  remote  service 
access  point  forming  a  communications  path  be- 
tween  the  local  user  and  the  remote  user  presently 
executing  the  lowest  number  of  communications 
connections,  and  constructs  a  path  response  gater 
containing  an  identification  of  the  selected  local  ser- 
vice  access  point,  and  an  identification  of  the  se- 
lected  remote  service  access  point. 
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FIELD  OF  THE  INVENTION 

The  present  invention  relates  to  the  manage- 
ment  of  a  communications  network  and,  more  par- 
ticularly,  to  a  communications  control  system  for 
distributing  communications  over  multiple  local  and 
remote  service  access  points  in  a  communications 
network. 

BACKGROUND  OF  THE  INVENTION 

Many  contemporary  computer  systems  are 
comprised  of  a  number  of  processing  systems, 
each  having  a  plurality  of  central  processing  units 
among  which  the  tasks  to  be  performed  by  the 
system  are  divided,  and  wherein  the  processing 
systems  are  interconnected  through  a  communica- 
tions  network  for  communication  of  information 
among  the  users  of  the  systems. 

A  recurring  problem  in  such  systems  in  the 
management  of  the  communications  tasks,  both 
within  a  given  processing  system  and  between  the 
processing  systems,  as  all  communications  oper- 
ations  carry  with  them  an  overhead  burden  result- 
ing  from  the  need  to  administer,  control  and  keep 
track  of  communications  resources  and  commu- 
nications  operations,  as  well  as  the  system  proces- 
sor  time  and  resources  required  to  execute  the 
actual  communications  operations.  Yet  another 
problem,  which  is  related  in  part  to  the  first  prob- 
lem,  is  the  need  to  make  the  optimum  use  of  the 
communications  resources  of  the  systems  and  of 

the  communications  network  connecting  the  sys- 
tems  as  it  frequently  occurs  that  communications 
to  and  from  one  user  or  processing  system,  or 
between  computer  systems  through  a  given  path  of 

5  the  communications  network  will  become  saturated, 
thereby  limiting  the  communications  operations, 
while  other  communications  resources  are  lightly 
loaded. 

One  approach  taken  to  this  problem  has  been 
io  to  assign  communications  resources  and  connec- 

tions  to  each  system  processing  unit  and  to  have 
each  system  processing  unit  administer,  control 
and  execute  its  own  communications  operations. 
This  approach,  however,  has  the  disadvantage  that 

75  a  single  user  of  a  processing  unit  with  extensive 
communications  needs  may  effectively  monopolize 
all  of  the  processing  unit's  capacity. 

Another  approach  has  been  to  assign  the  ad- 
ministration  and  control,  and  often  the  execution,  of 

20  all  communications  operations  in  a  processing  sys- 
tem  to  a  single  processing  unit.  This  approach, 
however,  has  similar  problems  in  that  the  commu- 
nications  needs  of  all  or  some  of  the  user  of  the 
processing  system  may  exceed  the  capacity  of  the 

25  single  processing  unit  while,  at  other  times,  the 
processing  unit  may  relatively  idle  but  unavailable 
for  other  processing  tasks.  This  approach  has  also 
been  used  to  handle  the  administrative  and  control 
tasks  for  the  communications  network,  that  is,  as- 

30  signing  the  task  of  total  network  administration  and 
control  to  a  single  processing  system  in  the  net- 
work,  but  has  the  same  disadvantages  as  are  found 
with  this  approach  within  a  single  system. 

Yet  another  approach  has  been  to  distribute  all 
35  communications  administration,  control  and  execu- 

tion  tasks  among  all  of  the  systems  in  the  network 
and,  in  its  most  extreme  form,  among  all  of  the 
processing  units  of  all  of  the  systems.  This  ap- 
proach  has  the  problem  that  a  complete  copy  of  all 

40  the  communications  administration  and  control  pro- 
grams  and  the  relates  administrative  data  struc- 
tures  of  the  entire  network  must  reside  in  and  be 
executed  by  each  system,  and  often  each  proces- 
sor  in  each  system.  This  in  turn  imposes  a  very 

45  substantial  overhead  burden  on  the  system  proces- 
sors,  both  to  store  and  execute  the  programs  and 
data  structures. 

The  present  invention  provides  a  solution  to 
these  and  other  problems  of  the  prior  art  and,  in 

50  particular,  to  the  problem  of  distributing  the  burden 
of  execution  of  the  actual  communications  over 
multiple  local  and  remote  service  access  points  or 
the  system  processor  units  connected  in  a  commu- 
nications  network. 
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SUMMARY  OF  THE  INVENTION 

A  communications  control  system  for  distribut- 
ing  execution  of  communication  connections 
among  the  service  access  points  of  a  local  com- 
puter  system  and  remote  computer  systems  inter- 
connected  by  a  communications  network.  Each 
computer  system  includes  a  number  of  central 
processing  units,  at  least  one  user  of  the  commu- 
nications  network  executing  on  one  of  the  central 
processing  units,  and  a  number  of  communications 
service  access  points,  wherein  each  service  access 
point  includes  at  least  one  communication  control- 
ler  having  at  least  one  network  device  connected  to 
the  communications  network. 

The  communications  control  system  includes, 
in  each  computer  system,  a  user  generating  a 
request  for  a  communication  operation  with  another 
computer  system,  a  driver  interface  service  module 
having  an  active  invocation  in  a  single  central  pro- 
cessing  unit  of  the  system,  and  a  gate  layer  server 
that  is  responds  to  each  request  for  a  communica- 
tion  operation  by  constructing  a  corresponding  path 
request  gater,  wherein  each  path  request  gater 
contains  an  identification  of  a  local  user  requesting 
a  connection  to  a  remote  user  on  another  computer 
system,  and  an  identification  of  the  remote  user. 

A  load  balancing  module  includes  a  local  user 
list,  for  storing  the  number  of  communications  con- 
nections  being  executed  by  each  local  service  ac- 
cess  point,  and  a  remote  user  list  for  storing  the 
number  of  communication  connections  between 
each  local  service  access  point  in  the  local  com- 
puter  system  and  each  remote  service  access 
point  in  each  remote  system  connected  into  the 
communications  network  with  the  local  computer 
system.  The  load  balancing  module  responds  to  a 
request  gater  by  scanning  the  local  user  list  means 
and  the  remote  user  list  means  to  select  a  local 
service  access  point  and  a  remote  service  access 
point  forming  a  communications  path  between  the 
local  user  and  the  remote  user  presently  executing 
the  lowest  number  of  communications  connections, 
and  constructing  a  path  response  gater  containing 
an  identification  of  the  selected  local  service  ac- 
cess  point,  and  an  identification  of  the  selected 
remote  service  access  point. 

The  gate  layer  service  module  then  being  re- 
sponds  to  the  path  response  gater  by  writing  the 
identifications  of  the  selected  local  and  remote 
service  access  points  into  a  control  block  and 
providing  the  control  block  to  the  local  communica- 
tions  controller  in  which  the  selected  local  service 
access  point  resides,  and  the  local  communications 
controller  responds  to  the  control  block  by  directing 
the  network  device  of  the  selected  local  service 
access  point  to  execute  the  communication  con- 
nection. 

DESCRIPTION  OF  THE  DRAWINGS 

The  foregoing  and  other  objects,  features  and 
advantages  of  the  present  invention  will  be  appar- 

5  ent  from  the  following  description  of  the  invention 
and  embodiments  thereof,  as  illustrated  in  the  ac- 
companying  figures,  wherein: 

Fig.  1  is  a  block  diagram  of  a  system  incorporat- 
ing  a  local  area  communications  network  and 

io  the  local  area  communications  control  system  of 
the  present  invention; 
Fig.  2  is  a  block  diagram  of  a  multi-processor 
system  incorporating  the  local  area  communica- 
tions  control  system  of  the  present  invention; 

is  Fig.  3  is  a  diagrammatic  representation  of  data 
structures  used  in  distributing  local  area  com- 
munication  network  connections  over  the  pro- 
cessors  of  a  multi-processor  system; 
Fig.  4  is  a  flow  diagram  illustrating  the  distribu- 

20  tion  of  local  area  communication  network  con- 
nections  over  the  processors  of  a  multi-proces- 
sor  system; 
Fig.  5  is  a  diagrammatic  representation  of  a 
multiple  queue  system  for  managing  the  queu- 

25  ing  of  communications  operations  over  the  pro- 
cessors  of  a  multi-processor  system; 
Fig.  6  is  a  general  diagram  for  the  distribution  of 
local  area  communications  connections  over  lo- 
cal  and  remote  service  access  points  of  local 

30  and  remote  systems; 
Fig.  7  is  a  diagrammatic  representation  of  local 
service  access  point  data  structures  used  in  the 
distribution  of  local  area  communications  con- 
nections  over  local  and  remote  service  access 

35  points  of  local  and  remote  systems; 
Fig.  8  is  a  diagramatic  representation  of  remote 
servise  access  point  data  structures  used  in  the 
distribution  of  local  area  communications  con- 
nections  over  local  and  remote  service  access 

40  points  of  local  and  remote  systems;  and, 
Fig.  9  is  a  flow  diagram  representing  the  dis- 
tribution  of  local  area  communications  connec- 
tions  over  local  and  remote  service  access 
points  of  local  and  remote  systems. 

45 
DESCRIPTION  OF  A  PREFERRED  EMBODIMENT 

A.  General  Description  Of  A  System  Incor- 
porating  The  Local  Area  Control  System  (Fig. 

50  1) 

Referring  to  Fig.  1,  therein  is  shown  a  diagram- 
matic  representation  of  a  System  10  incorporating 
the  Local  Area  Control  Systems  (LACS)  of  the 

55  present  invention.  As  shown,  System  10  includes  a 
number  of  Computer  Systems  (CSs)12,  illustrated 
as  CS  12A,  CS  12B  and  CS  12C,  wherein  each  CS 
12  includes  a  Central  Processing  System  (CPS)  14, 
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represented  herein  respectively  as  CPSs  14A,  14B 
and  14C,  and  one  or  more  Local  Area  Controllers 
(LACs)  16,  which  are  interconnected  for  local  area 
network  (LAN)  communications  between  the  CSs 
12.  As  will  be  described  below,  each  CPS  14  may 
be  comprised  of  one  or  more  central  processing 
units,  a  memory  and  system  buses. 

B.  Description  Of  The  Local  Area  Control  Sys- 
tem  (Fig.  2) 

Referring  to  Fig.  2,  therein  is  shown  a  diagram- 
matic  representation  of  a  Computer  Processing 
System  (CPS)  14  incorporating  the  LACS  of  the 
present  invention.  As  illustrated,  each  CPS  14  may 
be  comprised  of  multiple  central  processing  units 
(CPUs),  with  the  CPS  14  illustrated  in  Fig.  2  being 
represented  generally  as  including  CPUs  18a 
through  18n,  with  a  memory,  indicated  as  Memory 
Space  20  space,  accessible  to  all  CPUs  18  and  a 
System  Bus  22  interconnecting  connecting  CPUs 
18,  Memory  Space  20  and  a  number  of  Local  Area 
Controllers  (LACs)  16,  each  of  which  may  have 
control  of  one  or  more  Network  Communications 
Devices  (NCDs)  24. 

For  purposes  of  clarity,  the  following  will  not 
show  or  discuss  all  of  the  details  of  the  structure 
and  operation  of  a  computer  system  such  as  a 
CPS  14  or  a  LAC  16  as  such  are  well  known  and 
understood  by  those  of  ordinary  skill  in  the  art.  In 
addition,  reference  may  be  made  to  the  previously 
referenced  related  patents  and  patent  applications, 
which  are  incorporated  herein  by  reference  and 
which  provide  more  detailed  descriptions  of  CPSs 
14  and  LACs  16  similar  to  those  illustrated  herein. 
The  following  will  instead  concentrate  on  the  spe- 
cific  aspects  of  the  structure  and  operation,  of  a 
Local  Area  Control  System  of  the  present  invention 
which  are  of  interest  to  one  of  ordinary  skill  in  the 
art  for  an  understanding  of  the  present  invention. 
Each  CPU  18  and  the  Memory  Space  20  asso- 
ciated  with  the  CPUs  18  are  thereby  represented  in 
terms  of  the  LACS  related  programs  and  routines 
being  executed  or  stored  therein,  and  which  will  be 
discussed  in  detail  herein  below. 

As  has  been  described,  the  purpose  of  the 
present  invention  is  to  distribute  the  burden  of  local 
area  communications  between  computer  systems 
of  between  one  or  more  computer  systems  and 
other  systems  among  the  central  processing  units 
of  a  computer  system,  rather  than  requiring  a  sin- 
gle  central  processing  unit  or  a  subset  of  the 
central  processing  units  to  handle  all  local  area 
communications.  Such  communications  are  illus- 
trated  in  part  in  Fig.  2  by  three  examples  of  com- 
munications  facilities  running  on  a  system  which 

'Oracle  is  a  trademark  of  Oracle  Corporation. 

may  make  use  of  local  area  communications.  Two 
of  these  communications  facilities  are  of  a  type 
referred  to  as  "connection  oriented"  and 
"connectionless".  They  are  represented  as  an 

5  Input/Output  Request  Block  (IORB)  User  26,  such 
as  a  One  Server  facility  available  from  Bull  HN 
Information  Systems  Inc.  of  Billerica,  Massachu- 
setts,  a  Link  LAYER  (LL)  IORB  User  28.  The  users 
are  usually  permanently  associated  with  a  single 

io  CPU  18  which  performs  all  communications  related 
operations  for  the  user.  This  relationship  is  in- 
dicated  in  Fig.  2,  wherein  IORB  User  26  and  IORB 
User  28  are  each  shown  as  associated  with  and 
executing  on,  respectively,  CPU  18a  and  CPU  18b. 

is  The  third  example  is  of  a  "connection  oriented" 
service  (CO)  User  30,  wherein  delivery  of  data  is 
guaranteed,  by  notice  of  error  or  disconnection,  if 
necessary,  wherein  the  system  accordingly  main- 
tains  status  and  context  for  each  data  transfer 

20  operation,  and  wherein  the  user  may  request  a 
transfer  of  data  to  or  from  a  specific  remote  system 
or  device.  Examples  of  such  could  include  Network 
Terminal  Driver  (NTD),  the  Oracle1system,  and  In- 
ternational  Standards  Organization  (ISO)  and  Dis- 

25  tributed  Systems  Architecture  (DSA)  sessions. 
CO  User  30  type  communications  service  are 

of  particular  interest  to  the  present  invention  be- 
cause  of  the  requirement  to  maintain  context  for 
each  communication  operation.  It  should  be  noted 

30  that  while  CO  Users  30  are  illustrated  as  executing 
on  CPU  18b  and  on  CPU  18n,  a  CO  User  30  may 
be  executing  on  any  or  all  of  the  CPUs  18  of  a 
CPS  14  with  no  change  in  the  operation  of  the 
present  invention.  The  present  invention  in  fact 

35  anticipates  that  there  will  be  CO  Users  30  execut- 
ing  on  more  than  one  CPU  18  of  the  CPS  14. 

It  will  be  noted  from  an  examination  of  Fig.  2 
that  certain  portions  of  The  Local  Area  Control 
System  of  the  present  invention  provides  services 

40  to  both  connectionless  LACS  users  such  as  IORB 
User  28  and  connection  oriented  LACS  users  such 
as  CO  User  30,  and  that  there  are  certain  similarit- 
ies  between  these  users.  For  example,  IORB  User 
26  communicates  with  a  Layer  Driver  Interface 

45  Services  (LDIS)  32  module  by  generating  a  Re- 
quest  36  containing  information  pertaining  to  the 
request,  while  LDIS  32  in  turn  communicates  with  a 
Layer  Transport  (LXPT)  34  module,  which  in  turn 
communicates  with  a  Layer  Driver  Services  (LDS) 

50  38  module  of  the  LACS  of  the  present  invention. 
LDIS  32  is  effectively  a  router  program  which  re- 
ceives  communications  Requests  34  from  IORB 
User  26,  determines  the  appropriate  communica- 
tions  layer  to  handle  the  Request  36  and  sends  the 

55  Request  36  to  LXPT  34.  LXPT  34  in  turn  constructs 
a  Local  Area  Control  Block  (LCB)  40  from  the 

4 
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Request  36. 
As  represented  in  Fig.  2A,  each  LCB  40  con- 

tains,  among  other  things,  a  User  Identification  con- 
taining  information  identifying  the  User  26  or  30 
which  originated  the  corresponding  request,  a  CPU 
Identification  (CPUID)  40b  field  containing  an  iden- 
tification  of  the  CPU  18  assigned  to  "handle"  the 
LCB  40,  that  is,  the  Request  36,  and  a  LCB  Iden- 
tification  (LCBID)  40c  field  contains  a  unique  con- 
nection  identifier  which  is  used  to  identify  the  LCB 
40  and  corresponding  Request  36  by  the  connec- 
tion  manager  facilities  of  the  LACS.  A  LCB  40  will 
also  contain  one  or  more  Communication  Data  (CD) 
40d  fields  for  storing  information  regarding  the  re- 
quested  communication  operation. 

LDS  38  then  routes  the  LCB  40  of  the  Request 
36  to  the  appropriate  LAC  16  to  be  executed.  It 
should  be  noted  that,  as  described,  the  CPU  18 
which  is  to  handle  connectionless  communications 
services  is  typically  the  CPU  18  upon  which  the 
connectionless  user  is  running. 

Responses  to  connectionless  communication 
requests  originated  from  a  remote  system  or  de- 
vice  follow  the  same  path,  but  in  reverse.  That  is, 
the  response  or  incoming  Request  36  is  received 
in  a  LAC  16  and  sent  up,  in  the  form  of  an  LCB  40, 
to  the  IH  54  running  on  the  CPU  18  associated  with 
the  connectionless  user,  which  in  turn  sends  the 
response  or  incoming  Request  36  up  to  the  IORB 
User  28  through  LLLS  39  and  LDIS  32. 

LL  IORB  User  26  is  provided  with  a  similar 
structure  and  operates  in  a  similar  manner,  except 
that  the  functions  of  LLLS  39  are  performed  by  a 
Layer  Transport  Link  LXPT  34  module. 

It  should  be  noted  that  the  above  discussions 
have  referred  to  "levels"  and  "layers"  and,  in  this 
regard,  it  should  be  noted  that  a  CPS  14  of  the 
present  invention,  as  is  found  in  most  computer 
systems,  assigns  priority  levels  to  the  various  types 
of  operations  performed  by  the  system.  These 
"levels"  generally  define  the  priority  of  execution  of 
various  tasks,  that  is,  a  task  of  a  higher  priority 
level  will  be  executed  before  a  task  of  a  lower 
priority  level,  and  often  involve  the  security  facili- 
ties  of  the  system,  wherein  a  process  executing  on 
one  "level"  may  or  may  not  access  a  process  or 
data  executing  or  resident  on  another  "level",  de- 
pending  on  the  respective  levels  and  the  reasons 
for  access  to  another  level.  The  various  commu- 
nications  facilities  of  a  system  are  often  assigned 
to  levels,  or  layers,  in  a  similar  manner  and  for 
similar  purposes. 

Next  considering  connection  oriented  users 
such  as  CO  Users  30,  the  following  will  first  dis- 
cuss  the  operation  of  the  LACS  of  the  present 
invention  at  an  overview  level,  and  then  will  discuss 
the  operation  of  the  LACS  of  the  present  invention 
with  particular  respect  to  the  features  which  allow 

the  handling  of  connection  oriented  communica- 
tions  to  be  distributed  among  the  CPUs  18  of  the 
system. 

At  this  point  the  difference  between 
5  "connections"  and  "communications  operations" 

should  be  noted  for  purposes  of  clarity  in  the 
following  discussions.  A  "connection"  is  a  commu- 
nication  path  established  between  two  or  more  CO 
Users  30  through  a  LACS  NCD  24.  A 

io  "communication  operation",  or  data  transfer,  is  a 
specific  instance  of  an  exchange  of  data  between 
the  CO  Users  30  and  has  associated  with  it  an  LCB 
40  which,  as  described,  is  used  to  identify  and 
define  the  data  transfer  and  a  CPU  18  which  has 

is  been  assigned  to  handle  the  communication  opera- 
tion.  A  given  connection  may  be  used  in  one  or 
more  communications  operations  and  therefore 
may  have  associated  with  it,  at  any  time,  one  or 
more  corresponding  LCB  40s,  one  for  each  com- 

20  munication  operation  being  executed  through  the 
connection. 

First  considering  "outgoing"  communication 
gate  Requests  37,  as  indicated  in  Fig,  2,  a  Gater 
Request  37  for  a  communication  operation  with  a 

25  connection  oriented  remote  system  or  device,  by  a 
CO  User  30,  is  handled  by  a  Gate  Driver  Interface 
Services  (GDIS)  48  awoken  as  a  result  of  the 
Request  37.  GDIS  48  sends  the  Gater  Request  37 
to  the  Gate  Layer  Services  (GLS)  50,  which,  as 

30  described  more  fully  below,  uses  LACS  Data  Struc- 
tures  (LACDS)  52  to  determine  which  of  the  CPUs 
18  is  to  handle  the  connection  through  which  the 
communication  operation  is  to  be  executed,  enters 
the  CPU  18  identification  and  a  unique  connection 

35  identifier  into  the  LCB  40,  and  passes  the  LCB  40 
to  the  LDS  38  on  the  CPU  18  in  which  the  GLS  50 
is  executing.  The  LDS  38  then  passes  the  LCB  40 
to  that  LAC  16. 

In  addition  to  a  number  of  routines  for  perform- 
40  ing  LDS  operations,  an  LDS  38  includes  an  Inter- 

rupt  Handler  (IH)  54  which  is  responsive  to  inter- 
rupts  generated  by  a  LAC  16  as  a  result  of  an 
incoming  communication  received  by  a  LAC  16,  for 
example,  as  a  result  of  a  Gater  Request  37  gen- 

45  erated  by  a  CO  User  30.  IH  54  in  turn  will  use  the 
information  in  the  LCB  40  provided  to  determine 
which  CPU  18  has  been  assigned  to  handle  the 
particular  corresponding  communication,  and  will 
awake  the  IDS  38  in  that  CPU  18  to  handle  the 

50  incoming  reply.  The  LDS  38  will  then  pass  the 
incoming  reply  back  up  through  the  GLS  50  and 
GDIS  48  executing  in  the  CPU  18. 

"Incoming"  requests  from  remote  systems  of 
devices  are  handled  in  a  somewhat  similar  manner 

55  to  "outgoing"  Gater  Requests  37,  except  that,  upon 
system  initialization,  GLS  50  will  generate  a  Ser- 
vice  Access  Point  (SAP)  Event  LCB  40,  which  is 
essentially  a  "request"  to  "listen"  for  incoming 

5 
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communications  on  a  SAP,  on  behalf  of  each  User 
30  to  every  SAP  used  the  by  User  30.  The  SAP 
Event  LCB  40  is  sent  to  the  LAC  16  to  which  the 
SAP  is  assigned. 

Thereafter,  and  upon  receiving  an  incoming 
communication  request  from  a  remote  system  or 
device,  the  LAC  16  receiving  the  request  will  gen- 
erate  a  corresponding  interrupt  to  the  IDS  38's  IH 
54,  which  in  turn  passes  the  LCB  40  to  the  GLS  50. 
GLS  50  will  access  the  LACS  data  structures 
)LACDS)  52  to  determine  which  CPU  18  is  to  be 
assigned  to  handle  all  incoming  requests  for  this 
new  connection.  Thereafter,  the  communications 
operations  for  this  connection  will  use  the  assigned 
CPU  18  and  the  LAC  16.  The  GLS  50  will  generate 
a  new  SAP  Event  LCB  40  to  replace  the  SAP  Event 
LCB  40  which  is  "responded  to"  by  the  incoming 
request. 

It  has  been  stated  above  that  a  primary  pur- 
pose  of  the  LACS  of  the  present  invention  is  to 
distribute  the  handling  of  connection  oriented  com- 
munications  operations  among  the  central  process- 
ing  units  of  the  computer  system.  For  this  reason, 
certain  of  the  elements  associated  with  connection 
oriented  communications,  as  described  just  above, 
effectively  "float"  among  the  CPUs  18  of  CPS  14. 
In  particular,  GDIS  48  and  GLS  50  is  spawned  as  a 
single,  Memory  Space  20  resident  task  and  is 
attached  to  a  level  at  system  initialization.  Also, 
LDS  38  will  be  spawned  on  every  active  CPU  18  of 
CPS  14  to  handle  communications  operations  for 
connections. 

Because  GDIS  is  to  float  among  the  CPUs  18 
of  the  CPS  14,  communication  between  a  Connec- 
tion  Oriented  (CO)  User  30  and  GDIS  48  is  through 
the  System  Task  Manager  (TM)  56.  For  example,  if 
a  Gater  Request  37  for  LAN  Service  is  from  a  CO 
User  30,  CO  User  30  issues  the  Gater  Request  36 
to  GM  46,  which  invokes  GDIS  48  through  TM  56 
on  a  CPU  18  selected  by  TM  56,  and  the  CPU  18 
on  which  the  invocation  of  GDIS  48  occurs  may  or 
may  not  be  the  same  CPU  18  that  CO  User  30  and 
GM  46  are  running  on. 

All  CO  User  30  outgoing  Gater  Requests  37 
will  be  handled  on  the  CPU  18  that  GDIS  48  is 
currently  running  on  and  a  current  invocation  of 
GDIS  48  will  remain  active  on  a  given  CPU  18  so 
long  as  there  are  CO  User  30  Gater  Requests  37 
queued  to  be  handled  by  the  invocation  of  GDIS 
48.  When  there  are  no  more  CO  User  30  Gater 
Requests  37  to  be  processes,  that  invocation  of 
GDIS  48  will  be  "put  to  sleep",  that  is,  become 
inactive,  to  "wake  up",  or  become  active,  on  a 
potentially  different  CPU  18  at  the  next  occurrence 
of  a  CO  User  30  Gater  Request  37  for  LAN  ser- 
vices. 

In  the  event  of  an  incoming  request  for  LAN 
services  from  a  remote  system  or  device,  the  SAP 

Event  LCB  40  will,  as  described  above,  return  on 
the  CPU  18  which  originally  issued  the  SAP  Event 
LCB  40  and  the  IH  54  of  the  LDS  38  running  on 
that  CPU  18  will  invoke  a  GLS  50  routine,  de- 

5  scribed  below,  to  determine  to  which  CPU  18  the 
new  connection  should  be  assigned.  GLS  50  will 
access  the  LACDS  52  data  structures  to  determine 
the  CPU  18  to  handle  the  connection,  All  future 
operations  with  regard  to  that  connection  will  there- 

io  after  be  handled  by  the  assigned  CPU  18. 

C.  LACS  Load  Balancing  (Figs.  3  and  4) 

The  operation  of  the  LACS  of  the  present  in- 
15  vention  with  regard  to  the  distribution  of  the  burden 

of  local  area  communications  between  computer 
systems  and  the  management  of  local  area  com- 
munications  by  the  processors  of  a  system  is  fur- 
ther  illustrated  in  Figs.  3  and  4,  which  represent 

20  data  structures  created  and  used  by  the  LACS  and 
CPS  14  in  distributing  the  communications  load 
over  the  CPUs  18  of  CPS  14. 

1.  LACS  Load  Balancing  Data  Structures  (Fig. 
25  3) 

Fig.  3  is  diagrammatic  representation  of  a  set 
of  data  structures  which  are  globally  accessible  to 
the  IDSs  38  and  IHs  54  running  in  the  CPUs  18  of 

30  the  CPS  14,  and  to  the  invocation  of  GM  46  run- 
ning  in  one  of  the  CPUs  18  of  the  CPS  14,  and 
which  are  used  in  balancing  the  communications 
load  among  the  CPUs  18  of  the  CPS  14.  The  data 
structures  represented  in  Fig.  3  are  used  to  store 

35  and  manage  information  identifying  the  resources 
available  for  local  area  communications,  the  user  of 
local  area  communications,  the  assignment  of  con- 
nections  to  the  CPUs  18  of  CPS  14,  and  the 
currently  active  connections. 

40  As  indicated  in  Fig.  3,  the  system  comprised  of 
CPUs  18  and  Memory  Space  20  maintains,  in 
Memory  Space  20,  a  System  Control  Block  (SCB) 
58  which  contains  a  variety  of  information  concern- 
ing  the  resources  of  CPS  14  and  the  status  and 

45  state  of  operation  of  the  various  elements  and 
resources  of  CPS  14.  Included  in  this  system  in- 
formation  in  System  Control  Block  58  is  a  field 
containing  a  LACS  Controller  Directory  Pointer 
(LCDP)  60  which  points  to,  that  is,  identifies  the 

50  location  in  Memory  Space  20,  of  a  Controller  Direc- 
tory  (CD)  62. 

Controller  Directory  62  contains  a  set  of  Con- 
troller  Directory-Connection  Count  Field  (CD-CCs) 
64,  identified  in  Fig.  3  as  CD-CC  64a  through  64n. 

55  Each  CD-CC  64  corresponds  to  one  of  CPUs  18a 
through  18n  of  the  CPS  14  and  stores  the  number 
of  connections  currently  being  served,  or  handled, 
by  the  corresponding  CPU  18. 

6 



11 EP  0  568  002  A2 12 

Controller  Directory  62  further  includes  one  or 
more  fields  for  storing  a  Controller  Directory-User 
Directory  Pointer  (CD-UDPs)  66  for  each  type  of 
CD  User  30,  such  as  an  NTD  User,  using  local  area 
communications  in  CPS  14.  CD-UDP  66  in  turn 
points  to  the  location  in  Memory  Space  20  of  a 
corresponding  User  Directory  (UD)  68,  which  in 
turn  leads  to  further  information  regarding  that  par- 
ticular  CO  User  30  type,  including  information  re- 
garding  the  connections  currently  being  used  by 
that  CO  User  30  type,  and  a  set  of  Controller 
Directory-Controller  Tables  (CD-CT)  pointers  69  to 
a  corresponding  set  of  Controller  Tables,  described 
further  below. 

Each  User  Directory  68,  as  just  described,  cor- 
responds  to  a  given  type  of  CO  User  30  and 
contains  a  number  of  fields  for  storing  User-Re- 
source  Control  Table  Points  (U-RCTs)  70.  Each  U- 
RCT  70  in  turn  points  to  the  location  in  Memory 
Space  20  of  a  Resource  Control  Table  (RCT)  72 
corresponding  to  that  particular  LAC  16.  In  this 
regard,  CPS  14  maintains,  in  Memory  Space  20,  a 
set  of  system  data  structures  which  include  a  Net- 
work  Service  Access  Point  Directory  (NSAPD)  74, 
which  contains,  for  example,  information  identifying 
the  characteristics  and  possible  connections  of 
Network  Communications  Devices  (NCDs)  24  and 
the  LACS  16  controlling  the  NCDs  24. 

Each  Resource  Control  Table  72  in  turn  con- 
tains  a  field  for  each  NCD  24  controlled  by  the 
corresponding  LAC  16  and  each  field  of  the  Re- 
source  Control  Table  72  in  turn  contains  a 
Resource-Transfer  Directory  (R-TD)  Pointer  76 
which  points  to  the  location  in  Memory  Space  20  of 
Transfer  Directory  (TD)  78. 

Each  Transfer  Directory  78  is  essentially  an 
index  into  information  pertaining  to  each  connection 
and  communication  operation.  As  represented  in 
Fig.  3,  each  Transfer  Directory  78  contains  a  field 
for  each  connection  currently  being  handled  by  the 
corresponding  NCD  24.  Each  field  of  a  Transfer 
Directory  76  contains  a  Transfer  Directory-Transfer 
Table  (TD-TT)  Pointer  80  indicating  the  location  in 
Memory  Space  20  of  a  corresponding  Transfer 
Table  (TT)  82,  where  each  TT  82  corresponds  to  a 
connection  through  the  corresponding  NCD  24. 

To  reiterate  and  summarize  previous  discus- 
sions,  a  connection  is  a  communications  path  be- 
tween  two  CO  Users  30  through  an  associated 
NCD  24  and  each  NCD  24  may  be  involved  in 
more  than  one  connection.  The  relationships  be- 
tween  NCD  24s  and  connections  are  related 
through  Resource  Control  Tables  72  and  Transfer 
Table  82.  As  has  been  described,  each  Resource 
Control  Table  72  corresponds  to  a  LACS  16  and 
contains  fields  identifying  each  NCD  24  controlled 
by  that  LACS  16.  Each  network  communications 
device  identified  in  a  Resource  Control  Table  72 

will  in  turn  have  an  associated  Transfer  Table  82, 
which  in  turn  contains  a  field  for  each  connection 
established  through  that  network  communications 
device. 

5  Each  connection  through  a  given  NCD  24  may 
in  turn  be  used  in  one  or  more  communications 
operations,  so  that  each  connection  may  have  as- 
sociated  with  it,  at  any  time,  one  or  more  cor- 
responding  LCB  40s,  one  for  each  communication 

io  operation  being  executed  through  the  connection. 
Each  LCB  40  will  in  turn  have  an  associated  CPU 
18  is  assigned  to  handle  the  corresponding  com- 
munication  operation. 

As  described,  each  Transfer  Table  82  corre- 
15  sponds  to  an  active  connection,  that  is,  a  connec- 

tion  between  a  CO  User  30  of  the  CPS  14  and  a 
CO  User  30  of  another  CPS  14  through  the  NCD 
24,  and  contains  information  regarding  each  com- 
munications  operation  being  executed  through  the 

20  connection.  As  has  been  described,  each  commu- 
nication  operation  is  identified  by  a  corresponding 
LCB  40,  which  contains  information  describing  the 
communication  operation,  and  has  associated  with 
it  a  CPU  18  which  has  been  assigned  to  handle  the 

25  communication  operation. 
The  information  stored  in  a  Transfer  Table  82 

includes  a  Transfer  Table-CPU  (TT-CPU)  84  field 
for  each  communication  operation  being  executed 
through  that  connection,  wherein  the  TT-CPU  84 

30  fields  are  indexed  by  the  LCB  40  identifiers  for  the 
corresponding  operations  and  each  TT-CPU  84 
field  contains  the  identity  of  the  CPU  18  assigned 
to  handle  the  operation. 

Each  Transfer  Table  82  further  includes  a 
35  Transfer  Table-LCB  Count  (TT-LCBC)  86  field  con- 

taining  the  number  of  LCB  40s,  that  is,  the  number 
of  communications  operations,  currently  being  han- 
dled  through  the  corresponding  connection. 

Controller  Directory  62  and  Transfer  Table  82 
40  thereby  contain  all  of  the  information  necessary  to 

manage  the  distribution  of  communication  oper- 
ations  loads  between  the  CPUs  18  of  CPS  14.  As 
described,  each  CD-CC  64  of  Controller  Directory 
62  corresponds  to  one  of  CPUs  18a  through  18n  of 

45  the  CPS  14  and  stores  the  number  of  connections 
currently  being  served  by  the  corresponding  CPU 
18.  Transfer  Tables  82  in  turn  contain  information 
regarding  the  number  of  LCB  40s,  that  is,  commu- 
nications  operations,  being  served  through  each 

50  connection  and  the  identification  of  each  CPU  18 
serving  each  communication  operation  through  the 
connection. 

2.  Load  Balancing  Among  CPUs  18  (Fig.  4) 
55 

The  operation  of  the  LACS  of  the  present  in- 
vention  in  balancing  the  local  area  network  commu- 
nications  load  of  CPS  14  among  the  CPUs  18  is 

7 
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illustrated  in  the  flow  chart  shown  in  Fig.  4.  The 
following  discussion  will  follow  the  flow  chart  of  Fig. 
4,  with  the  reference  numberals  appearing  in  brack- 
ets  in  the  discussion  indicating  the  corresponding 
steps  of  operations  illustrated  in  Fig.  4. 

As  indicated  therein,  assuming  that  a  commu- 
nications  gater  Request  37  is  initiated  by  a  CO 
User  30,  the  CO  User  30  issues  a  Gater  Request 
37  to  the  GDIS  48  through  the  current  invocation  of 
GM  46,  which  interacts  with  Task  Manager  56  to 
identify  the  CPU  18  on  which  the  current  invocation 
of  GM  46  is  executing. 

As  described,  the  current  invocation  of  GDIS 
48  may  not  be  executing  on  the  same  CPU  18  as 
the  requesting  CO  User  30  and  all  "outgoing" 
Gater  Requests  37  initiated  by  a  CO  User  30  will 
be  handled  by  the  CPU  18  on  which  GDIS  48  is 
currently  executing.  So  long  as  there  are  CO  User 
30  Gater  Requests  37  queued  in  GM  46,  the  cur- 
rent  invocation  of  GDIS  48  will  remain  active  on  the 
CPU  18  on  which  it  is  currently  executing.  When 
there  are  no  more  active  requests,  GDIS  48  will 
"be  put  to  sleep"  and  will  be  invoked  again  when 
another  outgoing  or  incoming  request  becomes  ac- 
tive,  and  may  at  that  time  be  invoked  on  a  different 
CPU  18. 

GDIS  48  will  (94)  accept  the  Gater  Requests 
37.  If  the  request  is  for  an  outgoing  connection, 
GLS  50  of  the  current  invocation  of  GDIS  48  will 
assign  the  connection  to  a  CPU  18  as  described 
below,  using  the  LACS  data  structures  discussed 
above  with  respect  to  Fig.  3. 

GLS  50  will  (110)  read  CD-CCs  64  to  deter- 
mine  the  CPU  18  currently  supporting  the  least 
number  of  connections  and  use  to  handle  the  re- 
quested  communication  operation. 

If  GLS  50  found  a  CPU  18  handling  the  re- 
quested  connection,  but  the  attempt  to  establish  a 
connection  failed  for  any  reason,  the  GLS  50  will 
(116)  release  the  TT  82  and  access  (118)  the 
appropriate  CD-CC  64  field  to  connect  the  informa- 
tion  therein. 

If  the  connect  request  was  successful,  a  con- 
nect  confirm  Gater  (130)  will  be  issued  to  the  user 
and  it  would  contain  the  connection  identifier  to  be 
used  by  the  CO  User  30  for  future  requests  of  the 
connection. 

If  GLS  50  finds  an  available  CPU  18  from  the 
operations  executed  in  steps  (1  1  0)-(1  1  4),  GLS  50 
will  (134)  save  the  assigned  CPU  18  into  the  TT- 
CPU  84  and  (136)  update  the  CD-CC  64  fields 
accordingly. 

At  the  conclusion  of  the  paths  defined  by  steps 
(110)-(134)-(136),  GLS  50  will  have  determined  and 
assigned  a  CPU  18  to  manage  the  request.  GLS  50 
will  then  (138)  write  information  identifying  the  CPU 
18  which  is  to  handle  the  communication  operation, 
that  is,  the  IH  52  which  is  to  respond  to  the 

completed  request  from  the  CO  User  30  commu- 
nicated  with,  into  a  field  of  the  corresponding  LCB 
40,  this  information  being  taken  from  the  appro- 
priate  TT-CPU  84  field  of  the  Transfer  Table  82. 

5  The  LCB  40  will  then  (142)  be  communicated  to 
the  LAC  16  controlling  the  assigned  NCD  24. 

In  the  event  of  an  inbound  request  the  re- 
sponse  of  the  LACS  to  the  inbound  request  will 
depend,  in  part,  upon  whether  the  request  is  a 

io  response  from  another  CO  User  30  in  reply  to  a 
communication  operation  initiated  by  a  local  CO 
User  30  or  a  request  initiated  by  another  CO  User 
30. 

"Incoming"  requests  from  remote  system  de- 
15  vices  are  handled  in  a  somewhat  similar  manner  to 

"outgoing"  Gater  Request  37,  except  that,  as  de- 
scribed  upon  system  initialization  a  CO  User  30  will 
have  (154)  generated  a  Service  Access  Point  (SAP) 
Event  Request,  which  is  essentially  a  "request"  to 

20  "listen"  for  an  incoming  communication  request  on 
a  LAC  16.  An  LCB  40  is  generated  for  the  SAP 
Event  Request  as  described  above  and  the  LCB  40 
is  generated  for  the  SAP  Event  Request  as  de- 
scribed  above  and  the  LCB  40  is  passed  down  to 

25  all  LACs  16. 
Upon  receiving  an  incoming  request  (156),  the 

LAC  16  receiving  the  request  will  (158)  generate  a 
corresponding  interrupt  to  the  LDS  38's  IH  54  in 
the  CPU  18.  GLS  50  will  (160)  access  the  LACS 

30  data  structures  using  steps  (110)  through  (136)  as 
described  above  to  determine  which  CPU  18  is  to 
be  assigned  to  handle  the  incoming  request,  and 
will  (162)  generate  a  Gater  Request  37  containing 
that  information  and  pass  it  up  to  the  CO  User  30. 

35  Thereafter,  the  CO  User  30  and  the  LAC  16  which 
received  the  incoming  request  will  (138/166)  use 
the  assigned  CPU  18  and  the  LAC  16  to  perform 
the  requested  communication  operations,  and  the 
GLS  50  will  (168)  generate  a  new  SAP  Event  LCB 

40  to  replace  the  SAP  Event  LCB  which  was 
"responded  to"  by  the  incoming  request. 

The  above  description  of  the  LACS  of  the 
present  invention  has  described  how  each  CPU  18 
in  the  CPS  14  is  provided  with  permanently  resi- 

45  dent  request  routing  and  management  elements, 
LDS  38  and  IH  54,  to  respond,  respectively,  to 
Requests  37  generated  by  CO  Users  30  executing 
on  the  CPU  18  and  access,  through  the  perma- 
nently  resident  request  management  functions,  to  a 

50  single,  floating  invocation  of  GDLS  48  for  managing 
communications  operations  and  assigning  the  bur- 
den  of  communications  operations  among  the 
CPUs  18  of  a  CPS  14.  The  above  discussions  have 
also  described  the  global  data  structures  used  by 

55  the  permanently  resident  request  management 
functions  and  the  floating  communication  oper- 
ations  manager  in  handling  the  communications 
operations,  and  have  described  in  detail  the  flow  of 

8 



15 EP  0  568  002  A2 16 

operations  in  managing  and  distributing  commu- 
nications  operations  among  the  CPUs  18. 

The  following  discussions  will  describe  further 
aspects  of  the  distribution  of  the  communications 
operation  management  functions  among  the  CPUs 
18  and  will  describe  the  means  by  which  the  LACS 
of  the  present  invention  optimized  the  use  of  avail- 
able  communications  paths  between  the  elements 
of  a  local  area  network. 

D.  LACS  LCB  Queuing  (Fig.  5) 

It  is  apparent  from  the  above  descriptions  that 
a  CPS  14  will  very  probably,  at  any  given  time,  be 
processing  a  number  of  communications  oper- 
ations  in  the  manner  described  above.  It  will  also 
be  apparent,  as  is  well  known  to  those  of  skill  in 
the  art,  that  there  is  a  limit  on  the  number  of 
communications  operations  that  may  be  processed 
at  one  time  by  any  system  and  that  it  is  therefore 
necessary  to  provide  some  means  for  holding,  or 
queuing,  communications  operations  in  excess  of 
the  number  that  may  be  handled  by  the  system  at 
any  given  time.  In  a  system  of  the  prior  art,  for 
example,  using  one  CPU  18  to  manage  all  commu- 
nications  operations,  only  one  operation  may  be 
handled  at  a  time. 

Fig.  5  illustrated  a  communications  operations 
queue  mechanism  of  the  LACS  of  the  present 
invention  which  distributes  the  handling,  or  queuing 
of  operations,  over  the  CPUs  18  of  the  CPS  14  and 
which  provides  a  more  efficient  mechanism  for 
managing  queues. 

As  shown  therein,  LACS  Queue  Mechanism 
(LQM)  170  includes  an  Active  LCB  Queue 
(ALCBQN)  172  for  each  CPU  18  and  each 
ALCBQN  172  is  used  to  store  the  LCB  40s  which 
are  currently  "active"  and  assigned  to  the  cor- 
responding  CPU  18.  All  LCBs  40  which  are  cur- 
rently  assigned  to  a  CPU  18  are  written  into  the 
CPU  18's  ALCBQ  172  when  the  LCB  40  is  sent  to 
an  LAC  16  by  a  CPU  18  by  the  current  invocation 
of  GLS  50  and  by  the  LDS  38  executing  on  the 
CPU  18. 

As  has  been  described,  an  LCB  40  may  result 
from  a  Gater  Request  37  generated  from  a  CO 
User  30  executing  on  a  CPU  18  or  be  a  SAP  Event 
LCB  40  "returned"  from  a  LAC  16  as  a  result  of  an 
incoming  request  from  a  remote  CO  User  30.  As 
also  described,  an  LCB  40  may  "return"  on  a  CPU 
18  which  is  different  from  the  CPU  18  which  gen- 
erated  the  original  request,  so  that  there  is  no 
direct  relationship  between  a  given  LCB  40  and  the 
CPU  18  which  was  originally  assigned  to  handle 
the  communication  operation  represented  by  the 
LCB  40. 

The  relationship  between  LCB  40s  and  the 
CPU  18s  assigned  to  "handle"  the  LCB  40s  is 

thereby  maintained  through  a  Layer  Instance  Table 
(LIT)  174  which  includes,  for  each  CPU  18n,  an 
Active  LCB  Queue  Head  (ALCBQHn)  176  field  for 
storing  an  address  pointer  indicating  the  location  in 

5  Memory  Space  20  of  the  "head"  of  the  ALCBQn 
172  corresponding  to  the  CPU  18  and  an  Active 
LCB  Queue  Tail  (ALCBQTn)  178  field  for  storing  an 
address  pointer  indicating  the  location  in  Memory 
Space  20  of  the  "tail"  of  the  ALCBQn  172  cor- 

io  responding  to  the  CPU  18.  In  addition,  the  LACS 
maintains,  in  association  with  LIT  174,  a  Controller 
Table  (CT)  180  containing  a  Layer  Table  Pointer 
(LTP)  182  field  for  storing  an  address  pointer  in- 
dicating  the  location  in  Memory  Space  20  of  the 

is  start  of  the  LT  184  and,  for  each  Later  Instance 
Table  Pointer  (LTP)  186,  stores  an  address  pointer 
indicating  the  location  in  Memory  Space  20  of  the 
LIT  174. 

As  each  LCB  40  or  SAP  Event  LCB  40 
20  "completes"  on  its  corresponding  LAC  16,  the  IH 

52  will  "wake  up"  on  the  CPU  18  identified  in  the 
CPUID  40b  field  of  the  LCB  40  as  assigned  to 
handle  that  LCB  40  and  invoke  GLS  50  to  process 
the  completed  LCB  40.  Each  CPU  18  therefore 

25  processes  only  those  LCB  40s  which  have  been 
assigned  to  the  CPU  18,  so  that  the  processing  of 
completed  LCB  40s  is,  like  the  creating  and  han- 
dling  of  LCB  40s,  and  handling  of  local  area  com- 
munications  operations  in  general,  is  distributed 

30  over  the  CPU  18s  of  the  CPS  14  and  the  bot- 
tlenecks  and  delays  in  processing  completed  LCB 
40s  is  accordingly  reduced  significantly. 

The  LACS  of  the  present  invention  further  in- 
cludes  a  dual  queue  mechanism  for  facilitating  the 

35  processing  of  LCB  40's  by  each  CPU  18.  As  has 
been  described,  queue  mechanisms  usually  pro- 
cess  queue  entries  by  marking  completed  entries, 
scanning  the  queue  from  start  to  finish  for  com- 
pleted  entries  and,  upon  finding  a  completed  entry, 

40  extracting  and  processing  the  first  completed  entry 
located.  The  queue  mechanisms  then  return  to  the 
head  of  the  queue  and  scan  the  queue  to  find  the 
next  completed  entry,  and  so  on  until  a  pass 
through  the  queue  finds  to  further  completed  en- 

45  tries.  This  approach  requires  many  passes  through 
the  queue  simply  to  find  all  the  completed  entries, 
and  is  often  a  bottleneck  in  the  processing  of 
entries,  such  as  LCB  40s. 

As  shown  in  Fig.  5,  in  addition  to  an  Active 
50  LCB  Queue  (ALCBQn)  172  for  each  CPU  18,  LCM 

170  also  includes  a  Completed  LCB  Queue 
(CLCBQn)  186  for  each  CPU  18,  that  is,  there  is  a 
CLCBQn  186  corresponding  to  each  ALCBQn  172, 
and  each  CLCBQn  186  is  used  to  store  the  com- 

55  pleted  LCB  40s  which  are  assigned  to  the  cor- 
responding  CPU  18.  Each  time  that  one  or  more 
LCB  40s  assigned  to  a  given  CPU  18  are  com- 
pleted,  the  IH  52  scans  the  corresponding  ALCBQn 
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172  for  the  completed  LCB  40s,  from  beginning  to 
end,  and  dequeues  all  completed  LCB  40s  that  are 
found  and  queues  them  into  the  corresponding 
CLCBQ  180.  The  CPU  18  associated  with  that 
ALCBQn  172  and  CLCBQn  may  then  access  and 
process  the  completed  LCB  40s  in  the  correspond- 
ing  CLCBQn  180. 

In  addition  to  the  CLCBQ  186s  themselves,  the 
LACS  of  the  present  invention  maintains  additional 
address  pointer  fields  in  LIT  174  which  are  used  by 
the  CPU  18s  and  IH  52s  to  locate  the  CLCBQ  186s 
and  the  entries  therein.  These  additional  pointers 
include,  in  LIT  174  and  for  each  CLCBQn  186,  a 
Completed  LCB  Queue  Head  (CLCBQHn)  188  field 
for  storing  an  address  pointer  indicating  the  loca- 
tion  in  Memory  Space  20  of  the  "head"  of  the 
CLCBQn  186  and  a  completed  LCB  Queue  Tail 
(CLCBQTn)  190  field  for  storing  an  address  pointer 
indicating  the  location  in  Memory  Space  20  of  the 
"tail"  of  the  CLCBQn  186. 

As  described  above,  the  provision  of  a  sepa- 
rate  LCB  queue  mechanism  for  each  CPU  18  dis- 
tributes  the  burden  of  processing  LCB  40  over  the 
CPU  18s  of  the  CPS  14  so  that  each  CPU  18 
processes  only  the  LCB  40s  assigned  to  it  and  so 
that  no  CPU  18  is  blocked  from  accessing  the  LCB 
queue  mechanism  by  another  CPU  18  which  is 
attempting  to  access  the  LCB  queue  mechanism. 
The  provision  of  a  dual  queue  mechanism  for  each 
CPU  18,  that  is,  a  queue  for  active  LCB  40s  and  a 
separate  queue  for  completed  LCB  40s  further 
enhances  the  speed  of  processing  of  both  active 
and  completed  LCB  40s  in  that,  first,  all  completed 
LCB  40s  are  found  and  dequeued  from  the  active 
LCB  40  queue  and  queued  to  the  completed  LCB 
40  queue  in  a  single  pass  through  the  active  LCB 
40  queue,  thereby  significantly  reducing  the  pro- 
cessing  time  to  locate  and  access  the  completed 
LCB  40s.  Secondly,  the  queuing  of  new  active  LCB 
40s  into  the  active  LCB  queue  is  largely  separated 
from  the  processing  of  completed  LCB  40s  from 
the  completed  LCB  queue,  that  is,  both  processes 
are  not  competing  for  access  to  a  single  queue,  so 
that  both  processes  may  be  executed  more  rapidly. 

E.  Local/Remote  Balancing  of  Connections 
Over  Service  Access  Points  (Figs.  6,  7,  8  and 

The  LACS  mechanisms  and  structures  de- 
scribed  above  have  been  primarily  concerned  with 
the  distribution  and  balancing  of  the  burden  of  local 
area  communications  over  the  processors  of  a  sin- 
gle  processing  system  such  as  CPS  14.  The  LACS 
of  the  present  invention  includes  further  mecha- 
nisms,  described  next  below,  for  distributing  and 
balancing  the  burden  of  communications  over  the 
potential  communications  paths,  that  is,  the  service 

access  points,  between  processing  systems. 

1.  General  Description  of  Local/Remote  Load 
Balancing  (Fig.  6) 

5 
Referring  to  Figs.  6,  which  is  a  generalized 

functional  and  flow  diagram  of  the  local/remote 
path  load  balancing  functions  of  the  LAN  programs 
of  the  present  invention,  the  LAN  programs  of  the 

io  present  invention  includes  a  Remote  Land  Balanc- 
ing  Module  194  for  distributing  and  balancing  the 
burden  of  communications  over  the  potential  com- 
munications  paths,  that  is,  the  service  access 
points,  between  processing  systems. 

is  As  indicated  in  Fig.  6,  which  is  a  generalized 
representation  of  the  LAN  programs  illustrated  in 
greater  detail  in  Fig.  2,  a  CO  User  30  (196)  gen- 
erates  a  connect  Request  37  through  GLS  50 
which  causes  (198)  path  request  Gater  37  to  be 

20  built,  which  is  subsequently  (200)  transmitted  to 
Load  Balancing  Module  (LBM)  194.  LBM  194  then 
determine  the  preferred  path  for  the  communica- 
tion  connection  between  the  local  and  remote  users 
specified  in  the  path  request  Gater  37,  that  is,  the 

25  local  and  remote  SAPs  to  form  the  path.  LBM  194 
(204)  returns  the  path  information  to  GLS  50  as  a 
path  response  Gater  37  and  GLS  50  (206)  con- 
structs  a  LCB  40,  as  described  previously,  contain- 
ing  the  identifications  of  the  local  and  remote  SAPs 

30  selected  to  form  the  connection  path.  The  resulting 
LCB  40  is  (208)  sent  to  LAN  Driver  Services  (LDS) 
38  and  subsequently  to  the  LACS  16  containing  the 
selected  local  SAP  to  control  the  communication 
connection  executed  through  the  NCD  24  of  the 

35  SAP. 
As  illustrated  in  Figs.  7  and  8,  Remote  Load 

Balancing  Module  194  maintains  two  data  struc- 
tures,  indicated  respectively  in  Fig.  7  as  Local  User 
List  (LUL)  210  and  in  Fig.  8  as  Remote  User  List 

40  (RUL)  212,  for  storing  information  used  in  balancing 
the  use  of  communications  paths  between  the  local 
users  and  remote  users.  These  data  structures 
contain  information  describing  the  presently  active 
connections  between  local  users  and  remote  users, 

45  with  LUL  210  containing  information  particular  to 
the  local  users  and  RUL  212  containing  information 
particular  to  the  remote  users.  It  should  be  noted 
that  RUL  212  is  not  a  data  structure  which  is  global 
and  accessible  to  all  CPS  14s  across  a  network  of 

50  CPS  14s  interconnected  through  the  local  area 
communications  system,  but  contains  only  informa- 
tion  regarding  remote  users  from  the  viewpoint  of 
the  local  CPS  14.  That  is,  RUL  212  contains  in- 
formation  regarding  only  the  remote  CO  Users  30 

55  and  communications  paths  which  are  the  subject  of 
connections  from  the  local  CO  Users  30. 

10 



19 EP  0  568  002  A2 20 

2.  Local  User  List  (Fig.  7) 

Referring  to  LUL  210  in  Fig.  6,  the  LUL  210 
maintained  by  Remote  Balancing  Module  194  con- 
tains  a  linked  chain  of  one  or  more  of  User  Tables 
(UTs)  214,  with  each  UT  214  corresponding  to  one 
CO  User  30  executing  in  the  local  CPU  18s  of  the 
CPS  14. 

Each  UT  214  includes  a  Next  User  Table 
(NUT)  216  field  for  storing  an  address  pointer  to 
the  location  in  Memory  Space  20  of  the  next  UT 
214  of  the  chain  of  UT  214s,  and  a  User  Name 
(UN)  218  field  for  storing  an  identification  of  the 
corresponding  CO  User  18.  Each  UT  214  also 
includes  a  Local  Information  Table  Pointer 
(LINFOTP)  220  field  for  storing  an  address  pointer 
to  the  location  in  Memory  Space  20  of  the  first  of  a 
linked  chain  of  one  or  one  or  more  Local  Informa- 
tion  Tables  (LINFOTs)  222  associated  with  the  UT 
214,  wherein  each  LINFOT  222  corresponds  to  an 
NCD  24  currently  supporting  connections  between 
the  UT  214's  corresponding  local  CO  User  30  and 
one  or  more  remote  Users  30.  Each  UT  214  also 
includes  a  Number  of  Local  Information  Tables 
(NLIT)  224  field  for  storing  the  number  of  currently 
active  LINFOTs  222  presently  associated  with  each 
UT  214. 

Each  NCD  24  is  a  potential  Service  Access 
Point  (SAP),  that  is,  a  communication  connection, 
or  point,  through  which  one  system  may  access 
another  point,  and  LINFOT  222  includes  a  SAP 
Name  (SAPN)  226  for  storing  a  name  assigned  to 
the  SAP  implemented  through  the  corresponding 
NCD  24.  Each  LINFOT  222  also  includes  a  Local 
Area  Network  Identification  (LANID)  228  field  for 
storing  an  identification  of  the  Local  Area  Network 
through  which  the  connection  between  systems  is 
established,  and  a  Controller  Number  (CN)  230 
field  for  storing  an  identification  of  the  LAC  16 
controlling  the  NCD  24  corresponding  to  that  LIN- 
FOT  214. 

Each  LINFOT  222  further  includes  a  Maximum 
Connections  (MAXCON)  234  field  for  storing  a 
number  representing  the  maximum  number  of  con- 
nections  this  SAP  may  support  at  any  given  time,  a 
Current  Connections  (CC)  236  field  for  storing  a 
number  representing  the  number  of  connections 
currently  active  on  this  SAP,  and  a  System  Con- 
nected  (SC)  238  field  for  storing  a  number  repre- 
senting  the  number  of  different  remote  systems  to 
which  this  SAP  is  currently  connected. 

Each  LINFOT  222  includes  a  Next  Local  In- 
formation  Table  (NXTLINFOT)  field  for  storing  an 
address  pointer  to  the  location  in  Memory  Space 
20  of  the  next  LINFOT  222  of  the  chain  of  LINFOTs 
222.  As  described  there  will  be  more  than  one 
LINFOT  222  in  the  chain  of  LINFOTs  222  if  there  is 
more  than  one  providing  a  connection  between  the 

corresponding  local  CO  User  30  and  one  or  more 
other  remote  CO  Users  30. 

Each  LINFOT  222  further  contains  a  Remote 
Information  Table  Pointer  (RITP)  242  field  for  stor- 

5  ing  an  address  pointer  to  the  location  in  Memory 
Space  20  of  the  first  of  a  chain  of  one  or  more 
Remote  Information  Tables  (RITs)  244  associated 
with  the  LINFOT  222.  Finally,  each  LINFOT  222 
includes  a  Local  SAP  Table  Pointer  (LSAPTP)  246 

io  field  for  storing  an  address  pointer  the  location  in 
Memory  Space  20  of  a  Local  SAP  Table  (LSAPT) 
248  containing  information  identifying  a  SAP  in  the 
local  CPS  14. 

There  will  be  one  or  more  RITs  244  in  the 
is  chain  of  RITs  244  associated  with  each  LINFOT 

222,  wherein  each  RIT  corresponds  to  at  least  one 
active  connection  between  the  local  CO  User  30 
associated  with  the  UT  214  from  which  the  RIT  244 
and  its  parent  LINFOT  222  are  dependent,  and 

20  each  RIT  244  will  contain  information  regarding  the 
corresponding  remote  CO  User  30.  Each  RIT  244 
contains  a  Remote  User  Name  (RUN)  250  field  for 
storing  a  name  identifying  the  corresponding  re- 
mote  CO  User  30  with  which  the  local  CO  User  30 

25  has  the  active  connection,  and  a  Remote  Address 
(REMADD)  252  field  for  storing  the  Local  Area 
Network  address  of  that  corresponding  remote  CO 
User  30. 

Each  RIT  244  further  includes  a  SAP  Remote 
30  Connections  (SAPRC)  254  field  for  storing  a  num- 

ber  representing  the  number  of  connections  be- 
tween  the  NCD  24  with  which  the  RIT  244  is 
associated  and  the  remote  CPS  14.  Finally,  each 
RIT  244  contains  a  Next  Remote  Information  Table 

35  Pointer  (NXTRITP)  256  field  for  storing  an  address 
pointer  to  the  location  in  Memory  Space  20  of  the 
next  RIT  244  of  the  chain  of  RITs  244. 

3.  Remote  User  List  (Fig.  8) 
40 

Referring  now  to  Fig.  8,  Remote  User  List 
(RUL)  212  is  comprised  of  a  linked  chain  of  one  or 
more  Remote  Address  Tables  (RATs)  258  headed 
by  a  Remote  User  List  Header  (RULH)  260.  RULH 

45  260  is  comprised  of  a  Remote  Address  Table 
Pointer  (RATP)  262  field  for  storing  an  address 
pointer  to  the  location  in  Memory  Space  20  of  the 
first  RAT  258  of  the  linked  chain  of  RATs  258  and 
a  Number  of  Remote  Address  Table  (NRAT)  264 

50  field  for  storing  a  value  representing  the  number  of 
RATs  258  in  RUL  212. 

Each  RAT  258  corresponds  to  a  remote  CO 
User  30  and  includes  a  Name  of  System  (NS)  266 
field  for  storing  a  name  identifying  the  system  on 

55  which  the  remote  CO  User  30  resides,  a  Name  of 
Remote  User  (NRU)  268  field  for  storing  a  name 
identifying  the  remote  CO  User  30,  and  a  Remote 
Physical  Address  (RPA)  270  field  for  storing  the 
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physical  address  on  the  Local  Area  Network  of  the 
CO  User  30. 

Each  RAT  258  further  includes  Current  Number 
of  Connections  (CNC)  272  field  for  storing  a  num- 
ber  representing  the  number  of  active  connections 
currently  between  the  local  CPS  14  and  the  remote 
CPS  14  in  which  the  remote  CO  User  30  resides, 
and  a  Number  of  Failed  Connections  (NFC)  274  for 
storing  a  number  representing  the  number  of  at- 
tempted  connections  to  the  remote  CO  User  30 
which  have  failed  to  be  established. 

Each  RAT  258  also  includes  a  Remote  SAP 
Pointer  (RSAPP)  276  for  storing  an  address  pointer 
to  the  location  in  Memory  Space  20  of  a  Remote 
System  Access  Table  (RSAT)  278  used  to  store 
information  about  each  SAP  known  to  the  local 
CPS  14  in  the  remote  CPSs  14,  each  RSAT  278 
corresponding  to  one  remote  SAP. 

Finally,  each  RAT  258  includes  a  Next  Remote 
Address  Table  Pointer  (NRATP)  280  field  for  stor- 
ing  an  address  pointer  to  the  next  RAT  258  in  the 
linked  chain  of  RATs  258. 

4.  Load  Balancing  and  Connection  Counts 

To  summarize,  both  LUL  210  and  RUL  212 
contain  information  regarding  all  connections  be- 
tween  the  System  Access  Points  of  the  local  CPS 
14  and  the  known  System  Access  Points  of  the 
remote  CPS  14s  connected  into  a  local  area  net- 
work  with  the  local  CPS  14.  While  there  is  a  degree 
of  overlap  between  the  information  contained  in 
LUL  210  and  RUL  212,  it  may  be  seen  from  the 
data  structures  of  LUL  210  and  RUL  212  that  the 
focus  of  the  information  contained  in  LUL  210  is 
with  regard  to  details  concerning  the  local  System 
Access  Points  while  the  focus  of  the  information 
contained  in  RUL  212  is  with  regard  to  the  System 
Access  Points  of  the  remote  CPS  14s. 

That  is,  the  information  in  LUL  210  is  struc- 
tured,  from  the  top  down,  as  (per  local  CO  User 
30)/(per  NCD  24)/(per  remote  CO  User  30),  with  an 
associated  Local  SAP  Table  (LSAPT)  248  which 
contains  information  identifying  a  SAP  in  the  local 
CPS  14.  In  contrast,  the  information  in  RUL  212  is 
structured,  from  the  top  down,  as  (per  Remote  CO 
User  30),  with  an  associated  Remote  System  Ac- 
cess  Table  (RSAT)  278  used  to  store  information 
about  each  SAP  known  to  the  local  CPS  14  in  the 
remote  CPSs  14  which  are  connected  into  a  local 
area  network  with  the  local  CPS  14. 

It  should  also  be  noted  that  LUL  210  and  RUL 
212  both  contain  information  regarding  the  number 
of  currently  active  connections  between  each  local 
SAP  and  each  remote  SAP  and  that,  as  described 
in  detail  below,  this  information  is  used  in  balancing 
the  number  of  connections  between  the  local  Sys- 
tem  Access  Points  and  each  of  the  remote  System 

Access  Points. 
In  particular,  LUL  210  maintains  connection 

count  information  from  the  viewpoint  of  local  Sys- 
tem  Access  Points,  each  UT  214  has  one  or  more 

5  associated  LINFOT  222s,  as  described  above, 
there  will  be  a  linked  chain  of  one  or  more  LINFOT 
222s  associated  with  each  UT  214,  wherein  each 
LINFOT  222  associated  with  a  given  UT  214  cor- 
responds  to  an  NCD  24.  Each  LINFOT  222,  in  turn, 

w  contains  a  Maximum  Connections  (MAXCON)  234 
field  for  storing  a  number  representing  the  maxi- 
mum  number  of  connections  this  local  SAP  may 
support  at  any  given  time,  a  Current  Connections 
(CC)  236  field  for  storing  a  number  representing 

is  the  number  of  active  connections  in  this  local  SAP, 
and  a  System  Connected  (SC)  238  field  for  storing 
a  number  representing  the  number  of  different  re- 
mote  systems  to  which  the  corresponding  NCD  24 
is  currently  supporting  connections. 

20  RUL  212  in  turn  maintains  connection  count 
information  with  regard  to  the  remote  System  Ac- 
cess  Points,  having  a  Remote  Address  Table  (RAT) 
258  for  each  remote  CO  User  30.  Each  RAT  258  in 
turn  contains  a  Current  Number  of  Connections 

25  (CNC)  272  field  for  storing  a  number  representing 
the  number  of  active  connections  currently  be- 
tween  the  local  CPS  14  and  the  remote  CPS  14  in 
which  the  remote  CO  User  30  resides,  and  a  Num- 
ber  of  Failed  Connections  (NFC)  274  for  storing  a 

30  number  representing  the  number  of  attempted  con- 
nections  to  the  remote  CO  User  30  which  have 
failed  to  be  established. 

Referring  now  to  the  connection  counts  main- 
tained  by  LUL  210  and  RUL  212,  the  connection 

35  count  stored  in  LUL  210's  Current  Connections 
(CC)  236  field,  hereafter  referred  to  as  the  Local 
Current  Connections  Count,  represents  the  number 
of  connections  currently  active  through  that  SAP, 
while  the  connection  count  stored  in  RUL  212's 

40  Current  Number  of  Connections  (CNC)  272  field, 
hereafter  referred  to  as  the  Remote  Current  Con- 
nections  Count,  represents  the  number  of  currently 
active  connections  between  the  local  CPS  14  and 
the  remote  CPS  14's  SAP.  Thus  the  LACS  of  the 

45  present  invention  tracks  not  only  the  number  of 
connections  from  each  of  its  local  System  Access 
Points  but  the  number  of  connections  it  has  not 
each  remote  SAP. 

The  function  of  the  Load  Balancing  Module  is 
50  to  determine  the  best  path  that  exists  from  the 

local  system  to  the  remote  system.  The  best  path 
is  a  local  and  remote  SAP  pair  whose  Effective 
Connection  Count,  described  below,  is  the  lowest. 

The  process  starts  when  a  path  request  is  sent 
55  to  the  Load  Balancing  Module,  wherein  the  request 

contains  two  parameters,  a  local  SAP  name,  that  is, 
a  local  user  name,  and  the  remote  address  with 
which  the  user  wishes  to  connect. 

12 
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The  Load  Balancing  Module  parses  the  Local 
User  List  210  looking  for  the  User  Table  214  entry 
whose  name  matches  the  user  passed  in  the  path 
request.  Once  that  is  found,  the  list  of  Local  In- 
formation  Tables  (LINFOT)  222  belonging  to  the 
User  Table  214  is  parsed.  For  every  LINFOT  222  in 
the  list,  the  Remote  User  List  (RUL)  212  is  parsed. 
For  every  Remote  Address  Table  (RAT)  258  in  the 
list,  the  remote  physical  address  field  is  compared 
to  the  remote  address  passed  in  the  path  request. 
If  they  match,  a  check  is  made  to  see  if  the  current 
LINFOT  222  and  the  current  RAT  258  represent 
SAPs  located  on  the  same  LAN.  This  is  done  by 
checking  to  see  if  the  Layer  Instance  Pointer  in  the 
LINFOT  222  is  the  same  as  the  Layer  Instance 
Pointer  in  the  RAT  258.  If  they  are  not  equal,  the 
next  RAT  258  in  the  RUL  212  is  checked.  If  they 
are  equal,  the  Effective  Connection  Count  (ECC)  is 
calculated  as: 

ECC  =  LINFOT  Current  Number  of  Connections  + 
RAT  Current  Number  of  Connections  +  (Weight  x 
RAT  Failed  Number  of  Connections. 

If  the  new  ECC  is  less  than  the  previous  best 
ECC,  the  current  LINFOT  222  and  RAT  258  are 
saved  off  and  represent  the  current  best  path  that 
exists  between  the  local  user  and  the  remote  ad- 
dress  that  were  passed  in  the  path  Request  Gater 
37. 

Once  the  list  of  LINFOTs  222  belonging  to  the 
User  Table  210  has  been  parsed,  a  check  is  made 
to  see  if  a  best  path  was  found.  If  no  path  was 
found,  a  path  response  with  error  status  is  built  and 
returned.  If  a  path  was  found,  a  path  response 
Gater  37  is  built  with  two  response  parameters,  a 
local  SAP  table  and  a  remote  SAP  table.  The  local 
SAP  table  is  retrieved  from  the  saved  LINFOT  222 
and  the  remote  SAP  table  is  retrieved  from  the 
save  RAT  258.  These  SAP  tables  signify  the  path 
with  the  lowest  connection  load. 

When  a  connection  is  established,  the  Connec- 
tion  Count  Field  236  of  the  appropriate  LINFOT  222 
is  incremented  along  with  the  Connection  Count 
Field  272  of  he  appropriate  RAT  258.  When  a 
connection  is  terminated,  the  fields  are  decremen- 
ted  by  one. 

If  a  connection  attempt  fails,  the  Number  of 
Failed  Connections  Field  274  of  the  Appropriate 
RAT  258  is  incremented. 
The  weighting  of  a  remote  SAP's  Remote  Connec- 
tion  Count  allows  the  local  LACS  to  adapt  to  the 
availability  of  a  remote  SAP  by  adjusting  the  fre- 
quency  with  which  the  local  LACS  will  attempt  to 
establish  a  connection  to  the  remote  SAP.  Increas- 
ing  a  remote  of  SAP's  Remote  Connection  Count 
by  a  factor  dependent  upon  the  number  of  failed 
attempts  to  establish  a  connection  through  that 

remote  SAP  will  thereby  more  that  remote  SAP's 
position  in  the  order  in  which  the  connections  are 
attempted  towards  the  higher  Remote  Connection 
Count  end  of  the  order. 

5  The  frequency  with  which  the  local  LACs  will 
attempt  to  establish  a  connection  through  a  remote 
SAP  having  a  high  Remote  Connection  Count,  ei- 
ther  because  of  failed  attempts  to  establish  con- 
nections  or  because  of  a  relatively  high  number  of 

io  assigned  connections,  will  thereby  be  reduced. 
Correspondingly,  the  frequency  with  which  a  given 
remote  SAP  is  attempted  for  connections  will  in- 
crease  as  its  Remote  Connection  Count  decreases 
relative  to  the  Remote  Connection  Counts  of  other 

is  SAPs  providing  access  to  the  same  remote  CO 
Users  30. 

5.  Operation  of  Local/Remote  Load  Balancing 
(FlgT9) 

20 
Referring  to  Fig.  9,  therein  is  illustrated  the 

operation  of  Load  Balancing  Module  194  as  a  pro- 
cess  comprising  steps  282  through  320.  The  flow 
of  operations  illustrated  in  Fig.  9  will  not  be  dis- 

25  cussed  in  further  detail  herein  as  the  operation  of 
Load  Balancing  Module  194  has  been  described  in 
detail  above  and  as  the  functions  performed  in 
each  step  illustrated  in  Fig.  9  are  described  in 
detail  in  the  explanatory  text  appearing  therein. 

30  While  the  invention  has  been  particularly  shows 
and  described  with  reference  to  preferred  embodi- 
ments  of  the  apparatus  and  methods  thereof,  if  will 
be  also  understood  by  those  of  ordinary  skill  in  the 
art  that  various  changes,  variations  and  modifica- 

35  tions  in  form,  details  and  implementation  may  be 
made  therein  without  departing  from  the  spirit  and 
scope  of  the  invention  as  defined  by  the  appended 
claims.  Therefore,  it  is  the  object  of  the  appended 
claims  to  cover  all  such  variation  and  modifications 

40  of  the  invention  as  come  within  the  true  spirit  and 
scope  of  the  invention. 

Claims 

45  1.  In  a  data  processing  system  including  a  plural- 
ity  of  computer  systems  interconnected  by  a 
communications  network,  each  computer  sys- 
tem  including  a  processing  system  having  a 
first  plurality  of  central  processing  units,  at 

50  least  one  user  of  communications  network  ex- 
ecuting  on  each  of  at  least  a  second  plurality 
of  central  processing  units,  and  a  plurality  of 
communications  service  access  points,  each 
service  access  point  including  at  least  one 

55  communication  controller  having  at  least  one 
network  device  connected  to  the  communica- 
tions  network  and  forming  a  communications 
service  access  point  for  communication  con- 

13 
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nections  between  users  and  the  other  com- 
puter  systems,  a  communications  control  sys- 
tem  for  distributing  execution  of  communica- 
tion  connections  among  the  service  access 
points  of  a  local  computer  system  and  remote  5 
computer  systems  comprising: 

in  each  computer  system, 
in  each  user,  a  means  for  generating  a 

request  for  a  communication  operation  with 
another  computer  system,  10 

a  driver  interface  service  means  having  an 
active  invocation  in  a  single  central  processing 
unit  of  the  processing  system  having  a  user 
executing  therein, 

the  gate  layer  server  being  responsive  to  is 
each  request  for  a  communication  operation 
for  constructing  a  corresponding  path  request 
gater, 

each  path  request  gater  containing 
an  identification  of  a  local  user  requesting  20 

a  connection  to  a  remote  user  on  another 
computer  system,  and 

an  identification  of  the  remote  user, 
a  remote  load  balancing  means,  including 
a  local  user  list  means  for  storing  the  25 

number  of  communications  connections  being 
executed  by  each  local  service  access  point, 
and 

a  remote  user  list  means  for  storing  the 
number  of  communication  connections  be-  30 
tween  each  local  service  access  point  in  the 
local  computer  system  and  each  remote  ser- 
vice  access  point  in  each  remote  system  con- 
nected  into  the  communications  network  with 
the  local  computer  system,  and  35 

a  path  selection  means  for 
scanning  the  local  user  list  means  and  the 

remote  user  list  means  to  select  a  local  service 
access  point  and  a  remote  service  access 
point  forming  a  communications  path  between  40 
the  local  user  and  the  remote  user  presently 
executing  the  lowest  number  of  communica- 
tions  connections,  and 

constructing  a  path  response  gater  con- 
taining  45 

an  identification  of  the  selected  local  ser- 
vice  access  point,  and 

an  identification  of  the  selected  remote 
service  access  point, 

the  gate  layer  service  means  being  re-  so 
sponsive  to  a  path  response  gater  for  writing 
the  identifications  of  the  selected  local  and 
remote  service  access  points  into  a  control 
block  and  providing  the  control  block  to  the 
local  communications  controller  in  which  the  55 
selected  local  service  access  point  resides, 

the  local  communications  controller  being 
responsive  to  the  control  block  for  directing  the 

network  device  of  the  selected  local  service 
access  point  to  execute  the  communication 
connection. 

2.  The  communications  control  system  of  claim 
1  ,  wherein: 

the  load  balancing  means  further  includes 
means  for  storing,  for  each  remote  access 

point,  the  number  of  failed  attempts  to  estab- 
lish  a  connection  between  a  local  service  ac- 
cess  point  and  the  remote  service  access 
point,  and 

is  responsive  to  the  stored  number  of 
failed  attempts  for  each  remote  service  access 
point  to  increment  the  number  of  connections 
between  a  local  service  access  point  and  a 
remote  service  access  point  by  a  weighting 
factor  proportional  to  the  number  of  failed  at- 
tempts  for  the  remote  service  access  point, 

so  that, 
the  probability  that  a  remote  service  ac- 

cess  point  will  be  selected  as  being  a  part  of  a 
path  presently  executing  the  lowest  number  of 
communications  connections  is  reduced  pro- 
portionate  to  the  number  of  failed  attempts  for 
that  remote  access  point. 

3.  The  communications  control  system  of  claim 
1  ,  wherein  the  local  user  list  means  comprises: 

at  least  one  local  user  table, 
each  local  user  table  corresponding  to  a 

user  presently  executing  in  a  central  process- 
ing  unit  of  the  local  computer  system  and 
including 

a  next  local  user  table  field  for  storing  an 
address  indicating  the  location  in  the  memory 
of  a  next  user  table  of  another  local  user, 

a  local  user  name  field  for  storing  an  iden- 
tification  of  the  corresponding  user, 

a  local  information  table  field  for  storing  an 
address  indicating  the  location  in  the  memory 
of  the  first  of  a  linked  chain  of  local  information 
tables,  and 

a  number  of  local  information  table  field  for 
storing  the  number  of  local  information  tables, 
and 

at  least  one  local  information  table, 
each  local  information  table  corresponding 

to  a  local  network  device,  and 
each  local  information  table  including 
a  service  access  point  name  field  for  stor- 

ing  an  identification  assigned  to  the  corre- 
sponding  network  device, 

a  local  network  field  for  storing  an  iden- 
tification  of  the  communications  network  to 
which  the  corresponding  network  device  is 
connected, 

a  controller  identification  field  for  storing 

14 
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an  identification  of  the  communication  control- 
ler  in  which  the  corresponding  network  device 
resides, 

a  current  connections  field  for  storing  a 
number  representing  the  number  of  connec-  5 
tions  currently  executed  by  the  corresponding 
network  device, 

a  next  local  information  table  field  for  stor- 
ing  an  address  indicating  the  location  in  the 
memory  of  a  next  local  information  table  of  the  10 
linked  chain  of  local  information  tables  asso- 
ciated  with  the  user  table, 

a  remote  information  table  field  for  storing 
an  address  indicating  the  location  in  the  mem- 
ory  of  a  first  of  a  linked  chain  of  remote  is 
information  tables,  and 

a  local  service  access  point  field  for  stor- 
ing  an  address  indicating  the  location  in  the 
memory  of  a  local  service  access  point  table, 

at  least  one  remote  information  table,  20 
each  remote  information  table  correspond- 

ing  to  an  active  connection  between  the  cor- 
responding  local  user  and  a  remote  user, 

each  remote  information  table  including 
a  remote  user  name  field  for  storing  an  25 

identification  of  the  corresponding  remote  user 
in  the  active  connection  with  the  local  user, 

a  remote  address  field  for  storing  a  com- 
munications  network  address  of  the  corre- 
sponding  remote  user,  30 

a  service  access  point  remote  connections 
field  for  storing  a  number  representing  the 
number  of  currently  active  connections  be- 
tween  the  corresponding  network  device  and 
the  corresponding  remote  user,  and  35 

a  next  remote  information  table  field  for 
storing  an  address  indicating  the  location  in  the 
memory  of  a  next  remote  information  table  in 
the  chain  of  remote  information  tables. 

40 
4.  The  communications  control  system  of  claim 

1,  wherein  the  remote  user  list  means  com- 
prises: 

at  least  one  remote  address  table, 
each  remote  address  table  corresponding  45 

to  a  remote  user, 
each  remote  address  table  including 
a  name  of  system  field  for  storing  an  iden- 

tification  of  the  remote  computer  system  on 
which  the  corresponding  remote  user  is  ex-  so 
ecuting, 

a  remote  address  field  for  storing  the  ad- 
dress  in  the  communications  network  of  the 
corresponding  remote  user, 

a  current  number  of  connections  field  for  55 
storing  a  number  representing  the  number  of 
current  active  connections  between  the  local 
computer  system  and  the  remote  computer 

system  in  which  the  corresponding  remote 
user  is  executing, 

a  number  of  failed  connections  field  for 
storing  a  number  representing  the  number  of 
failed  attempted  connections  to  the  corre- 
sponding  remote  user, 

a  remote  system  access  table  field  for 
storing  an  address  indicating  the  location  in  the 
memory  of  a  remote  service  access  table,  and 

a  next  remote  address  table  field  for  stor- 
ing  an  address  indicating  the  location  in  the 
memory  of  a  next  remote  address  table,  and 

a  remote  system  access  table  including  at 
least  one  remote  system  access  table  entry, 

each  remote  system  access  table  entry 
corresponding  to  a  remote  service  access 
point  and  including  an  identification  of  each 
remote  service  access  point  identified  to  the 
communication  control  system. 

5.  The  communications  control  system  of  claim 
3,  wherein  the  remote  user  list  means  com- 
prises: 

at  least  one  remote  address  table, 
each  remote  address  table  corresponding 

to  a  remote  user, 
each  remote  address  table  including 
a  name  of  system  field  for  storing  an  iden- 

tification  of  the  remote  computer  system  on 
which  the  corresponding  remote  user  is  ex- 
ecuting, 

a  remote  address  field  for  storing  the  ad- 
dress  in  the  communications  network  of  the 
corresponding  remote  user, 

a  current  number  of  connections  field  for 
storing  a  number  representing  the  number  of 
current  active  connections  between  the  local 
computer  system  and  the  remote  computer 
system  in  which  the  corresponding  remote 
user  is  executing, 

a  number  of  failed  connections  field  for 
storing  a  number  representing  the  number  of 
failed  attempted  connections  to  the  corre- 
sponding  remote  user, 

a  remote  system  access  table  field  for 
storing  an  address  indicating  the  location  in  the 
memory  of  a  remote  service  access  table,  and 

a  next  remote  address  table  field  for  stor- 
ing  an  address  indicating  the  location  in  the 
memory  of  a  next  remote  address  table,  and 

a  remote  system  access  table  including  at 
least  one  remote  system  access  table  entry, 

each  remote  system  access  table  entry 
corresponding  to  a  remote  service  access 
point  and  including  an  identification  of  each 
remote  service  access  point  identified  to  the 
communication  control  system. 

15 
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6.  The  communications  control  system  of  claim 
5,  wherein  the  load  balancing  means  com- 
prises: 

user  list  search  means  responsive  to  the 
path  request  gater  for  5 

reading  the  identification  of  the  local  user, 
and 

scanning  the  user  tables  of  the  local  user 
list  means  to  determine  whether  a  user  table 
exists  having  the  identification  of  the  local  user  10 
in  the  user  name  field,  and 

when  a  user  table  exists  having  the  iden- 
tification  of  the  local  user, 

scanning  the  local  information  tables  for 
the  user  table  having  the  name  of  the  local  is 
user  to  determine  whether  a  local  information 
table  exists  for  a  local  service  access  point 
having  a  connection  to  a  remote  service  ac- 
cess  point  of  the  remote  user,  and 

when  a  local  information  table  exists  for  20 
the  local  user  having  a  connection  to  a  remote 
service  access  point  of  the  remote  user,  and 

scanning  the  remote  information  tables  as- 
sociated  with  the  local  information  tables  to 
determine  the  current  number  of  connections  25 
number  stored  in  the  current  number  of  con- 
nections  field  of  each  remote  address  table, 

count  comparison  means  for  comparing  a 
present  connection  count  to  a  previous  con- 
nection  count  resulting  from  a  previous  scan-  30 
ning  of  the  local  and  remote  user  list  means  by 
the  user  lost  scanning  means,  wherein 

the  present  connection  count  will  be 
the  local  connection  count  determined  by 

the  connection  count  from  the  current  connec-  35 
tions  field  of  the  local  information  table 

when  a  remote  address  table  having  the 
identification  of  the  remote  user  does  not  exist, 
and 

a  remote  connection  counted  determined  40 
as  the  sum  of  the  number  of  currently  active 
connections  between  the  corresponding  local 
service  access  point  and  the  corresponding 
remote  service  access  point,  the  number  of 
connections  between  the  local  computer  sys-  45 
tern  and  the  remote  service  access  point,  and 
the  product  of  the  number  of  failed  attempts  to 
establish  a  connection  between  the  local  com- 
puter  system  and  a  weighting  factor, 

when  a  remote  address  table  having  the  so 
identification  of  the  remote  user  exists, 

storing  the  present  connection  count  and 
the  corresponding  identifications  of  the  local 
and  remote  service  access  points  as  the  cur- 
rent  best  connection  if  the  present  connection  55 
count  is  less  than  a  previous  connection  count, 

returning  control  to  the  scanning  means  to 
examine  further  local  and  remote  service  ac- 

cess  point  paths  for  a  next  connection  count 
when  further  local  and  remote  service  access 
points  have  not  yet  been  examined,  and 

constructing  a  response  path  gater  con- 
taining  the  identifications  of  the  corresponding 
local  and  remote  service  access  points  when 
all  available  local  and  remote  service  access 
points  have  been  examined. 
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