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(54) Method for associating an application with a subscriber identity module

(57) The invention relates to a method for associating
an application with a subscriber identity module (8) in an
apparatus, especially a mobile phone terminal adapted
to run applications (5) within the framework of a virtual
machine (4). The invention also relates to an apparatus
implementing the method. The invention solves the prob-
lem of enabling or disabling of applications (5) based on
information contained on a subscriber identity module (8)

without requiring root certificates stored on the SIM. In
the invention the applications are instead linked to other
domain identity information contained on the SIM card.
In one mode, the application contains an identification
directly linking it to information on the SIM. In another
mode, hashes of roots (9) are stored in the phone, but a
specific hash must be validated by matching it with infor-
mation contained on the SIM (8).
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Description

Field of the invention

[0001] The present invention relates to a method for
associating an application with a subscriber identity mod-
ule in an apparatus, especially a mobile phone terminal
adapted to run applications within the framework of a
virtual machine. The invention enables enabling or dis-
abling of applications based on information contained on
a subscriber identity module without requiring root cer-
tificates stored on the subscriber identity module.
[0002] The invention also relates to an apparatus im-
plementing the method.

State of the art

[0003] In electronic equipment, such as mobile tele-
phones, it is often desired to enhance the functionality
by adding applications. A known example is a MIDLet,
which is the term of an application in the Java environ-
ment. Applications are enabled by letting them access
the equipment through an interface, the control of which
is dependent of e.g. the origin of the application. The
origin is verified and validated by signatures and certifi-
cates linked to a root certificate in the equipment. The
origin of the application may e.g. be the manufacturer or
operator.
[0004] The user, i.e. the subscriber, is associated with
an identification module, e.g. the SIM card of the GSM
system. The SIM is issued by the operator of the mobile
system to which the subscriber is subscribing. The op-
erator wants to control that only his own applications are
enabled in a phone with a SIM card belonging to this
operator.
[0005] In MIDP (Mobile Information Device Profile) 2.0
this is solved by locating a root certificate in the SIM card.
The mobile phone contains logic such that the applica-
tions are only enabled when a SIM card with the correct
root certificate is inserted in the phone. A more detailed
description of the prior art procedure may be found in the
detailed description.
[0006] However, some operators have not implement-
ed a support for handling of operator root certificates on
the SIM card. To solve this, operators have required so-
lutions where the operator root certificate is stored on a
memory in the phone. This solution suffers from one ma-
jor shortcoming. The problem is that is does not prevent
MIDLets belonging to one operator from running in the
operator domain belonging to another operator. In other
words, once an operator MIDLet is installed on the phone,
it will run regardless of what SIM is inserted. The change
of SIM card does not alter the root certificates stored in
the phone and used for enabling applications.

Summary of the invention

[0007] The present invention solves this problem by

instead linking the applications to other domain identity
information contained only on the SIM card, such as the
International Mobile Subscriber Identity, IMSI. In one
mode, the application contains an identification directly
linking it to information on the SIM. In another mode,
hashes of roots are stored in the phone, but a specific
hash must be validated by matching it with information
contained on the SIM. A MIDLet is associated with a hash
of root as in the prior art, but a MIDLet is only enabled if
it matches a valid hash of root. The invention gives the
operator control of which applications are enabled with-
out having to implement support of root certificates on
the SIM card.
[0008] In a first aspect, the invention provides a meth-
od for associating an application with a subscriber identity
module in an apparatus having: a module reader for such
a subscriber identity module, a virtual machine for run-
ning at least one application, wherein an interface be-
tween the application and the apparatus is dependent on
a domain associated with the application and the appli-
cation is permitted to be run only if it is enabled.
[0009] According to the invention, the method compris-
es the steps of:

linking the application with a value capable of being
linked with a domain identity, DID, value of a type
that is contained on such a subscriber identity mod-
ule;
enabling or disabling the application by performing
the steps of:

reading a corresponding DID value from a sub-
scriber identity module inserted in the appara-
tus;
comparing the DID value of the application with
the DID value of the subscriber identity module;
if the DID values match, enabling the application
in the associated domain, otherwise disabling
the application.

[0010] In one embodiment, the method comprises the
steps of:

linking the application with a hash of a root certificate;
storing in the apparatus one or several domain iden-
tity, DID, values of a type that is contained on such
a subscriber identity module, and each such DID val-
ue being linked with a hash of a specific root certifi-
cate forming linked pairs of DID values and hash of
root certificates;
enabling or disabling the application by performing
the steps of:

reading a corresponding DID value from a sub-
scriber identity module inserted in the appara-
tus;
comparing the DID values of the linked pairs of
DID values and hash of root certificates with the
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DID value of the subscriber identity module;
if the DID values match, declaring any matched
pairs of DID values and hash of root certificates
valid;
comparing the hash of root certificate of the ap-
plication with the hash of root certificate of any
valid pairs of DID values and hash of root cer-
tificates;
if the hash of root certificate of the application
and the hash of root certificate of any of the valid
pairs of DID values and hash of root certificates
match, enabling the application in the associat-
ed domain, otherwise disabling the application.

[0011] Suitably, one or several linked pairs of DID val-
ues and hash of root certificates are stored in the appa-
ratus during the manufacturing or customization of the
apparatus.
[0012] Also, one or several pairs of empty DID values
and hash of root certificates DID values may be stored
in the apparatus, wherein the DID values are to be gen-
erated by a subscriber identity module.
[0013] The DID values may be locked to the ones gen-
erated by the first SIM card inserted into the phone.
[0014] Suitably, the DID value is contained in the In-
ternational Mobile Subscriber Identity, IMSI.
[0015] The DID value may be any subset of the IMSI,
such as the MNC or MCC numbers.
[0016] Alternatively, the DID value is contained in a
field on the subscriber identity module, such as the GID1
or GID2 fields.
[0017] Also, the DID value may be contained in a com-
bination of the IMSI and the GID1 or GID2 fields.
[0018] Suitably, the enabling or disabling of an appli-
cation is performed after downloading a new application.
[0019] Suitably, the enabling or disabling of an appli-
cation is performed after installing an external memory
with an application in the apparatus.
[0020] Suitably, the enabling or disabling of an appli-
cation is performed on power on of the apparatus.
[0021] The applications may be locked to the applica-
tions enabled by means of the subscriber identity module
present in the apparatus at the first power on.
[0022] Suitably, the enabling or disabling of an appli-
cation is performed after inserting a subscriber identity
module into the apparatus.
[0023] In a second aspect, the invention provides an
apparatus having: a module reader for a subscriber iden-
tity module, a virtual machine for running at least one
application, an interface between the application and the
apparatus dependent on a domain associated with the
application and the application being permitted to be run
only if it is enabled, the application being linked with a
value capable of being linked with a domain identity, DID,
value of a type that is contained on such a subscriber
identity module; and a security manager for controlling
the interface.
[0024] According to the invention, the security manag-

er, for enabling or disabling the application, is adapted
to perform the steps of:

reading a corresponding DID value from a subscriber
identity module inserted in the apparatus;
comparing the DID value of the application and with
the DID value of the subscriber identity module;
if the DID values match, enabling the application in
the associated domain, otherwise disabling the ap-
plication.

[0025] In one embodiment, the apparatus comprises
a memory for storing one or several domain identity, DID,
values of a type that is contained on such a subscriber
identity module, each such DID value being linked with
a hash of a specific root certificate forming linked pairs
of DID values and hash of root certificates;
wherein the security manager, for enabling or disabling
the application, is adapted to perform the steps of:

reading a corresponding DID value from a subscriber
identity module inserted in the apparatus;
comparing the DID values of the linked pairs of DID
values and hash of root certificates with the DID val-
ue of the subscriber identity module;
if the DID values match, declaring any matched pairs
of DID values and hash of root certificates valid;
comparing the hash of root certificate of the applica-
tion with the hash of root certificate of any valid pairs
of DID values and hash of root certificates;
if the hash of root certificate of the application and
the hash of root certificate of any of the valid pairs
of DID values and hash of root certificates match,
enabling the application in the associated domain,
otherwise disabling the application.

[0026] Suitably, one or several linked pairs of DID val-
ues and hash of root certificates are stored in the appa-
ratus.
[0027] Also, one or several pairs of empty DID values
and hash of root certificates DID values may be stored
in the apparatus, wherein the DID values are to be gen-
erated by a subscriber identity module.
[0028] The security manager may be adapted to lock
the DID values to the ones generated by the first SIM
card inserted into the phone.
[0029] Suitably, the DID value is of a type contained
in the International Mobile Subscriber Identity, IMSI.
[0030] The DID value may be any subset of the IMSI,
such as the MNC or MCC numbers.
[0031] Alternatively, the DID value is of a type con-
tained in a field on the subscriber identity module, such
as the GID1 or GID2 fields.
[0032] Also, the DID value may be contained in a com-
bination of the IMSI and the GID1 or GID2 fields.
[0033] Suitably, the security manager is adapted to
perform the enabling or disabling of an application after
downloading a new application.
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[0034] Suitably, the security manager is adapted to
perform the enabling or disabling of an application after
installing an external memory with an application in the
apparatus.
[0035] Suitably, the security manager is adapted to
perform the enabling or disabling of an application on
power on of the apparatus.
[0036] The security manager may be adapted to lock
the permissions of the applications to the applications
enabled by means of the subscriber identity module
present in the apparatus at the first power on.
[0037] Suitably, the security manager is adapted to
perform the enabling or disabling of an application after
inserting a subscriber identity module into the apparatus.
[0038] The apparatus may be a portable telephone, a
pager, a communicator, a smart phone or an electronic
organiser.
[0039] Suitably, the subscriber identity module is a SIM
card.

Brief description of the drawings

[0040] The invention will be described in detail below
with reference to the accompanying drawings, in which:

Fig. 1 is a schematic diagram of entities and the pro-
cedure for verifying and validating a MIDLet down-
loaded in the mobile telephone over the air;
Fig. 2 is a schematic drawing of the security model
and location of various root certificates in a mobile
telephone;
Fig. 3 is a schematic drawing of entities and the pro-
cedure for enabling an application with the root
stored on the SIM;
Fig. 4 is a schematic drawing of the entities and pro-
cedure according to a first embodiment of the
present invention for enabling an application when
the application is associated with a domain identifier
stored on the SIM; and
Fig. 5 is a schematic drawing of entities and the pro-
cedure of another embodiment of the present inven-
tion for enabling an application when the application
is linked with a root and domain identifier/root pairs
are stored in a phone and in turn associated with a
domain identifier on the SIM.

Detailed description of preferred embodiments

[0041] The invention will be described with reference
to a mobile telephone terminal operating in a telecom-
munications network, such as the GSM. In GSM the mo-
bile phone is linked to a subscriber and a specific tele-
phone number by means of the SIM card, which is an
active (smart) card inserted in the telephone. The phone
is provided with a reader for retrieving information from
the SIM card and may also write information to the card,
e.g. using it as a memory for storing phone number etc,
as is known in the art. Applications may be downloaded

to the phone and run on a special platform, a so called
virtual machine, usually implemented as a Java environ-
ment. The invention does not exclude other kinds of third
party applications, such as native code, and the phone
may be an open phone based on Symbian OS, which
implements a mechanism similar to the Java environ-
ment. The mobile terminal may be e.g. a portable tele-
phone, a pager, a communicator, a smart phone or an
electronic organiser.
[0042] As background the security model according to
the prior art, and partly utilised by the present invention,
is described with reference to figs. 1 to 3. The MIDP 2.0
security framework defines a domain based security
model. In that model a domain is a set of capabilities, i.e.
a sandbox, and an associated root certificate. The sand-
box may be regarded as a set of rules for accessing en-
tities of the mobile phone through an interface from the
application running in the virtual machine. To get access
to the functionality in a sandbox a MIDLet, i.e. an appli-
cation in a Java environment, must be signed by the ap-
plication developer, as is shown in fig. 1.
[0043] The phone 1 contains a certificate chain in a jad
(Java descriptor) file and a root certificate. The MIDLet
contains a signature and is carrying information locking
it to a specific domain, e.g. an operator domain.
[0044] In fig. 1 a root certificate is stored in the phone
1, in a memory or on the SIM card. As is known in the
art, the MIDLet is provided with a signature and a certif-
icate by an application developer 3 in cooperation with a
certificate authority 2 using a secure system for exchange
of certificates with private keys. The procedure for veri-
fication and validation of the MIDLet is conventional and
does not form part of the present invention.
[0045] Fig. 2 illustrates a phone 1 and possible loca-
tions of root certificates. MIDLets (1...n) 5 are run in a
virtual machine 4. A security manager 6 controls the ac-
cess of the MIDLets through an interface (not shown).
The security manager 6 needs information from the root
certificates, of which some may be stored in a flash mem-
ory 7 and others may be stored in a SIM card 8. The SIM
card is shown as separate from the phone 1 even though
it is actually inserted in the phone when in use.
[0046] When a MIDLet 4 is installed or downloaded
the signature is verified as follows:

1. The certificate chain is read from the jad file stored
in the phone 1.
2. A root certificate is retrieved from the phone 1 or
from the SIM 8.
3. The certificate chain is validated and linked to a
specific root certificate.
4. The MIDLet is assigned to the domain defined by
the root certificate.

[0047] As may be seen from fig. 2, the root certificate
can reside either on the SIM 8 or in the phone 1.
[0048] As mentioned in the introduction, the MIDP 2.0
specification stipulates that the operator root certificate

5 6 



EP 1 619 915 A1

5

5

10

15

20

25

30

35

40

45

50

55

must reside on the SIM, and never in the phone. In order
to prevent MIDLets belonging to one operator from run-
ning in the operator domain belonging to another oper-
ator, special measures are taken to ensure that the do-
main and its MIDLets are only enabled if a SIM with the
associated root is inserted.
[0049] With reference to fig. 3, only showing a MIDLet
5 in the operator domain of the virtual machine 4 and the
SIM 8, this has been done as follows in the prior art:

1. The operator root is read from the SIM 8.
2. The hash of the root is calculated.
3. The calculated hash is compared to the hash as-
signed to the MIDLets in the operator domain.
4. If the hash values match, the MIDLets are enabled,
otherwise they are disabled.

[0050] It will be seen that if the operator root was stored
in the phone, instead of on the SIM 8, the MIDLet 5 would
be enabled even if the SIM 8 was changed. The object
of the present invention is to introduce a similar preven-
tion mechanism as described where we stop MIDLets
belonging to one operator from running in the operator
domain belonging to another operator, however without
requiring the root to be stored on the SIM card.
[0051] Since there are no roots available on the SIM,
the mechanism will have to be modified. In a first embod-
iment of the invention, the MIDLet is linked with other
information contained on the SIM, generally a domain
identifier, DID, value. Examples of possible DID values
are set forth below in connection with the second em-
bodiment. In the first embodiment, the MIDLet has to be
provided with a corresponding DID value by the devel-
oper or another provider of the application.
[0052] With reference to fig. 4, the procedure is per-
formed as follows. This is done on downloading of the
application, on installing the application, on power-on of
the phone and/or on inserting the SIM.

1. The DID is read from the SIM 8.
2. The DID of the SIM is compared with the DID of
the MIDLet 5.
3. If the two DID values match, the MIDLet is enabled
and may proceed to be used in the associated do-
main, otherwise the MIDLet is disabled.

[0053] As noted above, in the first embodiment of the
invention the MIDLet 5 has to be linked with a DID value,
which requires the provider to modify the MIDLet.
[0054] In a second embodiment of the invention, the
MIDLet is linked to the hash of the root, as in the prior
art. In addition, the hash value of the root is bound to
something contained on the SIM card, i.e. not a root cer-
tificate but something else related to e.g. the operator.
This information contained on the SIM is used for valida-
tion of possible candidates for hash values of root certif-
icates. During the manufacturing or customization of the
phone, various hash values are stored in the phone, e.g.

in a flash memory, and linked with specific information
contained on SIM cards, so to speak candidate DID val-
ues. When a SIM card is inserted in the phone, these
pairs of hash values and candidate DID values may be
validated by comparing with DID values contained on the
SIM. Thus, it is possible to define several allowed DID
numbers/hash of root pairs. The allowed DID values
should be a part of the customization information together
with the operator root certificate. The mechanisms de-
scribed here should be combined with a reasonably se-
cure customization scheme to ensure the integrity of the
operator root and associated DID value.
[0055] In an alternative, hash values are stored in the
phone, but they are not linked with specific information
contained on SIM cards during the manufacturing or cus-
tomization. Instead, this information is "empty" and
adapted to be retrieved from a SIM card, suitably the first
SIM card inserted into the phone. Thus, the candidate
DID values are generated by the SIM card. Preferably,
the candidate DID values are locked to the ones gener-
ated by the first SIM card inserted into the phone, but
DID values from further SIM cards may be accepted.
[0056] The enabling procedure is described with ref-
erence to fig. 5. In this example the DID value is contained
in the IMSI number. The procedure is performed on var-
ious occasions as discussed below.

1. The IMSI is read from the SIM 8.
2. The IMSI is compared to the IMSI information of
the pairs 9 of IMSI information values and hashes of
roots stored in the flash memory 7.
3. If the IMSI information values match, the hash of
root of this pair 9 is considered valid and the hash
of root can be used.
4. The valid hash of root of the pair 9 is compared
to the hash of the root assigned to the MIDLet 5 in
the associated domain in the virtual machine 4.
5. If the hash values match, the MIDLet is enabled
and may proceed to be used, otherwise it is disabled.

[0057] The IMSI (International Mobile Subscriber Iden-
tity) is unique for each subscriber and contains fifteen
figures in various fields. It is possible to lock the MIDLets
to subsets of the IMSI, such as the MNC (Mobile Network
Code), and MCC (Mobile Country Code) numbers. The
MNC and MCC numbers are fields forming parts of the
IMSI. It is also possible to bind the MIDLet to other infor-
mation contained on the SIM, such as the (Group Iden-
tifier Level) GID1 and GID 2 fields. Today, these fields
are free to use for the operator and are e.g. used for
SIMlock, operator binding, defining various types of sub-
scriptions, etc. It is also possible to use combinations of
the IMSI fields and the GID fields. The syntax describing
the numbers may include various characters, such as
*, ? as well as the ten digits 0...9.
[0058] By incorporating this information in the hash of
root/DID value pairs, it is possible to achieve a very fine
grained distribution of permissions for the applications.
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[0059] The procedure of enabling an application de-
scribed above may be performed at any time. It is suitable
that it is performed after downloading a new application,
which may be over the air or by inserting an external
memory containing the application. The enabling proce-
dure may also be performed thereafter on installing the
application. A new enabling procedure should also be
performed on changing the SIM, i.e. as soon as a sub-
scriber identity module is inserted into the apparatus
(whether it is the same SIM as before or another one).
This may and should result in that some applications are
no longer enabled.
[0060] Also, the enabling procedure is performed on
start-up of the phone, i.e. on power-on. The invention
gives a possibility to lock the enabled applications similar
to the SIMlock feature autolock, i.e. the enablement of
applications in e.g. the operator domain is bound to the
enablement performed by means of the SIM present at
the first power-on of the phone.
[0061] It will be seen that the invention prevents appli-
cations belonging to one operator from running in the
operator domain belonging to another operator, even if
the root is stored in the handset, i.e. the phone or any
other media apart from the SIM connected to the phone.
[0062] The invention may be implemented by various
combinations of hardware and software, as will be ap-
preciated by a person skilled in the art. The scope of the
inventions is only limited by the claims below.

Claims

1. A method for associating an application (5) with a
subscriber identity module (8) in an apparatus (1)
having: a module reader for such a subscriber iden-
tity module (8), a virtual machine (4) for running at
least one application, wherein an interface between
the application (5) and the apparatus (1) is depend-
ent on a domain associated with the application (5)
and the application (5) is permitted to be run only if
it is enabled, the method comprising the steps of:

linking the application (5) with a value capable
of being linked with a domain identity, DID, value
of a type that is contained on such a subscriber
identity module (8);
enabling or disabling the application (5) by per-
forming the steps of:

reading a corresponding DID value from a
subscriber identity module (8) inserted in
the apparatus (1);
comparing the DID value of the application
(5) and with the DID value of the subscriber
identity module (8);
if the DID values match, enabling the appli-
cation (5) in the associated domain, other-
wise disabling the application (5).

2. A method for associating an application (5) with a
subscriber identity module (8) in an apparatus (1)
having: a module reader for such a subscriber iden-
tity module (8), a virtual machine (4) for running at
least one application (5), wherein an interface be-
tween the application (5) and the apparatus is de-
pendent on a domain associated with the application
(5) and the application (5) is permitted to be run only
if it is enabled, the method comprising the steps of:

linking the application (5) with a hash of a root
certificate;
storing in the apparatus (1) one or several do-
main identity, DID, values of a type that is con-
tained on such a subscriber identity module (8),
and each such DID value being linked with a
hash of a specific root certificate forming linked
pairs (9) of DID values and hash of root certifi-
cates; enabling or disabling the application (5)
by performing the steps of:

reading a corresponding DID value from a
subscriber identity module (8) inserted in
the apparatus (1);
comparing the DID values of the linked pairs
(9) of DID values and hash of root certifi-
cates with the DID value of the subscriber
identity module (8);
if the DID values match, declaring any
matched pairs (9) of DID values and hash
of root certificates valid;
comparing the hash of root certificate of the
application (5) with the hash of root certifi-
cate of any valid pairs (9) of DID values and
hash of root certificates;
if the hash of root certificate of the applica-
tion (5) and the hash of root certificate of
any of the valid pairs (9) of DID values and
hash of root certificates match, enabling the
application (5) in the associated domain,
otherwise disabling the application (5).

3. A method according to claim 2, characterised in
that one or several linked pairs (9) of DID values
and hash of root certificates are stored in the appa-
ratus (1) during the manufacturing or customization
of the apparatus.

4. A method according to claim 2 or 3, characterised
in that one or several pairs (9) of empty DID values
and hash of root certificates DID values are stored
in the apparatus (1), wherein the DID values are to
be generated by a subscriber identity module (8).

5. A method according to claim 4, characterised in
that the DID values are locked to the ones generated
by the first SIM card inserted into the phone.

9 10 
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6. A method according to any one of the preceding
claims, characterised in that the DID value is con-
tained in the International Mobile Subscriber Identity,
IMSI.

7. A method according to claim 6, characterised in
that the DID value is any subset of the IMSI, such
as the MNC or MCC numbers.

8. A method according to any one of claims 1 to 5, char-
acterised in that the DID value is contained in a
field on the subscriber identity module, such as the
GID1 or GID2 fields.

9. A method according to any one of claims 1 to 5, char-
acterised in that the DID value is contained in a
combination of the IMSI and the GID1 or GID2 fields.

10. A method according to any one of claims 1 to 9, char-
acterised in that the enabling or disabling of an ap-
plication (5) is performed after downloading a new
application (5).

11. A method according to any one of claims 1 to 10,
characterised in that the enabling or disabling of
an application (5) is performed after installing an ex-
ternal memory with an application (5) in the appara-
tus (1).

12. A method according to any one of claims 1 to 11,
characterised in that the enabling or disabling of
an application (5) is performed on power on of the
apparatus (1).

13. A method according to claim 12, characterised in
that the permissions of the applications (5) are
locked to the applications (5) enabled by means of
the subscriber identity module (8) present in the ap-
paratus (1) at the first power on.

14. A method according to any one of claims 1 to 13,
characterised in that the enabling or disabling of
an application (5) is performed after inserting a sub-
scriber identity module (8) into the apparatus (1).

15. An apparatus (1) having: a module reader for a sub-
scriber identity module (8), a virtual machine (4) for
running at least one application (5), an interface be-
tween the application (5) and the apparatus depend-
ent on a domain associated with the application (5)
and the application (5) being permitted to be run only
if it is enabled, the application (5) being linked with
a value capable of being linked with a domain iden-
tity, DID, value of a type that is contained on such a
subscriber identity module (8); and a security man-
ager (7) for controlling the interface, characterised
in that:

the security manager (7), for enabling or disa-
bling the application (5), is adapted to perform
the steps of:

reading a corresponding DID value from a
subscriber identity module (8) inserted in
the apparatus (1);
comparing the DID value of the application
(5) and with the DID value of the subscriber
identity module (8);
if the DID values match, enabling the appli-
cation (5) in the associated domain, other-
wise disabling the application (5).

16. An apparatus (1) having: a module reader for a sub-
scriber identity module (8), a virtual machine (6) for
running at least one application (5), an interface be-
tween the application (5) and the apparatus depend-
ent on a domain associated with the application (5)
and the application (5) being permitted to be run only
if it is enabled, the application (5) being linked with
a hash of a root certificate; and a security manager
(6) for controlling the interface, characterised in
that:

the apparatus (1) comprises a memory (7) for
storing one or several domain identity, DID, val-
ues of a type that is contained on such a sub-
scriber identity module (8), each such DID value
being linked with a hash of a specific root certif-
icate forming linked pairs (9) of DID values and
hash of root certificates;
the security manager (6), for enabling or disa-
bling the application (5), is adapted to perform
the steps of:

reading a corresponding DID value from a
subscriber identity module (8) inserted in
the apparatus (1);
comparing the DID values of the linked pairs
(9) of DID values and hash of root certifi-
cates with the DID value of the subscriber
identity module (8);
if the DID values match, declaring any
matched pairs (9) of DID values and hash
of root certificates valid;
comparing the hash of root certificate of the
application (5) with the hash of root certifi-
cate of any valid pairs (9) of DID values and
hash of root certificates;
if the hash of root certificate of the applica-
tion (5) and the hash of root certificate of
any of the valid pairs (9) of DID values and
hash of root certificates match, enabling the
application (5) in the associated domain,
otherwise disabling the application (5).

17. An apparatus according to claim 16, characterised
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in that one or several linked pairs (9) of DID values
and hash of root certificates are stored in the appa-
ratus (1).

18. An apparatus according to claim 16 or 17, charac-
terised in that one or several pairs (9) of empty DID
values and hash of root certificates are stored in the
apparatus (1), wherein the DID values are to be gen-
erated by a subscriber identity module (8).

19. An apparatus according to claim 18, characterised
in that the security manager (6) is adapted to lock
the DID values to the ones generated by the first SIM
card inserted into the phone.

20. An apparatus according to any one of claims 15 to
19, characterised in that the DID value is of a type
contained in the International Mobile Subscriber
Identity, IMSI.

21. An apparatus according to claim 20, characterised
in that the DID value is any subset of the IMSI, such
as the MNC or MCC numbers.

22. An apparatus according to any one of claims 15 to
19, characterised in that the DID value is of a type
contained in a field on the subscriber identity module
(8), such as the GID1 or GID2 fields.

23. An apparatus according to any one of claims 15 to
19, characterised in that the DID value is contained
in a combination of the IMSI and the GID1 or GID2
fields.

24. An apparatus according to any one of claims 15 to
23, characterised in that the security manager (6)
is adapted to perform the enabling or disabling of an
application (5) after downloading a new application
(5).

25. An apparatus according to any one of claims 15 to
24, characterised in that the security manager (6)
is adapted to perform the enabling or disabling of an
application (5) after installing an external memory
with an application (5) in the apparatus (1).

26. An apparatus according to any one of claims 15 to
25, characterised in that the security manager (6)
is adapted to perform the enabling or disabling of an
application (5) on power on of the apparatus (1).

27. An apparatus according to claim 26, characterised
in that the security manager (6) is adapted to lock
the permissions of the applications (5) to the appli-
cations enabled by means of the subscriber identity
module (8) present in the apparatus (1) at the first
power on.

28. An apparatus according to any one of claims 15 to
27, characterised in that the security manager (6)
is adapted to perform the enabling or disabling of an
application (5) after inserting a subscriber identity
module (8) into the apparatus (1).

29. An apparatus according to any one of claims 15 to
29, characterised in that the apparatus (1) is a port-
able telephone, a pager, a communicator, a smart
phone or an electronic organiser.

30. An apparatus according to claim 29, characterised
in that the subscriber identity module (8) is a SIM
card.
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