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©  LAN  monitoring  method  and  apparatus. 
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©  A  monitoring  device  (20)  is  provided  for  detect- 
ing  late  packet  collisions  on  CSMA/CD  LANs  (10). 
The  device  (20)  comprises  a  first  detector  (34)  for 
detecting  the  presence  of  a  packet  on  a  LAN  10,  a 
second  detector  (37)  for  detecting  the  occurrence  of 
a  packet  collision  on  the  LAN,  and  a  late-collision 
indicator  (43-46)  which  provides  a  late-collision  in- 

dication  whenever  the  second  detector  (37)  detects 
the  occurrence  of  a  collision  more  than  a  predeter- 
mined  time  after  the  first  detector  (34)  detects  the 
presence  of  a  packet.  The  monitoring  device  (20) 
may  also  be  provided  with  a  low-traffic  indicator  (42) 
arranged  to  flicker  in  the  presence  of  low  traffic  on 
the  LAN. 

U2—  LOW 
T  TRAFFIC 

°v  ■ 
VR1 
VR2 

FIG  2  

Rank  Xerox  (UK)  Business  Services 



1 EP  0  489  990  A1 2 

The  present  invention  relates  to  a  method  and 
apparatus  for  monitoring  packet-based  LANs  (local 
area  networks)  that  utilize  the  media  access  control 
method  known  as  CSMA/CD  (Carrier  Sense  Mul- 
tiple  Access  with  Collision  Detection). 

As  is  well  known,  in  a  CSMA/CD  LAN  a  num- 
ber  of  stations  are  interconnected  through  a  single 
shared  cable  (electrical  or  optical)  logically  config- 
ured  as  a  bus  (though  possibly  physically  config- 
ured  as  a  bus,  tree  or  star).  Data  is  transmitted 
between  the  stations  in  packets  and  generally  sig- 
nals  are  normally  only  present  on  the  LAN  when 
user  data  or  control  data  is  being  transferred  (that 
is,  the  LAN  is  idle  -  no  signals  present  -  in  the  gaps 
between  packets).  A  station  wishing  to  transmit 
data  first  checks  that  the  LAN  has  been  idle  long 
enough  for  all  transmissions  to  have  propagated 
across  the  LAN;  providing  this  check  shows  the 
LAN  to  be  idle,  the  station  then  proceeds  to  trans- 
mit  its  data.  It  is,  of  course,  still  possible  for  two 
stations  to  start  transmission  at  approximately  the 
same  instant  and  in  this  case  there  will  be  a 
collision  between  the  two  packets  being  transmit- 
ted.  Each  transmitting  station  listens  out  for  any 
such  collision  and  if  one  does  occur,  the  station 
ceases  transmission  after  having  first  transmitted  a 
jam  sequence  that  ensures  the  collision  is  detected 
by  all  the  stations  concerned.  The  stations  respon- 
sible  for  transmitting  the  colliding  packets  will  then 
attempt  to  retransmit  their  data  after  a  short,  ran- 
dom,  delay. 

If  the  LAN  is  functioning  correctly,  collisions 
should  only  occur  within  a  predetermined  time  in- 
terval  following  the  start  of  transmission  by  any 
particular  station.  The  duration  of  this  time  interval 
is  dependent  on  the  longest  propagation  delay 
between  any  pair  of  stations  on  the  network  (or 
where  the  network  is  made  up  of  several  segments 
interconnected  by  repeaters,  between  any  pair  of 
stations  on  the  relevant  network  segment),  the  time 
taken  by  a  station  to  launch  a  packet,  and  the  time 
taken  for  a  station  to  detect  a  collision.  In  practice, 
where  a  LAN  is  designed  in  accordance  with  a 
particular  technical  standard,  this  predetermined 
time  interval  will  normally  be  determined  with  refer- 
ence  to  the  maximum  values  of  the  defining  param- 
eters  as  set  down  in  the  technical  standard. 

In  some  LAN  fault  conditions,  packet  collisions 
may  occur  after  the  initial  time  interval  where  such 
collisions  are  expected.  It  is  possible  to  observe 
such  collisions  using  network  analyzers;  however, 
such  items  of  equipment  are  expensive  and  com- 
plex,  requiring  much  skill  to  set  them  up  to  observe 
late  collisions. 

It  is  an  object  of  the  present  invention  to  pro- 
vide  a  method  and  apparatus  that  facilitate  the 
monitoring  of  late  collisions  on  CSMA/CD  LANs. 

According  to  one  aspect  of  the  present  inven- 

tion,  there  is  provided  apparatus  for  monitoring  a 
CSMA/CD  LAN,  characterized  in  that  said  appara- 
tus  comprises: 

-  input  means  for  providing  a  connection  to 
5  said  LAN  to  enable  monitoring  of  the  LAN 

whilst  active; 
-  first  detection  means  coupled  to  said  input 

means  and  operative  to  detect  the  presence 
of  a  packet  on  the  LAN  and  to  generate  a 

io  first  output  signal  in  response  thereto; 
-  second  detection  means  coupled  to  said  in- 

put  means  and  operative  to  detect  a  packet 
collision  on  the  LAN  and  to  generate  a  sec- 
ond  output  signal  in  response  thereto;  and 

75  -  late-collision  indicator  means  connected  to 
receive  said  first  and  second  output  signals 
and  operative  to  provide  a  late-collision  out- 
put  indication  when  said  second  output  signal 
indicates  the  occurrence  of  a  packet  collision 

20  subsequent  to  the  elapse  of  a  predetermined 
time  interval  from  the  start  of  the  last  preced- 
ing  packet  as  indicated  by  said  first  output 
signal. 

The  late-collision  output  indication,  which  is 
25  preferably  a  visual  output,  enables  a  user  of  the 

apparatus  to  readily  discern  the  presence  of  late 
collisions  and  therefore  of  a  fault  on  the  LAN. 

Advantageously,  the  late-collision  detector 
means  comprises  timing  means  operative  to  gen- 

30  erate  an  inhibit  signal  in  response  to  said  first 
output  signal  indicating  the  start  of  a  packet  on  the 
LAN,  said  inhibit  signal  having  a  duration,  from  the 
time  said  first  output  signal  indicates  the  start  of 
the  last  preceding  packet,  corresponding  to  said 

35  predetermined  time  interval;  and  gating  means 
connected  to  receive  said  second  output  signal  and 
said  inhibit  signal  and  operative  to  provide  a  late- 
collision  signal  only  when  said  inhibit  signal  is 
absent  concurrently  with  said  second  output  signal 

40  being  present;  the  late-collision  signal  provided  by 
said  gating  means  being  used  to  provide  said  late- 
collision  output  indication.  The  timing  means  may 
be  a  re-triggerable  monostable. 

Preferably,  the  late-collision  detector  means 
45  further  comprises  an  output  latch  connected  to 

receive  the  said  late-collision  signal  from  the  gating 
means,  said  output  latch  being  operative  to  latch 
said  late-collision  signal  on  receipt  and  to  there- 
upon  provide  said  late-collision  output  indication. 

50  For  monitoring  LANs  that  employ  a  transmis- 
sion  medium  adapted  to  carry  electrical  signals, 
the  apparatus  may  be  designed  such  that  said  first 
detection  means  is  operative  to  provide  said  first 
output  signal  when  the  voltage  on  the  LAN  exceeds 

55  a  first  predetermined  voltage  magnitude;  and  said 
second  detection  means  is  operative  to  provide 
said  second  output  signal  when  the  voltage  in  the 
LAN  exceeds  a  second  predetermined  voltage 
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magnitude,  greater  than  said  first  predetermined 
magnitude. 

The  apparatus  may  advantageously  be  pro- 
vided  in  hand-portable  form  to  permit  user  to  move 
quickly  between  test  locations.  Furthermore,  the 
said  predetermined  time  interval  that  determines 
whether  or  not  a  collision  is  classed  as  a  late 
collision,  may  be  made  adjustable. 

According  to  another  aspect  of  the  present 
invention,  there  is  provided  a  method  of  monitoring 
a  CSMA/CD  LAN,  characterized  in  that  said  method 
comprises  the  step  of  detecting  the  presence  of  a 
packet  on  the  LAN  and  providing  a  first  output 
signal  in  response  thereto;  detecting  a  packet  colli- 
sion  on  the  LAN  and  providing  a  second  output 
signal  in  response  thereto;  and  providing  a  late- 
collision  output  indication  when  said  second  output 
signal  indicates  the  occurrence  of  a  packet  collision 
subsequent  to  the  elapse  of  a  predetermined  time 
interval  from  the  start  of  the  last  preceding  packet 
as  indicated  by  said  first  output  signal. 

According  to  a  further  aspect  of  the  present 
invention,  there  is  provided  apparatus  for  monitor- 
ing  a  CSMA/CD  LAN,  said  apparatus  comprising 
input  means  for  providing  a  connection  to  said  LAN 
to  enable  monitoring  of  the  LAN  whilst  active;  pack- 
et  detection  means  coupled  to  said  input  means 
and  operative  to  detect  the  presence  of  a  packet 
on  the  LAN  and  to  generate  a  first  output  signal  in 
response  thereto;  extended-pulse  means  connect- 
ed  to  receive  the  first  output  signal  and  operative  to 
generate  for  each  packet  indicated  thereby,  an 
extended  output  pulse  of  a  predetermined  duration 
substantially  greater  than  said  packet,  and  visual 
indicator  means  connected  to  receive  each  said 
output  pulse  and  operate  to  cause  a  visually  or 
audibly  discernible  effect  for  the  duration  of  each 
pulse  whereby  to  permit  low  activity  in  the  LAN  to 
be  visually  discernible  by  an  operator. 

A  hand-portable  LAN  monitoring  device  em- 
bodying  the  invention  will  now  be  particularly  de- 
scribed,  by  way  of  non-limiting  example,  with  refer- 
ence  to  the  accompanying  diagrammatic  drawings, 
in  which: 

Figure  1  illustrates  generally  how  the  moni- 
toring  device  is  used  to  monitor  a 
LAN;  and 

Figure  2  is  a  schematic  diagram  of  the  moni- 
toring  circuitry  of  the  monitoring  de- 
vice. 

Figure  1  illustrates  a  LAN  segment  the  trans- 
mission  medium  of  which  is  constituted  by  a  co- 
axial  cable  10.  A  number  of  computer  workstations 
11  are  connected  to  the  cable  10  via  connectors 
12.  The  ends  of  the  cable  10  are  terminated  by 
terminators  13  which  match  the  characteristic  im- 
pedance  of  the  cable  10. 

The  illustrated  LAN  is,  for  example,  a 

CSMA/CD  LAN  complying  with  the  10BASE5  vari- 
ant  of  the  IEEE  802.3  standard.  In  this  case,  the 
characteristic  impedance  of  the  coaxial  cable  10  is 
50  ohms  and  the  terminators  13  can  be  simply 

5  constituted  by  50  ohm  resistors  connected  be- 
tween  the  inner  conductor  and  the  outer  shield  of 
the  cable.  The  signalling  technique  used  is 
baseband  with  Manchester  encoding  and  with  a 
data  rate  of  10  megabits/second. 

io  In  transmitting  packets  over  the  LAN  cable,  the 
stations  output  pulse  signals  which  have  negative 
voltage  excursions  relative  to  the  voltage  of  the 
cable  between  the  packets  (in  this  case,  zero 
volts). 

is  The  LAN  segment  may  be  connected  to  one  or 
more  other  LAN  segments  15  via  connectors  12 
and  one  or  more  appropriate  spanning  devices 
such  as  the  bridge  14. 

Also  illustrated  in  Figure  1  is  the  hand-portable 
20  LAN  monitoring  device  20.  This  device  is  battery 

powered  and  is  provided  with  a  coaxial-cable  con- 
nector  21  for  connecting  the  device  to  the  cable  10 
through  a  T-junction  cable  connector  16.  Such  con- 
nectors  are  generally  to  be  found  throughout  the 

25  length  of  the  LAN  segment  cable  10  and  can  serve 
as  the  connectors  12.  When  not  providing  a  con- 
nection  to  the  cable  10,  the  connector  16  has  its 
unconnected  stub  left  not  terminated. 

As  can  be  seen  in  Figure  1,  the  monitoring 
30  device  20  includes  a  power  on/off  switch  22,  a  first 

LED  (light  emitting  diode)  indicator  42  marked 
"LOW"  for  indicating  low  traffic  conditions,  and  a 
second  LED  indicator  46  marked  "LATE"  for  in- 
dicating  late  collisions  on  the  LAN. 

35  The  internal  circuitry  of  the  monitoring  device 
20  is  shown  in  Figure  2.  Upon  connection  of  the 
monitoring  device  20  to  the  LAN  cable  10  via  the 
connectors  21  and  16,  the  voltage  of  the  inner 
conductor  of  the  cable  10  appears  on  an  input  line 

40  30  of  the  Figure  2  circuitry.  This  voltage  is  fed  to  a 
short-term  averaging  circuit  formed  by  a  diode  31  , 
resistor  32,  capacitor  33  and  resistor  29;  the  values 
of  these  components  are  chosen  such  that  the 
voltage  of  the  capacitor  33  tracks  the  envelope  of 

45  the  data  packets  appearing  on  the  cable  10  rather 
than  the  individual  pulses  within  the  packet. 

The  voltage  of  the  capacitor  33  is  supplied  to 
the  "-"  inputs  of  comparators  34  and  37,  the  "  +  " 
inputs  of  which  are  respectively  supplied  with  a 

50  reference  voltage  VR1  generated  by  a  chain  of 
resistors  35,  36,  and  a  voltage  VR2  generated  by  a 
chain  of  resistors  38,  39.  Reference  voltage  VR1  is 
set  at  a  level  less  negative  than  the  envelope  of  a 
single  data  packet  whereby  the  output  of  the  com- 

55  parator  34  will  go  high  in  the  presence  of  a  data 
packet  on  the  LAN  but  will  otherwise  be  low.  Refer- 
ence  voltage  VR2  is  set  such  that  it  is  more  nega- 
tive  than  the  voltage  envelope  of  a  single  packet 

3 
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but  is  less  negative  than  the  voltage  envelope 
produced  when  two  packets  collide;  the  output  of 
the  comparator  37  will  thus  normally  be  low  but  go 
high  upon  the  occurrence  of  a  collision  and  remain 
high  while  the  collision  continues. 

The  output  of  the  comparator  34  thus  indicates 
the  presence  of  a  packet  while  the  output  of  the 
comparator  37  indicates  the  presence  of  a  collision. 

The  output  of  the  comparator  34  is  fed  to  a 
monostable  43  triggered  off  the  positive  going 
edge  of  the  pulse  produced  at  the  output  of  the 
comparator  34  when  a  packet  is  present  on  the 
LAN.  The  monostable  43  produces  a  positive  pulse 
of  a  duration  corresponding  to  the  time  interval 
after  the  start  of  a  packet  when  a  valid  collision 
may  occur.  The  parameters  effecting  the  value  of 
this  time  interval  have  already  been  mentioned 
above  and  the  monostable  is  preferably  such  that 
the  duration  of  this  output  pulse  can  be  adjusted 
appropriately  for  different  LANs. 

By  using  the  signals  present  at  the  output  of 
the  monostable  43  and  at  the  output  of  the  com- 
parator  37,  it  is  a  simple  matter  to  generate  a 
signal  indicative  of  the  presence  of  a  late  collision 
of  the  LAN.  More  particularly,  this  can  be  achieved 
by  feeding  the  output  comparator  37  to  a  normal 
input  of  an  AND  gate  44  whilst  feeding  the  output 
of  the  monostable  43  to  an  inverting  input  of  the 
same  AND  gate  44.  The  gate  44  will  thus  be 
inhibited  for  the  valid-collision  time  interval  that 
follows  that  start  of  each  packet  of  the  LAN;  be- 
yond  this  valid-collision  time  interval,  the  output  of 
the  monostable  43  serves  to  enable  the  gate  44  so 
that  should  a  collision  subsequently  occur  whilst 
the  currently  detected  packet  is  still  present,  then 
the  collision  signal  output  by  the  comparator  37  will 
be  past  through  the  gate  44.  This  signal  is  then 
latched  by  latch  45.  In  its  latched  state,  the  latch 
45  activates  a  visual  output  in  the  form  of  an  LED 
(light  emitting  diode)  46  to  thereby  indicate  to  the 
user  of  the  monitoring  device  the  occurrence  of  a 
late  collision  on  the  LAN. 

In  addition  to  providing  an  indication  of  a  late 
collision  on  the  LAN,  the  monitoring  device  circuitry 
can  be  arranged  to  provide  a  low  traffic  indication. 
To  this  end,  the  output  of  the  comparator  34  is  fed 
to  a  monostable  40  which  effectively  acts  as  a 
pulse  stretcher.  Upon  the  comparator  34  producing 
an  output  pulse  indicating  the  presence  of  a  packet 
on  the  LAN  (this  pulse  having  a  duration  substan- 
tially  corresponding  to  that  of  the  packet),  the  mon- 
ostable  40  is  triggered  to  produce  a  corresponding 
low  output  pulse  at  a  normally-high  inverting  output 
50.  The  duration  of  this  output  pulse  is  many  times 
greater  than  that  of  the  packet  giving  rise  to  the 
pulse.  This  extended  pulse  is  used  to  energize  an 
LED  (light  emitting  diode)  42  to  provide  the  oper- 
ator  with  a  visual  indication  of  the  presence  of 

packet  on  the  LAN.  When  the  traffic  on  the  LAN  is 
low,  the  LED  42  will  be  seen  to  flicker;  however,  in 
the  presence  of  normal  high  traffic  on  the  LAN  the 
LED  will  be  continually  energized.  This  simple  vi- 

5  sual  indication  of  low  traffic  can  be  an  extremely 
useful  tool  in  tracking  down  LAN  faults. 

Various  modifications  to  the  described  circuitry 
will  be  apparent  to  persons  skilled  in  the  art.  Thus 
for  example,  the  latch  45  may  be  replaced  by  a 

io  monostable  operative  to  give  an  extended  output 
pulse  so  that  the  presence  of  a  late  collision  will  be 
seen  by  the  user  of  the  monitoring  device  as  a 
fixed  duration  energization  of  the  LED  46. 

A  possible  modification  to  the  low  traffic  indica- 
15  tor  would  be  to  use  a  non-inverting  output  from  the 

monostable  40  such  that  in  the  absence  of  traffic 
the  LED  42  would  be  continuously  energized,  in 
the  presence  of  low  traffic  the  LED  would  flicker, 
while  during  normal  traffic  the  LED  would  be  de- 

20  energized.  Another  possible  modification  would  be 
to  use  the  output  of  the  monostable  40  to  gate  the 
output  of  a  sound  source  in  order  to  produce  an 
audibly  discernible  indicator  of  low  traffic  rather 
than  a  visual  one. 

25  Although  the  illustrated  monitoring  device  is 
intended  for  use  with  a  coaxial  cable,  baseband 
LAN,  it  will  be  apparent  to  persons  skilled  in  the  art 
that  similar  monitoring  devices  could  be  made  for 
LANs  including  optical  cables  or  for  LANs  using 

30  broadband  signalling  techniques  rather  than 
baseband  techniques. 

Furthermore,  whilst  the  monitoring  device  de- 
scribed  above  is  of  hand-portable  form,  the  device 
could  also  be  provided  as  a  card  for  insertion  into  a 

35  station  11  or  spanning  device  14. 

Claims 

1.  Apparatus  for  monitoring  a  CSMA/CD  LAN, 
40  characterized  in  that  said  apparatus  comprises: 

-  input  means  (21)  for  providing  a  connec- 
tion  to  said  LAN  (10)  to  enable  monitor- 
ing  of  the  LAN  whilst  active; 

-  first  detection  means  (34)  coupled  to  said 
45  input  means  (21)  and  operative  to  detect 

the  presence  of  a  packet  on  the  LAN  (10) 
and  to  generate  a  first  output  signal  in 
response  thereto; 

-  second  detection  means  (37)  coupled  to 
50  said  input  means  (21)  and  operative  to 

detect  a  packet  collision  on  the  LAN  (10) 
and  to  generate  a  second  output  signal 
in  response  thereto;  and 

-  late-collision  indicator  means  (43-45) 
55  connected  to  receive  said  first  and  sec- 

ond  output  signals  and  operative  to  pro- 
vide  a  late-collision  output  indication 
when  said  second  output  signal  indicates 

4 
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the  occurrence  of  a  packet  collision  sub- 
sequent  to  the  elapse  of  a  predetermined 
time  interval  from  the  start  of  the  last 
preceding  packet  as  indicated  by  said 
first  output  signal. 

2.  Apparatus  according  to  claim  1,  wherein  said 
late-collision  indicator  means  (43-45)  com- 
prises: 

-  timing  means  (43)  operative  to  generate 
an  inhibit  signal  in  response  to  said  first 
output  signal  indicating  the  start  of  a 
packet  on  the  LAN  (10),  said  inhibit  sig- 
nal  having  a  duration,  from  the  time  said 
first  output  signal  indicates  the  start  of 
the  last  preceding  packet,  corresponding 
to  said  predetermined  time  interval;  and 

-  gating  means  (44)  connected  to  receive 
said  second  output  signal  and  said  inhibit 
signal  and  operative  to  provide  a  late- 
collision  signal  only  when  said  inhibit  sig- 
nal  is  absent  concurrently  with  said  sec- 
ond  output  signal  being  present;  the  late- 
collision  signal  provided  by  said  gating 
means  (44)  being  used  to  provide  said 
late-collision  output  indication. 

3.  Apparatus  according  to  claim  2,  wherein  said 
timing  means  (43)  is  a  re-triggerable  mon- 
ostable  element. 

4.  Apparatus  according  to  claim  2,  wherein  the 
late-collision  indicator  means  further  comprises 
an  output  latch  (45)  connected  to  receive  the 
said  late-collision  signal  from  the  gating 
means(44)  said  output  latch  (45)  being  oper- 
ative  to  latch  said  late-collision  signal  on  re- 
ceipt  and  to  thereupon  provide  said  late-colli- 
sion  output  indication. 

5.  Apparatus  according  to  claim  1,  wherein  said 
late-collision  indicator  means  includes  means 
for  adjusting  the  duration  of  said  predeter- 
mined  time  interval. 

6.  Apparatus  according  to  claim  1  for  use  with  a 
LAN  that  employs  a  transmission  medium  (10) 
adapted  to  carry  electrical  signals,  wherein: 

-  said  first  detection  means  (34)  is  oper- 
ative  to  provide  said  first  output  signal 
when  the  voltage  on  the  LAN  exceeds  a 
first  predetermined  voltage  magnitude; 
and 

-  said  second  detection  means  (37)  is  op- 
erative  to  provide  said  second  output  sig- 
nal  when  the  voltage  in  the  LAN  exceeds 
a  second  predetermined  voltage  mag- 
nitude,  greater  than  said  first  predeter- 

mined  magnitude. 

7.  Apparatus  according  to  claim  1  in  the  form  of  a 
hand-held  instrument  (20). 

5 
8.  A  method  of  monitoring  a  CSMA/CD  LAN, 

characterized  in  that  said  method  comprises 
the  step  of: 

-  detecting  the  presence  of  a  packet  on 
io  the  LAN  and  providing  a  first  output  sig- 

nal  in  response  thereto; 
-  detecting  a  packet  collision  on  the  LAN 

and  providing  a  second  output  signal  in 
response  thereto;  and 

is  -  providing  a  late-collision  output  indication 
when  said  second  output  signal  indicates 
the  occurrence  of  a  packet  collision  sub- 
sequent  to  the  elapse  of  a  predetermined 
time  interval  from  the  start  of  the  last 

20  preceding  packet  as  indicated  by  said 
first  output  signal. 

9.  Apparatus  for  monitoring  a  CSMA/CD  LAN, 
said  apparatus  comprising: 

25  -  input  means  (21)  for  providing  a  connec- 
tion  to  said  LAN  (10)  to  enable  monitor- 
ing  of  the  LAN  whilst  active; 

-  packet  detection  means  (34)  coupled  to 
said  input  means  (21)  and  operative  to 

30  detect  the  presence  of  a  packet  on  the 
LAN  (10)  and  to  generate  a  first  output 
signal  in  response  thereto; 

-  extended-pulse  means  (40)  connected  to 
receive  the  first  output  signal  and  oper- 

35  ative  to  generate  for  each  packet  indi- 
cated  thereby,  an  extended  output  pulse 
of  a  predetermined  duration  substantially 
greater  than  said  packet,  and 

-  visual  indicator  means  (42)  connected  to 
40  receive  each  said  output  pulse  and  oper- 

ative  to  cause  a  visually  or  audibly  dis- 
cernible  effect  for  the  duration  of  each 
pulse  whereby  to  permit  low  activity  in 
the  LAN  to  be  visually  discernible  by  an 

45  operator. 
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