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(54) CYBER MONITOR SEGMENTED PROCESSING FOR CONTROL SYSTEMS

(57) A cyber monitored control system (101) includes
a controller (201) with a first processing resource (202)
operable to execute a control application (203) for a con-
trolled system (100). The cyber monitored control system
(101) also includes a cyber monitor (205) with a second
processing resource (206) isolated from the first process-
ing resource (202). The cyber monitor (205) is operable

to evaluate a plurality of inputs to the cyber monitored
control system (101) with respect to a cyber threat model
(230), apply trending (232) using the cyber threat model
(230) to distinguish between a fault and a cyber attack,
and isolate one or more subsystems of the cyber moni-
tored control system (101) based on identifying the cyber
attack.
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Description

BACKGROUND

[0001] The subject matter disclosed herein generally
relates to control systems and, more particularly, to a
method and an apparatus for cyber monitor segmented
processing for control systems.
[0002] Complex machines are composed of multiple
systems that are intrinsically dependent. Health monitor-
ing of complex machines typically focuses on systems
or subsystems that are linked mechanically, electrically,
or by a fluid. Health monitors typically test for expected
failure modes, such as a failed open condition, a failed
closed condition, a range failure, a rate failure, and the
like. Cyber-attacks can be very sophisticated in that they
may spoof sensors and communications. Such attacks
may not be readily detectable by typical health monitoring
systems of control systems of a complex machine, such
as a vehicle.

BRIEF DESCRIPTION

[0003] From a first aspect, there is provided a cyber
monitored control system including a controller with a
first processing resource operable to execute a control
application for a controlled system. The cyber monitored
control system also includes a cyber monitor with a sec-
ond processing resource isolated from the first process-
ing resource. The cyber monitor is operable to evaluate
a plurality of inputs to the cyber monitored control system
with respect to a cyber threat model, apply trending using
the cyber threat model to distinguish between a fault and
a cyber attack, and isolate one or more subsystems of
the cyber monitored control system based on identifying
the cyber attack.
[0004] Further embodiments may include where the
inputs include one or more sensor inputs.
[0005] Further embodiments may include where one
or more of the inputs are derived from redundant sensors
and related input/output signals.
[0006] Further embodiments may include where the
related input/output signals are received from a model of
the controlled system configured to derive a model vector
based on one or more input vectors, one or more output
vectors, and one or more laws of physics associated with
operation of the controlled system.
[0007] Further embodiments may include where the
trending identifies inconsistent behavior that does not
match a known fault mode or an expected result from the
model of the controlled system as a probable cyber at-
tack.
[0008] Further embodiments may include where the
cyber threat model is trained using artificial intelligence
to adapt as one or more cyber threats are characterized.
[0009] Further embodiments may include where the
cyber monitor is operable to compare a plurality of raw
input data with conversion logic outputs of the controller

to verify conversion logic performance.
[0010] Further embodiments may include where the
cyber monitor is operable to verify one or more update
rates of the controller.
[0011] Further embodiments may include where the
cyber monitor is operable to monitor behavior of one or
more control loops of the controller.
[0012] Further embodiments may include where the
cyber monitor is updateable through a cyber monitor up-
date process including one or more security controls that
are independent of an update process of the controller.
[0013] Further embodiments may include where the
cyber monitor is operable to track one or more commu-
nication anomalies and isolate a communication inter-
face associated with the one or more communication
anomalies based on identifying the cyber attack.
[0014] According to a second aspect, there is provided
a method including evaluating, by a cyber monitor, a plu-
rality of inputs to a cyber monitored control system with
respect to a cyber threat model. The cyber monitored
control system includes a controller having a first
processing resource operable to execute a control appli-
cation for a controlled system. The cyber monitor in-
cludes a second processing resource isolated from the
first processing resource. The cyber monitor applies
trending using the cyber threat model to distinguish be-
tween a fault and a cyber attack. One or more subsys-
tems of the cyber monitored control system are isolated
based on identifying the cyber attack.
[0015] A technical effect of the apparatus, systems and
methods is achieved by monitoring one or more control
systems for cyber threats as described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The following descriptions are exemplary only
and should not be considered limiting in any way. With
reference to the accompanying drawings, like elements
are numbered alike:

FIG. 1 is a partial cross-sectional illustration of a gas
turbine engine;

FIG. 2 is a block diagram of a monitored system;

FIG. 3 is a block diagram of partitioning for cyber mon-
itoring;

FIG. 4 depicts a block diagram of monitored control
loops; and

FIG. 5 is a flow chart illustrating a method.

DETAILED DESCRIPTION

[0017] A detailed description of one or more embodi-
ments of the disclosed apparatus and method are pre-
sented herein by way of exemplification and not limitation
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with reference to the Figures.
[0018] FIG. 1 schematically illustrates a gas turbine
engine 20. The gas turbine engine 20 is disclosed herein
as a two-spool turbofan that generally incorporates a fan
section 22, a compressor section 24, a combustor section
26 and a turbine section 28. Alternative engines might
include an augmentor section (not shown) among other
systems or features. The fan section 22 drives air along
a bypass flow path B in a bypass duct, while the com-
pressor section 24 drives air along a core flow path C for
compression and communication into the combustor
section 26 then expansion through the turbine section
28. Although depicted as a two-spool turbofan gas tur-
bine engine in the disclosed non-limiting embodiment, it
should be understood that the concepts described herein
are not limited to use with two-spool turbofans as the
teachings may be applied to other types of turbine en-
gines including three-spool architectures.
[0019] The exemplary engine 20 generally includes a
low speed spool 30 and a high speed spool 32 mounted
for rotation about an engine central longitudinal axis A
relative to an engine static structure 36 via several bear-
ing systems 38. It should be understood that various
bearing systems 38 at various locations may alternatively
or additionally be provided, and the location of bearing
systems 38 may be varied as appropriate to the applica-
tion.
[0020] The low speed spool 30 generally includes an
inner shaft 40 that interconnects a fan 42, a low pressure
compressor 44 and a low pressure turbine 46. The inner
shaft 40 is connected to the fan 42 through a speed
change mechanism, which in exemplary gas turbine en-
gine 20 is illustrated as a geared architecture 48 to drive
the fan 42 at a lower speed than the low speed spool 30.
The high speed spool 32 includes an outer shaft 50 that
interconnects a high pressure compressor 52 and high
pressure turbine 54. A combustor 56 is arranged in ex-
emplary gas turbine 20 between the high pressure com-
pressor 52 and the high pressure turbine 54. An engine
static structure 36 is arranged generally between the high
pressure turbine 54 and the low pressure turbine 46. The
engine static structure 36 further supports bearing sys-
tems 38 in the turbine section 28. The inner shaft 40 and
the outer shaft 50 are concentric and rotate via bearing
systems 38 about the engine central longitudinal axis A
which is collinear with their longitudinal axes.
[0021] The core airflow is compressed by the low pres-
sure compressor 44 then the high pressure compressor
52, mixed and burned with fuel in the combustor 56, then
expanded over the high pressure turbine 54 and low pres-
sure turbine 46. The turbines 46, 54 rotationally drive the
respective low speed spool 30 and high speed spool 32
in response to the expansion. It will be appreciated that
each of the positions of the fan section 22, compressor
section 24, combustor section 26, turbine section 28, and
fan drive gear system 48 may be varied. For example,
gear system 48 may be located aft of combustor section
26 or even aft of turbine section 28, and fan section 22

may be positioned forward or aft of the location of gear
system 48.
[0022] The engine 20 in one example is a high-bypass
geared aircraft engine. In a further example, the engine
20 bypass ratio is greater than about six (6), with an ex-
ample embodiment being greater than about ten (10),
the geared architecture 48 is an epicyclic gear train, such
as a planetary gear system or other gear system, with a
gear reduction ratio of greater than about 2.3 and the low
pressure turbine 46 has a pressure ratio that is greater
than about five. In one disclosed embodiment, the engine
20 bypass ratio is greater than about ten (10:1), the fan
diameter is significantly larger than that of the low pres-
sure compressor 44, and the low pressure turbine 46 has
a pressure ratio that is greater than about five (5:1). Low
pressure turbine 46 pressure ratio is pressure measured
prior to inlet of low pressure turbine 46 as related to the
pressure at the outlet of the low pressure turbine 46 prior
to an exhaust nozzle. The geared architecture 48 may
be an epicyclic gear train, such as a planetary gear sys-
tem or other gear system, with a gear reduction ratio of
greater than about 2.3:1. It should be understood, how-
ever, that the above parameters are only exemplary of
one embodiment of a geared architecture engine and
that the present disclosure is applicable to other gas tur-
bine engines including direct drive turbofans.
[0023] A significant amount of thrust is provided by the
bypass flow B due to the high bypass ratio. The fan sec-
tion 22 of the engine 20 is designed for a particular flight
condition--typically cruise at about 0.8 Mach and about
35,000 feet (10,668 meters). The flight condition of 0.8
Mach and 35,000 ft (10,668 meters), with the engine at
its best fuel consumption--also known as "bucket cruise
Thrust Specific Fuel Consumption (’TSFC’)"--is the in-
dustry standard parameter of lbm of fuel being burned
divided by lbf of thrust the engine produces at that min-
imum point. "Low fan pressure ratio" is the pressure ratio
across the fan blade alone, without a Fan Exit Guide Vane
("FEGV") system. The low fan pressure ratio as disclosed
herein according to one non-limiting embodiment is less
than about 1.45. "Low corrected fan tip speed" is the ac-
tual fan tip speed in ft/sec divided by an industry standard
temperature correction of [(Tram °R)/(518.7 °R)]^0.5.
The "Low corrected fan tip speed" as disclosed herein
according to one non-limiting embodiment is less than
about 1150 ft/second (350.5 m/sec).
[0024] The gas turbine engine 20 is one type of com-
plex machine that includes multiple subsystems that can
be controlled. The gas turbine engine 20, as well as other
types of vehicle systems, can be susceptible to cyber
security attacks due to communication interfaces, digital
inputs, and other factors. Cyber attacks may seek to dis-
rupt operation of the gas turbine engine 20.
[0025] Referring now to the drawings, FIG. 2 illustrates
a controlled system 100 that is controlled by a cyber mon-
itored control system 101 that includes a processing sys-
tem 102 coupled to a sensor system 104. The sensor
system 104 includes a plurality of sensors 106 that are
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configured to collect diagnostic and operational data re-
lated to the controlled system 100. The controlled system
100 can be any type of machine or system including a
plurality of components 108A-108N subject to detectable
and predictable failure modes. For example, the control-
led system 100 can be an engine, a vehicle, a heating,
ventilating, and air conditioning (HVAC) system, an ele-
vator system, industrial machinery, or the like. For pur-
poses of explanation, embodiments are primarily de-
scribed with respect to an engine system of an aircraft
as the controlled system 100, such as the gas turbine
engine 20 of FIG. 1. In the example of FIG. 2, the sensors
106 monitor a plurality of parameters of the controlled
system 100, such as one or more temperature sensors
106A, pressure sensors 106B, strain gauges 106C, level
sensors 106D, accelerometers 106E, rate sensors 106F,
and the like. Examples of the components 108A-108N
can include one or more torque motors, solenoids, and/or
other effectors.
[0026] The processing system 102 can include
processing circuitry 110 and a memory system 112 to
store data and instructions that are executed by the
processing circuitry 110. The executable instructions
may be stored or organized in any manner and at any
level of abstraction, such as in connection with a control-
ling and/or monitoring operation of the sensor system
104. The processing circuitry 110 can be any type or
combination of central processing unit (CPU), including
one or more of: a microprocessor, a digital signal proc-
essor (DSP), a microcontroller, an application specific
integrated circuit (ASIC), a field programmable gate array
(FPGA), or the like. Also, in embodiments, the memory
system 112 may include random access memory (RAM),
read only memory (ROM), or other electronic, optical,
magnetic, or any other computer readable medium onto
which is stored data and algorithms in a non-transitory
form. The processing system 102 is operable to access
sensor data from the sensor system 104 and drive out-
puts to control the components 108A-108N of the con-
trolled system 100. The processing system 102 can also
use a communication interface 114 to send and receive
data values over a communication system 118 to a data
repository 120 and/or other locations, such as a vehicle
system bus, vehicle management computer, and the like.
The processing system 102 can include other interfaces
(not depicted), such as various outputs, wireless com-
munication interfaces, power management, and the like.
[0027] The data repository 120 can be subdivided or
distributed between multiple databases and/or locations.
In embodiments, the data repository 120 is accessible
by an analysis system 122. The analysis system 122 can
be in close physical proximity to the controlled system
100 or may be remotely located at a greater distance.
The analysis system 122 may also interface with a
number of other instances of the data repository 120 as-
sociated with other instances of the controlled system
100 (e.g., a fleet of controlled systems 100). Similar to
the cyber monitored control system 101, the analysis sys-

tem 122 includes a processing system 130 with process-
ing circuitry 132 and a memory system 134 operable to
hold data and instructions executable by the processing
circuitry 132. In some embodiments, the processing sys-
tem 130 is a workstation, a mainframe, a personal com-
puter, a tablet computer, a mobile device, or other com-
puting system configured as disclosed herein, while the
processing system 102 may be an embedded computing
system of the controlled system 100 operable to perform
real-time data acquisition and analysis. Further, the
processing system 130 can be distributed between mul-
tiple computing devices. The analysis system 122 can
collect cyber security data across multiple instances of
the control system 100 to assist in training and cyber
security rule development.
[0028] Referring now to FIG. 3, an example of the cyber
monitored control system 101 of FIG. 2 is depicted in
greater detail, where the processing system 102 includes
a plurality of processor cores 204A, 204B, ..., 204N.
Processing resources, such as the processor cores
204A-204N, of the cyber monitored control system 101
may be distributed between a controller 201 including a
first processing resource 202 operable to execute a con-
trol application 203 for the controlled system 100 of FIG.
2. The first processing resource 202 can include, for in-
stance, processor core 204A and a section of nonvolatile
memory of the memory system 112 of FIG. 2. A cyber
monitor 205 can include a second processing resource
206 isolated from the first processing resource 202. The
second processing resource 206 can include, for in-
stance, processor core 204N and a section of nonvolatile
memory of the memory system 112 of FIG. 2. Alterna-
tively, the first and second processing resources 202,
206 can be separated as independent processors or a
processor/circuitry split, such as a microcontroller and a
gate array. The separation between the controller 201
and cyber monitor 205 helps to ensure that a cyber attack
on the controller 201 does not spread to the cyber monitor
205.
[0029] The cyber monitor 205 may be updateable
through a cyber monitor update process including one or
more security controls that are independent of an update
process of the controller 201. For instance, security con-
trols can include the use of different and unique software
keys, input sequences, hardware elements, discrete
switches, and the like, such that a unique process is ap-
plied for updates made to the cyber monitor 205, e.g.,
through a boot loader or bus loader, as compared to the
update process for the controller 201.
[0030] The controller 201 can implement a number of
control related functions as part of or in support of the
control application 203. For example, the controller 201
may implement a model 210 to support decisions by con-
trol logic 212. Conversion logic 214 can convert raw input
data from the sensor system 104 of FIG. 1 into conversion
logic outputs, such as engineering unit data. Scheduling
216 can control updates of outputs to the components
108A-108N of FIG. 1 and acquisition of data from various
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sources such as from the sensor system 104. Commu-
nication interface process 218 can control message
processing through the communication interface 114 of
FIG. 1. Built-in test 220 can execute diagnostics to detect
problems within the processing system 102 and other
inputs/outputs.
[0031] The cyber monitor 205 can include artificial in-
telligence processing to learn and adapt a cyber threat
model 230. The cyber threat model 230 can include a
plurality of rules and/or characteristics that are indicative
of a cyber attack, such as spoofing of a sensor, spoofing
a component of the communication system 118 of FIG.
2, a denial of service attack, patterns of attempts to ac-
cess protected areas of the memory system 112, patterns
of attempts to trigger a reset of the processing system
102, and other such cyber security threats. The cyber
monitor 205 can include trending 232 to identify incon-
sistent behavior that does not match a known fault mode
or an expected result from the model 210 of the controlled
system 100 as a probable cyber attack. The cyber mon-
itor 205 can include a conversion monitor 234 operable
to compare a plurality of raw input data with conversion
logic 214 outputs of the controller 201 to verify conversion
logic 214 performance. The cyber monitor 205 may also
include a rate monitor 236 operable to verify one or more
update rates of the controller 201. The cyber monitor 205
can further include a communication monitor 238 oper-
able to track one or more communication anomalies and
isolate a communication interface 114 associated with
the one or more communication anomalies based on
identifying the cyber attack. Communication anomalies
can include a pattern of faults that is indicative of a de-
liberate attack through the communication system 118,
for example. A threat response 240 of the cyber monitor
205 can include isolating one or more subsystems of the
cyber monitored control system 101 based on identifying
the cyber attack, for instance, by no longer accepting
input from a suspect sensor, a suspect communication
bus, or other source deemed subject to a cyber attack.
While expected fault conditions may be recoverable dur-
ing operation, for instance, due to noise or a transient
event, an element identified as subject to a cyber attack
may be blocked from future use by the controller 201 until
an inspection is performed or a software update is in-
stalled.
[0032] FIG. 4 depicts an example of monitored control
loops 300 that may be part of the control logic 212 of FIG.
3. In the example of FIG. 4, the monitored control loops
300 can include a plurality of minor loops 302A-302N that
are part of a major loop which can include separate major
loop processing 312. For instance, at a first time incre-
ment, minor loop 302A can process input vector 304A to
produce an output vector 306A, while at an nth time in-
crement, minor loop 302N can process input vector 304N
to produce an output vector 306N. The rate monitor 236
of FIG. 3 can verify that the minor loops 302A-302N are
executing as expected according to the scheduling 216
of FIG. 3. The cyber monitor 205 can also monitor be-

havior of one or more control loops 300 of the controller
201 of FIG. 3 to verify proper operation. As one example,
the cyber monitor 205 can interface with the model 210
to analyze a model vector 310 that can receive input vec-
tors 304A-304N and examine one or more of the inputs
derived from redundant sensors, related input/output sig-
nals, and output vectors 306A-306N. Related input/out-
put signals can be received at the cyber monitor 205 from
the model 210 of the controlled system 100 configured
to derive a model vector 310 based on one or more input
vectors 304A-304N, one or more output vectors 306A-
306N, and one or more laws of physics associated with
operation of the controlled system 100. Built-in test re-
sults 314, for instance, from major loop processing 312,
as part of built-in test 220 of FIG. 3, can also be provided
to the cyber monitor 205.
[0033] Referring now to FIG. 5 with continued refer-
ence to FIGS. 1-4, FIG. 5 is a flow chart illustrating a
method 400 for cyber monitoring of a vehicle control sys-
tem, in accordance with an embodiment. The method
400 may be performed, for example, by the analysis sys-
tem 122 of FIG. 1, which may be local to or remote from
the controlled system 100 of FIG. 2. At block 402, the
cyber monitor 205 evaluates a plurality of inputs to a cy-
ber monitored control system 101 with respect to a cyber
threat model 230. The controlled system 100 can be, for
instance, the gas turbine engine 20 of FIG. 1 or another
vehicle system. The cyber threat model 230 can be
trained, for instance, using artificial intelligence to adapt
as one or more cyber threats are characterized. At block
404, the cyber monitor 205 applies trending 232 using
the cyber threat model 230 to distinguish between a fault
and a cyber attack. At block 406, the cyber monitor 205
can determine whether a cyber attack has been identi-
fied, and if not, the method 400 returns to block 402. At
block 408, one or more subsystems of the cyber moni-
tored control system 101 can be isolated based on iden-
tifying the cyber attack. Isolation can include disabling
one or more sensors, communication buses, outputs,
and/or other interfaces under a cyber attack.
[0034] While the above description has described the
flow process of FIG. 5 in a particular order, it should be
appreciated that unless otherwise specifically required
in the attached claims that the ordering of the steps may
be varied.
[0035] The term "about" is intended to include the de-
gree of error associated with measurement of the partic-
ular quantity based upon the equipment available at the
time of filing the application.
[0036] The terminology used herein is for the purpose
of describing particular embodiments only and is not in-
tended to be limiting of the present disclosure. As used
herein, the singular forms "a", "an" and "the" are intended
to include the plural forms as well, unless the context
clearly indicates otherwise. It will be further understood
that the terms "comprises" and/or "comprising," when
used in this specification, specify the presence of stated
features, integers, steps, operations, elements, and/or
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components, but do not preclude the presence or addi-
tion of one or more other features, integers, steps, oper-
ations, element components, and/or groups thereof.
[0037] While the present disclosure has been de-
scribed with reference to an exemplary embodiment or
embodiments, it will be understood by those skilled in the
art that various changes may be made and equivalents
may be substituted for elements thereof without depart-
ing from the scope of the present disclosure. In addition,
many modifications may be made to adapt a particular
situation or material to the teachings of the present dis-
closure without departing from the essential scope there-
of. Therefore, it is intended that the present disclosure
not be limited to the particular embodiment disclosed as
the best mode contemplated for carrying out this present
disclosure, but that the present disclosure will include all
embodiments falling within the scope of the claims.

Claims

1. A cyber monitored control system (101) comprising:

a controller (201) comprising a first processing
resource (202) operable to execute a control ap-
plication (203) for a controlled system (100); and
a cyber monitor (205) comprising a second
processing resource (206) isolated from the first
processing resource, the cyber monitor opera-
ble to:

evaluate a plurality of inputs to the cyber
monitored control system with respect to a
cyber threat model (230);
apply trending (232) using the cyber threat
model to distinguish between a fault and a
cyber attack; and
isolate one or more subsystems of the cyber
monitored control system based on identi-
fying the cyber attack.

2. The cyber monitoring system of claim 1, wherein the
inputs comprise one or more sensor inputs.

3. The cyber monitoring system of claim 2, wherein one
or more of the inputs are derived from redundant
sensors and related input/output signals.

4. The cyber monitoring system of claim 3, wherein the
related input/output signals are received from a mod-
el (210) of the controlled system (100) configured to
derive a model vector (310) based on one or more
input vectors, one or more output vectors, and one
or more laws of physics associated with operation
of the controlled system.

5. The cyber monitoring system of claim 4, wherein
trending identifies inconsistent behavior that does

not match a known fault mode or an expected result
from the model of the controlled system as a prob-
able cyber attack.

6. The cyber monitoring system of any preceding claim,
wherein the cyber threat model (230) is trained using
artificial intelligence to adapt as one or more cyber
threats are characterized.

7. The cyber monitoring system of any preceding claim,
wherein the cyber monitor (205) is operable to com-
pare a plurality of raw input data with conversion logic
outputs of the controller to verify conversion logic
(214) performance; and/or
wherein the cyber monitor is operable to verify one
or more update rates of the controller and monitor
behavior of one or more control loops (300) of the
controller.

8. The cyber monitoring system of any preceding claim,
wherein the cyber monitor is updateable through a
cyber monitor update process comprising one or
more security controls that are independent of an
update process of the controller; and/or
wherein the cyber monitor is operable to track one
or more communication anomalies and isolate a
communication interface (114) associated with the
one or more communication anomalies based on
identifying the cyber attack.

9. A method comprising:

evaluating, by a cyber monitor (205), a plurality
of inputs to a cyber monitored control system
(101) with respect to a cyber threat model (230),
the cyber monitored control system comprising
a controller (201) comprising a first processing
resource (202) operable to execute a control ap-
plication (203) for a controlled system (100) and
the cyber monitor comprising a second process-
ing resource (206) isolated from the first
processing resource;
applying trending (232), by the cyber monitor,
using the cyber threat model to distinguish be-
tween a fault and a cyber attack; and
isolating one or more subsystems of the cyber
monitored control system based on identifying
the cyber attack.

10. The method of claim 9, wherein the inputs comprise
one or more sensor inputs.

11. The method of claim 10, wherein one or more of the
inputs are derived from redundant sensors and re-
lated input/output signals.

12. The method of claim 11, further comprising:
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receiving the related input/output signals from a
model (210) of the controlled system (100) con-
figured to derive a model vector (310) based on
one or more input vectors, one or more output
vectors, and one or more laws of physics asso-
ciated with operation of the controlled system;
optionally wherein trending identifies inconsist-
ent behavior that does not match a known fault
mode or an expected result from the model of
the controlled system as a probable cyber at-
tack.

13. The method of any of claims 9 to 12, further com-
prising:

training the cyber threat model (230) using arti-
ficial intelligence to adapt as one or more cyber
threats are characterized; and/or
comparing, by the cyber monitor (205), a plural-
ity of raw input data with conversion logic outputs
of the controller to verify conversion logic (214)
performance.

14. The method of any of claims 9 to 13, further com-
prising:

verifying, by the cyber monitor (205), one or
more update rates of the controller; and
monitoring, by the cyber monitor, behavior of
one or more control loops (300) of the controller;
and/or further comprising:
tracking, by the cyber monitor, one or more com-
munication anomalies and isolate a communi-
cation interface (114) associated with the one
or more communication anomalies based on
identifying the cyber attack.

15. The method of any of claims 9 to 14, wherein the
cyber monitor is updateable through a cyber monitor
update process comprising one or more security
controls that are independent of an update process
of the controller.
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