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Description 

Background 
This  invention  relates  to  a  method  of  identifying 

and  classifying  the  minutia  of  a  fingerprint  for  the 
purpose  of  enrollment  to  establish  a  reference  file 
and  verification  of  a  subject's  identity  against  his 
or  her  reference  files  of  the  type  as  referred  to  in 
the  classifying  clause  of  Claim  1. 

Fingerprints  are  uniquely  identified  by  the  set  of 
minutia  characteristic  of  the  fingerprint.  These 
minutiae  are  two  standard  elements;  line  endings 
and  line  bifurcations.  A  fingerprint  can  be  analy- 
zed  either  in  terms  of  its  ridges  or  its  valleys.  In 
either  case,  there  will  be  endings  and  bifurca- 
tions.  Specifically,  the  ridge  analysis  of  a  finger- 
print  will  be  in  terms  of  ridge  endings  and  ridge 
bifurcations  while  a  valley  analysis  of  a  finger- 
print  will  be  in  terms  of  valley  endings  and  valley 
bifurcations.  Indeed,  a  valley  ending  is  defined  by 
a  ridge  bifurcation  and  a  ridge  ending  is  defined 
by  a  valley  bifurcation. 

In  this  application,  it  will  be  convenient  to 
assume  a  ridge  ending  and  bifurcation  analysis 
and  thus  all  references  in  this  disclosure,  unless 
specifically  otherwise  indicated,  will  be  to  ridge 
endings  and  ridge  bifurcations.  However,  it 
should  be  understood  that  the  use  of  the  terms 
line  endings  and  line  bifurcations  in  the  claims  is 
generic  to  both  the  ridge  and  valley  analysis. 

In  addition  to  the  line  endings  and  bifurcations 
there  are  all  sorts  of  line  breaks,  bridges  and  other 
irregularities  in  atypical  fingerprint  which  deviate 
from  an  ideal  conception  of  a  pattern  of  sworls 
and  lines  having  only  classical  minutia  (line  end- 
ings  and  bifurcations)  to  characterize  the  pattern. 
These  other  characteristics  will  be  deemed  finger- 
print  noise  herein.  This  fingerprint  noise  tends  to 
be  unstable  from  one  fingerprint  scan  to  another. 
The  classical  minutia  tends  to  be  stable.  But 
bridges,  breaks,  ripples,  cracks,  holes  and  other 
characteristics  of  a  given  fingerprint  tend  to  dis- 
appear  and  reappear  from  one  finger  impression 
to  another.  Thus  these  characteristics,  deemed 
noise  herein,  are  a  main  reason  why  it  is  difficult 
to  use  optical  or  electronic  systems,  or  a  combina- 
tion  thereof,  for  automatic  analysis  or  identifica- 
tion  of  a  fingerprint. 

It  is  a  purpose  of  this  invention  to  provide  a 
technique  of  efficiently  distinguishing  between 
classical  minutia  and  noise. 

There  are  two  types  of  errors  which  it  is  the 
object  of  this  invention  to  minimize.  These  errors 
will  be  termed  herein  Type  I  and  Type  II  errors. 
For  example,  in  a  system  used  to  screen  access  to 
a  room,  a  Type  I  error  is  one  where  the  individual 
who  is  supposed  to  have  access  is  rejected.  A 
Type  II  error  is  one  in  which  an  individual  who  is 
supposed  to  be  denied  access  is  passed.  Thus  a 
Type  I  error  can  be  considered  a  false  negative 
and  a  Type  II  error  can  be  considered  a  false 
positive. 

More  generally,  low  Type  I  errors  indicate 
system  sensitivity  in  that  the  system  is  sensitive 
to  the  correspondence  between  an  input  finger- 

print  and  the  corresponding  enrolled  fingerprint. 
Thus,  in  a  high  percentage  of  cases,  the  system 
will  positively  identify  the  individual  whose  fing- 
erprint  is  being  presented. 

5  Similarily,  low  Type  II  errors  indicate  system 
specificity  in  that  the  identification  is  specific  to 
the  individual  involved  so  that  the  probability  is 
low  that  an  input  fingerprint  will  be  identified  as 
corresponding  to  an  enrolled  fingerprint  of 

w  another  individual. 
It  is  a  further  purpose  of  this  invention  to 

provide  a  system  which  will  have  low  Type  I 
errors  and  low  Type  II  errors  in  combination  with 
fast  verification  of  an  input  fingerprint  and  to  do 

15  so  employing  equipment  and  apparatus  having  a 
cost  that  warrants  relatively  widespread  use. 

It  is  another  purpose  of  this  invention  to  pro- 
vide  an  optimum  trade-off  between  (a)  selecting  a 
portion  of  the  fingerprint  minutia  for  use  in 

20  encoding  a  fingerprint  to  minimize  the  time  it 
takes  to  complete  a  verification  routine  and  (b) 
maintaining  enough  minutia  information  in  the 
enrolled  file  to  minimize  Type  I  and  Type  II  errors. 

The  application  of  template  scanning  to  a 
25  binary  field  of  pixels  representing  a  fingerprint  to 

determine  minutiae  is  known  from  the  prior  art 
(US—  A—  4,151,512,  column  14,  line  3  —  column 
15,  line  17).  A  key  feature  of  the  invention  to 
identify  fingerprint  minutiae  rests  in  the  identifi- 

30  cation  of  noise  and  exclusion  of  that  noise  while 
retaining  the  minutiae.  The  prior  art  by  and  large 
attempts  to  identify  minutiae  from  out  of  the 
noise  and  thus  in  that  fashion  extract  the 
minutiae.  Important  to  the  invention  is  that  it 

35  undertakes  a  series  of  screening  stages  which 
progressively  apply  increasing  levels  of  complex 
processing  on  decreasing  numbers  of  anomalies 
and  minutia  candidates.  At  each  stage,  the 
minutia  candidate  is  considered  from  the  point  of 

40  view  of  whether  or  not  adjacent  structures  (that  is, 
adjacent  anomalies)  are  consistent  with  the  candi- 
date  being  a  minutia.  If  they  are  consistent  with 
the  candidate  being  a  minutia,  then  the  minutia 
candidate  is  further  processed.  If,  however,  by 

45  reference  to  the  surrounding  structure  of 
anomalies,  the  indication  is  that  the  minutia 
candidate  is  noise,  then  it  is  dropped.  The  series 
of  stages  which  screen  the  anomalies  and  minutia 
candidates  for  noise  provides  increasingly  com- 

50  plex  levels  of  processing  on  decreasing  numbers 
of  minutia  candidates. 

This  approach  (which  is  in  marked  contrast  to 
all  of  the  prior  art)  enables  the  invention's  minutia 
extraction  technique  to  operate  sucessfully  on  a 

55  wide  range  of  input  fingerprints  and  thus  can 
accommodate  to  a  broad  population.  This  accom- 
modation  is  a  prerequisite  to  a  useful  system.  The 
result  is  to  provide  relatively  low  type  I  errors  and 
relatively  low  type  II  errors  in  the  context  of  a' 

60  verification  system  which  operates  rapidly  and 
which  can  accomodate  a  wide  range  of  the  popu- 
lation. 

More  specifically,  the  solution  to  the  underlying 
objective  of  the  invention  is  achieved  by  use  of 

65  the  features  referred  to  in  Claim  1. 
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rief  Description 
In  brief,  the  technique  of  this  invention  as 

efined  by  the  claims  involves  a  series  of  steps  on 
n  input  fingerprint  image.  The  image  is  derived 
om  an  optical  scan  of  the  finger  or  fingerprint 
nd  the  modulated  scan  has  preferably  been 
nechanically-optically  filtered  to  remove  the 
igher  frequency  spatial  components  of  the 
nage  and  thus  eliminate  some  of  the  noise.  The 
lput  image  is  presented  as  a  field  of  pixels. 
In  a  first  phase  of  the  process,  a  set  of  templates 

re  scanned  across  the  input  image  to  identify  all 
iossible  line  endings  and  bifurcations.  This  iden- 
fies  most  line  discontinuities  and  most  line 
iranching.  In  this  fashion,  an  extensive  set  of 
nomalies  is  initially  identified. 
In  a  second  phase  of  the  process,  a  simple 

leometric  analysis  is  made  of  a  predetermined 
one  around  each  identified  anomaly.  This  geo- 
netric  analysis  is  directed  to  the  structure  of 
ninutia  and,  in  particular,  to  the  fact  that  on  the 
ides  of  each  good  minutia  there  are  substantial 
ones  of  the  contrasting  value.  Those  anomalies 
vhich  meet  this  geometric  criteria  are  passed  on 
is  minutia  candidates  for  further  processing 
vhile  the  bulk  of  the  anomalies,  typically  60%  to 
10%,  are  eliminated.  This  geometric  criteria  is 
;elected  to  have  a  low  rejection  error  although 
jbviously  it  has  a  moderately  high  acceptance 
srror.  But  it  quickly  and  inexpensively  provides  a 
substantial  reduction  in  the  number  of  anomalies 
;o  that  the  subsequent  more  time  consuming  and 
jxpensive  steps  will  be  applied  to  a  substantially 
educed  number  of  anomalies. 

The  third  and  fourth  phases  of  the  process 
iliminate  almost  all  those  minutia  candidates 
/vhich  are  noise;  that  is  those  anomalies  which 
are  not  classical  minutia.  The  series  of  steps  taken 
are  adapted  to  automatic  processing  and,  equally 
mportant,  are  an  efficient  technique  for  distingu- 
shing  between  noise  and  minutia.  They  are  an 
sfficient  technique  because  they  address  the 
structure  of  minutia  and  noise  in  a  fingerprint, 
rhus,  phase  three  identifies  noisy  subfields  and 
quickly  eliminates  a  large  portion  of  the  noise 
while  eliminating  few  of  the  minutia.  Phase  four 
makes  a  detailed  analysis  of  paired  minutia  can- 
didates  to  identify  relationships  which  are  typical 
of  the  noise  structure  in  a  fingerprint. 

A  fifth  phase  of  the  processing  identifies  the 
angle  of  the  minutia  by  comparing  each  minutia 
against  a  series  of  templates.  A  skeletal  version  of 
the  minutias  is  employed  to  standardize  this 
comparison. 

The  above  five  phases  are  employed  during 
identification  routines  and  verification  routines  as 
well  as  during  the  enrollment  process. 

In  enrollment,  a  sixth  phase  of  the  processing 
involves  establishing  a  reduced  file  of  minutia 
representing  the  most  stable  and  repeatable 
minutia  so  as  to  provide  a  final  reference  file  of 
minutia  no  greater  than  20  minutia  and  no  less 
than  7  minutia.  Limiting  the  number  of  minutia 
speeds  up  the  verification  process. 

In  this  sixth  phase  of  enrollment,  the  input 

Tingerpnni  is  removeu  emu  nsciui-meu  a  numuci  <_m 
times  to  provide  a  plurality  of  scans.  After  each 
scan,  the  minutia  determined  by  the  fifth  phase  of 
processing  is  compared  with  the  minutia 

r  developed  or  identified  in  the  initial  scan.  Based 
on  the  frequency  of  repetition  of  corresponding 
minutia,  a  final  reference  file  is  provided  consist- 
ing  of  those  minutia  which  are  repeated  most 
frequently. 

o  The  verification  mode  of  the  invention  employs, 
as  much  as  possible,  the  same  steps  as  are 
employed  in  enrollments  so  that  there  is  substan- 
tial  congruence  between  the  enrollment  mode 
and  the  verification  mode  in  order  to  compensate 

5  for  any  biases  due  to  the  processing  technique. 
However,  in  the  verification  mode,  the  sixth  phase 
of  processing  is  a  comparison  of  the  input  finger- 
print  image  against  the  final  reference  file  having 
a  relatively  limited  number  of  minutia. 

o 
Brief  Description  of  the  Figures 

FIG.  1  is  a  schematic  representation  of  a  portion 
of  a  fingerprint  showing  classical  minutia;  in  this 
case  ridge  ending  and  ridge  bifurcation  minutia. 

<5  FIG.  2  is  a  representation  of  the  FIG.  1  finger- 
print  portion  in  terms  of  light  and  dark  pixels  as 
such  would  be  generated  by  transducer  elements 
employed  with  the  optical  scanning  technique 
disclosed  in  the  referenced  Patent  No.  4,322,163. 

to  FIG.  3  is  a  schematic  of  the  set  of  sub-field 
templates  employed  to  identify  anomalies  in  a 
subject  fingerprint.  This  FIG.  3  set  of  sub-field 
templates  are  employed  in  the  first  phase  of  the 
analysis  of  the  input  fingerprint  data.  FIG.  3 

?5  represents  the  template  as  a  set  of  pixels.  Each 
pixel  has  an  on  state  and  an  off  state  (shown  as 
dark  and  light  values)  representing  presence  or 
absence  of  a  ridge,  respectively. 

FIG.  4  is  a  schematic  representation  of  the 
to  pixels  from  a  typical  anomaly  selected  from  the 

phase  one  screening.  FIG.  4  illustrates  the  geo- 
metric  criteria  used  in  the  second  phase  of  the 
fingerprint  data  processing  to  screen  the 
anomalies  selected  in  the  first  phase  and  provide 

45  a  set  of  minutia  candidates.  The  critical  geometric 
criteria  employed  in  this  FIG.  4,  phase  two,  pro- 
cessing  is  the  distance  from  dark  line  ending  pixel 
C  through  the  opposite  value  (that  is,  light)  pixels 
surrounding  it  to  the  next  light  to  dark  transition 

50  zone.  This  criteria  is  based  on  the  determination 
that  classical  stable  minutia  are  line  endings 
(ridge  endings  and  valley  endings)  which  are 
surrounded  on  three  sides  by  a  substantial  zone 
of  the  opposite  value.  That  is,  a  ridge  ending  is 

55  surrounded  on  three  sides  by  a  substantial  valley 
and  a  valley  ending  is  surrounded  on  three  sides 
by  a  substantial  ridge.  Unless  the  anomaly  is  so 
surrounded,  it  is  rejected  as  a  minutia  candidate. 

FIG.  5  represents  nine  minutia  candidate  situa- 
60  tions  in  which  closely  situated  paired  anomalies 

are  rejected  (during  a  fourth  phase  of  the  analy- 
sis)  as  minutia.  In  FIGS.  5A  through  5D  and  FIG. 
5G  one  of  the  rejected  pair  is  the  minutia  candi- 
date  under  analysis  which  is  represented  by  the 

65  center  pixel  C.  In  FIGS.  5E,  5F,  5H  and  51,  the 

o 
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anomaly  pairs  being  rejected  are  near  to  but  do 
not  include  the  minutia  candidate  represented  by 
the  center  pixel  C. 

FIG.  6  represents  a  pairing  situation  which  is  an 
exception  to  the  rule  represented  by  the  various 
FIG.  5  arrangements. 

FIG.  7A  and  7B  illustrate  the  templates 
employed  to  provide  an  identification  of  the  angle 
at  which  the  minutia  is  deployed  in  the  field  of  the 
fingerprint. 

FIG.  8  represents  a  difference  plane  deployment 
of  the  type  that  is  employed  in  determining 
correlation  between  the  minutia  determined  dur- 
ing  a  scan  of  an  subject  fingerprint  and  the 
minutia  in  the  reference  file  for  that  fingerprint. 

Description  of  the  Preferred  Embodiments 
A  typical  fingerprint,  a  portion  of  which  is 

illustrated  in  FIG.  1,  may  be  detected  or  repre- 
sented  in  any  one  of  a  number  of  known  ways. 
One  such  way  is  illustrated  by  the  optical  scan- 
ning  techniques  disclosed  in  United  States  Patent 
No.  4,322,163,  which  is  incorporated  herein  by 
reference.  This  optical  scan  provides  a  light  beam 
which  is  modulated  by  the  ridges  and  valleys  of 
the  fingerprint.  The  modulated  light  beam  is 
applied  to  an  array  of  charge  coupled  devices  to 
provide  a  field  of  signals  each  having  either  a  high 
value  or  low  value  representing  the  fingerprint. 
The  fingerprint  is  optically  scanned  to  provide  a 
modulated  beam.  The  array  may  be  a  line  of 
about  two  hundred  elements  which  are  subjected 
to  the  modulated  beam  and  interrogated  electron- 
ically  at  a  predetermined  rate.  Thus  there  is 
provided  in  appropriate  storage  a  set  of  data 
constituting  a  field  of  individual  data  points  or 
pixels.  In  one  embodiment,  this  field  is  192  by  254 
pixels  thus  providing  48,768  pixels.  The  portion  of 
the  fingerprint  shown  in  FIG.  1  is  illustrated  in  FIG. 
2  by  a  field  of  pixels. 

Each  data  point  is  referred  to  herein  as  a  pixel. 
Thus  there  is  a  set  of  about  48,000  pixels  having 
either  a  "one"  value  or  a  "zero"  value  to 
represent  the  fingerprint.  In  general,  the  term 
pixel  refers  to  the  smallest  resolved  element  in  a 
picture  system.  In  this  disclosure,  the  pixels 
having  a  "one"  value  are  represented  by  small 
shaded  squares  and  the  "zero"  value  pixels  by 
small  blank  squares. 

The  shaded  pixels  can  be  considered  as  corre- 
sponding  to  a  ridge  input  and  the  blank  pixels  as 
corresponding  to  a  valley  input.  The  representa- 
tion  could,  of  course,  be  reversed.  FIGS.  1  and  2 
illustrate  a  typical  ridge  line  ending  12  and  a 
typical  ridge  bifurcation  14. 

This  field  of  pixels  is  processed  in  accordance 
with  the  following  routines  in  order  to  identify 
standard  minutia.  The  minutia  constitute  the  iden- 
tifying  characteristics  of  the  fingerprint  for  the 
purposes  of  initially  enrolling  the  fingerprint  as 
one  of  a  set  of  fingerprint  data  in  the  system  or, 
subsequently,  for  identifying  an  input  fingerprint 
as  corresponding  to  one  of  those  enrolled  in  the 
system. 

Template  Screening  —  A  First  Phase  Of  Pro- 
cessing  (FIG.3) 

FIG.  3  represents  a  series  of  thirty-seven  tem- 
plates  which  are  used  to  identify  what  are  some- 

5  what  arbitrarily  termed  herein  anomalies  in  the 
set  of  pixels  representing  the  fingerprint.  Each  of 
the  FIG.  3  templates  is  a  set  of  3  x  8  pixels  having 
the  contrasting  values  shown. 

Those  pixels  which  are  shown  as  dark  and 
to  those  which  are  shown  as  light  in  the  drawings 

herein  is  a  matter  of  convenience.  For  example, 
the  ridge  lines  could  be  represented  by  dark 
pixels  or  by  light  pixels  as  long  as  the  valleys  are 
of  the  other  value. 

15  In  any  case,  each  of  the  thirty-seven  templates 
shown  in  FIG.  3  is  scanned  over  the  fingerprint 
field  and  whenever  any  of  these  templates 
matches  any  sub-field  within  the  field  of  the 
fingerprint,  that  match  is  identified  and  the  sub- 

20  field  appropriately  tagged  as  an  anomaly.  The 
templates  shown  tend  to  identify  line  endings 
having  an  upward  direction.  In  order  to  pick  out 
line  endings  having  a  downward  direction,  an 
additional  thirty-seven  templates  are  provided 

25  corresponding  to  the  FIG.  3  templates  rotated  180 
degrees. 

If  we  assume  that  the  line  endings  detected  by 
the  seventy  four  templates  represented  by  FIG.  3 
are  ridge  line  endings,  then  it  is  also  essential  to 

30  identify  ridge  bifuractions.  Accordingly,  the  tem- 
plates  shown  in  FIG.  3  is  reversed  in  pixel  value  to 
provide  an  identical,  but  reversed  field,  set  of 
templates.  These  line  bifurcation  templates  are 
not  only  the  thirty-seven  corresponding  to  the 

35  reverse  field  of  those  shown  in  FIG.  3  but  are  also 
an  additional  thirty-seven  congruent  to  the  first 
thirtyseven  except  rotated  180  degrees.  Thus  one 
hundred  forty  eight  templates  are  used.  This 
phase  one  screening  tags  each  anomaly  as  either 

40  a  line  ending  or  a  line  bifurcation. 
The  one  hundred  forty  eight  templates  repre- 

sented  by  FIG.  3  tend  to  pick  out  ridge  line 
endings  and  ridge  bifurcations  having  upward 
and  downward  directions.  The  anomalies  having 

45  left  and  right  orientations  are  picked  out  by 
rotating  the  image  90°  and  repeating  this  process. 
The  analysis  of  the  rotated  image  occurs  after  all 
phases  of  the  processing  of  the  non-rotated 
image  is  completed. 

50  Phase  one  is  a  very  rough  screen  and  may 
produce  in  the  order  of  five  hundred  to  one 
thousand  anomalies.  This  phase  one  approach 
looks  at  a  discontinuity  criteria  and  identifies  any 
3x8  sub-field  which  has  a  discontinuity  as  an 

55  anomaly  to  be  looked  at  to  determine  if  it  is  a 
candidate  for  a  minutia.  Because  it  identifies 
almost  any  discontinuity,  this  rough  screen  has  a 
very  low  rejection  of  correct  minutia  and  a  high 
noise  acceptance.  But,  it  provides  a  simple,  quick, 

60  and  easy  to  implement  screen  to  establish  a  set  of 
anomalies  for  more  detailed  analysis. 

The  phase  one  processing  using  the  type  of 
templates  illustrated  in  FIG.  3  provides  infor- 
mation  concerning  the  type  of  anomaly  (line 

65  ending  or  bifurcation),  the  curvature  and  thick- 
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less  of  the  anomaly,  and  the  relative  position  of 
jach  anomaly  in  the  field  being  scanned.  For 
jxample  the  line  ending  anomalies  in  the  first  row 
jf  FIG.  3  are  all  relatively  thin  anomalies  with  a 
ligh  curvature  compared  with  those  in  the  fourth 
and  fifth  rows.  For  each  of  the  anomalies  iden- 
:ified  in  this  phase  one  screening,  a  sub-field 
center  pixel  C  is  selected,  on  a  predetermined 
Dasis,  as  the  identifying  end  point  pixel  from 
/vhich  further  processing,  as  described  below,  is 
jndertaken.  The  center  pixel  C  is  either  the  (x  =  4, 
/  =  2)  of  the  (x  =  5,  y  =  2)  pixel.  The  center  pixel 
2  for  a  line  ending  is  the  same  center  pixel  for  the 
complementary  line  bifurcation. 

Continuity  Testing  —  A  Second  Phase  Of  Pro- 
cessing  (Fig.4) 

The  second  phase  of  processing  is  a  simple, 
powerful  technique  directed  to  a  structural  exami- 
nation  in  a  very  small  area  and  eliminates  most  of 
the  anomalies,  therefore  providing  a  set  of 
minutia  candidates.  Concatenation  of  phase  one 
3nd  phase  two  processing  may  eliminate  as  much 
as  80%  of  the  anomalies  and  thereby  produce  a 
set  of  about  two  hundred  minutia  candidates.  The 
phase  two  approach  is  based  on  the  observation 
that  stable  minutia  have  substantial  adjacent 
areas  of  the  opposite  value.  That  is,  a  ridge  line 
ending  minutia  is  a  ridge  line  segment  having 
substantial  thickness  surrounded  on  three  sides 
by  a  valley  having  substantial  thickness. 
Similarly,  a  ridge  bifurcation  is  a  valley  line 
ending  segment  of  meaningful  thickness 
surrounded  on  three  sides  by  a  ridge  having 
meaningful  thickness.  Thus,  in  both  cases  there  is 
a  straight  line  segment  having  a  particular  value 
and  having  meaningful  thickness  for  that  value 
which  is  surrounded  on  three  sides  by  a  zone  of 
the  other  value  having  meaningful  thickness. 

A  first  part  of  this  second  phase  is  a  border  edit 
to  eliminate  what  is  essentially  an  unstable  pixel 
zone  along  the  boundary  of  the  image.  All  phase 
one  anomolies  which  have  their  center  pixel  C 
within  this  border  zone  are  eliminated.  In  one 
embodiment  in  which  the  image  size  is  initially 
192  x  254  pixels,  with  the  top  of  the  image  being 
192  pixels  wide,  this  border  zone  has  a  width  that 
is  24  pixels  along  the  bottom,  16  pixels  along  the 
left,  8  pixels  along  the  top  and  8  pixels  along  the 
right.  This  reduction  of  the  effective  area  to  be 
further  processed  by  about  twenty  percent  sub- 
stantially  increases  the  speed  of  the  process  and 
reduces  the  rate  at  which  anomolies  are  errone- 
ously  identified  as  minutia  while  eliminating  very 
few  good  useful  minutia.  The  larger  zone  along 
the  bottom  and  left  is  dictated  by  observation  and 
probably  reflects  the  effects  of  scan  initialization. 

Broadly  speaking,  the  center  pixel  C  for  each  of 
the  anomalies  selected  from  phase  one  provides 
a  point  from  which  a  count  is  made  to  a  transition 
zone  on  a  first  side  of  the  anomaly  and  then  a 
count  is  made  to  a  transition  zone  on  the  other 
side  of  the  anomaly.  If  the  transition  zone  fails  to 
show  a  predetermined  continuity,  then  the  ano- 
maly  is  rejected. 

More  particularly,  witn  reterence  to  t-iij.  4,  tne 
line  ending  pixel  C  may  be  designated  as  the  pixel 
(x,  y).  The  pixel  (x  +  1),  (y  +  1)  is  identified.  A 
count  of  pixels  to  the  right  of  (x  +  1),  (y  +  1)  is 

s  made  to  the  first  light  to  dark  transition  zone.  That 
count  is  designated  as  L1.  A  similar  count  to  the 
right  to  the  first  light  to  dark  transition  zone  from 
(x  +  1),  (y  -  1)  is  made  and  that  number 
designated  as  L2.  If  the  absolute  value  of  the 

w  difference  between  L1  and  L2  is  greater  than  five, 
then  the  anomaly  is  rejected  as  a  minutia  candi- 
date. 

A  similar  test  is  made  by  counting  pixels  to  the 
left  to  the  first  light  to  dark  transition  zone.  A 

15  count  is  made  to  the  left  from  the  pixel  (x  -  1  ),  (y 
+  1)  and  from  the  pixel  (x  -  1),  (y  -  1)  respec- 
tively.  Again,  if  the  absolute  value  of  the  differ- 
ence  between  those  two  counts  is  greater  than 
five,  the  anomaly  is  rejected. 

20  This  test  has  the  advantage  of  providing  a  quick 
technique  for  sharply  reducing  the  number  of 
anomalies  to  provide  a  set  of  minutia  candidates. 

As  with  the  phase  one  analysis  technique,  this 
phase  two  technique  has  a  low  rejection  error  in 

25  that  it  rejects  few  good  minutia.  However  it  has  a 
fairly  high  acceptance  error  in  that  it  passes  a 
substantial  amount  of  noise.  But  the  acceptance 
error  is  substantially  better  than  provided  by  the 
phase  one  rough  screening  technique. 

30 
Noise  Rejection  —  A  Third  Phase  Of  Processing 

The  third  phase  of  processing  is  another  simple 
technique  which  recognizes  that  the  structure  of  a 
fingerprint  includes  noisy  local  areas  and  that 

35  elimination  of  everything  in  such  an  area  as  a 
minutia  candidate  will  greatly  reduce  the  amount 
of  subsequent  processing  with  minimal  loss  of 
useful  information.  In  this  noise  rejection,  quick- 
out  technique  a  subfield  of  21  x  23  pixels  is 

40  erected  around  each  minutia  candidate  that 
emerges  from  the  phase  two  processing.  The 
anomaly  end  point  pixel  C  is  the  center  of  the 
21  x  23  pixel  sub-field.  A  count  is  made  of  the 
number  of  phase  one  anomalies  in  the  21  x  23 

45  pixel  box.  If  that  count  is  greater  than  some 
predetermined  number,  then  every  minutia  candi- 
date  in  that  box,  including  the  center  candidate,  is 
eliminated  from  further  analysis.  This  provides  a 
reduced  set  of  minutia  candidates. 

so  The  importance  of  this  noise  rejection,  quickout 
feature  is  a  function  of  how  effective  is  the  optical 
filtering  employed  in  providing  the  input  image. 

The  predetermined  number  has  been  as  high  as 
twenty-nine  in  one  embodiment  and  as  low  as 

55  twelve  in  another  embodiment.  A  higher  number 
is  preferred  to  assure  enrollment  of  as  much  of 
the  population  as  possible.  A  lower  number  is 
preferable  to  speed  up  processing  in  verification. 
The  optimum  number  is  a  partial  function  of  the 

so  criteria  used  in  the  rest  of  the  processing. 

Minutia  Candidate  Pairing  —  A  Fourth  Phase  of 
Processing  (FIG.  5) 

Each  minutia  candidate  that  emerges  from  the 
65  phase  three  processing  is  subject  to  a  sub- 
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stantially  more  detailed  processing  which 
involves  analysis  within  the  sub-field  of  21  x  23 
pixels  erected  around  each  minutia  candidate. 
This  box  of  21-23  pixels  provides  a  sufficient 
field  so  that  a  comparison  can  be  made 
between  the  minutia  candidate  and  other  closely 
associated  anomalies.  Certain  relationships  can 
be  identified  which  are  known  to  indicate  struc- 
tures  that  are  not  classical  minutia  and  thus, 
must  be  rejected  as  noise. 

FIGS.  5  and  6  represent  in  somewhat  idealized 
and  schematic  form,  the  kinds'  of  structural  rela- 
tionships  which  are  identified  in  the  phase  four 
processing  and  which  result  in  the  elimination 
of  minutia  candidates  to  provide  a  set  of 
minutia. 

Roughly  speaking,  FIGS.  5A  through  5D  and 
FIG.  5G  represent  those  bridge  and  crack  type  of 
situations  in  which  the  candidate  minutia  being 
tested  (represented  by  an  end  point  pixel  C  at 
the  center  of  the  box)  is  rejected  because  of  its 
close  proximity  to  another  anomaly.  It  should  be 
noted  that  the  minutia  candidate  at  the  center  of 
the  box  is  being  compared  with  those 
anomalies  identified  in  the  first  phase  of  pro- 
cessing.  This  close  proximity  indicates  either  a 
break  in  what  is  otherwise  a  continuous  ridge 
line  or  a  bridging  over  between  two  adjacent 
continuous  ridge  lines.  Such  breaks  and  bridges 
are  unstable  and  thus  constitute  noise  and 
cannot  be  usefully  used  to  indicate  or  represent 
classical  minutia. 

By  contrast,  FIGS.  5E,  5F,  5H  and  5I  represent 
situations  in  which  the  minutia  candidate  (repre- 
sented  by  its  "end  point"  pixel  C  at  the  center  of 
the  box)  is  carried  forward  as  a  candidate  even 
though  there  are  nearby  anomalies.  The  struc- 
tural  relationship  between  the  center  minutia 
candidate  and  the  adjacent  anomalies  are  such 
as  to  indicate  that  the  adjacent  anomalies  arise 
out  of  cracks,  bridges,  ripples,  holes,  etc.  which 
are  substantially  part  of  a  continuing  ridge  line. 
Thus  the  adjacent  anomalies  are  noise  because 
they  cannot  be  relied  upon  and  thus  are  not 
classical  minutia.  But  the  center  candidate 
minutia  stands  on  its  own  as  a  likely  minutia. 

As  an  approximate  general  rule,  it  may  be 
seen  from  the  FIGS.  5E,  5F,  5H  and  51  examples 
that  where  there  are  paired  anomalies  adjacent 
to  the  center  pixel  C,  the  center  minutia  candi- 
date  is  not  rejected.  By  contrast,  as  may  be  seen 
from  the  FIGS.  5A  through  5D  and  5G  examples, 
the  center  minutia  candidate  is  rejected  where  it 
is  paired  with  another  adjacent  anomaly  and 
that  pairing  indicates  a  break  in  what  otherwise 
is  a  continuous  ridge  line  or  a  bridge  between 
what  otherwise  is  a  continuous  ridge  line. 

More  specifically,  in  FIG.  5A,  the  break  in  the 
ridge  40  serves  to  generate  the  line  ending 
minutia  candidate  represented  by  the  end  point 
pixel  40c.  But,  because  of  the  immediately  adja- 
cent  anomaly  represented  by  the  end  point  pixel 
41,  it  is  clear  that  these  anomalies  (represented 
by  40c  and  41)  do  not  represent  line  endings, 
but  rather  a  break  in  the  ridge  40.  In  FIG.  5B,  the 

bifurcation  minutia  candidate  represented  by  the 
pixel  44c  is  close  to  the  line  ending  anomaly 
represented  by  the  end  point  pixel  43.  The 
proximity  of  the  pair  is  such  as  to  indicate  that 

5  the  minutia  candidate  44  is  not  a  bifurcation,  but 
rather  has  been  generated  by  an  unstable  break 
in  what  should  be  treated  as  a  ridge  continuity. 
FIG.  5C  represents  a  situation  in  which  two 
ridges  45a,  45b  pass  close  to  one  another  and  in 

w  which  a  bridging  over  between  them  occurs. 
But,  because  the  bridge  is  not  sufficiently  thick 
and  long,  it  does  not  represent  a  stable  con- 
figuration,  thus  is  noise  and  cannot  be  treated 
as  a  minutia.  The  proximity  of  the  anomaly  pair 

15  represented  by  end  point  pixels  45c  and  46 
indicates  that  the  minutia  candidate  45  is  not  a 
stable  minutia.  The  kind  of  break  shown 
schematically  in  FIG.  5D  is  a  variation  on  the 
one  shown  in  FIG.  5A,  in  which  the  ridge  line  47 

20  has  a  break  that  is  represented  by  two 
anomalies  having  end  point  pixels  47c  and  48. 

FIGS.  5E,  5F,  5H  and  51  represent  a  number  of 
different  types  of  situations  in  which  paired 
minutia  candidates  are  observed  displaced  from 

25  the  box  center  pixel  C  representing  the  minutia 
candidate  under  consideration.  Because  they  are 
paired  they  do  not  result  in  the  rejection  of  the 
center  box  minutia  candidate.  FIG.  5E  illustrates 
a  ripple  situation  (represented  by  the  anomalies 

30  having  end  points  50a,  50b),  where  the  ripple  is 
displaced  from  the  candidate  bifurcation  minutia 
49.  This  simply  represents  the  fact  that  a  ridge 
line  may  have  a  ripple  or  wavy  segment.  The 
cracks  in  FIG.  5F  represent  spacings  in  the  ridge 

35  line  51  which  are  sufficiently  narrow  so  that 
they  are  likely  to  be  unstable,  and  in  any  case 
do  not  detract  from  the  overall  ridge  continuity. 

A  comparison  of  FIG.  5F  and  FIG.  5A  may  be 
somewhat  instructive.  Pixels  52a,  52b  in  FIG.  5F 

40  are  analogous  to  the  pixels  40  and  41  in  FIG.  5A. 
In  both  cases  they  represent  a  crack,  which  is 
likely  to  be  unstable,  and  which  is  certainly  not 
typical  of  a  classic  line  ending  minutia.  In  the 
case  of  FIG.  5A,  the  result  is  the  elimination  of  a 

45  minutia  candidate  because  the  end  pixel  40c  of 
that  candidate  is  part  of  the  pair.  In  FIG.  5F  the 
bifurcation  minutia  candidate  under  considera- 
tion  is  not  eliminated  because  it  is  not  part  of 
the  pair.  But  the  two  anomalies  represented  by 

so  the  pair  51a,  51b  have  been  or  will  be  elimi- 
nated  as  minutia  candidates. 

The  classic  bridge  shown  in  FIG.  5G, 
represents  an  unstable  bifurcation  arrangement 
in  which  the  ridge  53  bifurcation  represented  by 

55  the  center  pixel  53C  is  rejected  as  a  minutia 
because  of  the  closely  located  paired  anomaly 
53d.  The  existance  of  the  pair  of  adjacent 
anomalies,  represented  by  the  end  point  pixels 
54a  and  54b  do  not  override  that  indication  of 

60  instability  because  elimination  of  the  pair  54a, 
54b  still  leaves  the  pair  53c,  53d.  Thus  the  FIG. 
5G  situation  is  similar  to  the  FIG.  5C  modified 
bridge  situation. 

In  FIG.  5H  it  is  quite  clear  that  the  ridge  55 
65  does  have  a  line  ending  represented  by  the 

6 



11 EP  0  090  377  B1 1  2 

pixel  55c  and  that  the  adjacent  paired  anomalies 
56a,  56b  and  57a,  57b  represent  minor  holes 
which  should  be  disregarded  in  what  is  otherwise 
continuous  ridge  line  structure. 

The  kissing  ridge  situation  shown  in  FIG.  51  and 
the  modified  bridge  arrangement  shown  in  FIG. 
5C  are  substantially  similar  in  that  they  both 
represent  adjacent  ridges  which  touch  one 
another  at  one  point,  normally  an  unstable  con- 
figuration,  but  which  certainly  is  not  a  classical 
minutia.  However  in  FIG.  51,  the  ridge  59  is  a  line 
ending  represented  by  the  pixel  59c.  The  adjacent 
paired  anomalies  represented  by  pixels  60a  and 
60b  indicate  that  the  instability  is  represented  by 
the  pair  60a  and  60b  and  is  not  associated  with 
the  line  ending  59c. 

In  all  cases,  positionally  closely  associated 
paired  anomalies  represent  the  fact  that  there  is 
no  minutia  candidate  associated  with  either 
member  of  the  pair  of  anomalies.  In  each  case, 
the  paired,  rejected  anomalies  are  not  only  close 
to  one  another  but  have  either  opposite  cur- 
vatures  or  are  of  a  different  type.  In  FIGS.  5A 
through  5D  and  5G  this  results  in  the  elimination 
of  the  anomaly  which  is  represented  by  the 
minutia  candidate  having  the  center  pixel  C 
because  it  is  one  of  the  paired  anomalies.  In  the 
other  four  cases,  the  paired  anomalies  are  dis- 
placed  from  the  center  pixel  C  and  thus  the 
corresponding  minutia  candidate  is  retained 
because  it  is  not  one  of  the  paired  anomalies. 

FIG.  6  represents  a  seeming  exception  in  which 
the  pairing  of  the  anomalies  represented  by  61C 
and  62  does  not  result  in  an  elimination  of  the 
minutia  candidate  61  C.  The  situation  represented 
by  FIG.  6  does  not  meet  one  of  the  pairing  rules 
represented  by  FIGS.  5A  through  51. 

FIGS.  5E,  5F,  5H  and  51  represent  the  easiest 
generalized  pairing  rule  to  visualize.  That  rule  is 
simply  that  when  anomalies  adjacent  to  the 
center  anomaly  (minutia  candidate)  are  paired  out 
so  that  only  the  center  minutia  candidate  anomaly 
remains,  that  minutia  candidate  is  passed  on  as  a 
minutia. 

FIGS.  5A,  5C  and  5D  represent  a  general  rule 
where  the  paired  anomalies  include  the  minutia 
candidate  anomaly.  In  that  case,  where  the  two 
are  close,  are  of  the  same  kind  and  have  opposite 
curvatures,  then  they,  are  deemed  to  represent  a 
break  in  what  is  otherwise  a  continuum  and  the 
minutia  candidate  is  dropped.  FIG.  5G  represents 
essentially  the  same  situation  after  the  pair  54a, 
54b  are  eliminated. 

In  FIG.  5B  the  proximity  of  the  anomalies  44c 
and  43  dictate  their  elimination.  By  contrast,  the 
anomalies  61c  and  62  in  FIG.  6  are  sufficiently 
spaced  from  one  another  so  that  they  clearly  do 
not  represent  a  ripple  and  thus  do  not  fall  under 
any  rule  relating  to  the  elimination  of  closely 
paired  anomalies. 

One  additional  preferred  rule  should  be  kept  in 
mind  which  is  not  directly  illustrated.  The  rule  is: 
after  all  paired  anomalies  are  eliminated,  if  there 
are  two  or  more  anomalies  left  in  addition  to  the 
minutia  candidate  anomaly  at  the  center,  then  the 

minutia  candidate  is  dropped.  FIG.  6  represents  a 
situation  where  there  is  only  one  additional  ano- 
maly  and  thus  is  not  eliminated  under  that  rule. 

5  Angle  Identification  Through  Template  Matching 
—  A  Fifth  Phase  Of  Processing  (FIG.  7). 

The  minutia  determined  by  the  above  steps 
have  been  identified  in  phase  one  as  line  ending 
or  bifurcation  minutia.  An  additional  characteris- 

10  tic  is  their  angle  in  the  field.  FIGS.  7A  and  7B 
illustrate  the  set  of  nine  line  ending  and  nine 
bifurcation  templates  covering  90°  of  image 
angle,  against  which  each  minutia  is  correlated  to 
provide  an  angle  identification  to  within  ll.25°. 

15  In  FIGS  7A  and  7B,  as  in  all  the  FIGS,  herein,  the 
convention  employed  is  to  shade  in  those  pixels 
which  represent  a  ridge  line  under  consideration. 
Obviously,  in  all  of  the  FIGS,  the  value  of  the  pixel 
could  be  reversed  and  the  identical  analysis 

20  made.  Furthermore,  as  indicated  earlier,  the 
analysis  can  be  either  ridge  analysis  or  valley 
analysis. 

In  FIG.  7A,  the  zones  marked  72  each  represent 
a  ridge  line  ending  minutia  having  a  different 

25  angle  in  increments  of  1  1  .25°.  In  FIG  7B,  the  zones 
74  represent  a  ridge  bifurcation  minutia  each 
having  a  different  angle  in  increments  of  11.25°. 
The  eighteen  templates  shown  in  FIGS.  7A  and  7B 
are  supplemented  by  an  additional  eighteen  tem- 

30  plates  identical  in  configuration  except  rotated 
180°  from  those  shown  in  the  drawings.  The  input 
minutia  derived  from  the  "vertical"  axis  analysis 
in  the  earlier  phases  of  processing  are  processed 
separately  from  the  input  minutia  derived  from 

35  the  "horizontal"  axis  analysis  throughout  the 
enrollment  and  verification  modes.  The  analysis 
along  one  axis  is  first  completed  and  then  the 
image  is  rotated  to  permit  identical  analysis  along 
the  other  axis. 

40  The  input  bifurcation  or  line  ending  minutia  has 
to  be  normalized  in  thickness  in  order  to  use  these 
FIG.  7  templates  so  that  the  templates  will  be 
equally  effective  with  fingerprints  where  the 
ridges  are  relatively  thick  or  relatively  thin.  In 

45  order  to  normalize  the  minutia  classified  by  these 
FIG.  7  templates,  a  skeletal  ridge  line  is  employed. 
The  skeletal  ridge  line  is  achieved  by  reducing  the 
ridge  line  to  one  pixel  wide.  The  center  of  gravity 
of  each  horizontal  row  of  pixels  within  a  ridge  line 

50  is  employed.  Thus  if  a  ridge  line  is  three,  five,  or 
any  odd  number  of  pixels  wide,  the  center  pixel  is 
the  one  that  is  selected  to  represent  the  ridge  at 
that  point  for  the  purpose  of  this  FIG.  7  template 
angular  analysis.  Where  there  is  an  even  number 

55  of  pixels,  a  consistant  rule  of  choosing  the  pixel  to 
the  right  of  center  may  be  employed.  This  skeletal 
minutia  is  then  overlaid  on  each  of  the  templates 
shown  and  the  number  of  skeletal  pixels  which 
fall  within  the  template  zone  74  (where  bifurca- 

60  tions  are  being  tested)  or  the  template  zone  72 
(where  line  endings  are  being  tested)  are  counted. 
The  minutia  is  then  tagged  with  an  angle  that  is 
determined  by  the  template  match  where  the 
maximum  pixel  count  is  obtained. 

65  The  normalization  of  the  minutia  substantially 
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eliminates  the  uncertainty  of  FIG.  7  template  angle 
identification.  However,  this  skeletal  arrangement, 
which  is  provided  to  effect  normalization,  creates 
an  enhanced  sensitivity  to  positional  changes.  The 
movement  of  the  skeletal  minutia  to  the  left  or  s 
right  by  only  a  pixel  or  two  can  result  in  the 
difference  between  the  minutia  falling  primarily 
within  a  given  template  or  outside  of  thattemplate. 
This  sensitivity  to  position  has  to  be  recognized  in 
connection  with  this  routine  for  scanning  the  FIG.  7  io 
templates  over  the  normalized  minutia. 

The  preferred  scan  routine  involves  the  follow- 
ing  procedure  on  a  template  by  template  basis. 
First,  the  center  of  gravity  of  the  template  is  caused 
to  coincide  with  the  center  of  gravity  of  the  non-  15 
normalized  minutia.  The  degree  of  correlation 
between  the  normalized  (skeletal)  minutia  and  the 
template  so  placed  is  determined.  The  template  is 
then  displaced  (but  not  rotated)  in  increments  of 
one  pixel  in  various  directions  and  the  degree  of  20 
correlation  between  the  template  and  the  skeletal 
minutia  is  determined  for  each  displacement  posi- 
tion.  That  position  which  provides  the  greatest 
correlation  is  deemed  to  be  the  correlation  figure 
between  that  template  and  the  minutia  involved.  25 
The  same  routine  is  repeated  for  each  template  on 
each  minutia  under  investigation.  The  template 
where  the  correlation  is  greatest  is  the  one  which  is 
used  to  designate  the  angle  of  the  minutia  fifth 
phase.  30 

Establishing  A  Final  Reference  File  —  A  Sixth 
Phase  Of  Processing. 

Thefinal  reference  file  constitutes  a  subset  of  the 
minutia  identified  by  the  five  stages  of  processing  35 
indicated  above.  A  typical  figerprint  may  have 
forty  to  fifty  fairly  good  repeatable  classical 
minutia.  Some  poor  quality  fingerprints  have  less. 
Some  fingerprints  have  more.  However,  a  file 
reduction  routine  is  undertaken  which  reduces  the  40 
number  of  minutia  in  the  reference  file  to  approxi- 
mately  ten  to  fifteen  minutia.  One  important 
consequence  of  this  reduced  set  of  reference  file 
minutia  is  that  the  time  required  forthe  verification 
procedure  is  substantially  reduced.  To  obtain  this  45 
increased  throughput,  without  increasing  Type  I  or 
Type  II  identification  errors,  it  is  necessary  to  select 
the  minutia  to  be  kept  in  the  final  reference  file 
according  to  certain  procedures. 

In  brief,  an  initial  reference  file  is  established  by  so 
going  through  the  processing  phases  one  through 
five  set  forth  above.  Then  a  set  of  multiple  scan 
steps  are  undertaken  as  set  forth  below.  After  each 
scan,  the  minutia  detected  are  compared  against 
the  initial  reference  file.  A  final  reference  file  of  55 
minutia  is  established  based  on  those  minutia 
picked  up  most  frequently  during  the  multiple 
scans.  More  particularly,  the  following  steps  are 
taken. 

60 
A.  Establish  Initial  Reference  File. 

On  a  first  scan  of  the  input  fingerprint,  the  result 
of  processing  phases  one  through  five  establishes 
an  initial  reference  file  of  minutia.  This  initial  file  is 
the  result  of  the  first  scan  in  the  enrollment  65 

process.  This  initial  reference  file  typically  has 
forty  to  fifty  minutia  per  axis  although  the  number 
of  minutia  may  occasionally  be  as  high  a.s  one 
hundred  and  as  low  as  twenty  or  even  less.  In  one 
embodiment,  the  number  of  minutia  points  per 
axis  was  arbitrarily  set  at  fifty  for  the  initial 
reference  file. 

B.  Establish  Preliminary  Reference  File. 
Those  minutia  selected  for  the  preliminary  ref- 

erence  file  are  those  which  appear  in  each  of  a 
predetermined  number  of  subsequent  scans.  In 
one  embodiment,  it  has  been  found  useful  to  go 
through  six  additional  processing  routines  on  the 
input  fingerprint  and  to  maintain  in  the  reference 
file  only  those  minutia  from  the  initial  file  which 
are  identified  in  five  of  the  six  subsequent  scans. 
Specifically,  afterthe  initial  reference  file  has  been 
established  in  accordance  with  the  five  phases  of 
processing  set  forth  above,  the  subject  reapplies 
the  finger  to  the  platen  an  additional  six  times.  The 
processing  phases  one  through  five  are  under- 
taken  each  time  the  finger  is  reapplied  to  the 
platen.  Those  minutia  from  the  initial  reference  file 
which  fail  to  be  identified  a  requisite  number  of 
times  in  these  multiple  verification  scans  are  then 
dropped  from  the  reference  file.  This  provides  a 
verification  technique  in  enrollment  to  provide  a 
purged  or  limited  set  of  minutia.  lnthisfashion,the 
most  stable  minutia  are  selected. 

This  multiple  scan  technique  results  in  a  ref- 
erence  file  in  which  it  is  highly  probable  that  each 
reference  file  minutia  is  a  clearly  identifiable 
classical  type  of  minutia. 

During  each  of  those  scans  two  through  seven, 
the  following  difference  plane  analysis  is  made  to 
identify  the  minutia  from  the  scan  involved  with 
corresponding  minutia  from  the  initial  reference 
file.  A  96  x  96  pixel  box  is  erected  around  each  of 
the  minutia  identified  in  the  initial  scan.  Then  in 
any  one  of  the  subsequent  scans  two  through 
seven,  each  of  the  minutia  identified  in  that 
subsequent  scan  is  positionally  correlated  against 
the  minutia  from  the  initial  scan  which  is  at  the 
center  of  the  box.  This  positional  correlation  is 
between  the  end  point  pixel  C  of  each  of  the 
subject  minutia  in  the  box  and  the  end  point  pixel  C 
of  the  reference  minutia  at  the  center  of  the  box. 
FIG.  8  shows  a  possible  difference  plane. 

More  specifically,  there  are  typically  between 
forty  and  fifty  minutia  in  the  initial  reference  file. 
Within  the  96  x  96  pixel  box  erected  around  each 
initial  reference  file  minutia,  there  will  usually  be  a 
few  minutia  of  the  scan  under  consideration.  Each 
of  these  reference  file  minutia  has  an  end  point 
pixel  C  with  position  characteristic  x  and  y.  The 
subject  minutia  within  each  96  x  96  box  are 
compared  with  the  reference  file  minutia  at  the 
center  of  the  box.  Specifically  the  algebraic  differ- 
ence  between  the  x  values  of  the  two  minutia 
being  compared  and  the  algebraic  difference 
between  the  y  values  is  plotted  as  a  data  point  in  an 
x,  y  difference  plane  such  as  shown  in  FIG.  8. 

It  should  be  noted  that  not  all  the  subject  minutia 
within  each  96  x  96  box  are  compared  against  the 
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reference  file  minutia  at  the  center  of  the  box  but 
only  those  subject  minutia  are  compared  where 
the  angle  of  the  subject  minutia  is  plus  or  minus 
one  of  the  thirty-two  angular  identification  incre- 
ments  employed  in  the  fifth  phase  of  processing. 
All  the  data  points  developed  from  a  comparison 
of  the  minutia  from  a  given  subsequent  scan 
against  the  minutia  from  the  initial  scan  are 
plotted  on  one  difference  plane. 

Thus  points  in  the  difference  plane  are  genera- 
ted  by  taking  each  subject  minutia  within  the 
96  x  96  box  that  is  within  plus  or  minus  one 
angular  increment  from  the  reference  minutia 
point  to  the  center  of  the  box  and  comparing  that 
subset  of  subject  points  against  the  center  ref- 
erence  point  to  generate  difference  points  on  the 
difference  plane.  The  difference  plane  is  created 
by  the  addition  of  all  the  difference  points  from  all 
the  reference  minutia  centered  boxes  in  a  given 
scan. 

The  difference  plane  will  show  a  cluster  of 
difference  points  offset  from  the  center.  The 
reason  why  the  cluster  is  offset  is  that  on  each 
successive  input  of  a  finger  on  the  platen,  there  is 
likely  to  be  a  displacement  of  the  fingerprint  along 
both  the  x  and  y  axis  from  that  fingerprint's  input 
location  when  establishing  the  initial  reference 
file.  That  cluster  represents  those  reference 
minutia/subject  minutia  comparisons  in  which  the 
two  minutia  being  compared  are  likely  to  be 
corresponding  minutia. 

To  identify  that  cluster,  a  window  of  16  x  16 
pixels  is  scanned  across  the  difference  array  to  a 
position  within  which  a  maximum  number  of 
difference  points  occurs.  A  window  80  is  shown  in 
FIG.  8.  Each  point  within  the  window  is  deemed  to 
be  a  valid  identification  of  the  reference  file 
minutia  responsible  for  the  point.  For  each  of  the 
scans  two  through  seven,  each  valid  identification 
is  tallied  against  the  corresponding  reference  file 
minutia. 

More  particularly,  this  cluster  seeker  window  80 
is  centered  successively  at  each  of  the  difference 
points  in  the  plane.  The  difference  point  in  the 
plane  on  which  the  window  is  centered  when  the 
window  encompasses  the  greatest  number  of 
points  need  not  necessarily  be  the  location  which 
has  the  greatest  number  of  points.  For  example, 
in  FIG.  8,  the  window  80  is  centered  on  a  differ- 
ence  plane  location  that  is  two  spaces  removed 
from  the  space  in  the  plane  where  there  are  eight 
difference  points  located. 

Each  of  the  initial  reference  file  minutia  which  is 
so  identified  in  at  least  five  of  the  six  subsequent 
scans  is  retained  in  the  preliminary  reference  file. 
All  other  minutia  from  the  initial  reference  file  are 
dropped. 

There  is  a  further  limiting  criteria  of  twenty 
minutia  in  the  preliminary  reference  file.  If  over 
twenty  minutia  pass  the  five  out  of  six  recognition 
scan  criteria,  then  only  twenty  are  retained,  giving 
priority  to  those  with  a  recognition  score  of  six. 
The  minutia  in  excess  of  twenty  are  then  arbi- 
trarily  dropped. 

Typically  this  procedure  reduces  the  number  of 

minutia  from  the  typical  forty  to  fifty  in  the  initial 
file  (and  in  some  cases  as  much  as  one  hundred) 
to  ten  to  twenty. 

5  C.  Establish  Final  Reference  File. 
If  the  preliminary  reference  file  established  as 

set  forth  above  has  fewer  than  ten  minutia,  then  it 
becomes  a  final  reference  file.  However,  if  it  has 
ten  or  more  minutia,  then  the  subject  finger  is 

io  subject  to  an  additional  three  scans  to  establish 
the  final  reference  file. 

In  particular,  the  preliminary  reference  file  is 
used  as  the  base  file  against  which  to  compare 
the  results  of  these  additional  three  scans. 

is  Furthermore,  in  these  additional  three  scans  the 
relevent  box  within  which  to  make  the  correlation 
for  establishing  the  difference  plane  on  each  scan 
is  60  x  60  pixels  rather  than  96  x  96  pixels.  Other- 
wise  each  of  these  scans  eight  through  ten  is 

20  processed  in  the  same  fashion  as  are  the  scans 
two  through  six. 

Each  of  the  preliminary  reference  file  minutia 
which  are  identified  in  at  least  two  of  the  three 
subsequent  scans  is  retained  for  the  final  ref- 

25  erence  file.  All  other  minutia  from  the  preliminary 
reference  file  are  dropped.  Typically,  this  proce- 
dure  provides  a  final  reference  file  with  10  to  20 
minutia  with  great  assurance  that  the  minutia  are 
repeatable  and  stable  minutia. 

30  It  should  be  noted  that  this  additional  screening 
on  purging  of  the  minutia  by  means  of  these 
additional  scans  eight  through  ten  is  undertaken 
only  if  the  preliminary  reference  file  has  10  or 
more  minutia.  If  the  preliminary  reference  file  has 

35  fewer  than  10  minutia  that  becomes  a  final  ref- 
erence  file  because  of  the  need  to  have  a  certain 
number  of  minutia  in  a  final  reference  file  in  order 
to  provide  reasonably  high  assurance  that  the 
verification  routines  for  which  this  enrollment  is 

40  intended  will  be  effective. 
A  major  purpose  of  having  these  enrollment 

scan  routines  in  two  sets,  one  being  the  scans  two 
through  seven  and  the  other  being  the  scans  eight 
through  ten,  is  in  order  to  accommodate  as  wide  a 

45  range  of  the  population  as  possible  while  retain- 
ing  low  Type  I  and  Type  II  errors.  The  enrollment 
verification  scans  two  through  seven  operate  on  a 
comparison  of  subject  points  against  reference 
points  within  a  rather  large  96  x  96  box.  This 

so  assures  the  enrollment  of  the  maximum  number 
of  individuals.  The  second  set  of  enrollment 
verification  scans  eight  through  ten,  cull  down  the 
reference  file  for  the  majority  of  people  who  have 
relatively  large  numbers  of  stable  minutia  so  as  to 

55  provide  a  final  reference  file  in  which  verification 
is  much  more  likely  to  occur  in  a  first  scan  or  at 
least  on  an  early  scan. 

Repeat  Phases  One  Through  Six  For  Second  Axis. 
60  After  all  the  above  has  been  completed  for  an 

input  image,  the  image  is  rotated  90°  and  the 
above  routine  from  phases  one  through  six  is 
repeated.  This  establishes  a  second  set  of  up  to 
twenty  minutia  for  the  final  reference  file. 

65  If  the  final  reference  file  developed  from  the 
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arocessing  along  both  axes  has  fewer  than  seven 
ninutia,  then  it  is  rejected  for  enrollment  and  the 
sntire  enrollment  process  is  started  again  for  the 
ndividual  involved. 

i/erification  Mode. 
After  an  individual  is  enrolled,  the  system  can 

:hen  be  used  for  verification  of  an  input  finger- 
Drint  against  the  final  reference  file  for  the  indivi- 
dual  for  such  purposes  as  use  in  an  access  control 
jystem.  What  has  been  described  above  as 
Dhases  one  through  six  is  undertaken  during  the 
2nrollment  process. 

Because  the  enrollment  technique  described 
above  has  provided  an  extremely  stable  and 
reduced  set  of  minutia  in  the  final  reference  file, 
the  verification  process  can  be  quick. 

In  brief,  in  verification,  the  processing  set  forth 
above  as  phases  one  through  five  is  executed.  In 
addition,  during  verification  a  difference  plane 
correlation  is  made  in  order  to  determine  whether 
or  not  the  input  fingerprint  does  indeed  corre- 
spond  to  the  designated  reference  file  of  minutia. 
The  data  points  for  this  correlation  are  deter- 
mined  as  set  forth  above  in  connection  with  the 
scans  eight  through  ten  of  the  enrollment  pro- 
cess.  However,  in  verification,  the  reference  file  is 
only  the  minutia  of  the  final  reference  file. 

During  verification,  the  process  is  completed 
along  one  axis  through  the  difference  plane  corre- 
lation  because  if  identification  is  made  in  that 
axis,  then  there  is  no  need  to  go  to  the  second 
axis  analysis.  It  is  only  if  the  match  is  not  made  in 
one  axis  that  it  becomes  necessary  to  make  the 
analysis  in  the  second  axis.  This  substantially 
speeds  up  the  average  processing  in  the  verifica- 
tion  mode. 

A  preferred  axis  may  be  selected  for  the  verifi- 
cation  mode.  This  preferred  axis  is  the  axis  which 
is  processed  first  because  it  is  the  axis  which  is 
more  likely  to  provide  verification  on  the  first 
verification  scan. 

The  preferred  axis  is  essentially  that  axis  which, 
in  enrollment  has  the  highest  average  number  of 
valid  identifications  made  in  the  scans  eight 
through  ten.  The  purpose  of  this  average  number 
is  to  determine  a  preferred  axis  and  the  preferred 
axis  is  used  only  in  verification.  In  validation  these 
final  reference  minutia  constitute  the  basic  file. 
Thus  only  the  points  that  end  up  in  the  final 
reference  file  are  used  to  determine  this  average 
validation  number. 

Some  of  the  points  in  the  final  reference  file  will 
have  been  included  after  having  been  validly 
identified  in  two  out  of  the  three  scans  and  some 
will  be  there  because  they  were  validly  identified 
in  three  out  of  the  three  scans.  The  number  of 
valid  identifications  for  all  of  the  minutia  points  in 
the  final  reference  file  are  added  and  an  average 
is  obtained  by  dividing  through  by  the  number  of 
such  minutia.  This  is  done  for  both  the  vertical 
axis  scan  and  the  horizontal  axis  scan.  Whichever 
has  the  highest  average  valid  identification 
number  is  deemed  to  be  the  preferred  scan.  It 
should  be  noted  that  the  preferred  axis  for  the 

scan  may  be  the  axis  that  has  the  fewer  minutia. 
For  example  if  the  vertical  axis  hasten  minutia  all 
of  which  are  identified  in  each  of  the  three  scans 
and  the  horizontal  axis  has  twelve  minutia  some 

5  of  which  are  recognized  in  only  two  of  the  three 
additional  scans,  the  vertical  axis  would  be  the 
preferred  axis.  The  average  validation  number 
can  range  from  2.0  to  3.0. 

If  the  preliminary  reference  file  is  used  as  the 
io  final  reference  file  then  the  average  validation 

number,  perforce,  is  determined  by  the  scans  two 
through  seven.  In  that  case  the  average  validation 
number  per  axis  will  be  no  less  that  5.0  and  no 
greater  than  6.0. 

is  Once  the  data  points  have  been  established,  in 
the  verification  scan,  a  16x16  pixel  window  is 
scanned  across  the  difference  plane  to  identify 
the  maximum  cluster  of  points  on  the  plane.  If  the 
number  of  points  in  that  cluster  exceeds  a  certain 

zo  level,  then  the  subject  fingerprint  is  deemed  to  be 
verified.  In  one  embodiment  that  identification 
level  is  normally  seventy  percent  of  the  minutia  in 
the  final  reference  file.  However,  if  twelve  or  more 
of  the  minutia  in  the  subject  fingerprint  match  the 

25  final  reference  file,  the  identification  is  deemed 
made  regardless  of  the  percentage  involved. 
Furthermore,  in  that  embodiment,  if  there  are  five 
or  fewer  matches  between  the  subject  file  and  the 
reference  file,  then  identification  is  negatived 

30  regardless  of  the  percentage  involved. 
Thus,  for  example,  if  an  individual's  reference 

file  has  a  minimum  number  of  seven  minutia, 
access  identification  will  require  that  the  subject 
print  match  with  at  least  six  or  seven  of  the 

35  reference  file  minutia. 
A  few  of  the  reference  file  minutia  may  be 

represented  in  the  maximum  cluster  by  more 
than  one  point.  It  is  preferable  to  treat  such 
duplicate  representations  as  a  single  count  in 

40  determining  the  seventy  percent  matcher  level, 
twelve  minutia  matcher  level  or  five  minutia 
matcher  level. 

There  are  many  variations  and  modifications  of 
the  above  routines  that  could  be  employed  with- 

45  out  departing  from  the  scope  of  this  invention. 
For  example,  it  has  been  found  useful  in  reduc- 

ing  processing  time  in  verification  to  incorporate 
a  further  screening  routine  prior  to  the  noise 
rejection  third  phase  of  processing  and  imme- 

50  diately  after  the  continuity  testing,  second  phase 
of  processing.  This  screening  routine  rejects  all 
subject  minutia  candidates  which  are  positioned 
more  than  a  certain  distance  from  any  of  the 
reference  file  minutia.  A  box  of  60  x  60  pixels  is 

55  erected  around  each  of  the  minutia  points  in  the 
final  reference  file.  All  subject  points  outside  that 
set  of  boxes  are  discarded  prior  to  the  third  phase 
of  the  processing.  In  the  case  of  certain  finger- 
prints,  this  reduces  the  processing  time  in  verifi- 

so  cation.  This  is  particularly  useful  for  those  indivi- 
duals  whose  fingerprints  have  all  the  good 
minutia  points  in  one  area.  In  the  embodiment 
where  this  additional  screening  routine  is 
implemented,  the  60  x  60  box  is  centered  on  the 

65  minutia  points  in  the  preliminary  reference  file 
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uring  the  scans  eight  through  ten  ot  enrollment 
o  as  to  maintain  the  congruence  between  the 
erification  process  and  the  enrollment  routine.  In 
lat  embodiment  this  further  screen  is  also 
mployed  in  the  enrollment  scans  two  through 
even  except  that  the  box  is  96  x  96  pixels  and  it  is 
entered  on  the  initial  scan  minutia. 
In  addition,  a  number  of  the  other  numerical 

riteria  or  sub-field  sizes  or  verification  formulas 
an  be  modified  as  a  tradeoff  against  one  another 
3  broaden  the  acceptance  of  this  system  to  the 
ntire  range  of  possible  fingerprints,  to  tighten  up 
ir  to  loosen  up  on  either  Type  I  or  Type  II  errors 
nd/orto  reduce  processing  time  in  the  verification 
node. 

It  should  be  noted  that  FIG.  8  is  only  an  example 
if  the  type  of  difference  plane.  It  represents  an 
mtput  on  a  slightly  different,  and  presently  less 
ireferred  embodiment.  Furthermore  the  window 
10  used  in  the  verification  mode  need  not  be  the 
iame  as  the  window  80  used  in  enrollment. 

Maims 

1.  Method  of  identifying  fingerprint  minutiae 
rom  a  binary  field  of  pixels  having  first  and  second 
values  representing  the  fingerprint  including  scan- 
ling  each  of  a  predetermined  set  of  anomaly 
emplates  across  the  field  of  pixels,  and  identifying 
is  an  anomaly  each  match  of  any  of  said  templates 
against  a  subfield  of  said  field  of  pixels,  including 
:he  steps  of 

testing  a  field  of  pixels  of  contrasting  value 
around  each  of  said  identified  anomalies  for 
:hickness  uniformity, 

identifying  as  a  minutia  candidate  those 
anomalies  where  the  surrounding  field  exhibits  a 
jniformity  of  thickness  in  accordance  with  first 
Dredetermined  criteria  to  provide  a  set  of  minutia 
candidates,  characterized  by 

screening  the  set  of  said  minutia  candidates  for 
noise  anomalies  using  geometric  criteria  related  to 
the  minutia  structure  to  provide  a  reduced  set  of 
minutia  candidates, 

erecting  an  analytical  zone  around  each  of  said 
reduced  set  of  minutia  candidates, 

within  said  analytical  zone,  comparing  all 
anomalies  except  said  minutia  candidate  to  iden- 
tify  paired  anomalies, 

within  said  analytical  zone,  comparing  said 
minutia  candidate  with  each  unpaired  anomaly  to 
identify  any  minutia  candidate  anomaly  pair,  and 

eliminating  from  said  reduced  set  of  minutia 
candidates  any  of  said  minutia  candidate  anomaly 
pairs,  to  provide  a  set  of  minutia. 

2.  Method  according  to  Claim  1  characterized  by 
each  of  said  anomaly  templates  positioned  over 
successive  pixels  so  that  overlapping  subfields  of 
said  pixels  are  compared  against  a  predetermined 
template  to  provide  identification  of  anomalies. 

3.  Method  according  to  any  of  Claims  1  to  2, 
characterized  in  that  said  step  of  testing  com- 
prises: 

counting  the  distances  from  first  and  second 
predetermined  points  of  each  of  said  anomaly 

suotieias  in  preaetermmeu  uireuiiuiis  tu  uicucigi- 
mined  transitions  between  the  values  of  said  field 
of  pixels  to  provide  first  and  second  distance 
counts,  and 

comparing  said  first  and  second  counts  and 
eliminating  from  further  consideration  those 
anomalies  wherein  said  comparison  is  past  a 
predetermined  threshold. 

4.  Method  according  to  any  of  Claims  1  to  3, 
o  characterized  in  that  said  step  of  screening  com- 

prises: 
erecting  a  predetermined  window  around  each 

of  said  set  of  minutia  candidates, 
identifying  each  of  said  anomalies  in  said  win- 

5  dow, 
comparing  the  relationship  between  the  set  of 

said  anomalies  in  said  window  against  a  predeter- 
mined  fingerprint  noise  characteristic  based  at 
least  in  part  on  the  number  of  anomalies  in  said 

o  window,  to  provide  a  determination  of  the  pre- 
sence  of  fingerprint  noise,  and 

rejecting  the  minutia  candidate  of  said  window 
where  there  has  been  a  determination  of  finger- 
print  noise. 

s  5.  Method  according  to  Claim  4  characterized  by 
said  window  having  the  same  size  as  said  ana- 
lytical  zone. 

6.  Method  according  to  any  one  of  Claims  1  to  5, 
characterized  by 

to  repeatedly  scanning  and  analyzing  a  predeter- 
mined  plurality  of  subsequent  binary  fields  of 
pixels  created  by  repeated  application  of  the 
fingerprint  that  is  subject  to  the  initial  scan,  to 
provide  a  separate  set  of  minutiae  on  each  of  said 

is  subsequent  scans  of  said  binary  fields, 
correlating  the  position  of  said  initial  scan 

minutia  against  each  of  said  subsequent  scan 
minutiae  within  the  corresponding  subfield  zone, 

designating  as  a  minutia  for  the  subsequent 
io  scan  involved  only  those  minutiae  whose  posi- 

tions  correspond  within  predetermined  limits  with 
the  position  of  the  initial  scan  minutia,  and 

finally  retaining  only  those  minutiae  which  are 
identified  in  a  predetermined  number  of  said 

15  scans. 
7.  Method  according  to  Claim  6,  characterized  in 

that  said  correlation  is  limited  to  those  minutiae 
which  have  an  angular  correspondence  within 
predetermined  limits. 

50  8.  Method  according  to  Claim  7,  characterized  in 
that  a  normalized  representation  of  each  of  said 
minutiae  in  skeletal  form  is  employed  to  identify 
the  angle  of  said  correspondence. 

9.  Method  according  to  Claim  6,  characterized  in 
55  that  said  step  of  repeatedly  scanning  includes  a 

first  set  of  subsequent  scans  and  a  second  set  of 
subsequent  scans,  the  correlation  criteria  between 
each  minutia  in  each  of  said  second  sets  of  scans 
and  minutiae  from  said  initial  scan  being  sub- 

60  stantially  tighter  than  the  correlation  criteria  in 
each  of  said  first  sets  of  scans,  said  second  set  of 
scans  applying  only  to  individuals  having  more 
than  a  predetermined  number  of  minutiae. 

1  0.  Method  according  to  any  one  of  Claims  1  to  9, 
65  characterized  by 
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retaining  in  a  final  enrollment  file  only  those 
minutiae  which  are  identified  in  a  predetermined 
number  of  said  scans  to  provide  a  stable,  limited 
enrollment  file, 

verifying  the  correspondence  between 
minutiae  from  a  binary  field  of  pixels  representing 
a  subsequent  application  of  an  input  fingerprint 
and  said  minutiae  from  said  final  enrollment  file, 
said  step  of  verifying  employing  to  those 
employed  in  said  step  of  repeatedly  scanning  and 
analyzing  the  binary  field  representing  subse- 
quent  applications  of  the  input  fingerprint  during 
the  enrollment  process, 

whereby  the  biases  in  verification  are  matched 
by  and  at  least  partially  compensated  by  the 
comparable  biases  in  the  repeated  scans  during 
enrollment. 

Patentanspruche 

1.  Verfahren  zum  Identifizieren  von  Fingerab- 
druck-Details  aus  einem  binaren  Pixel-Feld  mit 
den  Fingerabdruck  darstellenden  ersten  und  zwei- 
ten  Werten  mit  Abtasten  samtlicher  Schablonen 
aus  einervorgegebenen  Gruppe  von  eine  Anoma- 
lie  aufweisenden  Schablonen  innerhalb  des  Pixel- 
Feldes,  und  mit  Identifikation  jeder  Ubereinstim- 
mung  irgendeiner  solchen  Schablone  mit  einer 
Untergruppe  dieses  Pixel-Feldes  als  Anomalie, 
einschliefclich  der  folgenden  Schritte: 

Priifen  eines  Pixel-Feldes  mit  kontrastierenden 
Werten  um  jede  dieser  identifizierten  Anomalien 
auf  Gleichformigkeit  der  Starke, 

Identifikation  solcher  Anomalien  als  Detail-Kan- 
didat,  bei  denen  das  umgebende  Feld  zum  Ausbil- 
den  einer  Gruppe  von  Detail-Kandidaten  eine 
Gleichformigkeit  der  Starke  nach  MalSgabe  von 
ersten  vorbestimmten  Kriterien  aufweist,  gekenn- 
zeichnet  durch 

Sichten  der  Gruppe  der  Detail-Kandidaten  auf 
Stor-Anomalien  unter  Verwendung  von  sich  auf 
die  Struktur  der  Details  beziehenden  geometri- 
schen  Kriterien  zum  Erzielen  einer  verkleinerten 
Gruppe  solcher  Detail-Kandidaten, 

Errichten  einer  analytischen  Zone  um  samtliche 
verkleinerten  Gruppen  von  Detail-Kandidaten, 

Vergleich  samtlicher  Anomalien  in  dieser  analy- 
tischen  Zone  mit  Ausnahme  des  Detail-Kandida- 
ten  zur  Identifikation  samtlicher  paarweise 
zusammengehorender  Anomalien, 

Vergleich  des  Detail-Kandidaten  in  dieser  analy- 
tischen  Zone  mit  jeder  unpaarigen  Anomalie  zur 
Identifikation  samtlicher  Anomalie-Paare  eines 
Detail-Kandidaten  und 

Ausscheiden  samtlicher  Anomalie-Paare  eines 
Detail-Kandidaten  aus  der  verkleinerten  Gruppe 
der  Detail-Kandidaten  zum  Ausbilden  einer  Detail- 
Gruppe. 

2.  Verfahren  nach  Anspruch  1,  dadurch  gekenn- 
zeichnet,  daft  jede  der  eine  Anomalie  aufweisen- 
den  Schablonen  so  uber  aufeinanderfolgenden 
Pixeln  angeordnet  ist,  daB  sich  iiberlappende 
Pixel-Untergruppen  zum  Erzielen  einer  Identifika- 
tion  der  Anomalien  mit  einervorgegebenen  Scha- 
blone  verglichen  werden. 

3.  Verfahren  nach  irgendeinem  der  Anspruche  1 
bis  2,  dadurch  gekennzeichnet,  dafi  der  Priif- 
Schritt  besteht  aus: 

Zahlen  der  Abstande  von  ersten  und  zweiten 
5  vorgegebenen  Punkten  in  jeder  der  Anomalie- 

Untergruppen  in  vorgegebenen  Richtungen  zu 
vorgegebenen  Ubergangen  zwischen  den  Werten 
der  Pixel-Felder  zum  Erzielen  einer  ersten  und 
einer  zweiten  Abstands-Zahlung  und 

io  Vergleich  der  ersten  und  der  zweiten  Zahlung 
und  Ausschalten  solcher  Anomalien  aus  der  wei- 
teren  Betrachtung,  bei  denen  der  Vergleich  jen- 
seits  einer  vorgegebenen  Schwelle  liegt. 

4.  Verfahren  nach  irgendeinem  der  Anspruche  1 
is  bis  3,  dadurch  gekennzeichnet,  dafc  der  Sich- 

tungs-Schritt  besteht  aus: 
Errichten  eines  vorgegebenen  Fensters  um 

samtliche  Detail-Kandidaten-Gruppen, 
Identifikation  jeder  Anomalie  in  diesem  Fenster, 

20  Vergleich  der  Beziehung  zwischen  der  Gruppe 
der  Anomalien  in  dem  Fenster  und  einervorgege- 
benen  Charakteristik  einer  Fingerabdruck-Sto- 
rung  mindestens  teilweise  auf  der  Grundlage  der 
Anzahl  der  Anomalien  in  dem  Fenster  zum  Erzie- 

25  len  einer  Bestimmung  des  Vorhandenseins  einer 
Fingerabdruck-Storung  und 

Zuruckweisen  der  Detail-Kandidaten  des  Fen- 
sters  dort,  wo  eine  Fingerabdruck-Storung 
bestimmt  worden  ist. 

30  5.  Verfahren  nach  Anspruch  4,  dadurch  gekenn- 
zeichnet,-  dafi  das  Fenster  die  gleiche  Grofie  wie 
die  analytische  Zone  aufweist. 

6.  Verfahren  nach  irgendeinem  der  Anspruche  1 
bis  5,  gekennzeichnet  durch 

35  wiederholtes  Abtasten  und  Analysieren  einer 
vorgegebenen  Vielzahl  von  aufeinanderfolgen- 
den  binaren  Pixel-Feldem,  die  durch  wiederholtes 
Auflegen  des  Fingerabdrukkes,  der  der  ursprung- 
lichen  Abtastung  ausgesetzt  war,  erzeugtwurden, 

40  zum  Erzielen  einer  getrennten  Detail-Gruppe  bei 
samtlichen  nachfolgenden  Abtastungen  der  bina- 
ren  Felder, 

Korrelieren  der  Stellung  des  ursprunglichen 
Abtast-Details  mit  samtlichen  nachfolgenden 

45  Abtast-Details  innerhalb  der  entsprechenden 
Untergruppen-Zone, 

Kennzeichnen  als  Detail  fur  die  nachfolgende 
involvierte  Abtastung  nur  jener  Details,  deren 
Stellungen  innerhalb  vorgegebener  Grenzen  mit 

so  der  Stellung  des  anfanglichen  Abtast-Details  kor- 
respondieren,  und 

endgultiges  Zuruckhalten  nur  solcher  Details, 
die  in  einer  vorgegebenen  Anzahl  dieser  Abta- 
stungen  identifiziert  werden. 

55  1.  Verfahren  nach  Anspruch  6,  dadurch  gekenn- 
zeichnet,  dafi  die  Korrelation  auf  solche  Details 
begrenzt  ist,  die  innerhalb  vorgegebener  Grenzen 
eine  winkelmalSige  Entsprechung  aufweisen. 

8.  Verfahren  nach  Anspruch  7,  dadurch  gekenn- 
60  zeichnet,  dafi  eine  normierte  Darstellung  jeder 

der  Details  in  skelettartiger  Form  zur  Identifikation 
des  Winkels  der  Entsprechung  verwandt  wird. 

9.  Verfahren  nach  Anspruch  6,  dadurch  gekenn- 
zeichnet,  dalS  die  Stufe  des  wiederholten  Abta- 

65  stens  eine  erste  Gruppe  von  aufeinanderfolgen- 
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Jen  Abtastungen  und  eine  zweite  Gruppe  von 
aufeinanderfolgenden  Abtastungen  enthalt,  die 
<orrelationskriterien  zwischen  jedem  Detail  in 
samtlichen  zweiten  Abtastgruppen  und  der  Details 
aus  der  anfanglichen  Abtastung  wesentlich  enger 
als  die  Korrelationskriterien  in  samtlichen  ersten 
\btastgruppen  sind,  und  die  zweite  Gruppe  der 
Abtastungen  nur  fur  Individuen  gilt,  die  mehr  als 
sine  vorgegebene  Anzahl  von  Details  aufweisen. 

10.  Verfahren  nach  irgendeinem  der  Anspruche 
1  bis  9,  gekennzeichnet  durch: 

Zuriickhaltennursolcher  Details  in  einer  endgul- 
:igen  Einschreibungsliste,  die  in  einervorgegebe- 
nen  Anzahl  dieser  Abtastungen  als  zum  Ausbilden 
3iner  stabilen,  begrenzten  Einschreibungsliste 
dentifiziert  worden  sind, 

Verifizieren  der  Entsprechung  zwischen  den 
Details  aus  einem  binaren  Pixelfeld,  das  einen  sich 
anschlieSenden  Abdruck  eines  Fingerabdruckes 
darstellt,  und  den  Details  aus  der  endgultigen 
Einschreibungsliste,  wobei  diese  Stufe  der  Verifi- 
zierung  der  Verwendung  ahnlich  ist  mit  derjeni- 
gen,  die  in  der  Stufe  des  wiederholten  Abtastens 
und  Analysierens  des  binaren  Feldes  verwandt 
wurden,  die  die  sich  anschlieSenden  Zufuhrungen 
des  Fingerabdruckes  wahrend  des  Einschreibvor- 
ganges  darstellen, 

wodurch  die  Abweichungen  bei  der  Verifizie- 
rung  angeglichen  und  mindestens  teilweise  durch 
die  vergleichbaren  Abweichungen  der  sich  wie- 
derholenden  Abtastungen  wahrend  der  Einschrei- 
bung  ausgeglichen  werden. 

Revendications 

1.  Methode  d'identification  des  caracteres 
infimes  d'une  empreinte  digitale  a  partir  d'un 
champ  binaire  de  pixels  comportant  des  pre- 
mieres  et  secondes  valeurs  representant  I'em- 
preinte  digitale,  comprenant  le  balayage  du 
champ  de  pixels  a  I'aide  de  chacune  des  grilles 
d'un  jeu  de  grilles  d'anomalies  et  ['identification, 
en  tant  qu'anomalie,  de  chaque  concordance  de 
I'une  quelconque  des  grilles  et  d'un  sous-champ 
du  champ  de  pixels,  comprenant  les  operations 
qui  consistent  a: 

tester  un  champ  de  pixels  de  valeur  contrastante 
autour  de  chacune  des  anomalies  identifies,  pour 
deceler  une  uniformite  d'epaisseur, 

identifier,  en  tant  que  candidate  au  titre  de 
caractere  infime,  toute  anomalie  pour  laquelle  le 
champ  environnant  presente  une  uniformite 
d'epaisseur  conformement  aux  premiers  criteres 
predetermines  pour  fournir  un  jeu  de  candidates 
au  titre  de  caractere  infime,  caracterisee  en  ce  que: 

on  trie  le  jeu  de  candidates  au  titre  de  caractere 
infime  pour  deceler  des  anomalies  de  bruit  a  I'aide 
de  criteres  geometriques  se  rapportant  a  la  struc- 
ture  des  caracteres  infimes  pour  obtenir  un  jeu 
reduit  de  candidates  au  titre  de  caractere  infime, 

on  erige  une  zone  analytique  autour  de  chacune 
des  candidates  au  titre  de  caractere  infime  de  ce 
jeu  reduit, 

dans  la  zone  analytique,  on  compare  toutes  les 
anomalies  a  I'exception  de  ladite  candidate  au  titre 

de  caractere  infime  pour  identifier  des  anomalies 
appariees, 

dans  la  zone  analytique,  on  compare  la  candi- 
date  au  titre  de  caractere  infime  a  chacune  des 

5  anomalies  non  appariees  pour  identifier  toute 
paire  d'anomalies  candidates  au  titre  de  caractere 
infime,  et 

on  elimine  du  jeu  reduit  de  candidates  au  titre  de 
caractere  infime,  toutes  les  paires  d'anomalies 

w  candidates  au  titre  de  caractere  infime,  pour 
obtenir  un  jeu  de  caracteres  infimes. 

2.  Methode  suivant  la  revendication  1,  caracte- 
risee  en  ce  que  chacune  des  grilles  d'anomalies  est 
positionnee  sur  des  pixels  successifs  d'une  fagon 

15  telle  que  des  sous-champs  de  ces  pixels  qui  se 
chevauchent  soient  compares  a  une  grille  prede- 
termine  pour  fournir  I'identification  d'anomalies. 

3.  Methode  suivant  I'une  ou  I'autre  des  revendi- 
cations  1  et  2,  caracterisee  en  ce  que  I'operation  de 

20  test  comprend: 
le  comptage  des  distances  depuis  un  premier  et 

un  second  point  predetermines  de  chacun  des 
sous-champs  d'anomalies  dans  des  sens  predeter- 
mines  jusqu'a  des  transitions  predetermines 

25  entre  les  valeurs  du  champ  de  pixels  pour  fournir 
un  premier  et  un  second  compte  de  distance,  et 

la  comparaison  du  premier  et  du  second  compte 
et  ('elimination  pour  toute  prise  en  consideration 
ulterieure,  des  anomalies  pour  lesquelles  la  com- 

30  paraison  donne  un  resultat  depassant  un  seuil 
predetermine. 

4.  Methode  suivant  I'une  quelconque  des  reven- 
dications  1  a  3,  caracterisee  en  ce  que  I'operation 
de  tri  comprend: 

35  I'erection  d'une  fenetre  predetermine  autour 
de  cha"cune  des  candidates  au  titre  de  caractere 
infime  du  jeu, 

I'identification  de  chacune  des  anomalies  dans 
la  fenetre, 

40  la  comparaison  de  la  relation  entre  le  jeu  des 
anomalies  dans  la  fenetre  et  un  caractere  de  bruit 
d'empreinte  digitale  predetermine  base  au  moins 
en  partie  sur  le  nombre  d'anomalies  dans  la 
fenetre,  pour  fournir  une  determination  de  la 

45  presence  de  bruit  d'empreinte  digitale,  et 
le  rejet  de  la  candidate  au  titre  de  caractere 

infime  de  la  fenetre  pour  laquelle  a  ete  determine 
du  bruit  d'empreinte  digitale. 

5.  Methode  suivant  la  revendication  4,  caracte- 
50  risee  en  ce  que  la  fenetre  a  les  memes  dimensions 

que  la  zone  analytique. 
6.  Methode  suivant  I'une  quelconque  des  reven- 

dications  1  a  5,  caracterisee  en  ce  que: 
on  procede  de  maniere  repetee  au  balayage  et  a 

55  I'analyse  d'un  nombre  predetermine  de  champs 
binaires  de  pixels  suivants  crees  par  I'application 
repetee  de  I'empreinte  digitale  qui  est  soumise  au 
balayage  initial,  en  vue  d'obtenir  un  jeu  separe  de 
caracteres  infimes  pour  chacun  des  balayages 

60  suivants  des  champs  binaires, 
on  etabiit  une  correlation  entre  la  position  du 

caractere  infime  du  balayage  initial  et  celle  de 
chacun  des  caracteres  infimes  des  balayages 
suivants  dans  la  zone  de  sous-champ  correspon- 

ds  dante. 
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on  designe  en  tant  que  caractere  infime  pour  le 
balayage  suivant  en  cause  uniquement  ceux  des 
caracteres  infimes  dont  les  positions  correspon- 
dent  dans  des  limites  predetermines  a  la  posi- 
tion  du  caractere  infime  du  balayage  initial,  et 

on  ne  retient  finalement  que  les  caracteres 
infimes  qui  sont  identifies  dans  un  nombre  prede- 
termine  de  ces  balayages. 

7.  Methode  suivant  la  revendication  6,  caracte- 
risee  en  ce  que  la  correlation  est  limitee  aux 
caracteres  infimes  qui  presentent  une  correspon- 
dence  angulaire,  dans  des  limites  predetermi- 
n e s .  

8.  Methode  suivant  la  revendication  7,  caracte- 
rise  en  ce  qu'une  representation  normalise  de 
chacun  des  caracteres  infimes  sous  une  forme 
schematique  est  utilise  pour  identifier  I'angle  de 
la  correspondence. 

9.  Methode  suivant  la  revendication  6,  caracte- 
risee  en  ce  que  I'operation  repetee  de  balayage 
comprend  un  premier  jeu  de  balayages  suivants 
et  un  second  jeu  de  balayages  suivants,  les 
criteres  de  correlation  entre  chacun  des  carac- 
teres  infimes  dans  chacun  des  seconds  jeux  de 
balayages  et  des  caracteres  infimes  du  balayage 

initial  etant  sensiblement  plus  rigoureux  que  les 
criteres  de  correlation  pour  chacun  des  premiers 
jeux  de  balayages,  le  second  jeu  de  balayages  ne 
s'appliquant  qu'a  des  individus  comportant  plus 

5  d'un  nombre  predetermine  de  caracteres  infimes. 
10.  Methode  suivant  I'une  quelconque  des 

revendications  1  a  9,  caracterisee  en  ce  que: 
on  ne  retient  dans  un  fichier  d'enregistrement 

final  que  les  caracteres  infimes  qui  sont  identifies 
w  dans  un  nombre  predetermine  de  balayages  pour 

fournir  un  fichier  d'enregistrement  limite  stable, 
on  verifie  la  correspondance  entre  des  carac- 

teres  infimes  d'un  champ  binaire  de  pixels  repre- 
sentant  une  application  ulterieure  d'une 

w  empreinte  digitale  d'entre  et  les  caracteres 
infimes  du  fichier  d'enregistrement  final,  I'opera- 
tion  de  verification  etant  semblable  a  celle  utilisee 
dans  I'operation  repetee  de  balayage  et  d'analyse 
du  champ  binaire  representant  des  applications 

20  suivantes  de  I'empreinte  digitale  d'entre  pen- 
dant  le  processus  d'enregistrement, 

les  deviations  apparaissant  a  la  verification 
etant  rencontrees  et  au  moins  partiellement  com- 
pensees  par  les  deviations  comparables  lors  des 

25  balayages  repete  pendant  I'enregistrement. 
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