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Description

[0001] The present invention relates to the field of per-
sonal identification and verification, and, in particular, to
the field of fingerprint sensing and processing.
[0002] Fingerprint sensing and matching is a reliable
and widely used technique for personal identification or
verification. A common approach to fingerprint identifi-
cation involves scanning a sample fingerprint or an im-
age thereof and storing the image and/or unique char-
acteristics of the fingerprint image. The characteristics
of a sample fingerprint may be compared to information
for reference fingerprints already in storage to deter-
mine proper identification of a person, for verification
purposes.
[0003] A typical electronic fingerprint sensor is based
upon illuminating the finger surface using visible light,
infrared light, or ultrasonic radiation. The reflected en-
ergy is captured with some form of camera, for example,
and the resulting image is framed, digitized and stored
as a static digital image, as disclosed in the specification
of U.S. Patent No. 4,210,899 that discloses an optical
scanning fingerprint reader cooperating with a central
processing station for a secure access application. The
specification of U.S. Patent No. 4,525,859 discloses a
video camera for capturing a fingerprint image and uses
the minutiae of the fingerprints, that is, the branches and
endings of the fingerprint ridges, to determine a match
with a database of reference fingerprints.
[0004] Optical sensing may be affected by stained fin-
gers or an optical sensor may be deceived by presen-
tation of a photograph or printed image of a fingerprint
rather than a true live fingerprint.
[0005] In the event of a failure to form an acceptable
image of a fingerprint, the specification of U.S. Patent
No. 4,947,443 discloses a series of indicator lights
which give the user a simple go or no-go indication of
the acceptability of the fingerprint scanning among other
potential system identification failures. In other words,
another shortcoming of conventional fingerprint sensors
is that inaccurate positioning of the finger relative to the
sensor may reduce the ability of the processor to accu-
rately and quickly determine a match between a sample
fingerprint and a plurality of reference fingerprints.
[0006] The specification of U.S. Patent No. 4,353,056
discloses another approach to sensing a live fingerprint.
In particular, it discloses an array of extremely small ca-
pacitors located in a plane parallel to the sensing sur-
face of the device. When a finger touches the sensing
surface and deforms the surface, a voltage distribution
in a series connection of the capacitors may change.
The voltages on each of the capacitors is determined by
multiplexor techniques.
[0007] The specification of U.S. Patent No. 5,325,442
discloses a fingerprint sensor including a plurality of
sensing electrodes. Active addressing of the sensing
electrodes is made possible by the provision of a switch-
ing device associated with each sensing electrode.

[0008] European Patent Application No. 0379333 dis-
closes a secure information interchange system by uti-
lizing an intelligent card as the portable device which
verifies that the terminal is a valid one and the terminal
in term verifies that the card is valid. Unauthorized users
are screened out by means of a physical characteristic
scan of the user such as a fingerprint which is then com-
pared with comparable data stored in the portable de-
vice. The data in the terminal are stored in memory
which loses it's content when power is interrupted. Thus
improving the security of the system by making unau-
thorized use of a terminal very difficult. The system com-
prises protection means to prevent tampering and en-
cryption means to encode and decode data at the inter-
faces between the portable device and the terminal de-
vice.
[0009] US Patent No. 5,309,387 discloses a tamper-
resistant module for safeguarding stored information.
The module has a pair of substrates which are bonded
together to confine confidential data inside the module.
On the outer surfaces of the substrates a plurality of
transistors are provided as detecting memory devices.
These detecting memory devices are operative under
normal conditions but they are rendered inoperative
when a tampering is applied to the auter surface of the
substrate. When the tamper is detected, the confidential
data confined within the module are erased.
[0010] An object of the present invention is to over-
come shortcoming of conventional fingerprint sensors
in that the leads and internal components of a conven-
tional fingerprint sensor, either optical, ultrasonic or ca-
pacitive, may be tampered with, such as to send a false
acceptance signal to an associated portion of equip-
ment. Accordingly, even if the sensor is accurate and
reliable, it may be readily bypassed to gain access or
entry to the equipment or area intended to be protected
by the fingerprint sensor.
[0011] An object of the present invention is to provide
a fingerprint sensor and related methods for accurately
sensing a fingerprint, and which sensor is rugged, com-
pact, reliable and relatively inexpensive, and to provide
a secure fingerprint sensing package or module and re-
lated methods for being resistant to attempts at bypass-
ing or tampering.
[0012] These objects are met by the sensor package
and method defined in claims 1 and 12, respectively.
[0013] Preferably, fingerprint sensor package may in-
clude a processor operatively connected between the
fingerprint sensor and the encrypting output means. In
addition, the package may also include reference finger-
print storage means for storing reference fingerprint in-
formation, Accordingly, the processor peferably com-
prises reference fingerprint matching means for deter-
mining if a sensed fingerprint matches a stored refer-
ence fingerprint. To further enhance security of the
stored reference fingerprint information, the sensor
package also preferably includes removing means for
removing reference fingerprint information from the ref-
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erence fingerprint storage means responsive to tamper-
ing.
[0014] Conveniently, the fingerprint sensor preferably
comprises an integrated circuit having an outer surface
portion for receiving a finger adjacent thereto. The hous-
ing, in turn, preferably includes an opening therethrough
in registry with the outer surface portion of the integrated
circuit. Sealing means is preferably provided for sealing
an interface between the outer surface portion of the in-
tegrated circuit and adjacent housing portions. The seal-
ing means may be provided by a bead of sealing mate-
rial covering the interface. The sealing means may also
be provided by a hermetic seal formed between a sur-
rounding layer of molded plastic material and adjacent
portions of the integrated circuit.
[0015] The integrated circuit may comprise an outer-
most silicon nitride layer for resistance to contamination,
as from finger contact. In addition, the integrated circuit
may have an outermost layer including one of silicon
carbide and diamond for enhanced abrasion resistance.
[0016] The present invention includes a fingerprint
sensor package comprising a tamper-resistant housing;
a fingerprint sensor mounted in said housing; and en-
crypting output means mounted within said housing and
operatively connected to said fingerprint sensor for gen-
erating an encrypted output signal related to a sensed
fingerprint, with a processor operatively connected be-
tween said fingerprint sensor and said encrypting output
means.
[0017] Advantageously, a method is for making and
securely operating a fingerprint sensor package of a
type including a fingerprint sensor. The method prefer-
ably comprises the steps of: mounting the fingerprint
sensor within a tamper-resistant housing, and generat-
ing within the tamper-resistant housing an encrypted
output signal related to a sensed fingerprint from the fin-
gerprint sensor. The method may also include the steps
of: storing reference fingerprint information within the
housing, and determining within the tamper-resistant
housing if a sensed fingerprint matches a stored refer-
ence fingerprint. Accordingly, for further enhancement
of security, the method may also include the step of re-
moving reference fingerprint information from within the
tamper-resistant housing responsive to tampering.
[0018] The invention also includes a method for mak-
ing and securely operating a fingerprint sensor package
of a type including a fingerprint sensor, the method com-
prising the steps of:

mounting the fingerprint sensor within a tamper-re-
sistant housing;
generating within the tamper-resistant housing an
encrypted output signal related to a sensed finger-
print from the fingerprint sensor, storing reference
fingerprint information within the housing and
determining within the tamper-resistant housing if a
sensed fingerprint matches a stored reference fin-
gerprint.

[0019] The invention will now be described, by way of
example, with references to the accompanying draw-
ings in which;

FIG. 1 is a schematic diagram of the fingerprint sen-
sor in combination with a notebook computer.
FIG. 2 is a schematic diagram of the fingerprint sen-
sor in combination with a computer workstation and
associated information processing computer and
local area network (LAN);
FIG. 3 is a schematic perspective view of an em-
bodiment of a fingerprint sensor;
FIG. 4 is a schematic plan view of a portion of the
sensor and an overlying fingerprint pattern in with a
portion thereof greatly enlarged for clarity of illus-
tration;
FIG. 5 is a greatly enlarged plan view of a portion
of the fingerprint sensor with the upper dielectric
layer removed therefrom for clarity of illustration;
FIG. 6 is a schematic perspective view of a portion
of the fingerprint sensor;
FIG. 7 is a schematic fragmentary view of a portion
of the fingerprint sensor;
FIG. 8 is a schematic side view, partially in section,
illustrating the electric fields;
FIG. 9 is a schematic circuit diagram of a portion of
the fingerprint sensor;
FIG. 10 is an enlarged schematic side view, partially
in section, further illustrating the electric fields;
FIG. 11 is a schematic block diagram of the finger-
print sensor and associated circuitry in one embod-
iment;
FIG. 12 is a schematic block diagram of the finger-
print sensor and associated circuitry in another em-
bodiment;
FIG. 13 is a schematic block diagram of an embod-
iment of a sensor circuit;
FIG. 14 is a schematic block diagram of another em-
bodiment of a sensor circuit;
FIG. 15 is a schematic block diagram illustrating a
plurality of sensor units;
FIG. 16 is a schematic block diagram of an embod-
iment of a portion of the signal processing for the
fingerprint sensor;
FIG. 17 is a schematic block diagram of another em-
bodiment of a portion of the signal processing for
the fingerprint sensor;
FIG. 18 is a schematic block diagram of yet another
embodiment of signal processing circuitry for the
fingerprint sensor;
FIG. 19 is a schematic circuit diagram of yet another
embodiment of a portion of the signal processing
for the fingerprint sensor;
FIG. 20 is a schematic circuit diagram of yet another
embodiment of a portion of the signal processing
for the fingerprint sensor illustrating a resistor matrix
for dynamic contrast enhancement;
FIG. 21 is a schematic circuit diagram of yet another
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embodiment of a portion of the signal processing
for the fingerprint sensor illustrating a capacitor ma-
trix implementation for dynamic contrast enhance-
ment;
FIG. 22 is a schematic block diagram of an embod-
iment of the fingerprint sensor package;
FIG. 23 is a schematic diagram of another embod-
iment of the fingerprint sensor package;
FIG. 24 is a schematic block diagram of another as-
pect of the sensor for illustrating near real-time po-
sitioning feedback of finger placement;
FIG. 25 is a schematic perspective diagram of a
computer illustrating near real-time positioning
feedback of finger placement; and
FIG. 26 is a schematic perspective diagram of a fin-
gerprint sensor including indicators for illustrating
near real-time positioning feedback of finger place-
ment.

[0020] Like numbers refer to like elements through-
out. The scaling of various features, particularly fingers
and layers in the drawing figures, have been exagger-
ated for clarity of explanation.
[0021] Referring to FIGS. 1-3, the fingerprint sensor
30 is initially described. The illustrated sensor 30 in-
cludes a housing or package 51, a dielectric layer 52
exposed on an upper surface of the package which pro-
vides a placement surface for the finger, and a plurality
of signal conductors 53. A conductive strip or electrode
54 around the periphery of the dielectric layer 52 also
provides a contact electrode for the finger as described
in greater detail below. The sensor 30 may provide out-
put signals in a range of sophistication levels depending
on the level of processing incorporated in the package.
[0022] The fingerprint sensor 30 is used for personal
identification or verification purposes. For example, the
sensor 30 is used to permit access to a computer work-
station, such as a notebook computer 35 including a
keyboard 36 and associated folding display screen 37
(FIG. 1). In other words, user access to the information
and programs of the notebook computer 35 may only be
granted if the desired fingerprint is first sensed.
[0023] Another application of the fingerprint sensor 30
is illustrated with particular reference to FIG. 2. The sen-
sor 30 may be used to grant or deny access to a fixed
workstation 41 for a computer information system 40.
The system may include a plurality of such workstations
41 linked by a local area network (LAN) 43, which in turn,
is linked to a fingerprint identification server 43, and an
overall central computer 44.
[0024] Referring to FIGS. 4-10, the sensor 30 in-
cludes a plurality of individual pixels or sensing ele-
ments 30a arranged in array pattern as shown perhaps
best in FIGS. 4 and 5. The sensing elements are rela-
tively small so as to be capable of sensing the ridges 59
and intervening valleys 60 of a typical fingerprint (FIG.
4). Live fingerprint readings as from the electric field
sensor 30 may be more reliable than optical sensing,

because the conduction of the skin of a finger in a pat-
tern of ridges and valleys is extremely difficult to simu-
late. In contrast, an optical sensor may be deceived by
a readily prepared photograph or other similar image of
a fingerprint, for example.
[0025] The sensor 30 includes a substrate 65, and
one or more active semiconductive layers 66 thereon.
A ground plane electrode layer 68 is above the active
layer 66 and separated therefrom by an insulating layer
67. A drive electrode layer 71 is positioned over another
dielectric layer 70 and is connected to an excitation drive
amplifier 74. The excitation drive signal may be typically
in the range of about 1 Khz to 1 Mhz and is coherently
delivered across all of the array. Accordingly, the drive
or excitation electronics are thus relatively uncomplicat-
ed and the overall cost of the sensor 30 may be reduced,
while the reliability is increased.
[0026] Another insulating layer 76 is on the drive elec-
trode layer 71, and an illustratively circularly shaped
sensing electrode 78 is on the insulating layer 76. The
sensing electrode 78 may be connected to sensing elec-
tronics 73 formed in the active layer 66 as schematically
illustrated.
[0027] An angularly shaped shield electrode 80 sur-
rounds the sensing electrode 78 in spaced relation
therefrom. The sensing electrode 78 and its surrounding
shield electrode 80 may have other shapes, such as
hexagonal, for example, to facilitate a close packed ar-
rangement or array of pixels or sensing elements 30a.
The shield electrode 80 is an active shield which is driv-
en by a portion of the output of the amplifier circuit 73
to help focus the electric field energy and, moreover, to
thereby reduce the need to drive adjacent electrodes.
Accordingly, the sensor 30 permits all of the sensing el-
ements to be driven by a coherent drive signal in sharp
contrast to prior art sensors which required that each
sensing electrode be individually driven.
[0028] FIGS. 8-10 refers to the excitation electrode 71
generates a first electric field to the sensing electrode
78 and a second electric field between the sensing elec-
trode 78 and the surface of the finger 79, over the dis-
tances d1 and d2, respectively. In other terms, a first
capacitor 83 (FIG. 9) is defined between the excitation
electrode 71 and the sensing electrode 78, and a sec-
ond capacitor 85 is defined between the finger skin 79
and ground. The capacitance of the second capacitor
85 varies depending on whether the sensing electrode
78 is adjacent a ridge or valley. Accordingly, the sensor
30 can be modeled as a capacitive voltage divider. The
voltage sensed by the unity gain voltage follower or am-
plifier 73 will change as the distance d2 changes.
[0029] In general, the sensing elements 30a operate
at very low currents and at very high impedances. For
example, the output signal from each sensing electrode
78 is desirably about 5 to 10 millivolts to reduce the ef-
fects of noise and permit further processing of the sig-
nals. The approximate diameter of each sensing ele-
ment 30a, as defined by the outer dimensions of the
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shield electrode 80, may be about 0.002 to 0.005 inches
in diameter. The excitation dielectric layer 76 and sur-
face dielectric layer 54 may desirably have a thickness
in the range of about 1 µm. The ground plane electrode
68 shields the active electronic devices from the excita-
tion electrode 71. A relatively thick dielectric layer 67 will
reduce the capacitance between these two structures
and thereby reduce the current needed to drive the ex-
citation electrode. The various signal feedthrough con-
ductors for the electrodes 78, 80 to the active electronic
circuitry may be readily formed as would be understood
by those skilled in the art. In addition, the illustrated sig-
nal polarities may be readily reversed.
[0030] The overall contact or sensing surface for the
sensor 30 may desirably be about 0.5 by 0.5 inches --
a size which may be readily manufactured and still pro-
vide a sufficiently large surface for accurate fingerprint
sensing and identification. The sensor 30 in accordance
with the invention is also fairly tolerant of dead pixels or
sensing elements 30a. A typical sensor 30 includes an
array of about 256 by 256 pixels or sensor elements,
although other array sizes are also contemplated by the
present invention. The sensor 30 may also be fabricated
at one time using primarily conventional semiconductor
manufacturing techniques to thereby significantly re-
duce the manufacturing costs.
[0031] Referring to FIG. 11, functional partitioning of
an apparatus 90 including the fingerprint sensor 30 is
described. The fingerprint sensor apparatus 90 may be
configured to provide one or more of displacement sens-
ing of the fingerprint, provide an image present trigger,
perform analog-to-digital conversion, provide full image
capture and image integrity determination, provide con-
trast enhancement and normalization, and provide im-
age binarization. In the illustrated embodiment, the sen-
sor 30 is connected to a parallel processor and memory
array 92, and control processor 93 via the illustrated in-
terface 91. The parallel processor 92 may provide image
quality and bad block determinations; provide edge en-
hancement and smoothing and thinning; generate ridge
flow vectors, smooth the vectors and generate ridge flow
characteristics as may be desired for fingerprint match-
ing; identify the center of the fingerprint; generate,
smooth and clean curves; and provide minutiae identi-
fication. The illustrated control processor 93 may pro-
vide minutiae registration and matching, minutiae stor-
age, generate authorization codes, and communicate
with the host via the illustrated interface 94. The illus-
trated local non-volatile memory 95 may also be includ-
ed in the apparatus 90.
[0032] A variation of the apparatus 90 of FIG. 11 is
illustrated by the apparatus 100 of FIG. 12. This embod-
iment includes a two chip version of the sensor and
processing electronics. The apparatus 100 includes a
sensor chip 96 and an authenticator chip 97 connected
via a local memory bus interface 99. A scan control proc-
essor 98 is also included in the illustrated embodiment
of FIG. 12, while the remaining functional components

are the same as in FIG. 11.
[0033] Demodulation and preliminary processing of
the detected signals from the sensor 30 are further un-
derstood with reference to FIGS. 13 and 14. Both of the
illustrated circuits 110, 120 desirably use an alternating
current excitation. In addition, the amplitude of the volt-
age on the sensor is proportional to the displacement of
the local ground plane, hence, the signal has to be de-
modulated before further use. FIG. 13 illustrates a local
comparator 112 to allow the control to manage the A/D
conversion process in parallel. The processor can
present a sequence of a reference voltages to an entire
row or column of pixels or sensor elements 30a and
monitor the transitions on the Sig0 lines. A successive
approximation conversion could be implemented, first
stepping large steps, and then stepping in progressively
finer steps over a smaller range, as would be readily un-
derstood by those skilled in the art. The Sig0 output can
be a binary bus connection while the SigA output is a
demodulated analog signal that can be used as part of
analog reference voltage generating circuit.
[0034] The circuit 120 illustrated in FIG. 14 has stor-
age to do localized contrast enhancement for all sensor
units or pixels simultaneously. The computation can use
the analog comparator 112 for a decision element. The
binarized output image can be shifted out of the binary
shift registers provided by the illustrated latches 113. Al-
ternately, the output image could by read out as with
conventional memory array addressing as would be
readily understood by those skilled in the art. Since the
circuit 120 has its own local memory, it does not need a
separate set of buffers to store the pixel data.
[0035] Variations in skin conductivity and contamina-
tion may cause phase shift of the electric field signal.
Accordingly, the processing electronic circuits 110, 120
of FIGS. 13 and 14 preferably include a synchronous
demodulator or detector 111 so that the overall circuit
has less sensitivity to any such variations in conductivity.
[0036] Interconnections of the sensor units or pixels
30a in a portion of an array are schematically illustrated
in FIG. 15. Column data transfer lines 121, row data
transfer lines 122, and comparator reference lines 123
are shown connected to the array of sensor units 30a.
The interconnections may be desirably made in an 8-by-
8 block of sensor units, although other configurations
are also contemplated by the present invention.
[0037] The processor circuitry is understood with ref-
erence to FIGS. 16 and 17. The circuit 130 of FIG. 16
includes a charge coupled device (CCD) shift register
131 which, in turn, includes a plurality of individual shift
registers 135. The shift registers 131 function as a
tapped delay line to facilitate image signal processing.
The registers 135 feed respective A/D converters 132
operated under control of the illustrated block processor
134. The sensing amplifier outputs are connected to the
CCD analog shift registers 135, with one shift register
per row of pixels. A row of data is then shifted out of the
register either to an A/D converter 132 which serves as
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the active conversion device. Each pixel is converted to
an 8 bit digital word as it arrives at the converter. The
conversion process and the A-to-D reference voltage
are under control of block processors, where each block
processor may control one or more rows, such as, for
example, 16 rows per each processor. A limited degree
of dynamic contrast compensation can be achieved us-
ing data from the previous pixel conversion to scale the
reference voltage; however, significant downstream dig-
ital image processing may still be required.
[0038] The circuit 140 of FIG. 17 is similar to that of
FIG. 16. In FIG. 17, a comparator 141 operates under
control of the illustrated block processor 134 to provide
the image output signals as would be readily understood
by those skilled in the art.
[0039] Turning to FIG. 18, this circuit embodiment 150
is similar to that embodiment illustrated in FIG. 11. The
circuit 150 of FIG. 18 illustratively includes a 16-by-16
array of sensor units or image cells 30b selectively ad-
dressed and read by the illustrated row select data input
multiplexor 151, column select bus drivers 153, and
comparator reference voltage dividers 152. Once an im-
age has been captured from the electric field sensing
electrodes and digitized, fingerprint features can be ex-
tracted from the image. FIG. 18 illustrates a high level
view of a sensor connected to a bank of digital signal
processors 92. A 128 x 128 pixel array, in this instance,
has been partitioned into a 16 x 16 array of image cells
30b, wherein each image cell is formed of an 8 x 8 pixel
array.
[0040] Each image cell 30b has a single comparator
reference line that services the entire cell. When a cell
30b is being scanned, one of the parallel processors
manages the reference voltage for that cell 30b and
records the digitized signals for all of the sensors in that
cell. During the process of scanning the sensors in the
cell 30b, the processor can simultaneously correlate the
data from the cell to generate a preliminary estimate of
the ridge flow direction in that cell. In the illustrated em-
bodiment, a control processor 93 manages the sensor
signal scanning and digitization, and supervises a bank
of parallel processors 92 that perform feature extraction
and matching functions. The other illustrated compo-
nents are similar to those discussed above with refer-
ence to FIG. 11 and, hence.
[0041] Turning to FIG. 19, a 4 x 4 processor matrix
circuit 180, such as might be used for a pipeline style
implementation of the fingerprint minutiae processing,
is illustrated. The circuit 180 includes an array of proc-
essors 184, a sensor array input/output portion 181, a
non-volatile memory interface 182, and the illustrated
multi-processor array clock and control unit 182. The il-
lustrated circuit 180 is used to identify and locate the
fingerprint's unique minutiae to determine a match be-
tween a sensed fingerprint and one of a plurality of ref-
erence fingerprints. In other words, the processors 184
may match the minutiae against a set of previously
stored reference minutia, to complete the identification

process. When a positive identification has been made,
for example, the circuit 180 may notify an external proc-
essor by sending an appropriately encrypted message
over a host processor interface.
[0042] There is a general need to ensure sufficient
contrast between the ridges and valleys of the finger-
print over the entire area of the fingerprint. The circuit
160 of FIG. 20 schematically illustrates a resistive net-
work or matrix 161 including a plurality of interconnected
resistors 162 for providing dynamic contrast enhance-
ment for the array of pixels 30a. The effect of adjacent
pixels is used to normalize the output of each pixel and
while providing sufficient contrast. The circuit includes
a pair of amplifiers 163, 164 for providing the enhanced
contrast output signals.
[0043] Each pixel's value is determined by comparing
the sensor signal to a reference signal that sums the
block reference signal with a weighted average of the
signals from all of the sensors in the immediate area.
The square resistive grid or matrix provides the neces-
sary weighted average to each of the pixel comparators
simultaneously. The global block reference line 165 is
preferably driven with a staircase waveform while the
comparator outputs are monitored for change of state.
Each pixel's gray-scale value may be determined by not-
ing which step of the staircase causes that pixel's com-
parator to change state.
[0044] A variation for dynamic contrast enhancement
is understood with reference to the circuit 170 of FIG.
21. Dynamic contrast enhancement can also be imple-
mented by an array 172 of capacitors 171 interconnect-
ing the pixel nodes 174. In this embodiment, the array
172 receives an alternating current signal derived from
the synchronous demodulator 175 described in greater
detail above. The capacitors 171 serve as an AC imped-
ance network distributing and averaging the AC signals
in a fashion analogous to the behavior of the resistive
network 161 (FIG. 20) for DC signals. In the AC contrast
enhancing circuit 170, the lowpass filtering that in other
embodiments may be part of the demodulator circuit, is
moved to the comparator 177 circuit portion. The capac-
itor array 172 is readily implemented using conventional
semiconductor processing techniques and may offer an
advantage of relatively small size as compared to the
resistor array implementation.
[0045] The resistive matrix circuit 160 and capacitor
matrix circuit 170 may provide weighting for image con-
trast enhancement. An alternative is to conduct such en-
hancement via downstream software which may take a
relatively long time to fully process. Accordingly, the re-
sistor matrix and capacitor matrix arrangement may pro-
vide greater overall processing speed. In addition, such
preliminary processing at the sensor 30 may allow re-
laxation of A/D conversion from an 8 bit AD converter to
a 1 bit converter in some embodiments, while still pro-
viding high speed and at a relatively low cost. For ex-
ample, processing of the fingerprint image and determi-
nation of a match may desirably take only several sec-
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onds for certain applications to avoid user frustration.
[0046] Referring to FIG. 22, another aspect of the in-
vention is described wherein the sensor 30 may be con-
tained within a secure sensor package 190. The sensor
30 is desirably mounted to prevent flexing or shifting
which may stress the chip or its electrical connections.
More particularly, the overall package may include a
tamper resistant housing 191. For example, the housing
191 may be formed of a hard plastic material or metal
that is strong and resistant to cutting, abrading or saw-
ing. Alternately, the housing 191 may be a material
which crumbles and destroys its internal circuit compo-
nents if cutting, dissolution, or other forms of entry are
attempted.
[0047] The sensor package 190 also includes the il-
lustrated substrate 195, processor 192, destructible
memory 195, and encrypted output circuit 194. More
particularly, the encrypted output circuit 194 provides an
output signal that can only be decrypted by the intended
downstream device. The specification of U.S. Patent
Nos. 4,140,272; 5,337,357; 4,993,068 and 5,436,972
each disclose various approaches to encryption.
[0048] The output of the sensor package 190 may be
communicated to associated downstream decryption
equipment via electrically conductive leads or pins, or
may be inductively or optically coupled to associated
equipment as will be readily understood by those skilled
in the art. As would also be understood by those skilled
in the art, electrical or other types of protection may be
provided on the encrypted output portion to ensure that
data, such as a database of fingerprints stored on the
memory 193, is not readily readable by external connec-
tions and/or signal manipulations.
[0049] The sensor 30 and processor 192 may be con-
figured to provide any of a range of integral sensor
processing features. For example, the encrypted output
may be a raw image, a processed image, fingerprint mi-
nutiae data, a yes/no match indication, or personal iden-
tification and digital signature keys.
[0050] The illustrated sensor package 190 also in-
cludes a bead 196 of sealing material at the interface
between the upper dielectric layer 52 of the sensor 30
and the adjacent portions of the housing 191. Other
sealing arrangements are also contemplated by the
present invention, for desirably providing a fluid tight
seal at the interface between the exposed upper dielec-
tric layer and the adjacent housing portions. In addition,
a cleaning liquid may be used to routinely clean the win-
dow and reduce the contamination thereof. Since vari-
ous alcohols, such as isopropyl alcohol are likely to be
used as cleaning solutions, the housing 191 and sealing
bead 196 are desirably resistant to such chemicals.
[0051] Turning to FIG. 23 another sensor package
220 is illustrated, and the problems and solutions with
respect to an integrated circuit package in accordance
with the present invention are discussed. As would be
readily understood by those skilled in the art, a finger-
print sensor integrated circuit presents a special pack-

aging difficulty since it has to be touched by the finger
being scanned. It is typically desired to avoid touching
of an integrated circuit in conventional integrated circuit
fabrication, in part, because of potential contamination.
The main contaminants of concern are sodium and the
other alkaline metals. These contaminants may cause
mobile ions in the SiO2 layers that are typically used to
passivate the integrated circuit. The resulting oxide
charge degrades device characteristics especially in
MOS technology.
[0052] One conventional approach to controlling mo-
bile ionic contamination uses hermetic packaging with
a phosphorus-doped passivation layer over the integrat-
ed circuit. The phosphorus doping reduces contaminant
mobility by trapping mechanisms as would be readily
understood by those skilled in the art. Plastic packaging
has now become more widespread, and a silicon nitride
passivation layer may be used with the plastic packag-
ing. Silicon nitride may greatly reduce the permeability
to contaminants to permit direct contact between the fin-
ger of the user and the integrated circuit. Accordingly,
silicon nitride may preferably be used as a passivation
layer of the fingerprint sensor in accordance with the
present invention.
[0053] A fingerprint sensor as in the present invention
also raises several unique packaging requirements in-
cluding: the package needs to be open to enable finger-
to-sensor die contact; the package should be physically
strong in order to withstand rough use; the package and
die should be able to withstand repeated cleaning with
detergent and/or disinfectant solutions, and including
scrubbing; the die should be able to withstand contact
with a wide variety of organic and inorganic contami-
nants, and should be able to withstand abrasion; and
finally the package should be relatively inexpensive.
[0054] The illustrated package 220 of FIG. 23 ad-
dresses these packaging issues. The package 220 in-
cludes an integrated circuit die 221 mounted on a metal
paddle 222 that is connected to the leadframe 223 dur-
ing injection molding of the surrounding plastic material
191 of the package. Connections are made by bond
wires 227 and the lead frame 223 to the outwardly ex-
tending leads 228 as would be readily understood by
those skilled in the art. The upper surface of the plastic
housing 191 includes an integrally molded opening 52
which permits contact to the die 221. The adhesion be-
tween the plastic molding compound and the adjacent
upper surface portions of the die creates a seal in this
illustrated embodiment.
[0055] The integrated circuit die 221 may also include
a passivation layer 224 of silicon nitride for reasons
highlighted above. In addition, as shown in the illustrat-
ed sensor package 220, the die 221 may be provided
with a second protective coating 225. Each of the coat-
ings 224, 225 are desirably relatively thin, such as on
the order of about a micrometer, in order to retain sensor
sensitivity. The outer coating 225 may be an organic ma-
terial, such as polyimide or PTFE (Teflon™) which yields
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advantages in wear resistance and physical protection.
Inorganic coatings, such as silicon carbide or amor-
phous diamond, may also be used for the outer layer
225 and may greatly enhance wear resistance, espe-
cially to abrasive particles. In addition, the material of
the protective die coating 225 is preferably compatible
with standard IC pattern definition methods in order to
enable bond pad etching, for example.
[0056] The bond pads on the integrated circuit die 221
may be provided by aluminum. Another perhaps more
preferable approach seals the pads with a gold plug, as
may be applied by electroplating. In order to reduce the
height created by the looped bond wires 227, the die
221 may be directly flip-chip bonded in another embod-
iment of the invention, not shown. The sensor package
220 in other embodiments may be manufactured using
tape automated bonding techniques.
[0057] Returning to FIG. 22, the sensor package 190
is that the memory 198 and/or other integrated circuit
components may be made to destruct or be rendered
secure upon breach of the housing 191, for example. A
coating 193 of material may be applied to the integrated
circuit die(s) that causes destruction of the die if the
coating is dissolved away. The memory 193 may also
self-destruct or empty its contents upon exposure to
light or upon removal of a sustaining electrical current.
Those of skill in the art will readily appreciate other ap-
proaches to ensuring the integrity of the data and
processing capabilities of the sensor package 190. Ac-
cordingly, the present invention provides that sensitive
data, such as a database of authorized fingerprints, en-
cryption keys, or authorization codes, are not readily
stolen from the sensor package 190. In addition, al-
though the sensor package 190 may desirably incorpo-
rate the electrical field sensor 30 as described exten-
sively herein, other sensors are also contemplated for
inclusion with a secure sensor package.
[0058] The various embodiments of the sensor 30 and
its associated processing circuitry may implement any
of a number of conventional fingerprint matching algo-
rithms.
[0059] Fingerprint minutiae, that is, the branches or
bifurcations and end points of the fingerprint ridges, are
often used to determine a match between a sample print
and a reference print database. Such minutiae matching
may be readily implemented by the processing circuitry.
For example, in the specification of U.S. Patent Nos.
3,859,633 and 3,893,080 are directed to fingerprint
identification based upon fingerprint minutiae matching.
The specification of U.S. Patent No. 4,151,512 de-
scribes a fingerprint classification method using extract-
ed ridge contour data. The specification of U.S. Patent
No. 4,185,270 discloses a process for encoding and ver-
ification also based upon minutiae. The specification of
U.S. Patent No. 5,040,224 discloses an approach to
preprocessing fingerprints to correctly determine a po-
sition of the core of each fingerprint image for later
matching by minutiae patterns.

[0060] Turning to FIGS. 24-26 another significant as-
pect of the present invention is described. Because of
the relatively fast and efficient processing of a fingerprint
image provided by above identified sensor 30 and as-
sociated circuitry of the invention, the user may be pro-
vided with nearly real-time feedback regarding position-
ing of his finger on a fingerprint sensor, such as the il-
lustrated electric field sensor 30. Accordingly, the user
may quickly and accurately reposition his finger, have
his identification accurately determined, and promptly
move forward with the intended task. In the past only a
simple go or no-go indication has been described for a
user as in the specification of U.S. Patent No. 4,947,443
for example, and with such an indication most likely tak-
ing a relatively long time. It is generally understood that
unless such an indication can be given within several
seconds, user frustration is likely to rise dramatically
with any further passage of time. Moreover, a simple go/
no-go indication may only prompt the user to try again
without any useful guidance on what may be causing
the no-go indication.
[0061] The apparatus 200 (FIG. 24) illustratively in-
cludes a fingerprint sensor 30 operatively connected to
an image processor 201. Along the lines as discussed
above, the image processor 201 may include the tapped
delay line or other functional center point calculator 202
for determining a center point from the sensed finger-
print as will be readily appreciated by those skilled in the
art. The location of the center point relative to a prede-
termined reference center point may be determined and
an indication given the user via a position indicator 203.
The image may also be further analyzed, and if the ap-
plied finger pressure is too great or too little, such an
indication may also be given to the user. Accordingly,
potential user frustration may be significantly reduced.
A need to clean the sensor may also be effectively com-
municated to the user if repositioning and/or pressure
changes are ineffective, such as after a predetermined
number of attempts.
[0062] Turning to FIG. 25, a practical implementation
of the position feedback sensing and indication is further
described as applied in a computer workstation, such
as the illustrated notebook computer 35 of the type in-
cluding a keyboard 36 and display 37. The applicability
of this aspect of the invention to many types of fixed and
portable computer workstations in addition to the illus-
trated notebook computer.
[0063] The fingerprint sensor 30 receives the finger of
the user. The processor of the computer in cooperation
with the fingerprint sensor 30 generates a display of the
fingerprint image 206 along with its center point 205 on
an image of a window 207 on the display 37. In the il-
lustrated embodiment, the display also includes a target
center point 208 to assist the user is repositioning his
finger for an accurate reading.
[0064] In addition to the visual image indication, a fur-
ther indication may be given by display of the words
"move upward" and "move left" along with the illustrated
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associated directional arrows. An indication may also be
given concerning a desired pressure, such as the illus-
trated words "increase pressure".
[0065] Yet another variation of the feedback and pres-
sure indications may be in the form of synthetically gen-
erated speech messages issued from a speaker 39
mounted within the housing of the computer. For exam-
ple, the generated voice messages illustratively include
an annunciation to "move finger up and to the left" and
"increase finger pressure". Other helpful messages are
also contemplated by the present invention.
[0066] Still another embodiment of finger position
feedback sensing and indication is understood with fur-
ther reference to the apparatus 210 of FIG. 26. In this
embodiment, the sensor 30 is used to operate an access
controller 211 which, in turn, may operate a door, for
example, to permit a properly identified user to enter.
Simple visual indications in the form of LEDs 212, 213
for up and down motion, and left and right motion, re-
spectively, may be provided to indicate to the user the
proper positioning or repositioning of his finger. The il-
lustrated embodiment also includes a plurality of LEDs
214 for indication of pressure.
[0067] A fingerprint sensor package includes a
tamper-resistant housing, a fingerprint sensor mounted
in the housing, an encryption output circuit mounted
within the housing and operatively connected to the fin-
gerprint sensor for generating an encrypted output sig-
nal related to a sensed fingerprint. The fingerprint sen-
sor package may include a processor operatively con-
nected between the fingerprint sensor and the encryp-
tion circuit. The package includes a reference fingerprint
memory for storing reference fingerprint information.
The processor has the capability to determine if a
sensed fingerprint matches a stored reference finger-
print. A removing circuit is provided for removing refer-
ence fingerprint information from the reference finger-
print storage means responsive to tampering.

Claims

1. A fingerprint sensor package comprising:

a tamper-resistant housing (51) having an
opening (30) therethrough;
a integrated circuit fingerprint sensor (30)
mounted in said housing, said integrated circuit
fingerprint sensor comprising

a substrate including an array of electric
field sensing electrodes (30 a) thereon, a die-
lectric layer (76) adjacent said electric field
sensing electrodes (30 a), said dielectric layer
defining an outer surface portion exposed
through the opening for contact by a finger (79)
of a user, and drive means (74) for applying an
electric field drive signal to said electric field
sensing electrodes (71, 78) and adjacent por-

tions of the finger iso that said electric field
sensing electrodes produce a fingerprint image
signal; and

encrypting output means (194) mounted
within said housing (51) and operatively con-
nected to said integrated circuit fingerprint sen-
sor (30) for generating an encrypted output sig-
nal related to a sensed fingerprint;

said tamper-resistant housing (51) com-
prising a body (191) of material surrounding
said integrated circuit fingerprint sensor (30)
and said encrypting output means (194), said
body of encapsulating material being integrally
molded, the housing sealing said fingerprint
sensor adjacent the outer surface portion there-
of.

2. A fingerprint sensor package according to claim 1
further comprising a processor (192) operatively
connected between said fingerprint sensor (30) and
said encrypting output means (194).

3. A fingerprint sensor package according to claim 2
further comprising reference fingerprint storage
means (92, 183) for storing reference fingerprint in-
formation, and wherein said processor (93, 184)
comprises reference fingerprint matching means
for determining if a sensed fingerprint matches a
stored reference fingerprint.

4. A fingerprint sensor package according to claim 3
further comprising removing means for removing
reference fingerprint information from said refer-
ence fingerprint storage means responsive to tam-
pering.

5. A fingerprint sensor package according to claim 1
further comprising sealing means (196) for sealing
an interface between the outer surface portion of
the integrated circuit and adjacent housing portions.

6. A fingerprint sensor package according to claim 5
wherein said sealing means comprises a bead of
sealing material.

7. A fingerprint sensor package according to claim 5
wherein said body of encapsulating material com-
prises a plastic material, and wherein sealing
means comprises a hermetic seal between the plas-
tic material and adjacent portions of the integrated
circuit.

8. A fingerprint sensor package according to claim 4
wherein said integrated circuit comprises an outer-
most silicon nitride layer.

9. A fingerprint sensor package according to claim 4
wherein said integrated circuit comprises an outer-
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most layer including one of silicon carbide and dia-
mond.

10. A fingerprint sensor package according to claim 1
wherein said drive means comprises coherent drive
means (73, 75) for applying a coherent electric field
drive signal to said array of electric field sensing
electrodes (71, 78).

11. A fingerprint sensor package according to claim 1
further comprising a finger electrode (52) exposed
on an outer surface of said housing.

12. A method for making and securely operating a fin-
gerprint sensor package of a type including an inte-
grated circuit fingerprint sensor, the method com-
prising:

forming an integrated circuit fingerprint sensor
comprising a substrate, an array of electric field
sensing electrodes on the substrate, a dielec-
tric layer adjacent said electric field sensing
electrodes defining an outer surface portion for
receiving a finger adajcent thereto, and drive
means for applying an electric field drive signal
to said electric field sensing electrodes and ad-
jacent portions of the finger;
mounting the integrated circuit fingerprint sen-
sor within a tamper-resistant housing so that
only an outer surface portion of said fingerprint
sensor is exposed through an opening in the
housing, and providing a seal between said
opening of said housing and the outer surface
of the integrated circuit fingerprint sensor
mounting an encrypting output means within
said housing and operatively connecting it to
said fingerprint sensor; and
generating within the tamper-resistant housing
an encrypted output signal related to a sensed
fingerprint from the fingerprint sensor.

13. A method according to claim 12 further comprising:

storing reference fingerprint information within
the housing and
determining within the tamper-resistant hous-
ing if a sensed fingerprint matches a stored ref-
erence fingerprint.

14. A method according to claim 13 further comprising
the step of removing reference fingerprint informa-
tion from within the tamper-resistant housing re-
sponsive to tampering.

Patentansprüche

1. Fingerabdrucksensoranordnung, umfassend:

Ein gegen unbefugten Zugriff geschütztes Ge-
häuse (51) mit einer hierhindurch angeordne-
ten Öffnung (30);

einen Fingerabdrucksensor in Form eines inte-
grierten Schaltkreises (30), welcher in dem Ge-
häuse angeordnet ist, wobei der Fingerabruck-
sensor in Form eines integrierten Schaltkreises
umfaßt:

Ein Substrat, welches eine Anordnung von
Elektroden zur Erfassung eines elektri-
schen Feldes (30a) hierauf enthält, eine
den Elektroden zur Erfassung eines elek-
trischen Feldes (30a) benachbarte dielek-
trische Schicht (76), wobei die dielektri-
sche Schicht einen äußeren Obeflächen-
bereich definiert, welcher durch die Öff-
nung hindurch zur Berührung durch einen
Finger (79) eines Benutzers freiliegt, und
Treibermittel (74) welche ein Treibersignal
für ein elektrisches Feld auf die Elektroden
zur Erfassung eines elektrischen Feldes
(71, 78) und hierzu benachbarte Bereiche
des Fingers anwenden, so daß die Elektro-
den zur Erfassung eines elektrischen Fel-
des ein Signal eines Fingerabruckbildes
erzeugen; und

kodierende Ausgabemittel (194) welche in
dem Gehäuse (51) angeordnet sind und
funktionell mit dem Fingerabdrucksensor
in Form eines integrierten Schaltkreises
(30) verbunden sind, um ein kodiertes Aus-
gabesignal, das sich auf einen erfassten
Fingerabruck bezieht, auszugeben;

wobei das gegen unbefugten Zugriff geschützte
Gehäuse (51) einen Körper (191) aus einem den
Fingerabrucksensor in Form eines integrierten
Schaltkreises (30) und die kodierenden Ausgabe-
mittel (194) umgebenden Material aufweist, wobei
der Körper aus einem Verkapselungsmaterial ein-
stückig gegossen ist, so daß das Gehäuse den Fin-
gerabdrucksensor derart einschliesst, dass dieser
in der Nähe seines äußeren Oberflächenbereiches
angeordnet ist.

2. Fingerabdrucksensoranordnung gemäß Anspruch
1, weiterhin aufweisend:

Einen Prozessor (192) der funktionell zwischen
den Fingerabdrucksensor (30) und die kodie-
renden Ausgabemittel (194) geschaltet ist.

3. Fingerabdrucksensoranordnung gemäß Anspruch
2, weiterhin umfassend:
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Referenzfingerabdruckspeichermittel (92, 183)
zum Speichern von Referenzfingerabdruckin-
formationen, und wobei der Prozessor (93,
184) Referenzfingerabdruckvergleichsmitel
zur Feststellung ob ein abgetasteter Fingerab-
ruck einem gespeicherten Fingerabruck ent-
spricht, umfaßt.

4. Fingerabrucksensoranordnung gemäß Anspruch 3,
weiterhin umfassend:

Entfernungsmittel zum entfernen von Refe-
renzfingerabruckinformationen aus den Fin-
gerabdruckspeichermitteln, welche auf einen
unbefugten Zugriff ansprechen.

5. Fingerabdrucksensoranordnung gemäß Anspruch
1, weiterhin umfassend:

Versiegelungsmittel (196) zum Versiegeln ei-
nes Übergangs zwischen dem äußeren Ober-
flächenbereich des integrierten Schaltkreises
und benachbarten Gehäuseabschnitten.

6. Fingerabdrucksensoranordnung gemäß Anspruch
5, wobei die Versiegelungsmittel eine Leiste eines
Versiegelungsmaterials umfassen.

7. Fingerabdrucksensoranordnung gemäß Anspruch
5, wobei der Körper des Verskapselungsmaterials
ein Plastikmaterial umfasst, und wobei die Versie-
gelungsmittel eine hermetische Versiegelung zwi-
schen dem Plastikmaterial und benachbarten Be-
reichen des integrierten Schaltkreises umfassen.

8. Fingerabdrucksensoranordnung gemäß Anspruch
4, wobei der integrierte Schaltkreis eine außenlie-
gende Siliziumnitridschicht umfasst.

9. Fingerabdrucksensoranordnung gemäß Anspruch
4, wobei der integrierte Schaltkreis eine außenlie-
gende Schicht aus Siliziumkarbid oder Diamant um-
fasst.

10. Fingerabdrucksensoranordnung gemäß Anspruch
1, wobei die Treibermittel koherente Treibermittel
(73, 75) umfassen, zur Anwendung eines koheren-
ten Treibersignals für ein elektrisches Feld auf die
Anordnung von Elektroden zur Erfassung eines
elektrischen Feldes (71, 78).

11. Fingerabdrucksensoranordnung gemäß Anspruch
1, weiterhin umfassend:

Eine Fingerelektrode (52), welche auf einer äu-
ßeren Oberfläche des Gehäuses freiliegt.

12. Verfahren zur Herstellung und zum sicheren Be-

trieb einer Fingerabdrucksensoranordnung eines
Typs, der einen Fingerabdrucksensor in Form eines
integrierten Schaltkreises enthält, umfassend:

Herstellen eines Fingerabdrucksensors in
Form eines integrierten Schaltkreises mit ei-
nem Substrat, einer Anordnung von Elektroden
zur Erfassung eines elektrischen Feldes auf
dem Substrat, einer dielektrischen Schicht be-
nachbart zu den Elektroden zur Erfassung ei-
nes elektrischen Feldes, welche einen äußeren
Oberflächenbereich, an den ein Finger ange-
legt wird definiert, und Treibermittel zur Anwen-
dung eines Treibersignals für ein elektrisches
Feld auf die Elektroden zur Erfassung eines
elektrischen Feldes und benachbarte Bereiche
des Fingers;

Anordnen des Fingerabdrucksensors in Form
eines integrierten Schaltkreises in einem ge-
gen unbefugten Zugriff geschützen Gehäuse,
so daß nur ein äußerer Oberflächenbereich des
Fingerabdrucksensors durch eine Öffnung in
dem Gehäuse hindurch freiliegt, und Vorsehen
einer Versiegelung zwischen der Öffnung des
Gehäuses und der äußeren Oberfläche des
Fingerabrucksensors in Form eines integrier-
ten Schaltkreises, anordnen von Ausgangsko-
dierungsmitteln in dem Gehäus und funktionel-
les Verbinden derselben mit dem Fingerab-
drucksensor; und

Erzeugen eines kodierten Ausgangssignals,
welches sich auf einen erfaßten Fingerabruck
von dem Fingerabdrucksensor innerhalb des
gegen unbefugten Zugriff geschützten Gehäu-
ses bezieht.

13. Verfahren gemäß Anspruch 12, weiterhin umfas-
send:

Speichern von Referenzfingerabdruckinforma-
tionen inneralb des Gehäuses; und

Feststellen innerhalb des gegen unbefugten
Zugriff geschützten Gehäuses, ob ein erfaßter
Fingerabruck einem gespeicherten Referenz-
fingerabruck entspricht.

14. Verfahren gemäß Anspruch 13, weiterhin umfas-
send den Schritt des Entfernens von Referenzfin-
gerabdruckinformationen aus dem gegen unbefug-
ten Zugriff geschützten Gehäuse als Folge eines
unbefugten Zugriffs.
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Revendications

1. Un agencement de capteur d'empreinte digitale,
comprenant:

un logement protégé contre les accès non auto-
risés (51) ayant une ouverture (30) en travers

un capteur d'empreinte digitale en forme de cir-
cuit intégré (30) monté dans ledit logement, le-
dit capteur d'empreinte digitale en forme de cir-
cuit intégré comprenant:

un substrat incluant là-dessus un agence-
ment d'électrodes pour le captage d'un
champs électrique (30a), une couche dié-
lectrique (76) adjacente auxdites électro-
des de captage d'un champs électrique
(30a), ladite couche diélectrique définis-
sant une portion de surface extérieure ex-
posée à travers l'ouverture au contact par
un doigt (79) d'un utilisateur et des moyens
d'entraînement (74) pour appliquer un si-
gnal d'entraînement d'un champs électri-
que auxdites électrodes de captage d'un
champs électrique (71, 78) et aux portions
adjacentes du doigt de sorte que les élec-
trodes de captage d'un champs électrique
produisent un signal d'une image d'une
empreinte digitale; et

des moyens de sortie codants (194) mon-
tés à l'intérieur dudit logement (51) et fonc-
tionnellement connectés audit capteur
d'empreinte digitale en forme de circuit in-
tégré (30) pour générer un signal de sortie
codé relié à une empreinte digitale captée;

ledit logement protégé contre les accès
non autorisés (51) comprenant un corps
(191) de matériau environnant ledit cap-
teur d'empreinte digitale en forme de circuit
intégré (30) et lesdits moyens de sortie co-
dants (194), et

ledit corps de matériau encapsulant étant
intégralement moulé, de sorte que le loge-
ment dudit capteur d'empreinte digitale se
scelle de sorte que celui-ci soit agencé à
proximité de son portion de surface exté-
rieure.

2. Un agencement de capteur d'empreinte digitale se-
lon la revendication 1 comprenant de plus,
un processeur (192) connecté fonctionnellement
entre ledit capteur d'empreinte digitale (30) et les-
dits moyens de sortie codants (194).

3. Un agencement de capteur d'empreinte digitale se-
lon la revendication 2 comprenant de plus,
des moyens d'enregistrement d'empreinte digitale
de référence (92, 183) destinés à enregistrer des
informations d'empreinte digitale de référence et où
ledit processeur (93, 184) comprend des moyens
de comparaison d'empreinte digitale de référence
pour déterminer si une empreinte digitale captée
correspond à une empreinte digitale stockée.

4. Un agencement de capteur d'empreinte digitale se-
lon la revendication 3 comprenant de plus,
des moyens de suppression destinés à supprimer
des informations d'empreinte digitale de référence
des moyens de stockage d'empreinte digitale, en
réponse à un accès non autorisé.

5. Un agencement de capteur d'empreinte digitale se-
lon la revendication 1 comprenant de plus,
des moyens de scellage (196) pour sceller l'interfa-
ce entre la portion de surface extérieure du circuit
intégré et les portions de logement adjacentes.

6. Un agencement de capteur d'empreinte digitale se-
lon la revendication 5
où les moyens de scellage comprennent un boure-
let de matériau de scellage.

7. Un agencement de capteur d'empreinte digitale se-
lon la revendication 5
où le corps du matériau d'encapsulage comprend
un matériau plastique et où les moyens de scellage
comprennent un scellé hermétique entre le maté-
riau plastique et les portions adjacentes du circuit
intégré.

8. Un agencement de capteur d'empreinte digitale se-
lon la revendication 4
où ledit circuit intégré comprend une couche exté-
rieure en nitrure de silicium.

9. Un agencement de capteur d'empreinte digitale se-
lon la revendication 4
où ledit circuit intégré comprend une couche exté-
rieure en carbure de silicium ou diamant

10. Un agencement de capteur d'empreinte digitale se-
lon la revendication 1
où lesdits moyens d'entraînement comprennent
des moyens d'entraînement cohérents (73, 75)
pour appliquer un signal d'entraînement de champs
électrique cohérent audit agencement d'électrodes
de captage de champs électrique (71, 78).

11. Un agencement de capteur d'empreinte digitale se-
lon la revendication 1 comprenant de plus,
une électrode digitale (52) exposée sur une surface
extérieure dudit logement.
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12. Un procédé pour une fabrication et un fonctionne-
ment en toute sécurité d'un agencement de capteur
d'empreinte digitale d'un type incluant un capteur
d'empreinte digitale en forme de circuit intégré, le
procédé comprenant:

la fabrication d'un capteur d'empreinte digitale
en forme de circuit intégré avec un substrat,
d'un agencement d'électrodes pour le captage
d'un champs électrique sur le substrat, d'une
couche diélectrique adjacente auxdites électro-
des de captage d'un champs électrique définis-
sant une portion de surface extérieure pour re-
cevoir un doigt y adjacent, et des moyens d'en-
traînement pour appliquer un signal d'entraîne-
ment d'un champs électrique auxdites électro-
des de captage d'un champs électrique et por-
tions adjacentes du doigt;

le montage du capteur d'empreinte digitale en
forme de circuit intégré à l'intérieur d'un loge-
ment protégé contre les accès non autorisés,
de sorte que seulement une portion de surface
extérieure dudit capteur d'empreinte digitale
soit exposée à travers une ouverture dans le
logement et

fournissant un scellé entre ladite ouverture du-
dit logement et la surface extérieure du capteur
d'empreinte digitale en forme de circuit intégré;
et

le montage de moyens de sortie codant à l'in-
térieur dudit logement et leur connexion fonc-
tionnelle audit capteur d'empreinte digitale; et

la génération à l'intérieur du logement protégé
contre les accès non autorisés d'un signal de
sortie codé relié à une empreinte digitale cap-
tée du capteur d'empreinte digitale.

13. Procédé selon la revendication 12 comprenant de
plus:

l'enregistrement d'information d'empreinte digi-
tale de référence à l'intérieur du logement; et

la détermination à l'intérieur du logement pro-
tégé contre les accès non autorisés si une em-
preinte digitale captée correspond à une em-
preinte digitale de référence enregistrée.

14. Procédé selon la revendication 13 comprenant de
plus l'étape de suppression d'information d'em-
preinte digitale de référence du logement protégé
contre les accès non autorisés en réponse à un ac-
cès non autorisé.
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