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Description

FIELD OF THE INVENTION

[0001] The present invention relates generally to secure printing technologies. More particularly, the present invention
relates to secure printing technologies to thwart counterfeiting activities.

BACKGROUND OF THE INVENTION

[0002] Product counterfeiting is a problem of enormous proportions throughout most of the industrialized world. In
many cases, products that appear to be branded by a particular company are in fact counterfeited imitations. Brands
that appear on products serve to provide consumers with information regarding the source of the goods in question.
Subsequently, consumers develop preferences for particular brands, which often may include a level of trust in the
source of the products. Counterfeiters take advantage of this preference and trust to pass off what are often inferior
goods, causing harm to both the manufacturer and the consumer. Manufacturers lose revenue from lost sales and any
goodwill harm that occurs, and consumers lose value due to inferior products that may potentially cause harm through
defects.
[0003] As an example, the pharmaceutical industry generates many billions of dollars in the United States each year.
Given such a lucrative market, it is not surprising that counterfeiting of pharmaceuticals has become a widespread and
rapidly growing problem. Several factors appear to contribute to this alarming growth of criminal activity, including the
increased involvement of under-regulated wholesalers and repackages in the drug supply chain; the recent growth of
internet pharmacies; and the increased international importation of pharmaceuticals. As such, consumers of pharma-
ceuticals may be unaware that the drugs they are taking may not have been manufactured and packaged as indicated
on the pharmaceutical packaging. Such counterfeiting practices not only reduce income to pharmaceutical companies,
but they also introduce potential health risks to the consumers of the drugs in question. The strict regulation process
imposed on pharmaceutical companies by the FDA helps to ensure the quality and safety of a drug. Consumers purchasing
imported counterfeit drugs may believe they are taking a pharmaceutical medicine that has been manufactured and
distributed according to these strict FDA guidelines and thus be effective and safe, when in fact the drug may be ineffective
or may cause potentially dangerous side-effects. When health risks come to fruition in these cases, consumers have
no recourse or remedy due to the illicit nature of parties providing the counterfeits. One significant technological devel-
opment that has contri buted significantly to the rapid spread of most forms of product counterfeiting is the widespread
availability of high quality yet relatively inexpensive scanners, photo printers, and image editing software. It takes little
skill for a counterfeiter to scan a product label, edit the resulting image to suit a particular need, and print a supply of
counterfeit labels.
[0004] As such, it would be beneficial to provide a method for increasing the difficulty of producing counterfeited
products for criminal that lack a high level of technological expertise. Additionally, by increasing the level of counterfeiting
difficulty, it is hoped that even highly skilled criminals will lack the resources to create illicit merchandise.
[0005] Various prior approaches to increasing the difficulty of producing counterfeited goods by using complex product
markings are described in the following documents:

EP-A-1,318,486 discloses the marking of articles with first and second indicia which define respective patterns that
overlap to form a composite indicium. The points at which the two patterns intersect are used to define an alpha-
numeric code. The patterns are such that the number of possible variations of the composite indicium is very large
(perhaps 10n or more where n may be greater than 30).
EP-A- 1,178,429 discloses an authentication system and method in which articles are marked with predetermined
concentrations of fluorescent substances having known emission wavelengths. A predetermined combination of
criteria selected from emission wavelengths, emission amplitudes, emission delay times and spatial distribution, is
then used to authenticate the marked articles.
US 6,139,066 discloses having first and second complementary printed tiling elements that may be substantially
identical but rotated through 90 degrees relative to each other. These printed tiling elements are viewed using an
optical lens which, when appropriately aligned, results in the formation of a security image.
FR-A-2,855,640 discloses a document provided with a security protection feature formed by a combination of a
substance exhibiting an interferential effect and a substance that reacts to certain stimulations (such as light or
thermal radiation or a magnetic or electric field).
US 2004/023397 discloses forming an authentication mark on a product by using an inkjet printer to print one or
more light sensitive compounds onto the product. The light sensitive compounds are selected such that their emission
wavelengths do not correspond to peaks in the background spectra.
WO-A-99/12742 discloses a security printing method that uses patterns of small, different-coloured, dots. The
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interspersion of the dots produces an imperceptible colour change that is used for authentication.

SUMMARY OF THE INVENTION

[0006] According to the present invention, there is provided a method for implementing a secure printing campaign
to thwart counterfeiting as set out in accompanying claim 1.
[0007] Additional features and advantages of the invention will be apparent from the following detailed description
which illustrates, by way of example, features of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[0008] Before particular embodiments of the present invention are disclosed and described, it is to be understood that
this invention is not limited to the particular process and materials disclosed herein as such may vary to some degree.
It is also to be understood that the terminology used herein is used for the purpose of describing particular embodiments
only and is not intended to be limiting, as the scope of the present invention will be defined only by the appended claims .
[0009] In describing and claiming the present invention, the following terminology will be used.
[0010] The singular forms "a," "an," and "the" include plural referents unless the context clearly dictates otherwise.
Thus, for example, reference to "a variable" includes reference to one or more of such variables.
[0011] As used herein, "print-based security feature" is any printable feature that has at least one variable printing
aspect that can be utilized to assist in authenticating a target item. Such printable features may include, without limitation,
a variable number of lines in a series, variable line thickness, relative image placement, variable text printing, variable
color printing, and may use covert printing technologies such as invisible or fluorescent ink, etc.
[0012] As used herein, "print variable" includes any printable variation in a print-based security feature that can be
utilized to assist in authenticating a target item. These variables may include, without limitation, line thickness, distance
between printed objects, text or line color, hue, intensity, invisibly printed words, fluorescent printing wavelength, font
sizes, etc.
[0013] As used herein, a "plurality of discrete values" includes a group of distinct or di screte values that can reasonably
be uniquely measured within a print variable range.
[0014] As used herein, a "single value" is a single discrete value from the plurality of discrete values. For example, if
a plurality of discrete values numbers from 1 to100, a single value may be 19.
[0015] As used herein, "overt" or "overt printing" may be used interchangeably, and refer to print markings that are
obvious to an observer. Examples may include, without limitation, font sizes, line widths, rectangle hue, etc.
[0016] As used herein, "covert" or "covert printing" may be used interchangeably, and refer to print markings that are
not obvious to an observer. Examples may include, without limitation, invisible printing, fluorescent printing, microtext, etc.
[0017] As used herein, "target item" or "product" may be used interchangeably, and refer to an item that is susceptible
to counterfeiting. References to printing or marking on a target item or product would also include printing or marking
on a label or other packaging material to be affixed to or encase the target item or product.
[0018] In accordance with the present invention, a method for implementing a secure printing campaign to thwart
counterfeiting is provided. In one embodiment, the m ethod may include steps of selecting a first secure print technology
and a second secure print technology distinct from the first secure print technology, selecting a first secure print variable
for the first secure print technology and a second secure print variable for the second secure print variable.
[0019] The method may further include selecting a first single value from the first plurality of discrete values and a
second single value from the second plurality of discrete values, and printing a first marking and a second marking on
a target item, where the first marking is defined by the first single value, and the second marking is defined by the second
single value.
[0020] Additionally, a key may be established which includes an identification of the target item, the first marking, and
the second marking. Upon matching the key with the target item, the target item is authenticated. As such, detecting a
purported target item and detecting both the first single value and the second single value from the purported target item
authenticates the purported target item as an authentic target item.
[0021] In one aspect, the first print variable and the second print variable can be the same. For example, if the first
print-based security feature is a printed graphic line, and the second print-based security feature is a printed line of text,
the first print variable and the second secure print variable would be the same if they both represented the color of the
line or the text. In another aspect, the first print variable and the second print variable can be different from each other.
Following the same example as above, the first print variable and the second print variable would be different if the first
represented the color of the line and the second represented the font size of the text. In another aspect, at least one of
the first print variable or the second print variable can be a multi-dimensional variable. In another aspect, the step of
establishing a first plurality of discrete values and a second plurality of discrete values can include a preliminary step of
determining a range encompassing at least one of the first secure print variable or the second secure print variable.
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Determining a range for a secure print variable may allow the estimation of the maximum number of discrete values
available for that secure print variable.
[0022] In another aspect, a first single value can be selected from the first plurality of discrete values and a second
single value can be selected from the second plurality of discrete values. A first marking defined by the first single value
and a second marking defined by the second single value can then be printed on a target item. In other words, a marking
would be defined by the corresponding single value. By way of a further example, if the print-based security feature was
a printed line of text, and the print variable was font size, the marking would be a line of text with a font size defined by
the print variable. If the single value for that print variable was 12, then the line would be printed with a font size of 12.
Markings may be either covert markings, overt markings, or both.
[0023] Authenticating a target item as a genuine, non-counterfeited product can be accomplished by detecting what
is purported to be a genuine target item, and then detecting both the first single value and the second single value from
the purported target item. The purported target item can be authenticated as a genuine target if the detected values
match with a key that includes identification of the target item, the first marking, and the second marking. In another
embodiment, a method for implementing a secure printing campaign to thwart counterfeiting may include steps of
selecting three or more print-based security features, and selecting at least one print variable for each of the print-based
security features. The various print variables can each be different from one another, and a print variable can be a
multidimensional variable. In one aspect, a single value can be selected from each plurality of discrete values associated
with each print variable, and a plurality of markings can be printed on a target item, with each marking being defined by
a corresponding single value. As discussed above, markings can either be covertly or overtly printed.
[0024] A single value can be selected from each plurality of discrete values, and a plurality of markings may be printed
on a target item, with each marking being defined by a corresponding single value. A key can be established which
includes identification of the target item and the plurality of markings. Upon matching the key with the target item, the
target item is authenticated. As such, detecting a purported target item and detecting enough single values from the
purported target item authenticates the purported target item as an authentic target item. The number of differently-
determinable single values that make up the plurality of discrete values may be dependent on the creation device, the
authentication device, the validation software, and/or the algorithm used to determine the "step size" between each
single value. In other words, the printer used to create the pl urality of markings, the scanner used to detect the markings,
the validation software used to veri fy the authenticity of the markings, and/or the algorithm used to establish the plurality
of discrete values may determine how many distinct single values can be measurably detected within the range of the
print variable. In another aspect, similar to that discussed above, the step of establishing a plurality of discrete values
for each print variable can include a preliminary step of determining a range encompassing the print variable. Determining
a range for a print variable may allow the estimation of the maximum number of discrete values available for that print
variable. As discussed above, authenticating a target item as a genuine, non- counterfeited product can be accomplished
by detecting what is purported to be a genuine target item, and then detecting enough single values from the purported
target item to allow authentication. The purported target item can be authenticated as a genuine target if the detected
single values match with a key that includes identification of the target item and the plurality of markings.
[0025] In another embodiment of the present invention, the step of printing a plurality of markings on a target item can
further include creating a print template having a plurality of regions configured to accept variable data items, generating
a plurality of variable data items, wherein each variable data item is derived from at least one single value, addi ng the
plurality variable data items to the print template, and printing the print template. This embodiment describes a method
of performing variable data printing (VDP). VDP provides a template with static or non-modifiable portions along with
"copy holes" designed to accept data that is variable. Variable data items are generated as discussed herein, and can
be inserted into the "copy holes" of the template to be printed.
[0026] In discussing the above described embodiments, it is not intended that the present invention be limited by the
number of print-based security features used. The selection of various print-based security features provides a printing
campaign with sufficient variability to greatly increase the difficulty of counterfeiting a product. If a target item or product
can be marked with a printing scheme having one million combinations, then a counterfeiter generating a counterfeited
product has only a one in one million chance of getting the printing right. Printing campaigns utilizing the embodiments
described in the present invention can greatly increase the total number of potential combinations of product markings
by increasing the number of print-based security features used. The total number of target item marking combinations
is the product of each print-based security feature. For example, if the number of discrete values for each of five print-
based security features in a particular print campaign are 30, 20, 10, 100, and 10, then the total number of product
markings would be: 30*20* 10* 100*10 = 6 million.
[0027] Numerous print-based security features can be selected for inclusion in a specific campaign. Examples will be
given herein, which are not intended to be limiting in any way, but are merely used to illustrate the variability of print-
based security features that can be utilized in a given print campaign. Also, print-based security features can be selected
that require highly advanced, expensive printers to implement, especially print-based security features that include
microtext and precise color schemes. Subsequent attempts to scan and print these markings may fail due to the limited
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print capabilities of consumer ink jet and laser printers that are often used by many counterfeiters. As a result, a majority
of counterfeiters can be thwarted by advanced print technologies. Additionally, the number of print-based security features
can be increased to reach any target number of combi nations. Color target: One print-based security feature includes
printing a rectangular, or other shaped target on the target item with particular measurable characteristics, such as hue.
The vari ous hues can be, for example, standard Macbeth color targets. Measurement of the particular hue can provide
a level of variability for the print-based security feature. Other characteristics that can be printed and measured using a
rectangular or other shaped target include the saturation or intensity of a specific hue in the target, or particular percent-
ages of pixels of black, white, or other hue in the target. MTF pattern: Another print-based security feature may include
a modulation transfer function (MTF) pattern. Various MTF patterns can be utilized, which are well known to one skilled
in the art. In one instance, an MTF pattern is a series of alternating black and white bands with a particular spatial
frequency. The spatial frequency can be regular, i.e. the bands are uniformly spaced, or it may be irregular, including a
systematic variation in band spacing, or even a random spacing of bands. Additionally, variations in the resolution of
particular bands or all bands of the MTF pattern can provide an appropriate measurable print variable. In another instance,
the MTF pattern can be essentially a grayscale image with a randomized, uncorrelated two-dimensional pattern. The
entire pattern or a portion of the pattern can be measured for any number of characteristics. For example, a particular
pixel pattern in a specific region may provide the authenticable characteristic. Additionally, the grayscale image has a
uniform band-limited white-noise power spectral density (PSD). The PSD is only uniform, however, when measured
across the entire pattern. Because of the random nature of the MTF pattern, localized regions will have a specific spectral
density that is not uniform white-noise, and can thus be used to authenticate the pattern.
[0028] Lines with varying thickness: Variation in the thickness of lines printed on the target item can provide an
appropriate print variable. The lines may be printed on the target i tem for the express purpose of verification, or they
may be preexisting portions of the target item design. For example, line thickness in a preexisting design such as a
corporate emblem may be altered for authentication purposes without affecting the overall look of the package. In designs
that incorporate numerous lines, the thickness of different lines may be altered in different campaigns, thus increasing
the difficulty for a counterfeiter to observe and duplicate the alteration. For example, current bar code systems use vari
able line thickness to encode salient information. A higher degree of variability may be achieved by having a range of
maximum line thickness to minimum line thickness, e.g. 10 to 2 pixels, which can be generally differentiated at a large
number of resolutions, so long as the scanner MTF can accommodate the line MTF, e.g., even if the lines are misregistered
by 0.5 pixels, the gray values in the transition/edge pixels may help ascertain the original number of lines. Lines of text:
Variation in the font size of a particular line of text may also be utilized as an authentication measurement. Though a
portion of a line can also have an altered font size, and thus be used to authenticate the package, this scheme may be
less desirable as the alteration of only a portion of a line of text would be more obvious to the casual observer. The line
of text used may be any text printed on the target item, including the name or address of the manufacturer, or specific
lines, sentences, or paragraphs of text in a description or instruction section. Also, authentication of a line of text can
be assessed by measuring particular characteristics of a single letter within that line. For example, the x-line, or the
distance from the bottom to the top of a small "x," can be a means of assessing text size. Based on letter frequency and
other concerns, e.g., the ease of height assessment for letters such as "z", the following letters may, for example, be
used to assess x-line height: "e", "a", "o", "n", "s", "d", "p", "m", "z", "u", "r", "g" and "b".
[0029] Object placement: A print-based security feature can also include the placement of a marking relative to one
or more other markings. This may include any marking printed on the target item, including text and lines involved in the
overall design. The placement information may be Cartesian coordinates, a vector, or any other means of measurement
known to one skilled in the art. In various campaigns, the relative locations of these markings can be altered slightly to
provide a different single value without necessarily tipping off the counterfeiter that there has been a change. As an
example, a manufacturer’s logo may be printed in a specific location relative to the intersection of two border lines of
the design, or relative to a registered trademark symbol associated with the product name. Small movements of the logo
in alternate campaigns can also provide a new authentication measurement.
[0030] Various other print-based security features may include a sequence of lines with variable numbers, thicknesses,
colors, separation distance, length, specific curvatures, etc. Numerous covert print-based security features can also
prove useful in a printing campaign, such as invisible inks, fluorescence, microtext, and various copy detection patterns.
Copy detection patterns include printing technologies that decrease in entropy or degrade when copied. These technol-
ogies are useful in detecting if the markings on a particular product have undergone photocopying. Additionally, covert
and overt technologies can be combined to produce product markings containing visual and non-visual elements. One
example may be a vertical black bar with a specific thickness, having a number of horizontal fluorescent lines printed
across it. Numerous combinations would be apparent to one skilled in the art once in possession these embodiments,
and are considered to be within the scope of the present invention.
[0031] Turning to the establishment of a plurality of discrete values for each print variable, the following descriptions
are not intended to be limiting. In order to determine the variability of a print-based security feature, the number of discrete
values available for each print variable of that print-based security feature is determined. One method to accomplish
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this is a 6-sigma determination. With this method the number of discrete values that can be measured in a given range
is calculated. This may include, for example, the number of discrete hues in a colored rectangle, the number of discrete
thicknesses in a line, or the number of discrete vectors between two printed objects. It is important to note that what
defines the number of discrete values depends on the resolution of the detector. In the case of a system utilizing a
spectrophotometer, the number of discrete measurements would be related to the resolution of the device, and how
accurately the system utilizing the device can discriminate differences in values within the range. This is also true of
scanners, and will, in addition, depend on the color space and color representation used (e.g. RGB, CMYK, HIS, Lab,
Luv, etc.). Printing capability also may be an important factor in this determination. If the detection system is visual
discrimination by a human, the number of discrete values would be related to what extent that human could discriminate
differences in values within the range. In comparing the previous examples, it is apparent that the number of detectable
discrete values in a given range would be different between the two. As a result, the following calculations would depend
on the particular detection system being utilized.
[0032] Two methods of determining the number of discrete values in a range using a 6-sigma calculation will be
described: a sequential method and a coincidental method. These two methods are not intended to be limiting in any
way, and it should be understood that alternative methods for calculating variability may be apparent to one skilled in
the art and would be considered to be within the scope of the present invention. In the sequential method, sample point
1 is chosen, which may be at one end of the range for the print variable being measured. A meaningful number of
samples corresponding to a discrete value at sample point 1 are printed, e.g., 20 to 30 for which the standard error of
the mean is approximately 0.2 sigma. The mean and standard deviation for the samples are then calculated. For multi-
dimensional variables, the standard deviation is calculated in each dimension. A 12-sigma value is calculated at the first
point (i.e., 6-sigma on either side of sample point 1). A 12- sigma value would equal the standard deviation (sigma)
multiplied by 12. Sample point 2 is then selected by moving the 12-sigma value along the range from sample point 1. A
meaningful number of samples are printed, and the 12- sigma value is calculated at sample point 2 as described above
for sample point 1. A mean of the 12-sigma values for sample point 1 and sample point 2 is calculated, and the location
of sample point 2 along the variable range is back- corrected to this value. The location of a third sample point is then
calculated by adding the 12-sigma value of sample point 2 to the mean of the 12-sigma values for sample points 1 and
2. The process is continued as described for the entire range of the print variable.
[0033] The following is an illustrative example of the sequential method:

Variable range: 0-100
First sample point: location = 0; sigma = 0.5; 12-sigma = 6.0
Second sample point: location = 6.0; sigma = 0.4; 12-sigma = 4.8

[0034] The first sample point is located at 0 along the range. Samples are printed of the sample corresponding to the
discrete value at that point (i.e., 0), and the sigma is calculated to be 0.5. The 12-sigma value for sample point 1 is
calculated by multiplying 0.5 by 12, resulting in a 12-sigma value for sample point 2 of 6. Samples are printed of the
corresponding discrete value at the second sample point (i.e., 6), and the sigma is calculated to be 0.4. The 12-sigma
value for sample point 2 is calculated by multiplying 0.4 by 12, resulting in a 12-sigma value for sample point 2 of 4.8.
A mean of the 12-sigma values for the two points is then calculated: (6.0 + 4.8)/2 = 5.4. The location of sample point 2
is then back corrected from 6.0 to 5.4. The location of sample point 3 is then determined by adding the 12-sigma value
of sample point 2 to the mean of the 12-sigma values for sample points 1 and 2: 4.8 + 5.4 = 10.2. The process is then
repeated for the duration of the range. In this example, if we assume 6-sigma values with a mean of 5.0 across the
range, then there would be 21 discrete values corresponding to the print variable in the range between 0 and 100.
[0035] The coincidence method allows the entire range of the print variable to be evaluated in one print-scan iteration.
Here a small difference between sample points is sel ected that is smaller than any 12-sigma value across the range.
Subsequent sample point locations are calculated by adding the small difference to the previous sample point. Sample
points in this method are not back-corrected. A total of the number of 12-sigmas at a particular sample point is calculated
by dividing the small difference by the mean of the particular sample point location and the location of the previous
sample point. When these calculations are performed across the entire variable range, the total of the number of 12-
sigmas gives an approximation of the number of discrete measurements in the range.
[0036] The following is provided as an example of the coincidence method:

Sample point location # of 12-sigmas to this point

0 6.0 0
2 5.8 2/(5.9) = 0.34
4 5.1 2/(5.45) + 0.34 = 0 .71
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[0037] The integer value of 18.81 is 18, so the total number of estimated discrete values from 0-100 for this variable
is 19 (i.e., sample point 1 started at zero). This technique generally results in a number of discrete values that is similar
to that of the sequential method, although in many cases it is more accurate, and it is often easier to perform. Additionally,
the technique described in the coincidence calculation method can readily be extended to multiple dimensions and
increased in sophistication using other forms of interpolation known to one skilled in the art, such as cubic spline fitting.
[0038] Turning to the authentication of a target item, various combinations of print-based security features can provide
a vast number of marking combinations that can deter counterfeiters and yet can be readily authenticated. The actual
information regarding what print-based security features are being used in a given campaign, what variables are being
measured, and what combination of single values are required for authentication can be kept secure at the printing site
or other secure location. The target item can be authenticated remote from the secure location by means of a specialized
scanning device that is in communication with the secure location. Additionally, in the case of a public emergency or
drug recal 1 in the case of pharmaceuticals, the secure information can be published to rapidly disseminate it to the
public. A visible unique number on the target item can be associated with the printing campaign used, and the number
can be compared with published authenti cation information. It should be noted that utilizing such a "recall enabler" will
reduce the actual number of different combinations available for a given print-based security feature, which may be
accounted for in the campaign planning stage. As an example, the following XML based information can be stored on
a secure server and associated with an individual package:

 <package product = "xyz drug product" lot = "X182Hse34">
        <visible ID>4fRtt234</visible ID>
                <security feature>
                        <text color sequence>
                                <word>Ingredients</word>
                                <sequence>CMYKXXXCMYK</sequence>
                        </text color sequence>
                </security feature>
                <!other print-based security features here>
 </package>

[0039] In this example, the print-based security feature varies the color of the letters in the word "Ingredients" on the
package. The letters "Ingr" are colored cyan, magenta, yellow, and black respectively. The letters "edi" are colored any
of these colors, signified by the random color identifier "X." The letters "ents" are colored cyan, magenta, yellow, and
black. The variability of the eight letters used in this word and the four colors chosen is 48, or 65,536.

Claims

1. A method for implementing a secure printing campaign to thwart counterfeiting, comprising steps of:

for each of multiple different print-based security features each printable on an item and having at least one
print variable with a value detectable in the feature when printed, determining the maximal number of discrete
values of the or each print variable that can, for a given value range, be discriminated in the printed feature,
this determination being effected empirically for particular printer-detection system capabilities;
selecting at least two of said print-based security features and at least one print variable in respect of each
selected print-based security feature thereby to provide a desired number of different combinations, capable of
individual discrimination, of the selected print variables;
selecting a respective specific discrete value for each selected print variable of the selected print-based security
features, and
printing a target item with markings providing print-based security features in correspondence with the selections
made.

(continued)

Sample point location # of 12-sigmas to this point

6 4.8 2/(4.95) + 0.71 = 1 .11
... ... ...
100 4.4 2/(4.15) + 18.33 = 18.81
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2. The method of claim 1, further comprising the step of establishing a key which includes identification of the target
item, and the selected print variable values of the selected security feature markings such that, upon matching with
the key, the target item is authenticated.

3. The method of claim 2, further comprising steps of: detecting a purported target item; and detecting the values of
the selected print variables of the selected print-based security features, if present, to authenticate the purported
target item as the target item.

4. The method of claim 1, wherein at least one of the print variables is a multi-dimensional variable.

5. The method of claim 1, wherein at least one of the markings is a covert marking.

6. The method of claim 1, wherein determining the maximal number of discrete values of the or each print variable
that can, for a given value range and with a given probability, be discriminated in the printed feature, is effected by:

(a) printing a plurality of first samples of a first discrete value of the print variable, measuring the first samples,
and determining the standard deviation of the first samples;
(b) printing a plurality of second samples of a second discrete value of the print variable that is separated by
twelve standard deviations of the first samples from the first discrete value, measuring the second samples,
and determining the standard deviation of the second samples;
(c) determining the mean of the standard deviations of the first and second samples and adjusting the second
discrete value to be twelve times this mean from the first discrete value;
(d) repeating (b) and (c) for successive discrete values over the given value range of the print variable.

Patentansprüche

1. Ein Verfahren zum Implementieren einer sicheren Druckaktion, um ein Fälschen zu vereiteln, mit folgenden Schritten:

für jedes von mehreren verschiedenen druckbasierten Sicherheitsmerkmalen, von denen jedes auf einem Ge-
genstand druckbar ist und zumindest eine Druckvariable mit einem Wert aufweist, der in dem Merkmal erfassbar
ist, wenn es gedruckt ist, Bestimmen der maximalen Anzahl von diskreten Werten der oder jeder Druckvariable,
die für einen gegebenen Wertebereich in dem gedruckten Merkmal unterschieden werden kann, wobei diese
Bestimmung für bestimmte Druckererfassungssystemfähigkeiten empirisch durchgeführt wird;
Auswählen zumindest zweier der druckbasierten Sicherheitsmerkmale und zumindest einer Druckvariable be-
züglich jedes ausgewählten druckbasierten Sicherheitsmerkmals, um dadurch eine gewünschte Anzahl ver-
schiedener, zu individueller Unterscheidung fähiger Kombinationen der ausgewählten Druckvariablen zu liefern;
Auswählen eines jeweiligen spezifischen diskreten Werts für jede ausgewählte Druckvariable der ausgewählten
druckbasierten Sicherheitsmerkmale, und
Bedrucken eines Zielgegenstands mit Markierungen, die druckbasierte Sicherheitsmerkmale entsprechend den
getroffenen Auswahlen liefern.

2. Das Verfahren gemäß Anspruch 1, das ferner den Schritt des Erstellens eines Schlüssels umfasst, der eine Iden-
tifizierung des Zielgegenstands und der ausgewählten Druckvariable-Werte der ausgewählten Sicherheitsmerkmal-
markierungen umfasst, so dass auf ein Überprüfen auf Übereinstimmung mit dem Schlüssel hin der Zielgegenstand
authentifiziert wird.

3. Das Verfahren gemäß Anspruch 2, das ferner folgende Schritte umfasst: Erfassen eines angeblichen Zielgegen-
stands; und Erfassen der Werte der ausgewählten Druckvariablen der ausgewählten druckbasierten Sicherheits-
merkmale, falls vorhanden, um den angeblichen Zielgegenstand als den Zielgegenstand zu authentifizieren.

4. Das Verfahren gemäß Anspruch 1, bei dem zumindest eine der Druckvariablen eine mehrdimensionale Variable ist.

5. Das Verfahren gemäß Anspruch 1, bei dem zumindest eine der Markierungen eine verborgene Markierung ist.

6. Das Verfahren gemäß Anspruch 1, bei dem das Bestimmen der maximalen Anzahl diskreter Werte der oder jeder
Druckvariable, die für einen gegebenen Wertebereich und mit einer gegebenen Wahrscheinlichkeit in dem gedruck-
ten Merkmal unterschieden werden kann, durch Folgendes bewerkstelligt wird:
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(a) Drucken einer Mehrzahl erster Muster eines ersten diskreten Werts der Druckvariable, Messen der ersten
Muster und Bestimmen der Standardabweichung der ersten Muster;
(b) Drucken einer Mehrzahl zweiter Muster eines zweiten diskreten Werts der Druckvariable, der zwölf Stan-
dardabweichungen der ersten Muster von dem ersten diskreten Wert getrennt ist, Messen der zweiten Muster
und Bestimmen der Standardabweichung der zweiten Muster;
(c) Bestimmen des Mittelwerts der Standardabweichungen der ersten und der zweiten Muster und Einstellen
des zweiten diskreten Wertes auf das Zwölffache dieses Mittelwerts ausgehend von dem ersten diskreten Wert;
(d) Wiederholen von (b) und (c) für nachfolgende diskrete Werte über den gegebenen Wertebereich der Druck-
variable hinweg.

Revendications

1. Procédé de mise en oeuvre d’une campagne d’impression sécurisée pour lutter contre la contrefaçon, comprenant
les étapes suivantes :

pour chacune de multiples caractéristiques de sécurité basée sur l’impression différentes, chacune pouvant
être imprimée sur un article et ayant au moins une variable d’impression avec une valeur détectable dans la
caractéristique lorsqu’elle est imprimée, la détermination du nombre maximal de valeurs discrètes de la variable
d’impression ou de chaque variable d’impression qui peut, pour une plage de valeurs donnée, être distinguée
dans la caractéristique imprimée, cette détermination étant effectuée de façon empirique pour des capacités
de système de détection d’imprimante particulières ;
la sélection d’au moins deux desdites caractéristiques de sécurité basées sur l’impression et d’au moins une
variable d’impression par rapport à chaque caractéristique de sécurité basée sur l’impression sélectionnée pour
fournir ainsi un nombre souhaité de différentes combinaisons, capable d’une discrimination individuelle, des
variables d’impression sélectionnées;
la sélection d’une valeur discrète spécifique respective pour chaque variable d’impression sélectionnée des
caractéristiques de sécurité basées sur l’impression sélectionnées, et
l’impression sur un article cible des marques fournissant des caractéristiques de sécurité basées sur l’impression
en correspondance avec les choix effectués.

2. Procédé selon la revendication 1, comprenant en outre l’étape d’établissement d’une clé qui comprend l’identification
de l’article cible, et des valeurs de variables d’impression sélectionnées des marques de caractéristiques de sécurité
sélectionnées de telle sorte que, lorsqu’elles correspondent à la clé, l’article cible est authentifié.

3. Procédé selon la revendication 2, comprenant en outre les étapes suivantes : détection d’un article cible supposé
et détection des valeurs des variables d’impression choisies des caractéristiques de sécurité basées sur l’impression
choisies, le cas échéant, pour authentifier l’article cible supposé comme étant l’article cible.

4. Procédé selon la revendication 1, dans lequel au moins une des variables d’impression est une variable multidi-
mensionnelle.

5. Procédé selon la revendication 1, dans lequel au moins une des marques est une marque cachée.

6. Procédé selon la revendication 1, dans lequel la détermination du nombre maximal de valeurs discrètes de la variable
d’impression ou de chaque variable d’impression qui peut, pour une plage de valeurs donnée et avec une probabilité
donnée, être distingué dans la caractéristique imprimée, est effectuée en procédant aux opérations suivantes :

(a) impression d’une pluralité de premiers échantillons d’une première valeur discrète de la variable d’impression,
mesure des premiers échantillons et détermination de l’écart-type des premiers échantillons ;
(b) impression d’une pluralité de seconds échantillons d’une seconde valeur discrète de la variable d’impression
qui est séparée de douze écarts-types des premiers échantillons de la première valeur discrète, mesure des
seconds échantillons et détermination de l’écart-type des seconds échantillons ;
(c) détermination de la moyenne des écarts-types des premier et second échantillons et ajustement de la
seconde valeur discrète pour qu’elle soit égale à douze fois cette moyenne par rapport à la première valeur
discrète ;
(d) répétition des opérations (b) et (c) pour des valeurs discrètes successives sur la plage de valeurs donnée
de la variable d’impression.
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