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(54) Mobile electronic equipment

(57) In an IC card (2) which receives a command
requesting a process of writing data into a data storage
memory (24d) configured by a rewritable nonvolatile
memory (24) from an external equipment (1), the data is
first written into a buffer memory (24c) configured by a
rewritable nonvolatile memory (24). When a data writing

process into the buffer memory (24c) is completed, the
IC card (2) outputs response data indicating completion
of the data writing process to the external equipment (1).
Further, the IC card (2) writes data which has been written
in the buffer memory (24c) into the data storage memory
(24d) after the response data is output to the external
equipment (1).
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Description

[0001] This invention relates to a mobile electronic
equipment such as an IC card which has a communica-
tion function with respect to an external equipment and
in which a process of writing data into a nonvolatile mem-
ory is performed according to a command from the ex-
ternal equipment and a control method of the mobile elec-
tronic equipment.
[0002] Conventionally, in a mobile electronic equip-
ment such as an IC card, various data items are written
into a nonvolatile memory. When the nonvolatile memory
used in the electronic equipment such as the IC card is
operated, data is written into the nonvolatile memory ac-
cording to a command from an external equipment such
as an IC card processing equipment. For example, in the
conventional IC card, the process of writing data into the
nonvolatile memory is performed according to the follow-
ing procedure.
[0003] First, when the IC card which is supplied with
the power supply voltage and clock signal from the ex-
ternal equipment and activated receives a command
from the external equipment, it performs a process for
the command. Data which is required to be written into
the nonvolatile memory according to the processing con-
tents for the command is temporarily written into a buffer
area on the nonvolatile memory and then data which is
the same as the contents written into the buffer area is
written into a data storage area on the nonvolatile mem-
ory. Thus, if the process of writing data into the data stor-
age area on the nonvolatile memory is completed, the IC
card outputs a status indicating the result of execution of
the command and response data corresponding to the
command process to the external equipment as the
processing result.
[0004] In the conventional IC card, data is written into
the buffer area and data storage area on the nonvolatile
memory in a time period from the time when the IC card
receives the command from the external equipment until
the processing result is output to the external equipment.
That is, in the conventional IC card, data is written twice
into the nonvolatile memory after the command is re-
ceived, and then the processing result for the command
is output. Therefore, there occurs a problem that the
processing time period from the time when the IC card
receives the command until the processing result is out-
put becomes long. Further, if the above processing pro-
cedure is performed, there occurs a problem that time
required for the command process becomes long in a
whole system configured by the external equipment and
IC card.
[0005] Further, if whole data items are directly stored
into a data storage area without using the buffer area in
order to reduce the processing time for data writing, there
occurs a problem that data before execution of the com-
mand or data after execution of the command cannot be
ensured when a problem such as interruption of the pow-
er supply occurs during the command processing oper-

ation (data writing process). Particularly, at the operation
time of the IC card, the environment in which the com-
mand process is performed is not clearly defined. There-
fore, the procedure for ensuring write data becomes im-
portant. Thus, in the conventional IC card, whole data
items to be written into the data storage area are tempo-
rarily stored into the buffer area and then written into the
data storage area. As a result, there occurs a problem
that the writing process into the nonvolatile memory is
performed twice and it takes a long time to process the
command from the above-described reason.
[0006] An object of this invention is to provide a mobile
electronic equipment capable of efficiently perform a
process such as a data writing process into a nonvolatile
memory and a control method of the mobile electronic
equipment.
[0007] A mobile electronic equipment according to a
first aspect of the present invention comprises a commu-
nicating section which performs communication with re-
spect to an external equipment, a data storage memory
which stores data, a buffer memory in which data to be
stored into the data storage memory is temporarily
stored, and a control section which transmits response
data indicating completion of a data writing process to
the external equipment based on completion of the writ-
ing process of writing data which is received from the
external equipment via the communicating section and
is to be stored in the data storage memory into the buffer
memory and then writing data written in the buffer mem-
ory into the data storage memory.
[0008] A control method of a mobile electronic equip-
ment according to a second aspect of the present inven-
tion comprises receiving data from an external equip-
ment, writing data to be stored in a data storage memory
into a buffer memory based on the data received from
the external equipment, transmitting response data indi-
cating completion of a data writing process to the external
equipment based on completion of the writing process
of writing data into the buffer memory, and writing data
written in the buffer memory into the data storage memory
after the response data is transmitted to the external
equipment.
[0009] This summary of the invention does not neces-
sarily describe all necessary features so that the inven-
tion may also be a sub-combination of these described
features.
[0010] The invention can be more fully understood
from the following detailed description when taken in con-
junction with the accompanying drawings, in which:

FIG. 1 is a block diagram schematically showing an
example of the configuration of an IC card as a mo-
bile electronic equipment according to one embodi-
ment of this invention and an IC card processing
equipment as an external equipment which commu-
nicates with the IC card;
FIG. 2 is a diagram time-sequentially showing the
processes of the IC card processing equipment and
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IC card;
FIGS. 3A and 3B are flowcharts for illustrating the
processing procedure of a command process; and
FIG. 4 is a flowchart for illustrating the processing
procedure when the IC card is activated.

[0011] There will now be described the best mode of
one embodiment of this invention in detail with reference
to the accompanying drawings.
[0012] FIG. 1 is a block diagram schematically showing
an example of the configuration of an IC card 2 as a
mobile electronic equipment according to one embodi-
ment of this invention and an IC card processing equip-
ment 1 as an external equipment which communicates
with the IC card 2.
[0013] The IC card processing equipment 1 is a termi-
nal equipment as a host unit (external equipment) which
communicates with the IC card 2. For example, when
data is written into the IC card 2, the IC card processing
equipment 1 transmits a write command containing a
write request and writes data to the IC card 2 and receives
a response for the write command from the IC card 2.
[0014] The IC card processing equipment 1 includes
a control section 11, display section 12, operating section
13 and interface section 14. For example, the IC card
processing equipment 1 is configured by a PC including
the control section 11, display section 12 and operating
section 13 and the interface section 14 used as a read-
er/writer device connected to the PC.
[0015] The control section 11 is configured by a CPU,
various memories and the like. The control section 11
has a function of controlling a command to be transmit-
ted/received with respect to the IC card 2 by controlling
various sections in the IC card 2 and a function of per-
forming various processes based on data received from
the IC card 2.
[0016] The display section 12 is configured by a display
device. The display section 12 displays various data
items based on display control by the control section 11.
The operating section 13 is configured by a keyboard or
the like. The operating section 13 is supplied with various
operating instructions and data items by an operator, for
example. The interface section 14 is an interface device
with respect to the IC card 2. For example, the interface
section 14 supplies power supply voltage and a clock
signal to the IC card 2 and performs reset control and
data transmission/reception with respect to the IC card 2.
[0017] Further, as shown in FIG. 1, the IC card 2 in-
cludes a control section 21, RAN 22, ROM 23, nonvolatile
memory 24 and interface 25. The IC card 2 is configured
by embedding a module 2a in a casing 2b. That is, the
control section 21, RAN 22, ROM 23, nonvolatile memory
24 and interface 25 are configured as the module 2a.
The module 2a is embedded in the casing 2b of the IC
card 2. For example, the module 2a is configured by one
IC chip or a plurality of IC chips (not shown).
[0018] The control section 21 controls the whole por-
tion of the IC card 2. The control section 21 is operated

based on a control program stored in the ROM 23 or
nonvolatile memory 24. The RAM 24 is a volatile memory
functioning as a working memory. The RAM 22 functions
as a buffer which temporarily stores data now processed
by the control section 21. For example, the RAM 22 tem-
porarily stores data received from the IC card processing
equipment 1 via the interface 25.
[0019] The ROM 23 is a nonvolatile memory in which
a control program and control data are previously stored.
The ROM 23 is incorporated in the IC card 2 at the man-
ufacturing stage. The control program stored in the ROM
23 is previously incorporated according to the specifica-
tion of the IC card 2.
[0020] For example, the nonvolatile memory 24 is con-
figured by a data writable and rewritable nonvolatile
memory such as a flash ROM or EEPROM. In the non-
volatile memory 24, a program file and data file are de-
fined according to the application of the IC card 2 and
data is written into the files.
[0021] Further, in the nonvolatile memory 24, a buffer
specifying area 24a, buffer management area 24b, buffer
area 24c and data storage area 24d are provided. The
buffer specifying area 24a, buffer management area 24b,
buffer area 24c and data storage area 24d are memory
areas mainly used when the IC card 2 is operated.
[0022] In the buffer specifying area 24a, information
indicating data which is required to be stored in the data
storage area 24d after the data is temporarily stored in
the buffer area 24c. That is, it is checked whether or not
data to be stored in the data storage area 24d of the
nonvolatile memory 24 is required to be temporarily writ-
ten into the buffer area 24c and then written into the data
storage area 24d by referring to information stored in the
buffer specifying area 24a.
[0023] In the buffer management area 24b, information
indicating the range of a buffer area now used is stored.
When data is written into the buffer area 24c, information
indicating the range of the data is written into the buffer
management area 24b. Further, data in the range indi-
cated by the information written in the buffer manage-
ment area 24b is initialized (erased) when the data is
written into the data storage area 24d. That is, whether
the range of the buffer area is now used or not is deter-
mined based on information stored in the buffer manage-
ment area 24b.
[0024] The buffer area 24c is an area in which data to
be stored in a preset area of the data storage area 24d
is temporarily stored.
[0025] The data storage area 24d is an area into which
data is written based on a request from the IC card
processing equipment 1. That is, when a data write com-
mand is received from the IC card processing equipment
1, data to be written according to the write command is
temporarily written into the buffer area 24c and is then
written into a specified position of the data storage area
24b.
[0026] The interface 25 is a communication interface
which communicates with a host unit such as the IC card
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processing equipment 1. The interface 25 transmits or
receives data with respect to the host unit via a contact
portion, antenna or the like (not shown) provided on the
IC card main body.
[0027] Further, the IC card 2 is activated (set into an
operable state) when it is supplied with electric power
from the host unit such as the IC card processing equip-
ment 1. For example, when the IC card 2 is electrically
connected to the IC card processing equipment 1 via a
contact type communication system, that is, when the IC
card is configured by a contact type IC card, the IC card
2 is activated by receiving operation power supply volt-
age and operation clock signal from the IC card process-
ing equipment 1 via a contact portion used as the inter-
face 25.
[0028] Further, when the IC card 2 is electrically con-
nected to the IC card processing equipment 1 via a
non-contact type communication system, that is, when
the IC card 2 is configured by a non-contact type IC card,
the IC card 2 is activated by receiving radio waves from
the IC card processing equipment 1 via an antenna and
communication control section used as the interface 25
and generating operation power supply voltage and op-
eration clock signal based on the radio waves by use of
a power supply portion (not shown).
[0029] Next, the processes of the IC card processing
equipment 1 and IC card 2 are schematically explained.
[0030] FIG. 2 is a diagram time-sequentially showing
the processes of the IC card processing equipment 1 and
IC card 2.
[0031] First, the IC card processing equipment 1 per-
forms the initialization process to activate the IC card 2
and set the IC card 2 into a communicable state. That is,
when the interface section 14 of the IC card processing
equipment 1 is connected to the interface 25 of the IC
card 2, the IC card processing equipment 1 supplies pow-
er supply voltage and clock signal to the IC card 2. When
the IC card processing equipment 1 and IC card 2 are
set into the communicable state, the IC card processing
equipment 1 supplies a reset signal to the IC card 2.
[0032] On the other hand, when the IC card 2 receives
a reset signal from the IC card processing equipment 1,
it performs the reset process based on the reset signal
received from the IC card processing equipment 1. When
the reset process based on the reset signal is terminated,
the IC card 2 transmits an ATR signal to the IC card
processing equipment 1.
[0033] The IC card processing equipment 1 which has
received the ATR signal from the IC card 2 performs a
preset process at the triggering time. When the IC card
2 is reset by the initialization process as described above,
the IC card processing equipment 1 and IC card 2 are
set into a state in which a command can be transmit-
ted/received and the process can be performed based
on the command. In this state, the command process is
performed by use of the IC card processing equipment
1 and IC card 2.
[0034] That is, in the command process, the IC card

processing equipment 1 transmits command data (for
example, a data write request and write data) to the IC
card 2. The IC card 2 which has received the command
data performs a process for the command and writes the
write data into the buffer area 24c.
[0035] When the process of writing the write data into
the buffer area 24c in the command process is complet-
ed, the IC card 2 transmits data (response data) indicat-
ing the processing result such as a status indicating com-
pletion of the write process into the buffer area 24c to the
IC card processing equipment 1. In the IC card 2 which
has transmitted the status, a process of writing data which
has been written in the buffer area 24c into a specified
area of the data storage area 24d is performed.
[0036] As response data indicating completion of the
write process into the buffer area 24c, a status indicating
completion of a normal write process can be used. As
will be described later, this is because the process of
writing data written in the buffer area 24c into the data
storage area 24d is completed only within the IC card 2.
That is, even when the IC card processing equipment 1
receives a status indicating completion of the normal
write process from the IC card 2 at the time of completion
of writing into the buffer area 24c, the normal operation
can be maintained in the whole system.
[0037] In the IC card processing equipment 1 which
has received data (response data) indicating the
processing result such as a status indicating completion
of writing (or a status indicating completion of the normal
write process) into the buffer area 24c from the IC card
2, the process based on the response data is performed.
[0038] According to the above command process, the
process of writing data into the data storage area 24d in
the IC card 2 is performed in parallel with the process
based on response data in the IC card processing equip-
ment 1. As a result, time for a process of transmitting/re-
ceiving data between the IC card processing equipment
1 and the IC card 2 can be reduced in a whole process.
In other words, the process of writing data into the data
storage area 24d in the IC card 2 is performed while the
IC card processing equipment 1 is performing a process
based on response data. Thus, time required for the IC
card 2 to perform a process of writing data into the data
storage area 24d can be reduced in a whole process.
[0039] Next, the processing procedure of the above
command process is explained in detail.
[0040] FIGS. 3A and 3B are flowcharts for illustrating
the processing procedure of the command process.
[0041] First, it is assumed that the IC card processing
equipment 1 transmits command data (command) to the
IC card 2 via the interface section 14 (step S10). When
receiving the command data from the IC card processing
equipment 1 (step S11), the control section 21 of the IC
card 2 determines whether the process of writing data
into the data storage area 24d is now performed or not
(step S12). In this case, the data writing process is a
process of writing data into the data storage area 24d
based on the command data received in the preceding
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cycle.
[0042] If it is determined in the above determining proc-
ess that the process of writing data into the data storage
area 24d is now performed ("YES" in the step S12), the
control section 21 of the IC card 2 determines whether
or not the command data receiving process can be per-
formed in parallel with the data writing process which is
now performed with respect to the data storage area 24d
(step S13).
[0043] If it is determined in the above determining proc-
ess that the parallel process cannot be performed ("NO"
in the step S13), the control section 21 of the IC card 2
interrupts the data writing process which is now per-
formed with respect to the data storage area 24d (step
S14). The data writing process with respect to the data
storage area 24d is a process of writing data written in
the buffer area 24c used as a nonvolatile memory as will
be described later into the data storage area 24d. There-
fore, in the present embodiment, the data writing process
can be temporarily interrupted and another process can
be first performed.
[0044] If the data writing process which is now per-
formed with respect to the data storage area 24d is in-
terrupted, the control section 21 of the IC card 2 performs
a receiving process of receiving command data from the
IC card processing equipment 1 via the interface 25 (step
S15). In the receiving process, the control section 21 of
the IC card 2 receives the command data from the IC
card processing equipment 1 via the interface 25. When
receiving the command data from the IC card processing
equipment 1, the control section 21 of the IC card 2 tem-
porarily fetches the received command data into the RAM
22.
[0045] When the receiving process of the command
data from the IC card processing equipment 1 is com-
pleted, the control section 21 of the IC card 2 restarts the
data writing process which has been interrupted with re-
spect to the data storage area 24d (step S16). When the
data writing process is completed, the control section 21
of the IC card 2 proceeds the process to the step S18
and performs a command process based on the com-
mand data received in the step S15 (step S18).
[0046] If it is determined in the above determining proc-
ess that the data writing process with respect to the data
storage area 24d is not being performed ("NO" in the step
S12) or if it is determined in the above determining proc-
ess that the parallel process (the parallel process of the
data writing process into the data storage area 24d and
the command data receiving process) can be performed
("YES" in the step S13), the control section 21 of the IC
card 2 performs a receiving process of receiving com-
mand data from the IC card processing equipment 1 via
the interface 25 (step S17). In the receiving process, the
control section 21 of the IC card 2 receives command
data from the IC card processing equipment 1 via the
interface 25. When receiving command data from the IC
card processing equipment 1, the control section 21 of
the IC card 2 temporarily fetches the received command

data into the RAM 22.
[0047] When the data writing process is completed in
the step S16 or when the receiving process of command
data from the IC card processing equipment 1 is com-
pleted in the step S17, the control section 21 of the IC
card 2 performs a command process based on the com-
mand data (step S18). The control section 21 of the IC
card 2 determines whether or not data to be written into
the data storage area 24d of the nonvolatile memory 24
is present based on the processing result of the command
process (step S19).
[0048] If it is determined in the above determining proc-
ess that data to be written into the data storage area 24d
is present ("YES" in the step S19), the control section 21
of the IC card 2 determines whether or not it is necessary
to write the data via the buffer area 24c based on a write
area of the data (an address indicating the write position
in the data storage area) and information indicating a
specified area and stored in the buffer specifying area
24a (step S20).
[0049] In the buffer specifying area 24a, data which is
required to be temporarily stored in the buffer area 24c
and then written into the data storage area 24d is stored
as information indicating an area (specified area) in the
data storage area 24d. That is, in the data storage area
24d, various data items are stored in preset areas.
[0050] Data to be stored in the data storage area 24d
contains data which prevents the IC card from being cor-
rectly operated when correct data is not written by an
error caused by disconnection of the power supply or the
like during the data writing process. Such data is tempo-
rarily written into the buffer area 24c and then written into
the data storage area 24d. As a result, even when an
error occurs during the data writing process, data to be
written into the data storage area 24d can be restored to
correct data by use of data stored in the buffer area 24c.
[0051] Therefore, in the buffer specifying area 24a, da-
ta to be written into the data storage area 24d via the
buffer area 24c is stored as information (address infor-
mation) indicating an area in the data storage area.
[0052] If it is determined in the above determining proc-
ess that data is required to be temporarily written into the
buffer area 24c ("YES" in the step S20), the control sec-
tion 21 of the IC card 2 performs a data writing process
of writing the data into the buffer area 24c (step S21).
When the data writing process of writing data into the
buffer area 24c is completed, the control section 21 of
the IC card 2 stores information indicating an area (write
range) in the buffer area 24c in which the data has been
written, information indicating a write area in the data
storage area 24d in which the data is to be written or the
like as buffer management information into the buffer
management area 24b (step S22).
[0053] In this case, when the data writing process into
the buffer area 24c is completed, the control section 21
of the IC card 2 transmits a status indicating completion
of the writing process into the buffer area 24c and data
(response data) obtained by the command process as
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the processing result to the IC card processing equip-
ment 1 via the interface 25 (step S23).
[0054] Further, if it is determined in the above deter-
mining process that data to be written into the data stor-
age area 24d is not required to be temporarily written into
the buffer area 24c ("NO" in the step S20), that is, if it is
determined that the data can be directly written into the
data storage area 24d without writing the data into the
buffer area 24c, the control section 21 of the IC card 2
performs a data writing process of directly writing the
data into a preset area of the data storage area 24d (step
S24).
[0055] In this case, when the process of directly writing
data into the data storage area 24d is completed, the
control section 21 of the IC card 2 transmits a status
indicating the result of execution of the command and
data (response data) obtained by the command process
as the processing result to the IC card processing equip-
ment 1 via the interface 25 (step S23).
[0056] If it is determined that data to be written into the
data storage area 24d is no more present by the com-
mand process ("NO" in the step S19), the control section
21 of the IC card 2 transmits a status indicating the result
of execution of the command and data (response data)
obtained by the command process as the processing re-
sult to the IC card processing equipment 1 via the inter-
face 25 (step S23).
[0057] With respect to the IC card 2 which performs
the above operation, the IC card processing equipment
1 receives the processing result for the command from
the IC card 2 via the interface section 14 (step S25).
When the processing result (response data) for the com-
mand from the IC card 2 is received, the control section
11 of the IC card processing equipment 1 performs var-
ious processes based on response data as the process-
ing result for the command from the IC card 2 (step S26).
[0058] When transmitting the processing result (re-
sponse data) for the command, the control section 21 of
the IC card 2 determines whether or not data written into
the buffer area 24c is present based on information stored
in the buffer management area 24b (step S27). If it is
determined in the above determining process that data
written into the buffer area 24c is present, the control
section 21 of the IC card 2 performs a process of writing
data stored in the buffer area 24c into a preset area of
the data storage area 24d which is a normal storage area
based on information stored in the buffer management
area 24b (step S28).
[0059] That is, when data to be written into the data
storage area 24d is stored in the buffer area 24c, the
control section 21 of the IC card 2 transmits a status
indicating completion of the writing process into the buffer
area 24c and data obtained by the command process as
the processing result to the IC card processing equip-
ment 1 and then performs a write process of writing data
which has been written in the buffer area 24c into the
data storage area 24d (step S28).
[0060] Further, when the process of writing data which

has been written in the buffer area 24c into the data stor-
age area 24d is completed, the control section 21 of the
IC card 2 initializes (erases) buffer management infor-
mation for the data stored in the buffer management area
24b (step S29).
[0061] According to the above process, the IC card 2
transmits response data indicating completion of the
command process to the IC card processing equipment
1 when the process of writing data into the buffer area
24c is completed. Further, the IC card 2 writes data which
has been written in the buffer area 24c into the data stor-
age area 24d after the IC card processing equipment 1
has performed a process for response data and before
it receives a next command. As a result, a process based
on response data from the IC card 2 in the IC card
processing equipment 1 and a process of writing data
into the data storage area 24d in the IC card 2 can be
performed in parallel and the operation speed of the proc-
ess for the command can be enhanced and the process
can be efficiently performed in a whole system.
[0062] The processing time of the process based on
the processing result for the command of the IC card in
the IC card processing equipment becomes longer in
comparison with that of the data writing process into the
nonvolatile memory in the IC card in many cases. For
example, if the processing time for the process of the IC
card processing equipment for response data from the
IC card is longer than the processing time for the data
writing process into the data storage area in the IC card,
time required for the data writing process into the data
storage area in the IC card can be reduced as the
processing time of the whole system. Thus, in the present
embodiment, the data writing process into the data stor-
age area 24d in the IC card 2 and the process in the IC
card processing equipment 1 are performed in parallel.
As a result, the processing time of the command process
can be reduced in the whole system configured by the
IC card 2 and the IC card processing equipment 1 and
the command process can be efficiently performed.
[0063] Next, the operation performed when the IC card
2 is activated is explained.
[0064] As described above, the IC card 2 is activated
by receiving the power supply voltage from a host unit
such as the IC card processing equipment 1. Therefore,
when the power supply is cut off or interrupted during the
command process as explained with reference to FIGS.
3A and 3B, that is, when supply of the power supply volt-
age from the IC card processing equipment 1 is interrupt-
ed during the process, the state of data by the command
process now executed can be set to various states in the
nonvolatile memory 24 of the IC card 2.
[0065] For example, when the power supply is inter-
rupted in a state in which the write process into the buffer
area 24c is not yet completed, a state in which data ob-
tained after the command process is stored in neither the
buffer area 24c nor the data storage area 24d is set in
the IC card 2. Further, when the writing process into the
buffer area 24c is completed and the writing process into
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the data storage area 24d is not completed, a state in
which data obtained after the command process is stored
in the buffer area 24c and the data is not stored in the
data storage area 24d is set in the IC card 2.
[0066] In order to cope with interruption of the power
supply during the command process, a process for the
data state of the nonvolatile memory 24 is performed in
the IC card 2 when it is activated (triggered). Next, the
process performed when the IC card 2 is activated is
explained.
[0067] FIG. 4 is a flowchart for illustrating the process-
ing procedure when the IC card 2 is activated.
[0068] That is, when the IC card processing equipment
1 and the IC card 2 are connected to each other via the
interfaces thereof, the initialization process described
above is performed (step S31). The IC card 2 is activated
(triggered) by the initialization process. The control sec-
tion 21 of the thus activated IC card 2 first reads out buffer
management information stored in the buffer manage-
ment area 24b (step S32). Thus, the control section 21
of the IC card 2 determines whether or not a buffer area
which is now used is present according to whether or not
buffer management information is stored in the buffer
management area 24b (step S33). In the above deter-
mining process, whether or not data which is not com-
pletely written into the data storage area 24d is present
in the buffer area 24c is determined according to the pres-
ence or absence of buffer management information in
the buffer management area 24b.
[0069] If it is determined in the above determination
process that the buffer area 24c which is now used is
present ("YES" in the step S33), the control section 21
of the IC card 2 performs the process of writing data
stored in the buffer area 24c into the data storage area
24d based on buffer management information stored in
the buffer management area 24b (step S34).
[0070] That is, the control section 21 of the IC card 2
determines the range (area) of data written in the buffer
area 24c based on buffer management information
stored in the buffer management area 24b. If the range
(area) of data written in the buffer area 24c is determined
in the above determining process, the control section 21
of the IC card 2 performs a process of writing data written
in the above range into a specified area of the data stor-
age area 24d.
[0071] When the process of writing data written in the
buffer area 24c into the specified area of the data storage
area 24d is completed, the control section 21 of the IC
card 2 initializes (erases) the buffer management infor-
mation of the buffer management area 24b (step S35).
As a result, the IC card 2 is set into a state in which a
normal command process can be performed (step S36).
[0072] According to the above process, when the pow-
er supply is interrupted in a state in which data is written
only in the buffer area 24c in a preceding cycle (for ex-
ample, when the power supply is interrupted during the
writing process of writing data in the buffer area 24c into
the data storage area 24d), the IC card 2 can write data

written in the buffer area 24c into a normal area of the
data storage area 24d when it is reactivated. As a result,
next and succeeding command processes can be per-
formed in the IC card 2 in a state in which data caused
by the preceding command process is written in the data
storage area 24d.
[0073] When the power supply is interrupted in a state
in which normal data is not written in the buffer area 24c
in a preceding cycle (for example, when the power supply
is interrupted during the writing process into the buffer
area 24c), the IC card 2 can perform next and succeeding
command processes in a state in which the preceding
command process is not performed (in a state in which
data caused by the preceding command process is not
written). Therefore, by performing the above process, the
IC card 2 can be prevented from being operated in a state
in which incorrect data is written in the data storage area
24d.
[0074] Next, a case wherein an error occurs in the data
writing process into the data storage area 24d is ex-
plained.
[0075] For example, when a problem occurs during the
process of writing data into the data storage area 24d,
the data is held in the buffer area 24c. Therefore, when
interruption of the power supply occurs during the data
writing process into the data storage area 24d, normal
data stored in the buffer area 24c can be rewritten into
the data storage area 24d by the operation explained
with reference to FIG. 4 in the IC card 2. However, when
normal data cannot be written due to occurrence of a
faulty operation of the memory element in the data stor-
age area 24d, a state in which normal data is not written
in the data storage area 24d occurs in practice although
the IC card processing equipment 1 receives notification
indicating completion of the command process.
[0076] In the above case, the control section 21 of the
IC card 2 performs an error process for an error occurring
in the data writing process into the data storage area 24d.
As the error process in the above case, for example, the
IC card 2 may inform the IC card processing equipment
1 that a write error occurs when receiving a next com-
mand generated from the IC card processing equipment
1 after the error has occurred in the writing process into
the data storage area 24d. In this case, the IC card 2
informs the IC card processing equipment 1 of occur-
rence of the write error and then performs the same proc-
ess as the process for an error occurring in the conven-
tional write process. As a result, the restoring process
for occurrence of a write error can be performed in the
IC card 2.
[0077] As the error process for data written into the
data storage area 24d, an area on the buffer area 24c in
which the data is written can be used as the normal data
storage area 24d. In this case, data to be written into the
data storage area 24d is written in a normal state in the
buffer area 24c. Therefore, the IC card 2 modifies infor-
mation which defines the buffer area 24c and data stor-
age area 24d in the nonvolatile memory 24. Thus, an
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area on the buffer area 24c can be used as the normal
data storage area 24d. According to the above process,
the IC card 2 can be restored from a state in which a write
error occurs even if a physical problem occurs in the data
storage area 24d.
[0078] As described above, the IC card of this embod-
iment includes the rewritable nonvolatile memory having
the data storage area which stores data and the buffer
area which temporarily stores data to be written into the
data storage area, the communicating interface with re-
spect to the external equipment and the control section.
The control section writes data into the buffer area when
the data is written into the data storage area. When the
process of writing data into the buffer area is completed,
the control section outputs response data indicating com-
pletion of the write process into the buffer area to the
external equipment. When the response data is output
to the external equipment, the control section performs
the process of writing data written in the buffer area into
the data storage area.
[0079] Thus, the process of writing data written in the
buffer area into the data storage area can be performed
before a next command is received from the external
equipment (during the command reception waiting state).
As a result, the process of writing data into the data stor-
age area can be performed after response data is output
to the external equipment and a period of time from the
time when the command is received from the external
equipment until the IC card outputs response data (time
required for the command process) can be reduced.
[0080] Further, when receiving another command from
the external equipment during the process of writing data
into the data storage area, the IC card interrupts the data
writing process into the data storage area, performs the
reception process for a command from the external
equipment and then restarts the data writing process into
the data storage area. The IC card performs the process
for the received command after the restarted process of
writing data into the data storage area is ended.
[0081] As a result, even when a next command is sup-
plied during the data writing process into the data storage
area, the IC card can normally perform the data writing
process into the data storage area and the command
reception process and time required for the process for
the command can be reduced.
[0082] Further, in the IC card, information indicating
data which is required to be temporarily written into the
buffer area among data to be written into the data storage
area is previously stored in the buffer specifying area.
When writing data into the nonvolatile memory, the IC
card refers to information stored in the buffer specifying
area to determine whether the process of writing data
into the buffer area is required or not. The IC card writes
data which is determined necessary to be written into the
buffer area into the data storage area via the buffer area.
Further, the IC card writes data which is determined un-
necessary to be written into the buffer area directly into
the data storage area without using the buffer area.

[0083] Thus, the IC card can suppress an amount of
data which is necessary to be written into the buffer area
to minimum. As a result, the IC card can reduce the
processing time in comparison with a case wherein all of
data is temporarily stored in the buffer area and the proc-
ess for the command can be efficiently performed.
[0084] Further, the IC card stores buffer management
information for data which has been written in the buffer
area and is then written into the data storage area in the
buffer management area and initializes the buffer man-
agement information after the process of writing the data
into the data storage area is completed.
[0085] As a result, the IC card can ensure data in the
nonvolatile memory even if the IC card is set into the
inactive state due to interruption of the power supply dur-
ing the data writing process into the data storage area.
[0086] Further, when the IC card is set into the active
state from the inactive state, the IC card refers to the
buffer area to determine whether or not data to be written
into the data storage area is present based on information
in the buffer management area. If it is determined in the
above determining process that data to be written into
the data storage area is present, the IC card performs
the data writing process into the data storage area based
on the buffer management information.
[0087] Thus, when the IC card is activated, it can write
data which has been written in the buffer area and is to
be written into the data storage area into the data storage
area. As a result, the IC card can ensure data to be written
into the data storage area and efficiently perform the
process in the IC card.
[0088] It is explicitly stated that all features disclosed
in the description and/or the claims are intended to be
disclosed separately and independently from each other
for the purpose of original disclosure as well as for the
purpose of restricting the claimed invention independent
of the composition of the features in the embodiments
and/or the claims. It is explicitly stated that all value rang-
es or indications of groups of entities disclose every pos-
sible intermediate value or intermediate entity for the pur-
pose of original disclosure as well as for the purpose of
restricting the claimed invention, in particular as limits of
value ranges.

Claims

1. A mobile electronic equipment (2) characterized by
comprising:

a communicating section (25) which performs
communication with respect to an external
equipment (1),
a data storage memory (24d) which stores data,
a buffer memory (24c) in which data to be stored
into the data storage memory (24d) is temporar-
ily written, and
a control section (21) which transmits response

13 14 



EP 1 619 579 A2

9

5

10

15

20

25

30

35

40

45

50

55

data indicating completion of a data writing proc-
ess to the external equipment based on com-
pletion of the writing process of writing data
which is received from the external equipment
(1) via the communicating section (25) and is to
be stored in the data storage memory into the
buffer memory and then writing data which has
been written in the buffer memory (24c) into the
data storage memory (24d).

2. The mobile electronic equipment (2) according to
claim 1, characterized by further comprising a mod-
ule (2a) containing the communicating section (25),
data storage memory (24d), buffer memory (24c)
and control section (21), and a casing (2b) having
the module (2a) embedded therein.

3. The mobile electronic equipment (2) according to
claim 1, characterized in that the data storage
memory (24d) is a data storage area (24d) provided
on a nonvolatile memory in which data is rewritten
by the control section and the buffer memory (24c)
is a buffer area (24c) provided on the nonvolatile
memory.

4. The mobile electronic equipment (2) according to
claim 1, characterized in that the control section
(21) interrupts a data writing process into the data
storage memory (24d) when data is received from
the external equipment (1) via the communicating
section (25) while data is being written into the data
storage memory (24d), and restarts the data writing
process into the data storage memory (24d) after
completion of reception of data from the external
equipment (1) via the communicating section (25) in
a state in which the data writing process into the data
storage memory (24d) is interrupted.

5. The mobile electronic equipment (2) according to
claim 4, characterized in that the control section
(21) performs a process for data received via the
communicating section (25) after the restarted data
writing process into the data storage memory (24d)
is completed.

6. The mobile electronic equipment (2) according to
claim 1, characterized by further comprising a buff-
er specifying memory (24a) in which information in-
dicating data required to be written into the buffer
memory (24c) among data to be stored in the data
storage memory (24d) is stored,
wherein the control section (21) determines whether
a process of temporarily writing data received from
the external equipment (1) into the buffer memory
(24c) is required based on information stored in the
buffer specifying memory (24a), and directly writes
data which is determined unnecessary to be written
into the buffer memory (24c) in the above determin-

ing process into the data storage memory (24d).

7. The mobile electronic equipment (2) according to
claim 1, characterized by further comprising a buff-
er management memory (24b) which stores man-
agement information for data written in the buffer
memory (24c),
wherein the control section (21) determines whether
data to be stored in the data storage memory (24d)
is present in the buffer memory (24c) based on man-
agement information stored in the buffer manage-
ment memory (24b) when the mobile electronic
equipment (2) is triggered, and writes data written in
the buffer memory (24c) into the data storage mem-
ory (24d) based on the management information
stored in the buffer management memory (24b)
when it is determined in the above determining proc-
ess that data to be stored in the data storage memory
(24d) is present in the buffer memory (24c).

8. The mobile electronic equipment (2) according to
claim 7, characterized in that the control section
(21) initializes management information in the buffer
management memory (24b) in response to comple-
tion of a data write process into the data storage
memory (24d) based on the management informa-
tion stored in the buffer management memory (24b).

9. A control method of a mobile electronic equipment
(2) characterized by comprising:

receiving (S11) data from an external equipment
(1),
writing (S21) data to be stored in a data storage
memory (24d) into a buffer memory (24c) based
on data received from the external equipment
(1),
transmitting (S23) response data indicating
completion of a data writing process to the ex-
ternal equipment (1) based on completion of the
writing process of writing data into the buffer
memory (24c), and
writing (S28) data written in the buffer memory
(24c) into the data storage memory (24d) after
the response data is transmitted to the external
equipment (1).

10. The control method of the mobile electronic equip-
ment (2) according to claim 9, characterized by fur-
ther comprising interrupting (S14) the data writing
process into the data storage memory (24d) when
data is received from the external equipment (1) dur-
ing the data writing process into the data storage
memory (24d), and restarting (S15, S16) the data
writing process into the data storage memory (24d)
after reception of data from the external equipment
(1) is completed in a state in which the data writing
process into the data storage memory (24d) is inter-
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rupted.

11. The control method of the mobile electronic equip-
ment (2) according to claim 10, characterized by
further comprising performing (S18) a process for
data received from the external equipment (1) after
the restarted data writing process into the data stor-
age memory (24d) is completed.

12. The control method of the mobile electronic equip-
ment (2) according to claim 9, characterized by fur-
ther comprising determining (S20) whether data re-
ceived from the external equipment (1) is required
to be temporarily written into the buffer memory (24c)
based on information indicating data which is re-
quired to be written into the buffer memory (24c)
among data which is stored in a buffer specifying
memory (24a) and is to be stored in the data storage
memory (24d), and directly writing (S24) data deter-
mined unnecessary to be written into the buffer mem-
ory (24c) in the above determining process into the
data storage memory (24d).

13. The control method of the mobile electronic equip-
ment (2) according to claim 9, characterized by fur-
ther comprising determining (S33) whether data to
be stored in the data storage memory (24d) is
present in the buffer memory (24c) based on man-
agement information for data written in the buffer
memory (24c) and stored in a buffer management
memory (24b) when the mobile electronic equipment
(2) is triggered, and writing (S34) data written in the
buffer memory (24c) into the data storage memory
(24d) based on the management information stored
in the buffer management memory (24b) when it is
determined in the above determining process that
data to be stored in the data storage memory (24d)
is present in the buffer memory (24c).

14. The control method of the mobile electronic equip-
ment (2) according to claim 13, characterized by
further comprising initializing (S35) management in-
formation in the buffer management memory (24b)
in response to completion of a process of writing data
into the data storage memory (24d) based on the
management information stored in the buffer man-
agement memory (24b).
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