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(54)  Network  communications  intermediate  interface. 

(57)  A  highly  efficient  and  cost  effective  system, 
which  may  be  physically  located  locally  to  a 
group  of  workstations  (28,  30),  performs  com- 
munications  rerouting  at  the  network  session 
level.  The  intermediate  system  (16)  changes 
data  packet  headers  as  necessary  to  make  such 
rerouting  transparent  to  the  devices  which  are 
connected  to  it.  Data  packets  are  otherwise 
unaltered.  The  intermediate  system  can  be  used 
to  connect  to  a  plurality  of  workstations  and  to  a 
network  entry  point  (12)  in  such  a  manner  that 
each  workstation  appears  to  be  directly  connec- 
ted  to  the  entry  point. 
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The  present  invention  relates  generally  to  com- 
puter  network  communications,  and  more  specifically 
to  a  system  for  performing  a  routing  function  between 
devices  attached  to  the  network. 

Computer  system  networks  continue  to  increase 
in  popularity.  This  is,  in  large  part,  because  they  allow 
applications  and  users  running  on  many  different  sys- 
tems  to  communicate  with  each  other,  providing  data 
and  resource  sharing.  Networks  may  be  limited  to  a 
few  desktop  systems  located  in  close  physical  prox- 
imity,  or  may  include  thousands  of  systems  of  all  sizes 
connected  into  a  worldwide  network.  In  general,  net- 
works  are  flexible,  so  they  can  be  adapted  to  suit  the 
needs  of  the  users. 

One  important  type  of  network  generally  is  a  peer 
to  peer  network.  With  such  a  network  topology  each 
node  of  the  network  is  considered  to  be  equal  with  the 
others.  Each  node  can  act  as  an  intermediate  node  in 
a  communications  session,  routing  sessions  between 
other  network  nodes.  This  excepts  terminal  nodes, 
which  are  not  required  to  transmit  data  between  two 
separate,  adjacent  systems  as  part  of  a  communi- 
cations  link  between  them.  A  communications  ses- 
sion  initiated  by  any  node  of  the  network  is  routed  to 
the  nearest  node,  which  selects  the  routing  to  be  used 
to  the  next  node  in  a  communications  link.  One 
example  of  such  a  powerful,  flexible  system  is  SYS- 
TEM  NETWORK  ARCHITECTURE  (SNA),  a  network 
architecture  defined  by  International  Business 
Machines  Corporation,  and  used  widely  throughout 
the  world. 

In  a  typical  network,  local  networks,  or  subarea 
networks,  are  often  connected  to  the  remainder  of  the 
network  through  a  single,  fully  featured,  network 
node.  This  network  node  must  have  full  network 
capabilities,  but  terminal  nodes,  such  as  work  sta- 
tions,  which  are  connected  to  it  need  not  have  such 
capability.  Even  if  only  a  few  low  end  work  stations  in 
a  single  physical  location  are  connected  to  a  wide 
area  network,  a  system  capable  of  supporting  full  net- 
work  node  functions  must  typically  be  placed  locally 
to  allow  such  network  access. 

The  full  network  node  must  be  a  relatively  power- 
ful  system  capable  of  supporting  a  wide  variety  of  net- 
work  functions.  For  example,  a  SNA  network  node 
must  be  capable  of  acting  as  an  intermediate  node  in 
a  session  between  two  nodes  which  may  be  connec- 
ted  through  a  large  number  of  additional  intermediate 
nodes.  The  network  node  maintains  a  route  selection 
table  for  many  of  the  logical  units  in  the  network,  and 
has  the  capability  to  search  for  and  determine  the 
location  of  any  node  given  its  logical  unit  identifier. 
When  a  logical  unit  requests  a  session  with  another 
logical  unit,  a  network  node-receiving  such  request 
must  locate  the  target  logical  unit,  in  its  route  selection 
table  or  by  searching  for  it,  and  establish  communi- 
cation  sessions  with  both  the  logical  unit  making  the 
request,  and  a  companion  session  with  another  adja- 

cent  node.  The  other  adjacent  node  may  be  the  target 
logical  unit,  or  it  may  be  another  intermediate  node 
used  to  establish  a  link  to  the  target  logical  unit. 

Once  the  session  has  been  set  up  between  two 
5  logical  units,  the  network  node  routes  incoming  data 

to  the  appropriate  outgoing  communications  link. 
Various  services  are  provided  by  the  network  node. 
These  can  include,  for  example,  adaptive  pacing  of 
data,  renegotiation  of  bind  values,  and  similar  ser- 

10  vices.  The  numerous  functions  required  of  a  network 
node  are  well  documented,  and  well  known  to  those 
skilled  in  the  art. 

The  cost  of  providing  a  system  capable  of  sup- 
porting  full  network  node  functions  is  high  relative  to 

15  low  end  work-stations  typically  connected  to  the  net- 
work  as  terminal  nodes.  Use  of  a  dedicated  network 
node  for  the  purpose  of  simply  attaching  a  small  num- 
ber  of  workstations  to  a  network  is  often  wasteful. 
However,  it  is  often  not  possible  to  connect  a  small 

20  group  of  physically  proximate  workstations  to  a  net- 
work  node  located  elsewhere.  The  nearest  network 
node  may  be  physically  located  several  hundred 
miles  away  and  the  cost  of  maintaining  separate  com- 
munications  links  to  it  from  each  workstation  can  be 

25  prohibitive. 
It  would  be  desirable  to  provide  a  system  which 

can  easily  and  inexpensively  be  used  to  attach  work- 
stations  to  a  network.  It  would  be  further  desirable  if 
a  relatively  simple  system  already  used  to  connect 

30  nonintelligent  peripherals  to  a  network  can  be  mod- 
ified  to  perform  the  desired  functions.  It  would  also  be 
desirable  for  the  connections  made  by  such  system  to 
be  transparent  to  both  the  low  end  workstations  and 
the  network,  so  that,  to  both  the  workstation  and  the 

35  network,  it  appears  that  a  direct  link  has  been  made. 
It  is  therefore  an  object  of  the  present  invention  to 

provide  a  system  and  method  for  connecting  com- 
puter  systems,  such  as  workstations,  to  a  network. 

It  is  a  further  object  of  the  present  invention  to  pro- 
40  vide  such  a  system  and  method  which  eliminates  a 

requirement  for  directly  connecting  each  workstation 
in  a  group  of  workstations  to  a  fully  capable  network 
node. 

It  is  another  object  of  the  present  invention  to  pro- 
45  vide  such  a  system  which  is  transparent  to  both  the 

network  and  the  workstations. 
Therefore,  according  to  the  present  invention,  a 

highly  efficient  and  cost  effective  intermediate  sys- 
tem,  which  may  be  physically  located  locally  to  a 

so  group  of  workstations,  performs  communications  rer- 
outing  at  the  network  session  level.  The  intermediate 
system  changes  data  packet  headers  as  necessary  to 
make  such  rerouting  transparent  to  the  devices  which 
are  connected  to  it.  Data  packets  are  otherwise  unal- 

55  tered.  The  intermediate  system  can  be  used  to  con- 
nect  to  a  plurality  of  workstations  and  to  a  network 
entry  point  in  such  a  manner  that  each  workstation 
appears  to  be  directly  connected  to  the  network. 
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The  invention,  as  well  as  a  preferred  mode  of  use, 
and  further  objects  and  advantages  thereof,  will  best 
be  understood  by  reference  to  the  following  detailed 
description  of  an  illustrative  embodiment  when  read  in 
conjunction  with  the  accompanying  drawings,  whe- 
rein: 

Figure  1  is  a  block  diagram  of  a  portion  of  a  com- 
puter  system  network  according  to  the  present 
invention; 
Figure  2  illustrates  rerouting  tables  used  by  an 
intermediate  controller  according  to  the  present 
invention; 
Figure  3  is  a  data  packet  used  for  transmitting 
data  between  nodes  in  a  network;  and 
Figures  4-8  are  combined  flow  charts  and  timing 
diagrams  illustrating  operation  of  the  system  and 
method  of  the  present  invention. 
Referring  to  Figure  1,  a  high  level  block  diagram 

is  shown  of  a  computer  network  10.  An  entry  point  12 
allows  systems  to  attach  to  the  network.  Entry  point  1  2 
can  be  any  system  allowing  network  access.  It  can  be, 
for  example,  a  fully  configured  network  node  support- 
ing  all  rerouting  and  other  functions  required  of  such 
a  mode.  Entry  point  12  could  also  be  a  gateway  sys- 
tem  oran  intermediate  device  such  as  a  SNAsubarea 
node. 

Within  the  network  10,  a  target  system  node  14 
can  communicate  with  the  entry  point  12.  The  route  is 
not  shown  in  Figure  1,  and,  as  known  in  the  art,  may 
not  be  limited  to  a  single  connection.  As  is  described 
below,  the  target  system  14  is  capable  of  communi- 
cating  with  devices  and  systems  attached  to  the  entry 
point  12. 

An  intermediate  controller  16  is  connected  to 
entry  point  12  by  a  single  physical  data  link  18.  Con- 
troller  16  is  preferably  an  intelligent  controller  used  to 
drive  peripherals  such  as  printer  20  and  video  display 
terminal  22,  which  are  connected  to  the  controller  16 
by  physical  data  links  24  and  26,  respectively. 

Workstations  28,  30  are  also  connected  to  con- 
troller  16  by  data  links  32,  34,  respectively.  Works- 
tations  28,  30  are  typically  low  cost  workstations  such 
as  those  provided  by  desktop  personal  computers. 
Workstations  28,  30  function  only  as  terminal  nodes 
of  the  network;  they  are  not  equipped  to  perform  inter- 
mediate  node  routing  functions  and  other  network 
node  functions.  They  are  capable,  however,  of  com- 
municating  with  the  target  system  14  and  other  net- 
work  10  nodes  (not  shown)  utilizing  standard  network 
protocols. 

As  examples  of  systems  suitable  for  use  in  vari- 
ous  parts  of  Figure  1,  target  system  14  is  preferably 
an  AS/400  system,  available  from  International  Busi- 
ness  Machines  Corporation,  running  SNA  Advanced 
Peer-to-Peer  Networking  (APPN)  network  node  func- 
tions.  Intermediate  controller  16  is  preferably  a  5394 
Remote  Workstation  Controller  also  available  from 
IBM.  Printers  20  and  displays  22  can  be  attached  to 

the  controller  16  as  known  in  the  art,  using  twin-axial, 
token  ring,  or  other  well  known  protocols.  The  inter- 
mediate  controller  16  preferably  communicates  with 
the  entry  point  12  using  SNA  LU6.2  or  a  similar  net- 

5  work  protocol. 
The  workstations  28,  30  can  be  any  of  the  numer- 

ous  types  of-personal  workstations  available  in  the 
market,  such  as  the  PS/2  workstations  available  from 
IBM.  If  target  system  12  is  an  AS/400  system,  the 

10  workstations  28,  30  are  preferably  running  AS/400  PC 
Support  applications.  Although  four  devices  are 
shown  connected  to  the  controller  16  in  Figure  1,  this 
number  may  be  more  or  less  depending  on  system 
requirements  and  the  capability  of  the  controller  16. 

15  The  workstations  28,  30  preferably  communicate  with 
the  intermediate  controller  16  using  the  same  pro- 
tocols  as  the  printer  20  and  display  22.  Using  such 
protocols,  more  than  one  device  may  be  attached  to 
a  single  physical  port  on  the  intermediate  controller 

20  1  6.  However,  each  device  is  uniquely  addressable  by 
the  intermediate  controller  16. 

The  functions  performed  by  intermediate  control- 
ler  1  6  to  support  connection  of  the  workstations  28,  30 
to  entry  point  12  are  relatively  simple  and  straightfor- 

25  ward  to  implement.  In  general  terms,  the  intermediate 
controller  1  6  simply  receives  data  packets,  at  the  ses- 
sion  level,  from  the  workstations  28,  30  and  forwards 
them  to  the  data  link  18.  As  described  below,  a  ses- 
sion  identifier  contained  in  each  packet  may  need  to 

30  be  converted  within  the  intermediate  controller  16,  but 
the  packet  is  otherwise  unchanged.  In  a  similar  man- 
ner,  data  packets  received  from  the  entry  point  12 
over  the  data  link  18  are  examined  to  determine  to 
which  workstation  28,  30  they  are  directed.  The  inter- 

35  mediate  controller  16  then  performs  session  identifier 
translation,  if  necessary,  and  forwards  the  data 
packet  to  the  appropriate  data  link  32  or  34.  As  before, 
the  data  packets  are  copied  unchanged,  with  the 
exception  of  changing  the  session  identifier  when 

40  required. 
Thus,  the  controller  16  performs  a  routing  func- 

tion  between  sessions  running  on  the  workstations 
28,  30,  and  sessions  running  elsewhere  on  network 
10.  It  appears  to  entry  point  12  and  workstations  28, 

45  30  that  they  are  directly  connected  by  physical  data 
links,  with  the  intermediate  controller  16  being  com- 
pletely  transparent  to  communications  between  them. 
Since  the  rerouting  functions  performed  by  controller 
16  are  relatively  simple,  the  code  used  to  implement 

so  this  function  is  very  simple  and  very  fast. 
Figure  2  shows  two  translation  tables  maintained 

by  the  intermediate  controller  16  in  order  to  perform 
the  routing  functions.  Figure  2(a)  illustrates  an  LU 
NAME  TABLE  40.  Each  entry  in  the  LU  NAME  TABLE 

55  40  contains  two  fields.  A  PORT  ADDRESS  field  42 
identifies  the  unique  port  address  of  the  appropriate 
data  link  32,  34.  An  LU  NAMES  field  44  contains  all 
the  logical  unit  names  by  which  the  workstation 
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reached  by  that  port  address  may  be  identified.  These 
names  are  provided  by  the  workstation  when  a  con- 
nection  is  established  with  the  intermediate  controller 
16. 

When  the  connection  is  first  made  between  a 
workstation  28  or  30  and  the  intermediate  controller 
16,  the  workstation  sends  a  list  of  logical  names  to  the 
controller  16.  These  are  the  logical  names  by  which 
the  workstation  is  known  to  the  network.  During  the 
initial  connection  sequence,  the  intermediate  control- 
ler  16  adds  these  logical  names  to  the  LU  NAMES 
field  44  corresponding  to  the  PORT  ADDRESS  42  for 
that  workstation. 

Figure  2(b)  shows  an  LFSID  (local-form  session 
identifier)  TABLE  46.  Each  entry  in  the  LFSID  TABLE 
46  in  turn  contains  five  fields.  These  include  a  PORT 
ADDRESS  48,  a  BIND  FLAG  50,  an  UNBIND  PEND- 
ING  FLAG  52,  a  PC  VIEW  of  the  LFSID  54,  and  a 
NETWORK  VIEW  of  the  LFSID  56. 

The  PORT  ADDRESS  48  identifies  the  port 
address  corresponding  to  this  entry  just  as  does  the 
PORT  ADDRESS  42  in  the  LU  NAME  TABLE  40.  A 
BIND  FLAG  50  can  be  a  single  bit  indicating  whether 
the  bind  for  the  session  to  which  the  entry  relates  was 
received  from  the  workstation  attached  to  the  inter- 
mediate  controller  16,  or  from  network  target  system 
14.  UNBIND  PENDING  FLAG  52  indicates  that  an 
UNBIND  command  has  been  transmitted  by  either  a 
workstation  or  the  target  system  14  in  order  to  termi- 
nate  the  session,  but  the  session  has  not  yet  been 
completely  terminated.  As  known  in  the  art,  BIND  and 
UNBIND  are  the  commands  used  to  initiate  and  ter- 
minate  session  level  connections  using  the  SNA  LU 
6.2  protocol. 

The  PC  VIEW  of  the  LFSID  54  is  afield  containing 
the  16  bit  session  identifier  used  by  the  workstation  to 
identify  this  session.  As  known  in  the  art,  the  session 
identifier  includes  a  bind  sender  bit  flag  as  a  17th  bit, 
which  corresponds  approximately  to  the  BIND  FLAG 
50.  The  bind  sender  bitflag  is  not  included  in  the  PC 
VIEW  field  54.  The  NETWORK  VIEW  of  the  LFSID  is 
a  16  bit  identifier  used  by  the  entry  point  12  to  identify 
this  same  session.  As  described  below  these  entries 
54,  56  are  different  in  certain  circumstances,  neces- 
sitating  translation  of  the  session  LFSID  by  the  inter- 
mediate  controller  16. 

Each  entry  in  the  LU  NAME  TABLE  40  corres- 
ponds  to  a  single  workstation  28,  30  which  is  attached 
to  the  intermediate  controller  16.  Thus,  the  PORT 
ADDRESS  field  42  for  each  entry  will  be  unique.  Each 
workstation  28,  30  may  be  seen  by  the  network  as  one 
of  several  different  LU  NAMES,  with  each  of  these 
names  being  contained  in  the  LU  NAME  field  44.  Each 
workstation  28,  30  must  have  at  least  one  LU  NAME 
in  order  to  be  on  the  receiving  end  of  a  session 
initiated  elsewhere  in  the  network. 

In  the  LFSID  TABLE  46,  each  entry  corresponds 
to  a  single  SNA  session  level  communications  ses- 

sion  between  target  system  14  and  one  of  the  works- 
tations  28,  30.  Each  workstation  can  have  multiple 
sessions  simultaneously  active  with  any  node  in  the 
network  10.  Since  each  session  has  a  separate  entry 

5  in  the  LFSID  TABLE  46,  the  PORT  ADDRESS  field  48 
will  not  necessarily  be  unique.  For  example,  if  works- 
tation  28  is  running  four  sessions  with  target  system 
14,  four  entries  in  the  table  46  will  contain  the  port 
address  to  which  data  link  32  is  connected. 

10  Whenever  a  new  workstation  is  initially  connec- 
ted  to  the  intermediate  controller  16,  a  new  entry  will 
be  added  to  the  LU  NAME  TABLE  40  for  that  works- 
tation.  Whenever  a  workstation  is  disconnected  from 
the  controller  16,  the  associated  entry  will  be  deleted. 

15  Whenever  a  new  communications  session  is  initiated, 
whether  by  one  of  the  workstations  or  by  some  net- 
work  node  connected  directly  or  indirectly  to  the  entry 
point  12,  a  new  entry  is  added  to  LFSID  TABLE  46. 
Whenever  a  session  is  closed,  the  corresponding 

20  entry  is  deleted 
The  tables  40,  46  may  be  stored  internally  by  the 

intermediate  controller  16  in  any  convenient  manner. 
For  example,  as  known  in  the  art,  the  tables  can  be 
stored  as  linked  lists  or  indexed  using  hash  tables. 

25  Figure  3  shows  a  single  session  level  packet  60. 
As  known  in  the  art,  session  level  packets  will  not 
necessarily  be  the  same  as  lower  level  packets  trans- 
mitted  and  received  by  data  link  control  layers  of  the 
SNA  architecture.  For  purposes  of  illustrating  the  pre- 

30  sent  invention,  data  packet  60  contains  an  LFSID  field 
62  and  a  PACKET  TYPE  field  64.  LFSID  field  62  is  a 
16  bitfield  which  identifies  which  session  this  packet 
is  a  part  of,  plus  a  bind  sender  bit  flag  indicating  who 
originated  the  bind.  The  PACKET  TYPE  field  64  indi- 

35  cates  whether  the  packet  60  contains  data,  a  BIND  or 
UNBIND  request,  or  other  types  of  control  infor- 
mation.  Control  field  66  contains  all  of  the  remaining 
information  bits  which  form  the  header  of  packet  60. 
These  can  include  a  logical  name  for  the  intended 

40  target  system  when  the  packet  is  a  BIND  request. 
Data  field  68  contains  the  actual  applications  data 
transmitted. 

The  controller  16  reads  the  PACKET  TYPE  field 
64  to  determine  whether  a  packet  transmitted  by 

45  either  the  entry  point  12  or  one  of  the  workstations  28, 
30  is  a  BIND  or  UNBIND  packet.  If  packet  60  is  one 
of  these  types,  the  intermediate  controller  16  will  per- 
form  the  actions  described  in  Figure  4 -8 .   These 
actions  can  include  changing  the  data  contained  in 

so  the  LFSID  field  62.  Other  packet  types  are  treated  as 
data,  and  are  not  changed  with  the  possible  exception 
of  changing  the  LFSID  field  62. 

In  Figures  4  -  8,  operation  of  the  intermediate  con- 
troller  16  is  shown  in  conjunction  with  data  transmis- 

55  sions  to  and  from  entry  point  12  and  one  of  the 
workstations  28,  30.  In  these  figures,  time  increases 
as  one  moves  down  the  figure.  Line  70  indicates 
events  which  happen  in  the  entry  point  12.  Line  72 

4 
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indicates  events  which  occur  within  the  interface  con- 
troller  16,  and  line  74  stands  for  a  single  workstation. 
Event  boxes  on  the  intermediate  controller  line  72  can 
be  read  in  the  same  manner  as  a  flow  chart,  with  con- 
trol  passing  from  one  box  to  the  next  down  the  time 
line.  Horizontal  arrows  between  lines  70  and  72,  or 
between  lines  72  and  74,  indicate  the  occurrence  and 
direction  of  data  flow  between  the  corresponding 
devices. 

Figure  4  indicates  the  events  which  occur  when 
a  BIND  request  originates  from  the  workstation.  The 
BIND  request  is  directed  to  some  system  in  network 
10,  such  as  target  system  14.  A  BIND  request  is  sent 
76  from  the  workstation  to  the  intermediate  controller. 
As  is  known  in  the  art,  a  unique  session  identifier,  con- 
tained  in  the  LFSID  field  62,  is  used  to  identify  this 
session  for  its  duration.  For  each  session  initiated  by 
a  workstation,  an  LFSID  is  chosen  which  is  unique  to 
its  communications  over  the  associated  data  link  32 
or  34. 

It  is  typical  for  the  workstation  to  pick  as  an  LFSID 
number  the  next  available  integer  in  a  sequence  begi- 
nning  at  0.  Thus,  for  example,  if  sessions  0-3  are 
already  active  to  the  workstation,  the  next  session  to 
be  initiated  will  be  given  LFSID  number  4.  Several 
workstations  may  be  communicating  through  a  single 
intermediate  controller  16,  so  there  may  be  several 
sessions  numbered  session  0,  session  1,  and  so 
forth.  Since  all  communications  between  the  inter- 
mediate  controller  and  the  entry  point  12  occur  over 
a  single  physical  link,  simply  using  the  LFSID  num- 
bers  assigned  by  the  workstations  would  not  guaran- 
tee  uniqueness  of  the  session  identifiers.  Therefore, 
when  a  BIND  originates  from  a  workstation,  the  inter- 
mediate  controller  must  select  an  available  LFSID 
number  78  for  its  communications  to  the  entry  point 
12.  The  intermediate  controller  then  updates  the 
LFSID  table  80  by  adding  a  new  entry  thereto.  This 
entry  includes  the  PORT  ADDRESS  of  the  works- 
tation  originating  the  BIND,  and  sets  the  BIND  FLAG 
50  to  indicate  that  the  BIND  originated  from  the  work- 
station.  Assuming  that  no  UNBIND  is  currently  pend- 
ing  for  this  session,  the  UNBIND  PENDING  FLAG  is 
reset.  The  LFSID  used  by  the  workstation  in  the  BIND 
command  is  placed  into  the  PC  VIEW  of  the  LFSID 
field  54.  The  LFSID  selected  by  the  intermediate  con- 
troller  16  to  communicate  with  the  network  node  12  is 
placed  into  the  NETWORK  VIEW  field  56.  This  com- 
pletes  the  update  of  the  LFSID  TABLE  80. 

The  intermediate  controller  then  sends  the  BIND 
command  on  to  the  entry  point  82.  The  LFSID  of  the 
BIND  packet  is  changed  to  the  LFSID  selected  by  the 
intermediate  controller.  The  BIND  request  packet  is 
otherwise  unchanged. 

After  some  period  of  time,  a  BIND  RESPONSE 
packet  84  is  returned  to  the  intermediate  controller. 
The  BIND  RESPONSE  contains  the  LFSID  previously 
selected  by  the  intermediate  controller  and  transmit- 

ted  as  part  of  the  BIND  request  to  the  network  node. 
The  intermediate  controller  translates  the  LFSID  86, 
changing  it  back  to  the  LFSID  originally  associated 
with  the  BIND  by  the  workstation.  The  packet  is  other- 

5  wise  unchanged,  and  is  then  routed  to  the  port 
address  88  to  which  the  workstation  is  connected. 
The  BIND  RESPONSE  is  then  returned  to  the  works- 
tation. 

At  this  point,  a  single  session  has  been  initiated 
10  between  the  workstation  and  the  target  system  14 

through  the  entry  point  12.  The  workstation  believes 
that  the  session  is  identified  with  the  number  which  it 
selected.  The  entry  point  believes  that  the  session  is 
identified  with  the  number  selected  by  the  inter- 

15  mediate  controller  16.  Since  the  intermediate  control- 
ler  16  translates  between  these  two  session 
identifiers  in  a  transparent  manner,  neither  the  entry 
point  12  nor  the  workstation  realize  that  such  trans- 
lation  is  taking  place. 

20  Figure  5  is  a  similar  diagram  illustrating  the 
events  which  occur  when  a  new  session  is  initiated  by 
the  target  system  14.  The  BIND  command  is  originally 
transmitted  through  the  entry  point  12  to  the  inter- 
mediate  controller  92.  It  contains  an  LFSID  chosen  by 

25  the  entry  point  12.  Since  the  entry  point  12  is  connec- 
ted  to  the  controller  16  over  only  a  single  data  link  1  8, 
each  of  the  session  identifiers  which  it  uses  are 
guaranteed  unique  for  that  link. 

As  is  known  in  the  art,  one  field  of  a  BIND  data 
30  packet  includes  the  logical  unit  name  of  the  eventual 

receiving  node.  The  controller  16  matches  the  logical 
unit  name  with  one  of  the  LU  NAMES  44  found  in  the 
LU  NAME  TABLE  40.  If  there  is  no  match,  the  control- 
ler  generates  a  negative  response  (not  shown)  to  be 

35  returned  to  the  target  system  14. 
When  the  LU  NAME  is  matched  in  the  LU  NAME 

TABLE  40,  a  new  entry  is  generated  in  the  LFSID 
table  46  which  contains  a  PORT  ADDRESS  field  48 
copied  from  the  corresponding  PORT  ADDRESS  field 

40  42.  The  BIND  FLAG  50  is  reset  to  indicate  that  the 
BIND  originated  in  the  network,  and  the  UNBIND 
PENDING  flag  is  reset.  The  LFSID  for  this  session  is 
placed  into  the  NETWORK  VIEW  field  56  and  the  PC 
VIEW  field  54  is  ignored.  This  completes  the  update 

45  of  the  LFSID  table  96. 
The  BIND  request  is  then  forwarded  on  to  the 

workstation  98.  Note  that,  since  the  binds  forwarded 
from  the  ertry  point  12  to  the  intermediate  controller  16 
are  uniquely  identified,  the  LFSID  is  not  translated  in 

so  this  instance.  After  receiving  the  BIND  request  98,  the 
workstation  returns  a  BIND  RESPONSE  100.  Since 
no  LFSID  translation  is  required,  the  BIND  RES- 
PONSE  is  simply  forwarded  on  to  the  entry  point  102 
without  change. 

55  Figure  6  illustrates  the  transmission  of  one  data 
packet  in  each  direction  between  the  entry  point  12 
and  the  workstation.  When  the  entry  point  12  trans- 
mits  a  data  packet,  it  is  sent  to  the  intermediate  con- 

5 
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trailer  104.  The  controller  looks  up  the  session  iden- 
tifier  in  the  LFSID  TABLE  46.  If  there  is  no  match  the 
data  packet  is  simply  ignored.  Once  a  match  is  found, 
the  controller  examines  the  LFSID  TABLE  entry  to  see 
whether  the  BIND  FLAG  is  set  106.  If  it  is,  indicating 
that  the  session  was  initiated  by  the  workstation,  the 
LFSID  is  translated  as  described  above.  In  either 
case,  the  data  packet  is  then  routed  to  the  correct  port 
address  110,  and  sent  to  the  workstation  112. 

When  data  is  transferred  from  the  workstation  to 
the  entry  point  12,  it  is  sent  to  the  intermediate  con- 
troller  1  14  by  the  workstation.  The  controller  finds  the 
appropriate  entry  in  the  LFSID  TABLE  46,  and  checks 
to  see  if  the  BIND  FLAG  is  set  1  16.  If  not,  no  LFSID 
translation  is  necessary.  If  the  BIND  FLAG  is  set,  the 
LFSID  is  translated  118.  In  either  event,  the  data 
packet  is  then  transmitted  to  the  entry  point  120. 

It  will  be  appreciated  that  the  functions  performed 
by  the  intermediate  controller  16  for  normal  data  pack- 
ets  are  very  simple.  If  the  BIND  FLAG  is  not  set,  indi- 
cating  that  the  session  originated  from  a  node  in  the 
network  such  as  target  node  14,  the  data  packet  is 
simply  sent  on  with  no  change.  This  is  true  regardless 
of  the  direction  in  which  the  data  packet  is  being  trans- 
mitted.  If  the  BIND  FLAG  is  set,  a  simple  substitution 
of  the  LFSID  is  performed,  and  the  data  packet  forwar- 
ded  on.  This  introduces  a  minimal  delay  into  data 
transmission.  The  intermediate  controller  16  does  not 
actually  do  anything  with  any  of  the  data  packets,  it 
simply  routes  them  appropriately. 

Figure  7  illustrates  the  sequence  of  events  which 
occur  when  an  UNBIND  request  is  sent  by  the  work- 
station  to  the  target  system  14.  The  workstation  can 
UNBIND,  or  close,  the  session  regardless  of  which 
system  originated  it.  The  UNBIND  is  sent  122,  and  the 
session  is  located  in  the  LFSID  TABLE  46  by  the  inter- 
mediate  controller  16.  If  the  BIND  FLAG  is  set  124,  the 
LFSID  is  replaced  126  with  the  identifier  expected  by 
the  network.  Whether  or  not  the  BIND  FLAG  is  set,  the 
UNBIND  PENDING  FLAG  is  set  128,  and  the  UNBIND 
request  is  forwarded  to  the  entry  point  130. 

After  some  delay,  an  UNBIND  RESPONSE  132 
will  be  returned  to  the  intermediate  controller  16 
through  the  entry  point  12.  If  the  BIND  FLAG  for  that 
session  is  set,  the  LFSID  is  translated  to  that  expected 
by  the  workstation  as  described  above.  In  either 
event,  the  entry  for  that  session  is  then  deleted  from 
the  LFSID  TABLE  138  and  the  UNBIND  RESPONSE 
forwarded  on  to  the  workstation  140. 

The  purpose  of  setting  the  UNBIND  pending  flag 
in  step  128  is  to  allow  the  session  LFSID  to  be  reused 
even  if  the  UNBIND  RESPONSE  has  not  yet  been 
received.  Thus,  when  a  BIND  request  is  received, 
from  either  the  entry  point  12  or  the  workstation,  for  a 
session  which  still  has  an  entry  in  the  LFSID  TABLE, 
but  for  which  an  UNBIND  is  pending,  that  entry  will  be 
replaced  with  new  session  information.  Later  UNBIND 
RESPONSES,  rather  than  causing  the  entry  to  be 

deleted,  will  simply  be  ignored. 
Figure  8  illustrates  the  sequence  of  events  which 

occur  when  an  UNBIND  is  received  from  the  target 
system  14  through  the  entry  point  12.  The  UNBIND 

5  request  is  transmitted  to  the  intermediate  controller 
142,  and  the  session  located  in  the  LFSID  TABLE  46. 
If  the  BIND  FLAG  is  set  144,  the  LFSID  is  translated 
as  146  as  described  above.  In  either  case,  the 
UNBIND  PENDING  FLAG  is  set  148,  and  the 

10  UNBIND  request  is  forwarded  on  to  the  workstation 
150. 

After  the  workstation  has  processed  the  UNBIND 
request,  an  UNBIND  RESPONSE  is  returned  to  the 
intermediate  controller  152.  If  the  BIND  FLAG  for  the 

15  corresponding  entry  is  set  154,  the  LFSID  is  trans- 
lated  156.  In  either  case,  the  LFSID  is  deleted  from  the 
LFSID  TABLE  1  58,  and  the  UNBIND  RESPONSE  160 
returned  to  the  target  system  14  by  forwarding  it 
through  the  entry  point  12. 

20  As  known  in  the  art,  various  types  of  data  and 
other  packets  can  be  interspersed  in  any  order  over 
a  single  data  link.  For  each  packet  which  is  received 
by  the  intermediate  controller,  it  must  determine 
whether  that  packet  is  a  BIND  or  UNBIND  request  or 

25  response.  If  the  packet  is  one  of  these  types  the 
appropriate  action  must  be  taken  with  regards  to  the 
LFSID  TABLE  46.  The  packets  are  then  forwarded 
with  the  LFSID  field  changed  if  necessary.  For  all 
other  types  of  data  and  control  packets,  the  LFSID 

30  field  is  translated  if  necessary,  and  the  packet  is 
otherwise  forwarded  on  unchanged. 

The  technique  described  above  provides  for  a 
number  of  end  node  workstations  to  be  connected  to 
a  network  entry  point  in  a  simple,  straightforward 

35  manner.  It  is  not  necessary  for  each  workstation  to  be 
individually  connected  to  the  entry  point.  This  can  rep- 
resent  a  significant  cost  savings  for  systems  in  which 
the  nearest  entry  point  is  physicallv  located  in  a  dis- 
tant  location,  which  could  require  either  installation  of 

40  a  local  network  node  with  full  network  capabilities,  or 
a  plurality  of  direct  communications  links  to  the  near- 
est  entry  point. 

The  functionality  performed  by  the  intermediate 
controller  1  6  to  support  communications  as  described 

45  above  is  simple  and  easily  implemented.  This  allows 
the  desired  rerouting  function  to  be  implemented  in  a 
simple  controller  as  described  above.  This  also  helps 
reduce  overall  cost  of  the  system.  In  addition,  since 
intermediate  controllers  such  as  the  5394  are  in  fairly 

so  common  use  to  drive  local  printers  and  displays,  in 
many  installations  no  additional  hardware  will  be 
required. 

The  functions  performed  by  the  intermediate  con- 
troller  16  are  quite  different  from  those  performed  by 

55  systems  which  gateway  communications  between 
two  local  area  networks.  With  the  system  described 
above,  the  intermediate  controller  16  has  only  a  single 
communications  link  to  a  single  network.  Several 

6 
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workstations  can  be  attached  to  the  network  through 
the  intermediate  controller  16,  so  that  it  performs  a 
port  concentrator  function  for  the  workstations. 

With  the  system  described  above,  all  of  the  work- 
stations  are  routed  through  the  intermediate  controller 
instead  of  to  it.  This  means  that  the  several  works- 
tations  attached  to  the  intermediate  controller  cannot 
communicate  directly  with  each  other.  Communi- 
cation  sessions  between  the  workstations  must  be 
routed  through  the  intermediate  controller  16  to  the 
entry  point  12,  and  returned  through  the  intermediate 
controller  16. 

As  an  alternative  embodiment,  the  intermediate 
controller  16  can  be  provided  with  a  small  amount  of 
additional  functionality  in  order  to  allow  for  local  rout- 
ing  of  sessions  between  workstations  attached  to  the 
intermediate  controller  16.  The  extra  functions  to  be 
performed  by  the  intermediate  controller  are  as  fol- 
lows:  When  a  BIND  request  is  transmitted  by  a  work- 
station  connected  to  the  intermediate  controller,  a 
check  is  made  to  see  if  the  receiving  logical  unit  name 
is  contained  in  the  LU  NAME  TABLE  40.  If  a  match  is 
found,  the  session  is  routed  directly  to  the  port 
address  for  the  appropriate  workstation.  Two  entries 
are  placed  in  the  LFSID  TABLE  46,  one  for  each  work- 
station.  When  a  packet  is  received  from  one  works- 
tation  for  a  session  with  another  workstation  the 
LFSID  entry  stored  in  the  LFSID  TABLE  46  will  be 
found  in  another  LFSID  TABLE  46  entry.  This  means 
that  the  session  should  be  routed  directly  out  to  the 
appropriate  workstation,  instead  of  to  the  entry  point 
12.  Otherwise,  function  of  the  intermediate  controller 
16  is  the  same  as  described  above. 

Claims 

1  .  A  system  for  transferring  data  packets  between  a 
network  entry  point  and  a  plurality  of  works- 
tations,  comprising: 

a  single  input/output  port  connected  to  the 
network  entry  point; 

an  input/output  port  address  for  uniquely 
identifying  each  of  the  connected  workstations; 
and 

redirection  means  for  routing  data  packets 
received  through  the  entry  point  input/output  port 
to  a  workstation  input/output  port  address  corre- 
sponding  to  a  session  identified  in  a  header  of  the 
packet,  and  for  routing  data  packets  received 
from  a  workstation  input/output  port  address  to 
the  entry  point  input/output  port; 

wherein,  for  any  received  data  packet,  if 
such  packet  belongs  to  a  session  which  is  iden- 
tified  by  the  entry  point  and  the  workstation  with 
different  identifiers,  changing  a  session  identifier 
in  the  packet  header  to  the  identifier  used  by  the 
device  connected  to  the  imput/output  port  to 

which  the  packet  is  routed. 

2.  The  system  of  Claim  1,  wherein  said  redirection 
means  includes  a  translation  table,  said  table 

5  having  one  entry  corresponding  to  each  session 
routed  through  said  redirection  means,  each 
entry  having  session  identifiers  used  by  the  entry 
point  and  by  a  workstation  to  identify  the  corre- 
sponding  session. 

10 
3.  The  system  of  Claim  2,  wherein  said  redirection 

means,  for  each  received  packet  which  initiates  a 
session,  adds  a  corresponding  entry  to  said  table. 

15  4.  The  system  of  Claim  3,  wherein  said  redirection 
means,  for  each  received  packet  which  termi- 
nates  a  session,  deletes  the  corresponding  entry 
from  said  table. 

20  5.  The  system  of  Claim  1,  wherein,  for  a  session 
initiated  through  the  entry  point  by  another  sys- 
tem  in  the  network,  such  session  is  identified  by 
both  the  entry  point  and  the  workstation  with  a 
single  session  identifier. 

25 
6.  The  system  of  Claim  5,  wherein,  for  a  session 

initiated  by  a  workstation,  such  session  is  iden- 
tified  by  the  entry  point  and  the  workstation  with 
different  session  identifiers,  thereby  requiring  that 

30  identifiers  in  packet  headers  of  packets  belonging 
to  such  session  be  changed  by  said  redirection 
means. 

7.  The  system  of  Claim  1,  wherein  said  redirection 
35  means  includes  a  logical  name  table,  wherein 

sessions  initiated  through  the  entry  point  by 
another  system  in  the  network  are  directed  to  a 
logical  name,  and  wherein  said  redirection  means 
selects  an  input/output  port  address  correspond- 

40  ing  to  such  logical  name. 

8.  A  method  for  transmitting  packets  corresponding 
to  a  communications  session  between  a  network 
entry  point  and  a  workstation,  comprising  the  step 

45  of: 
sending  packets  from  the  entry  point  to  an 

intermediate  controller,  such  packets  having  a 
header  including  a  session  identifier; 

sending  packets  from  the  workstation  to 
so  the  intermediate  controller,  such  packets  having 

a  header  including  a  session  identifier; 
within  the  intermediate  controller,  forward- 

ing  packets  received  from  the  entry  point  to  the 
workstation; 

55  within  the  intermediate  controller,  forward- 
ing  packets  received  from  the  workstation  to  the 
entry  point; 

for  packets  received  from  the  workstation, 

25 

50 

7 



13 EP  0  490  801  A2 14 

if  the  workstation  and  the  entry  point  refer  to  the  table  of  session  identifiers  corresponding  to  such 
session  using-different  identifiers,  changing  the  session, 
identifier  in  the  packet  header  to  that  used  by  the 
entry  point  before  sending  the  packet,  otherwise 
unchanged,  to  the  entry  point;  and  5 

for  packets  received  from  the  entry  point, 
if  the  workstation  and  the  entry  point  refer  to  the 
session  using  different  identifiers,  changing  the 
identifier  in  the  packet  header  to  that  used  by  the 
workstation  before  sending  the  packet,  otherwise  10 
unchanged,  to  the  workstation. 

9.  The  method  of  Claim  8,  further  comprising  the 
steps  of: 

maintaining  a  table  of  session  identifiers,  15 
wherein,  for  any  session  in  which  the  entry  point 
and  the  workstation  use  different  identifiers  for 
the  session,  both  identifiers  are  stored  in  the 
table,  wherein  identifiers  are  changed  to  corre- 
sponding  identifiers  stored  in  the  table.  20 

10.  The  method  of  Claim  9,  wherein  one  entry  is 
maintained  in  the  table  corresponding  to  each 
communications  session  transmitted  through  the 
intermediate  controller,  such  entry  containing  the  25 
session  identifiers  for  both  the  entry  point  and  the 
workstation  for  those  sessions  in  which  they  dif- 
fer. 

11.  The  method  of  Claim  10,  wherein  an  entry  is  30 
added  to  the  table  whenever  a  new  session  is 
initiated. 

12.  The  method  of  Claim  11,  wherein  the  entry  point 
and  the  workstation  use  the  same  session  iden-  35 
tifier  for  sessions  initiated  from  the  target  system. 

13.  The  method  of  Claim  12,  wherein  the  entry  point 
and  the  workstation  use  different  identifiers  for 
sessions  initiated  from  the  workstation.  40 

14.  The  method  of  Claim  10,  wherein  the  entry  corre- 
sponding  to  a  communications  session  is  deleted 
from  the  table  when  such  session  is  terminated. 

45 
15.  The  method  of  Claim  9,  further  comprising  the 

step  of: 
maintaining  a  table  of  logical  names  for  the 

workstations,  wherein  a  request  to  initiate  a  ses- 
sion  by  the  target  system  is  denied  unless  a  logi-  50 
cal  name  identified  in  such  request  is  matched  to 
a  logical  name  in  the  table. 

16.  The  method  of  Claim  15,  further  comprising  the 
step  of:  55 

when  a  logical  name  identified  in  a  request 
to  initiate  a  session  by  the  target  node  is  found  in 
the  table  of  logical  names,  adding  an  entry  to  the 
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