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@)  Method  for  operating  time  critical  processes  in  a  window  system  environment. 
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(57)  In  the  system  of  the  present  invention,  a  time 
critical  program  operating  in  a  window  system 
environment  is  inplemented.  The  application 
program  containing  time  critical  procedures  is 
divided  functionally  into  two  or  more  processes. 
The  first  process  contains  all  of  the  CPU  time 
slice  sensitive  or  time  critical  procedures.  This 
process  operates  independently  of  the  window 
system  interface  and  communicates  directly 
with  the  operating  system.  The  second  process 
implements  all  procedures  which  require  the 
user  input  and  output  through  the  window  sys- 
tem  but  not  including  time  critical  procedures. 
This  process  communicates  with  and  operates 
through  the  window  system  interface.  The  pro- 
cesses  exchange  data  and  synchronize  execu- 
tion  through  the  interprocess  communication 
mechanisms  such  as  shared  memory  such  that 
the  two  or  more  processes  operate  and  appear 
as  a  single  process  to  the  user  while  insulating 
the  first  process  from  suspension  due  to  win- 
dow  system  operations  and  blocking  proced- 
ures. 
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BACKGROUND  OF  THE  INVENTION 

1.  FIELD  OF  THE  INVENTION: 

The  present  invention  relates  to  the  execution  of 
time  critical  processes  in  a  computing  environment. 
More  particularly,  the  present  invention  relates  to  a 
method  and  apparatus  for  executing  time  critical  pro- 
cesses  in  a  window  system  environment. 

2.  ART  BACKGROUND: 

In  the  computing  industry  it  is  quite  common  to 
utilize  a  window  system  such  as  the  SunView™  or 
NeWS™  XVIEW™  (OPEN  WINDOWS™)  window 
systems  (SunView™,  XVIEW™,  OPEN  WINDOWS™ 
and  NeWS™  are  trademarks  of,  and  are  manufac- 
tured  by,  Sun  Microsystems,  Inc.,  Mountain  View, 
California),  for  displaying  and  controlling  user  input 
and  output  to  an  application  program.  The  window 
system  provides  the  means  to  generate  visual  user 
interfaces  such  as  menus  and  other  graphical  objects. 
Multiple  application  programs  can  be  shown  and 
executed  at  the  same  time  using  windowed  displays. 
For  example,  in  a  first  window  an  accounting  program 
may  be  operating,  while  in  a  second  window  a  drawing 
program  may  be  running.  The  user  of  the  computer 
has  the  ability  to  switch  from  window  to  window  to 
operate  the  separate  programs  by  moving  the  cursor 
from  one  window  to  another.  Furthermore,  the  window 
system  controls  the  information  displayed,  the  pro- 
cesses  executing  through  the  window  system  and  the 
user  input  to  various  windows  and  executing  proces- 
ses. 

The  window  system  maintains  complete  control 
over  the  programs  which  are  executing  through  the 
window  system  (hereinafter  referred  to  as  "application 
programs").  For  example,  the  window  system  controls 
the  access  to  hardware  output  devices  such  as  video 
displays,  printers,  etc.  The  application  programs 
depend  upon  the  window  system  to  notify  the  appli- 
cation  programs  of  user  window  events.  Furthermore, 
the  window  system  controls  the  application  programs 
such  that  different  application  programs  can  operate 
in  a  multi-tasking  environment.  In  addition,  the  win- 
dow  system  controls  which  processes  of  the  appli- 
cation  programs  may  access  the  CPU  and  the  priority 
of  access. 

Typically,  in  a  multi-tasking  computing  environ- 
ment,  each  process  executing  is  allocated  a  "time 
slice"  (i.e.,  a  predetermined  period  of  time)  to  utilize 
the  CPU.  The  processes  execute  during  their  respec- 
tive  time  slices,  thereby  sharing  the  CPU.  If  a  process 
has  not  completed  execution  during  its  time  slice,  the 
process  "goes  to  sleep"  (i.e.,  the  process  is  suspen- 
ded)  until  its  next  time  slice.  Furthermore  if  a  user 
event  is  considered  to  be  a  blocking  operation,  for 
example,  reading  data  from  a  disk,  the  corresponding 

process  will  be  suspended  until  the  operation  is  com- 
plete. 

In  a  window  system  environment,  the  window 
system  has  the  ability  to  intervene  in  the  allocation  of 

5  time  slices  and  therefore  can  cause  processes  to  be 
suspended.  Hence,  processes  of  application  prog- 
rams,  which  operate  through  the  window  system  are 
not  guaranteed  access  to  the  CPU  within  a  predeter- 
mined  amount  of  time  because  the  process  can  be 

10  suspended  for  an  indeterminate  amount  of  time  by  the 
window  system. 

For  example,  the  window  system  may  need  to 
modify  the  CPU  time  slice  process  allocation  to  per- 
form  generic  window  system  operations  such  as  mov- 

15  ing  a  window  or  displaying  graphics  or  text.  Generally, 
this  is  not  a  problem  for  an  application  process 
executing  through  the  window  system.  More  particu- 
larly,  suspension  of  the  application  process  will  not 
cause  any  problems  except  for  a  slight  delay  in  the 

20  execution  of  the  process.  For  example,  when  a  user 
enters  an  unknown  command,  the  window  system  dis- 
plays  an  error  message  and  requires  the  user  to  enter 
"ok"  or  similar  acknowledgement  command  to  pro- 
ceed.  While  the  window  process  waits  for  the  user  to 

25  respond,  it  freezes  or  suspends  all  other  window  pro- 
cesses  currently  executing  under  the  window  system. 
[For  information  on  window  systems,  see,  for 
example,  Gosling,  Rosenthal,  Arden,  The  NeWS 
Book  (1989)  pp.  23-52]. 

30  The  suspension  of  processes  by  the  window  sys- 
tem  because  of  blocking  operations  and  the  like 
creates  a  problem  in  time  critical  processes  of  appli- 
cation  programs  executing  through  the  window  sys- 
tem.  These  time  critical  processes  require  responses 

35  and  actions  to  be  taken  within  specific  time  frames. 
For  example,  if  an  application  program  is  receiving 
data  through  a  modem,  then  the  modem  must  receive 
the  data  to  be  transmitted  at  a  certain  baud  rate  which 
dictates  a  certain  time  dependency.  If  the  time  critical 

40  application  program  is  suspended  by  the  window  sys- 
tem,  then  the  modem  cannot  receive  the  data  at  the 
utilized  baud  rate,  and  the  modem  cannot  operate 
properly.  More  particularly,  if  the  modem  is  connected 
to  a  Unix®  base  system  (Unix  is  a  registered 

45  trademark  of  AT&T),  while  the  time  critical  application 
program  is  currently  accessing  the  modem  to  receive 
data  and  the  time  critical  application  program  is  sus- 
pended  by  the  window  system  the  data  received 
through  the  modem  will  go  to  a  buffer  located  in  the 

so  the  operating  system  kernel.  The  operating  system 
will  then  attempt  to  transfer  the  information  received 
from  the  modem  to  the  application  program.  However, 
if  the  application  program  is  suspended,  the  data  can- 
not  be  transferred  and  the  data  will  remain  in  the  buf- 

55  fer.  If  the  suspension  continues,  the  buffer  eventually 
becomes  full  and  the  data  is  lost  due  to  a  serial  over- 
run.  [For  further  information  on  the  Unix  system  and 
Unix  kernel,  see  Bach,  The  Design  of  the  Unix  Operat- 
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ing  System  (1986)]. 
This  problem  may  be  avoided  by  modifying  the 

window  system  to  not  suspend  time  critical  proces- 
ses.  However,  most  window  systems  are  standar- 
dized  such  that  the  window  system  cannot  be  5 
changed  and  all  application  programs  written  to  oper- 
ate  in  conjunction  with  the  window  system  must 
adhere  to  the  strict  window  system  interface. 

SUMMARY  OF  THE  INVENTION  10 

It  is  therefore  an  object  of  the  present  invention  to 
allow  the  time  critical  application  programs  executing 
under  a  window  system  to  share  the  CPU  and  execute 
during  their  respective  time  slices  without  modifying  15 
the  window  system,  and  without  violating  the  window 
system  interface. 

It  is  an  object  of  the  present  invention  to  allow 
time  critical  applications  programs  which  include 
blocking  operations  to  utilize  the  CPU  in  a  timely  fash-  20 
ion  without  being  blocked  by  the  blocking  operations. 

The  time  critical  application  program  is  divided 
functionally  into  at  least  two  processes.  The  first  pro- 
cess  contains  all  of  the  CPU  time  slice  sensitive  or 
time  critical  procedures.  This  process  operates  inde-  25 
pendently  of  the  window  system  interface  and  com- 
municates  directly  with  the  operating  system.  The 
second  process  implements  all  remaining  procedures 
including  blocking  operations  as  well  as  those  proced- 
ures  which  require  the  user  input  and  output  through  30 
the  window  system  but  not  including  time  critical  pro- 
cedures.  This  process  typically  communicates  with 
and  operates  through  the  window  system  interface. 
The  two  or  more  processes  exchange  data  and 
synchronize  execution  through  the  interprocess  com-  35 
munication  mechanisms  such  as  shared  memory 
such  that  the  two  or  more  processes  operate  and 
appear  as  a  single  program  to  the  user. 

BRIEF  DESCRIPTION  OF  THE  DRAWINGS  40 

The  objects,  features  and  advantages  of  the  pre- 
sent  invention  will  be  apparent  from  the  following  des- 
cription  of  the  invention  in  which: 

FIGURE  1  is  a  block  diagram  representation  of  a  45 
typical  computer  system  for  execution  of  time 
critical  programs  according  to  a  preferred  embo- 
diment  of  the  present  invention. 
FIGURE  2  is  a  blockdiagram  representation  of  an 
illustrative  server  based  window  system.  50 
FIGURE  3  is  a  block  diagram  representation  of  a 
method  for  operating  time  critical  programs  in  a 
window  system  environment 
FIGURE  4  is  a  block  diagram  representation  of 
one  process  communicating  with  another  pro-  55 
cess  via  messages. 
FIGURE  5  is  a  flow  chart  to  illustrate  interproces- 
sor  communication  using  sockets. 

FIGURE  6  is  a  flow  chart  to  illustrate  shared  mem- 
ory  between  processes. 
FIGURE  7  is  a  flow  chart  to  illustrate  access  con- 
trol  of  processes  using  semaphores. 

NOTATION  AND  NOMENCLATURE 

The  detailed  descriptions  which  follow  are  pre- 
sented  largely  in  terms  of  algorithms  and  symbolic 
representations  of  operations  of  data  bits  within  a 
computer  memory.  These  algorithmic  descriptions 
and  representations  are  the  means  used  by  those 
skilled  in  the  data  processing  arts  to  most  effectively 
convey  the  substance  of  their  work  to  others  skilled  in 
the  art. 

An  algorithm  is  here,  and  generally,  conceived  to 
be  a  self  consistent  sequence  of  steps  leading  to  a 
desired  result.  These  steps  are  those  requiring  physi- 
cal  manipulations  of  physical  quantities.  Usually, 
though  not  necessarily,  these  quantities  take  the  form 
of  electrical  or  magnetic  signals  capable  of  being 
stored,  transferred,  combined,  compared,  and  other- 
wise  manipulated.  It  proves  convenient  at  times,  prin- 
cipally  for  reasons  of  common  usage,  to  refer  to  these 
signal  as  bits,  values,  elements,  symbols,  characters, 
terms,  numbers,  or  the  like.  It  should  be  borne  in  mind, 
however,  that  all  of  these  and  similar  terms  are  to  be 
associated  with  the  appropriate  physical  quantities 
and  are  merely  convenient  labels  applied  to  these 
quantities. 

Further,  the  manipulations  performed  are  often 
referred  to  in  terms,  such  as  adding  or  comparing, 
which  are  commonly  associated  with  mental  oper- 
ations  performed  by  a  human  operator.  No  such 
capability  of  a  human  operator  is  necessary,  or  desi- 
rable  in  most  cases,  in  any  of  the  operations  des- 
cribed  herein  which  form  part  of  the  present  invention. 
In  the  present  case,  the  operations  are  machine  oper- 
ations.  Useful  machines  for  performing  the  operations 
of  the  present  invention  include  general  purpose  digi- 
tal  computers  or  other  similar  devices.  In  all  cases 
there  should  be  borne  in  mind  the  distinction  between 
the  method  of  operations  of  operating  a  computer  and 
the  method  of  computation  itself.  The  present  inven- 
tion  relates  to  method  steps  for  operating  a  computer 
and  processing  electrical  or  other  physical  signals  to 
generate  other  desired  physical  signals. 

The  present  invention  also  relates  to  apparatus 
for  performing  these  operations.  This  apparatus  may 
be  specially  constructed  for  the  required  purposes  or 
it  may  comprise  a  general  purpose  computer  selec- 
tively  activated  or  reconfigured  by  a  computer  prog- 
ram  stored  in  the  computer.  The  algorithms  presented 
herein  are  not  inherently  related  to  any  particular  com- 
puter  or  other  apparatus.  In  particular,  various  general 
purpose  machines  may  be  used  with  programs  in 
accordance  with  the  teachings  herein,  or  it  may  prove 
more  convenient  to  construct  more  specialized 
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apparatus  to  perform  the  required  method  steps.  The 
required  structure  for  a  variety  of  these  machines  will 
appear  from  the  description  given  below. 

DETAILED  DESCRIPTION  OF  THE  INVENTION  5 

GENERAL  SYSTEM  CONFIGURATION 

Figure  1  shows  a  typical  computer-based  system 
for  executing  time  critical  processes  in  a  window  sys-  10 
tern  environment  according  to  the  present  invention. 
Shown  there  is  a  computer  101  which  comprises  three 
major  components.  The  first  of  these  is  the 
input/output  (I/O)  circuit  102  which  is  used  to  com- 
municate  information  in  appropriately  structured  form  15 
to  and  from  the  other  parts  of  the  computer  1  01  .  Also 
shown  as  a  part  of  computer  1  01  is  the  central  proces- 
sing  unit  (CPU)  1  03  and  memory  1  04.  These  latter  two 
elements  are  those  typically  found  in  most  general 
purpose  computers  and  almost  all  special  purpose  20 
computers.  In  fact,  the  several  elements  contained 
within  computer  1  01  are  intended  to  be  representative 
of  this  broad  category  of  data  processors.  Particular 
examples  of  suitable  data  processors  to  fill  the  role  of 
computer  101  include  machines  manufactured  by  25 
Sun  Microsystems,  Inc.,  Mountain  View,  California. 
Other  computers  having  like  capabilities  may  of 
course  be  adapted  in  a  straightforward  manner  to  per- 
form  the  functions  described  below. 

Also  shown  in  Figure  1  is  an  input  device  105,  30 
shown  in  typical  embodiment  as  a  keyboard.  It  should 
be  understood,  however,  that  the  input  device  may 
actually  be  a  card  reader,  magnetic  or  paper  tape 
reader,  or  other  well-known  input  device  (including,  of 
course,  another  computer).  A  mass  memory  device  35 
106  is  coupled  to  the  I/O  circuit  102  and  provides 
additional  storage  capability  for  the  computer  101. 
The  mass  memory  may  include  other  programs  and 
the  like  and  may  take  the  form  of  a  magnetic  or  paper 
tape  reader  or  other  well  known  device.  It  will  be  40 
appreciated  that  the  data  retained  within  mass  mem- 
ory  106,  may,  in  appropriate  cases,  be  incorporated 
in  standard  fashion  into  computer  101  as  part  of  mem- 
ory  1  04. 

In  addition,  a  display  monitor  107  is  illustrated  45 
which  is  used  to  display  messages  or  other  communi- 
cations  to  the  user.  Such  a  display  monitor  may  take 
the  form  of  any  of  several  well-known  varieties  of  CRT 
plasma  and  LCD  displays.  A  cursor  control  108  is 
used  to  select  command  modes  and  edit  the  input  50 
data,  and  in  general  provides  a  more  convenient 
means  to  input  information  into  the  system. 

PROCESS  DESCRIPTION 

The  following  description  of  the  preferred  embo- 
diment  of  the  present  invention  describes  a  method 
for  operating  time  critical  programs  in  a  window  sys- 

tem  environment.  Specifically,  the  implementation  of 
the  method  for  operating  time  critical  programs  of  the 
present  invention  is  described  with  respect  to  a  distri- 
buted  window  system  environment  (also  referred  to 

5  herein  as  a  "server-based  system").  However,  it  will 
be  apparent  to  one  skilled  in  the  art  from  reading  the 
following  detailed  description  that  the  method  for 
operating  time  critical  processes  may  be  applied  to 
different  computer  systems  having  different  computer 

10  architectures  and  different  window  systems.  Further- 
more,  the  following  description  discusses  a  method 
for  operating  time  critical  programs  in  a  window  sys- 
tem  environment  operating  in  the  Unix  operating  sys- 
tem.  However,  the  system  is  not  limited  as  such  and 

15  may  be  implemented  in  any  multi-tasking  or  multi- 
processor  operating  system. 

A  window  system  generally  divides  the  screen 
into  multiple  overlapping  or  non-overlapping  visual 
regions  referred  to  as  windows.  A  different  application 

20  program  may  execute  in  each  window.  A  window  is  a 
visible  part  of  the  screen  which  is  used  for  displaying 
information  with  respect  to  the  application  programs 
operating  within  the  window  and  provides  the  means 
for  the  user  to  interact  with  the  application  program 

25  executing  within  the  particular  window.  The  window 
system  acts  as  an  interface  between  the  application 
program  and  the  operating  system  for  most  oper- 
ations,  particularly  user  input  and  output,  thereby  con- 
trolling  the  application  program's  access  to  the 

30  operating  system.  The  window  system  also  provides 
the  application  programs  with  procedures  to  specify 
the  size  and  location  of  the  windows,  to  draw  on  the 
windows  and  to  customize  the  appearance  of  menus. 

As  illustrated  in  Figure  2,  the  display  260, 
35  keyboard  270  and  mouse  280  provide  input/output  to 

the  window  system  and  the  application  programs 
operating  through  the  window  system  via  the  operat- 
ing  system  255.  The  server-based  window  system 
consists  of  a  number  of  processes  referred  to  as  a 

40  window  server,  window  manager  and  toolkit. 
The  window  server  250  controls  the  display  and 

the  priority  of  access  of  the  application  programs  to 
the  display.  Examples  of  the  window  server  include 
the  X1  1  ™  (X1  1  is  a  trademark  of  Massachusetts  Insti- 

45  tute  of  Technology)  which  supports  the  X1  1  protocol 
[see,  Sheifler,  Gettys,  "The  X  Window  System",  ACM 
Transaction  on  Graphics,  Vol.  5,  No.  2,  April  1986, 
pgs.  79-109],  and  X11/NeWs,  window  server  pro- 
tocols  [see,  Sheaufler,  "X11/NeWs  Design  Over- 

50  view",  Proceedings  of  the  Summer  1988  User 
Conference  (1988),  pgs.  23-35]. 

The  window  manager  controls  the  work  space  of 
the  window  that  occupies  the  screen  and  determines 
the  work  space  of  menu  window  and  icon  placement. 

55  The  window  manager  may  be  a  separate  process,  as 
is  typically  the  case  with  the  X1  1  protocol,  or  it  may 
be  part  of  a  window  server,  as  is  the  case  with  respect 
to  the  X11/NeWs  window  system  where  the  window 

4 



7 EP  0  490  595  A2 8 

manager  is  a  collection  of  processes  that  reside  in  the 
window  server. 

The  toolkit  210,  230  determines  how  the  window 
systems  menu  appear,  how  the  user  interacts  with  the 
control  areas,  and  how  the  control  areas  are 
organized.  The  toolkit  210,  230  preferably  includes  a 
toolkit  library  240  consisting  of  a  library  of  functions 
which  the  toolkit  references  to  interface  the  appli- 
cation  program  to  the  window  system.  The  application 
programs  communicate  and  operate  within  the  win- 
dow  system  through  the  processes  available  in  the 
toolkit  and  the  toolkit  library.  An  example  of  the  toolkit 
and  the  toolkit  library  is  the  X  View™  toolkit  (X  View 
is  a  trademark  of  Sun  Microsystems,  Inc.,  available 
from  Sun  Microsystems,  Inc.,  which  is  used  in  X- 
11/NeWs  window  system).  For  further  information 
regarding  the  X  View  toolkit,  see  jacobs,  "The  X  View 
Toolkit,  Architectural  Overview",  3rd  Annual  Techni- 
cal  Conference,  1989. 

In  the  method  of  the  present  invention  for  operat- 
ing  a  time  critical  application  program  in  a  window  sys- 
tem  environment,  the  application  program  is  divided 
functionally  into  two  or  more  processes  wherein  one 
process  contains  time  critical  procedures.  Time  criti- 
cal  procedures  are  those  which  require  responses 
and  actions  to  be  taken  within  a  predetermined 
amount  of  time.  Referring  to  Figure  3,  application  pro- 
gram  305  is  divided  in  a  first  process  300  and  second 
process  350. 

The  first  process  350  includes  procedures  of  the 
application  program  which  contain  procedures  and 
commands  that  are  time  critical  in  that  the  processes 
require  a  predetermined  response  time  in  order  to 
execute  properly.  This  problem  arises  when  emulat- 
ing  hardware  in  software  because  hardware  devices 
are  intrinsically  real  time  with  little  or  no  delay  in  oper- 
ation.  Furthermore,  software  emulation  of  system  ser- 
vice  routines  such  as  interrupts  must  operate  in  a 
timely  manner.  Thus,  examples  of  time  critical  appli- 
cation  processes  include  but  not  limited  to 
input/output  emulation  procedures,  such  as  emulation 
of  disk  drive  controllers,  interrupt  controllers, 
keyboard  controllers,  serial  I/O  interfaces  and  chock 
emulators  as  well  as  other  processes  which  emulate 
hardware.  The  first  process  350  does  not  operate 
through  the  window  system  but  instead  communi- 
cates  directly  to  the  operating  system  330.  The  first 
process  bypasses  the  window  system,  and  therefore 
is  not  controlled  by  the  window  system  and  cannot  be 
suspended  by  the  window  system  for  any  periods  of 
time.  Furthermore,  by  placing  blocking  procedures  in 
other  processes,  suspension  of  the  time  critical  pro- 
cedures  due  to  blocking  operations  is  avoided. 

The  second  process  300  implements  those  pro- 
cedures  which  require  interaction  with  the  window 
system  but  are  not  time  critical  as  well  as  blocking  pro- 
cedures  which,  when  executed,  cause  the  prog- 
ram/process  to  be  suspended.  Examples  of  window 

system  procedures  include  procedures  for  displaying 
data  onto  a  discrete  portion  of  the  screen,  or  resizing 
a  particular  window.  The  second  process  300  is  linked 
with  a  toolkit  310  which  provides  the  application's 

5  menus,  control  areas  and  drawing  capabilities.  The 
window  server  320  controls  the  display  and  the 
access  to  the  display  of  the  application  programs. 
Hence,  the  first  process  is  subjected  to  the  require- 
ments  and  restrictions  of  the  window  system.  Block- 

10  ing  procedures  are  those  procedures,  such  as  read 
from  disk  or  other  file  operations,  which  take  a  signifi- 
cant  amount  of  time  to  execute  and  when  executed 
cause  the  program  to  be  suspended  by  the  operating 
system  until  execution  of  the  blocking  operation  is 

15  complete. 
The  application  may  also  be  separated  into 

additional  sub-programs  to  minimize  the  effect  of 
blocking  processes  on  the  application.  Additional  pro- 
cesses  may  be  created,  each  process  containing  one 

20  or  more  blocking  procedures.  Preferably,  in  a  UNIX 
operating  system  environment,  each  process  con- 
tains  only  one  blocking  procedure  to  take  advantage 
of  the  UNIX  operating  system  capability  to  permit  a 
program  to  continue  executing  when  a  single  blocking 

25  procedure  is  encountered.  (However,  the  prog- 
ram/process  with  be  blocked  if  more  than  one  block- 
ing  procedure  is  to  be  executed).  Thus  the  first 
process  is  not  affected  by  procedures  which  can 
cause  the  application  to  be  suspended. 

30  Although  the  application  program  is  divided  into 
two  or  more  processes,  the  processes  operate  in  con- 
junction  with  one  another  and  appear  as  a  single  pro- 
gram  to  the  user.  This  is  achieved  through 
interprocess  communication  and/or  shared  memory. 

35  An  example  of  an  interprocess  communication 
capability  is  discussed  with  reference  to  Figure  4. 
However,  it  is  evident  to  one  skilled  in  the  art  that  other 
interprocesses  communication  facilities  may  be  used. 
Furthermore,  the  following  discussion  describes  inter- 

40  process  communication  between  two  or  more  proces- 
ses.  However,  as  noted  above,  the  present  invention 
is  not  limited  to  two  processes  and  can  also  be 
implemended  with  three  or  more  processes  to  be  rep- 
resentative  of  an  application  program. 

45  Referring  to  Figure  4,  in  a  UNIX-based  system 
processes  may  communicate  with  other  processes  by 
using  the  message  mechanism,  which  is  provided  in 
the  UNIX  System  V  IPC  package.  The  operating  sys- 
tem  510  maintains  a  message  queue  530  in  which 

so  interprocess  messages  are  stored.  To  communicate, 
the  first  process  500  sends  a  MSGGET 
(MSGCREATE)  system  call  to  create  a  message  des- 
cription  which  designates  a  message  queue  530.  The 
operating  system  510  allocates  a  queue  structure  and 

55  returns  an  identifier  to  the  first  process  500.  The  first 
process  500  then  executes  a  MSGSND  system  call  to 
send  a  message.  The  operating  system  510  checks 
whether  the  first  process  500  has  permission  to  write 

5 
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according  to  the  message  description.  If  the  first  pro- 
cess  500  has  permission,  the  operating  system  510 
puts  the  message  on  the  message  queue.  The  sec- 
ond  process  520  receives  its  message  sent  from  the 
first  process  from  the  message  queue  530  in  the 
operating  system  510  by  executing  a  MSGGET  sys- 
tem  call.  For  further  information  on  the  Unix  system, 
see  Bach,  The  Design  of  the  Unix  Operating  System 
(Prentice-Hall  1986). 

Processes  may  also  communicate  with  each 
other  via  Sockets,  which  is  also  provided  by  the  UNIX 
operating  system.  A  Socket  system  call  establishes 
one  end  point  of  a  communications  link.  An  exemplary 
flow  chart  description  of  interprocess  communication 
in  the  UNIX  operating  system  is  shown  in  Figure  5. 
Before  the  processes  can  communicate  with  each 
other,  they  must  set  up  the  communications  link.  Ref- 
erring  to  Figure  5,  to  communicate,  the  server  pro- 
cess  creates  a  stream  Socket  61  0,  names  the  Socket 
connection  620,  sets  internal  queue  length  for  incom- 
ing  messages  630,  and  checks  for  any  connection 
requests  from  client  processes  640.  A  connection 
request  indicates  a  process'  desire  to  communicate. 
If  there  is  a  request,  the  server  process  receives  the 
incoming  request  650  and  communicates  with  the 
client  process  670.  The  client  process  prepares  for 
communication  by  creating  a  stream  Socket  680, 
requests  the  Kernel  to  connect  to  the  named  server 
Socket,  and  communicates  with  the  server  process. 

Each  process  runs  in  its  own  virtual  address 
space  and  memory,  the  operating  system  preventing 
other  processes  from  accessing  that  memory  region. 
However,  the  different  processes  may  communicate 
with  each  other  by  sharing  portions  of  their  virtual 
address  space,  and  then  reading  and  writing  the  data 
stored  in  the  shared  memory.  For  further  information, 
see  Bach,  The  Design  of  the  Unix  Operating  System 
(Prentice-Hall  1986). 

The  communication  of  large  amounts  of  data  be- 
tween  processes  is  preferably  achieved  through  the 
utilization  of  shared  memory.  Through  the  use  of 
shared  memory,  for  example,  the  first  sub-program 
may  write  data  into  memory  and  the  second  sub-prog- 
ram  can  read  the  data  written  into  the  memory  by  the 
first  sub-program. 

Referring  to  Figure  6,  the  first  sub-program  may 
communicate  with  the  second  sub-program  by 
executing  a  system  call  to  create  a  new  region  of 
shared  memory,  then  attach  that  new  region  to  the  vir- 
tual  address  of  its  process.  Now  the  two  or  more  sub- 
programs  may  read  and  write  using  the  shared 
memory  thereby  sharing  the  data  stored  in  the  shared 
memory. 

The  processes  that  share  access  to  memory  must 
coordinate  their  use  of  the  memory  to  ensure  func- 
tional  system  behavior.  For  example,  the  processes 
can  be  placed  in  an  order  hierarchy  to  ensure  no  two 
processes  write  to  the  shared  memory  location  at  the 

same  time. 
One  method  of  controlling  process  access  to 

shared  memory  is  through  the  use  of  the  semaphores. 
A  process  desiring  to  access  the  shared  memory  reg- 

5  ion  must  obtain  access  permission  by  successfully 
performing  certain  prescribed  semaphore  operations. 
If  a  semaphore  is  set  by  the  process,  the  correspond- 
ing  memory  region  is  locked  thereby  preventing  other 
processes  from  accessing  the  memory  region. 

10  Semaphore  implementation  may  be  set  to  zero  when 
it  is  set  and  set  to  one  when  it  is  free.  A  free  (not  set) 
semaphore  indicates  the  memory  location  is  avail- 
able. 

An  example  of  semaphore  controlling  access  of 
15  processes  in  an  uniprocessor  Unix  system  is  discus- 

sed  with  reference  to  Figure  7.  However,  it  is  evident 
to  one  skilled  in  the  art  that  other  methods  of  shared 
memory  may  be  used. 

Referring  to  Figure  7,  the  semaphore  is  not  set 
20  initially  indicating  the  shared  memory  is  available.  At 

700,  a  first  process  checks  whether  semaphore  is  set. 
If  semaphore  is  not  set,  the  first  process  sets  the 
semaphore  710  and  uses  the  memory  720.  Similarly, 
the  second  process  checks  whether  semaphore  is  set 

25  7  40.  If  semaphore  is  set  by  the  first  process  ,  then  the 
second  process  sleeps  until  semaphore  is  free  760. 
When  semaphore  is  free,  the  second  process  sets 
semaphore  750  and  uses  the  memory  770. 

The  shared  memory  mechanism  may  be  utilized 
30  to  share  data.  For  example,  the  application  program 

receives  transmitted  data  from  a  modem  and  displays 
it  on  a  window.  According  to  the  present  invention,  the 
I/O  process  of  the  first  process  receives  the  data 
through  the  modem  port  and  writes  the  data  into  the 

35  shared  memory  region.  While  the  first  process  writes 
data  into  the  shared  memory  region,  the  semaphore 
is  set  by  the  first  process.  After  the  first  process  com- 
pletes  writing  and  releases  the  semaphore,  the  sec- 
ond  process  reads  the  data  from  the  shared  memory 

40  region  and  writes  through  the  window  system  to  dis- 
play  within  the  corresponding  window. 

Preferably,  interprocess  communication  is 
achieved  through  the  utilization  of  shared  memory 
and  the  "Signal"  system  call  available  in  the  UNIX 

45  operating  system.  Each  Signal  is  identified  by  a  Sig- 
nal  number  which  identifies  the  process  to  be  notified 
when  the  signal  is  generated.  The  kernel  is  initially 
informed  of  those  Signals  that  may  be  generated  and 
the  processes  which  are  to  be  notified  when  a  Signal 

so  of  a  particular  Signal  number  is  generated.  When  a 
Signal  is  generated  by  a  process,  the  kernel  causes 
the  process  corresponding  to  the  Signal  number  to 
execute  a  predetermine  routine/procedure  to  service 
the  Signal.  For  further  information  on  Signals  see, 

55  Bach,  Maurice  J.,  The  Design  of  the  UNIX  Operating 
System,  (Prentice-Hall  1986)  pp.  200-212. 

In  the  preferred  embodiment  of  the  present  inven- 
tion,  the  application  program  comprises  two  proces- 
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ses.  The  first  process  contains  the  time  critical  pro- 
cedures  and  the  second  process  contains  the  remain- 
ing  procedures  including  those  procedures  which 
execute  window  system  procedures.  The  processes 
functions  in  a  master-slave  relationship  wherein  the 
first  process  functions  as  the  master  and  the  second 
process  functions  as  the  slave.  Shared  memory  is 
established  and  accessible  by  both  processes.  To 
initiate  the  application,  the  user  executes  a  command 
to  initiate  execution  of  the  first  process.  The  first  pro- 
cess  executes  start-up  code  to  configure  the  appli- 
cation  aid  then  spawns  the  second  process.  For 
example,  the  first  process  may  initialize  the  inter- 
process  communication  mechanism  or  may  set  up  a 
section  of  shared  memory.  During  execution  of  the 
application  program,  when  a  procedure  in  the  second 
process  is  to  be  executed,  for  example  when  a  win- 
dow-system  procedure  is  to  be  performed,  the  first 
process  places  a  command  in  shared  memory  which 
identifies  the  procedure  to  be  executed  and  any  par- 
ameters  needed  to  execute  the  procedure.  The  first 
process  then  issues  a  Signal  having  a  predetermined 
signal  number  which  indicates  that  the  second  pro- 
cess  is  to  read  the  shared  memory  and  execute  the 
command  stored  in  shared  memory.  While  the  second 
process  is  executing  the  first  process  continues  in  its 
execution  wereby  the  first  process  is  unaffected  by 
the  window  system  procedures  and  any  suspension 
of  processes  which  may  occur  during  the  execution  of 
the  window  system  procedure.  The  first  process 
periodically  polls  shared  memory  looking  for  infor- 
mation  that  may  be  returned  by  the  procedure  exec- 
uted  by  the  second  process.  If  any  information  is 
found  in  shared  memory,  the  first  process  simply  ext- 
racts  the  information.  Thus,  the  first  process  further 
insulates  itself  from  the  second  process  while  main- 
taining  full  bi-directional  communications  to  transpa- 
rently  operate  as  a  single  application  program  to  the 
user. 

Through  the  separation  of  the  application  prog- 
ram  into  a  process  containing  time  critical  procedures 
and  a  process  containing  window  system  interface 
specific  procedures  and  blocking  procedures,  the 
time  critical  procedures  are  isolated  from  those  pro- 
cedures  which  can  cause  time  critical  procedures  to 
be  suspended  while  the  processes  execute  in  con- 
junction  with  one  another  and  communicate  with  one 
another  through  interprocess  communications  and 
appear  to  the  user  as  a  single  application  program. 

While  the  invention  has  been  described  in  con- 
junction  with  the  preferred  embodiment,  it  is  evident 
that  numerous  alternatives,  modifications,  variations, 
and  uses  will  be  apparent  to  those  skilled  in  the  art  in 
light  of  the  foregoing  description. 

Claims 

1.  In  a  window-based  computer  system  comprising 
a  central  processing  unit  (CPU),  memory, 

5  input/output  means  comprising  a  keyboard, 
mouse  and  display,  a  method  for  executing  in  a 
window  system  environment  programs  compris- 
ing  time  critical  procedures  and  non-time  critical 
procedures,  said  time  critical  procedures  requir- 

10  ing  responses  and  actions  to  be  taken  within  a 
predetermined  amount  of  time,  said  method  com- 
prising  the  steps  of: 

generating  at  least  two  processes  which 
comprise  the  application  program; 

15  said  first  process  comprising  procedures 
which  require  responses  and  actions  to  be  taken 
within  a  predetermined  amount  of  time, 

said  second  process  comprising  proced- 
ures  which  require  user  input  and  output  through 

20  the  window  system; 
executing  said  first  process  and  second 

process  together  as  the  application  program  com- 
prising  the  steps  of; 

communicating  between  said  first  process 
25  and  said  second  process  through  at  least  one 

interprocess  communication  mechanism  so  that 
messages  may  be  sent  between  said  first  process 
to  said  second  process; 

sharing  memory  between  said  first  pro- 
30  cess  and  said  second  process  so  that  said  pro- 

cesses  may  transfer  data  and  information  to  one 
another  using  the  shared  memory; 

whereby  said  processes  act  in  concert  with 
one  another  and  appear  to  a  user  to  execute  as 

35  a  single  program,  and  the  suspension  of  the  sec- 
ond  process  does  not  affect  the  execution  of  the 
first  process  and  suspension  of  time  critical  pro- 
cedures  is  avoided. 

40  2.  The  method  of  claim  1  wherein  said  first  process 
comprises  procedures  which  emulate  hardware 
devices  of  the  computer  system. 

3.  The  method  of  claim  2  wherein  said  second  pro- 
45  cess  further  comprises  blocking  procedures  that 

have  a  long  execution  time  wherein,  when  exec- 
uted,  the  process  is  suspended  by  the  operating 
system. 

so  4.  The  method  of  claim  3  wherein  said  procedures 
that  have  a  long  execution  time  comprise  proced- 
ures  that  request  read  operations  and  write  oper- 
ations  to  a  file  system. 

55  5.  The  method  of  claim  2  wherein  said  procedures 
which  operate  in  conjunction  with  the  input/output 
means  comprise  procedures  which  emulate  disk 
drive  controllers,  interrupt  controllers,  keyboard 

7 
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controllers  and  serial  Input/output  Interfaces  and 
timers. 

6.  The  method  of  claim  1  further  comprising 
additional  processes  each  process  containing  a 
blocking  procedure  that  has  a  long  execution  time 
wherein,  when  executed,  the  process  is  suspen- 
ded  by  the  operating  system. 

7.  The  method  or  claim  1  wherein  the  step  of  execut- 
ing  the  first  process  and  second  process  together 
as  the  application  program  further  comprises  the 
steps  of  initiating  the  program  by  executing  the 
first  process  as  a  master  process,  said  first  pro- 
cess  comprising  procedures  to  initialize  the  appli- 
cation  program  and  spawn  the  second  process  as 
a  slave  process  such  that  to  execute  the  appli- 
cation  program,  the  user  initiales  the  first  process 
which  spawns  the  second  process  and  the  pro- 
cesses  act  in  concert  with  one  another  and 
appear  to  the  user  to  execute  as  a  single  prog- 
ram. 

8.  The  method  of  claim  7  wherein  the  procedures  to 
initialize  the  application  program  comprise  pro- 
cedures  to  set  up  intercommunication  mechan- 
isms  between  the  first  and  second  processes  and 
to  allocate  shared  memory. 

9.  The  method  of  claim  1  wherein  the  computer  sys- 
tem  operates  utilizing  the  UNIX  operating  system 
and  the  interprocess  communication  mechanism 
utilized  is  Signal  system  call. 

10.  The  method  of  claim  1  wherein  the  computer  sys- 
tem  operates  utilizing  the  UNIX  operating  system 
and  the  interprocess  communication  mechanism 
is  achieved  through  Socket  system  call. 

11.  The  method  of  claim  1  wherein  the  interprocess 
communication  mechanism  is  achieved  by  plac- 
ing  messages  in  shared  memory  and  each  pro- 
cess  polling  shared  memory  to  determine  if  any 
messages  have  been  placed  in  shared  memory 
for  the  process. 

12.  The  method  of  claim  1  wherein  the  computer  sys- 
tem  operates  utilizing  the  UNIX  operating  system 
and  a  method  for  controlling  access  to  shared 
memory  is  achieved  through  utilization  of 
semaphores. 

13.  A  window-based  computer  system  for  executing 
programs  comprising  time  critical  procedures  and 
non-time  critical  procedures,  said  time  critical 
procedures  requiring  responses  and  actions  to  be 
taken  within  a  predetermined  amount  of  time  said 
computer  system  comprising  a  central  proces- 

sing  unit  (CPU),  memory,  input/output  means 
comprising  a  keyboard,  mouse  and  display,  said 
system  further  comprising: 

a  first  second  process  which  forms  the 
5  application  program, 

said  first  process  comprising  pro- 
cedures  which  require  responses  and  actions  to 
be  taken  within  a  predetermined  amount  of  time, 

said  second  process  comprising 
10  procedures  which  require  user  input  and  output 

through  the  window  system; 
execution  means  to  execute  said  first  pro- 

cess  and  second  process  together  as  the  appli- 
cation  program; 

15  at  least  one  interprocess  communication 
mechanism  for  the  first  process  and  the  second 
process  to  communicate  so  that  messages  may 
be  sent  between  said  first  process  to  said  second 
process; 

20  shared  memory  to  be  shared  by  said  first 
process  and  said  second  process  so  that  said 
processes  may  transfer  data  and  information  to 
one  another  using  the  shared  memory; 

whereby  said  processes  act  in  concert  with 
25  one  another  and  appear  to  a  user  execute  as  a 

single  program,  and  the  suspension  of  the  sec- 
ond  process  does  not  affect  the  execution  of  the 
first  process  and  suspension  of  time  critical  pro- 
cedures  is  avoided. 

30 
14.  The  apparatus  of  claim  13  wherein  said  first  pro- 

cess  comprises  procedures  which  hardware 
devices  of  the  computer  system. 

35  15.  The  method  of  claim  13  wherein  said  second  pro- 
cess  further  comprises  blocking  procedures  that 
have  a  long  execution  time  wherein,  when  exec- 
uted,  the  process  is  suspended  by  the  operating 
system. 

40 
16.  The  method  of  claim  15  wherein  said  procedures 

that  have  a  long  execution  time  comprise  proced- 
ures  that  request  read  operations  and  write  oper- 
ations  to  a  file  system. 

45 
17.  The  method  of  claim  14  wherein  said  procedures 

which  operate  in  conjunction  with  the  input/output 
means  comprises  procedures  which  emulate  disk 
drive  controllers,  interrupt  controllers  keyboard 

so  controllers  and  serial  input/output  interfaces  and 
timers. 

18.  The  apparatus  of  claim  13  further  comprising 
additional  processes  each  process  containing  a 

55  procedure  that  has  a  long  execution  time  whe- 
rein,  when  executed,  the  operating  system  sus- 
pends  the  process. 

8 
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19.  The  apparatus  of  claim  13  wherein  the  first  pro- 
cess  is  a  master  process,  said  first  process  com- 
prising  procedures  to  initialize  the  application 
program  and  spawn  the  second  process  as  a 
slave  process  such  that  to  execute  the  application  5 
program,  the  user  initiates  the  first  process  which 
spawns  the  second  process  and  the  process  act 
in  concert  with  one  another  and  appear  to  the 
user  to  execute  as  a  single  program. 

10 
20.  The  apparatus  of  claim  18  wherein  the  proced- 

ures  to  initialize  the  application  program  comprise 
procedures  to  set  up  intercommunication 
mechanisms  between  the  first  and  second  pro- 
cesses  and  to  allocate  shared  memory.  15 

21.  The  apparatus  of  claim  13  wherein  the  computer 
system  operates  utilizing  the  UNIX  operating  sys- 
tem  and  the  interprocess  communication 
mechanism  comprises  utilization  of  a  Signal  sys-  20 
tern  call. 

22.  The  apparatus  of  claim  13  wherein  the  computer 
system  operates  utilizing  the  UNIX  operating  sys- 
tem  and  the  interprocess  communication  25 
mechanism  comprises  utilization  of  a  Socket  sys- 
tem  call. 

23.  The  apparatus  of  claim  13  wherein  the  inter- 
process  communication  mechanism  comprises  30 
shared  memory  and  a  polling  mechanism  whe- 
rein  interprocess  communication  is  achieved  by 
processes  placing  messages  in  shared  memory 
and  each  process  polling  shared  memory  to 
determine  if  any  messages  have  been  placed  in  35 
shared  memory  for  the  process. 

24.  The  apparatus  of  claim  13  wherein  the  computer 
system  operates  utilizing  the  UNIX  operating  sys- 
tem  and  further  comprising  an  access  control  40 
mechanism  for  controlling  access  to  shared 
memory  comprising  semaphores. 
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