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Description

Technical field

[0001] The technology disclosed herein relates gener-
ally to the field of network and information security, and
in particular to a method for performing a trustworthiness
test on a random number generator comprising a phys-
ically unclonable function module, the trustworthiness
test being implemented as a known answer test, to a
random number generator, to computer program and
computer program product and to a method in a verifier.

Background

[0002] There are many products relied on as being se-
cure in the sense of having cryptographic functionality
that cannot be tampered with. It should be difficult for a
user to change a cryptographic functionality of a product,
and a manufacturer of the product should be able to en-
sure that the cryptographic functionality in the product
can be used only as intended, i.e. according to its spec-
ification. It is known that random number generators
(RNGs) are common targets for attacks on the crypto-
graphic functionality. It is therefore important to make the
RNGs secure and also to be able to test them to assure
their trustworthiness. Sometimes it is a RNG which is
broken, not the cryptographic algorithms themselves.
[0003] There are two different types of random num-
bers generators which are used in cryptographic sys-
tems: a true random number generator (TRNG) and a
pseudorandom number generator (PRNG). The true ran-
dom number generator (also denoted entropy generator)
collects entropy from the physical world. For instance,
entropy data may be collected from low-level physical
effects such as thermal noise and noise captured from a
computer’s microphone, or effects like mouse move-
ments and hard disk seek times. The pseudorandom
number generator typically processes the output of the
TRNG to expand it in order to provide more bits and also,
in some cases, provide additional post-processing in
case the output of the TRNG is biased, or more generally,
when the output statistical distribution is not the desired
one.
[0004] The pseudorandom number generators are de-
terministic, i.e. a given seed will always get expanded
into the same pseudo-random sequence. PRNGs can be
used on cryptographic algorithms (e.g., block ciphers or
hash functions) to process a seed from a TRNG into a
longer sequence of apparently randomly looking bits.
[0005] In most cases, it’s rare for an application to use
the raw output of the TRNG directly. For example, a low-
level entropy collector may use cryptographic construc-
tions such as hash functions in order to mix the outputs
of various entropy sources. The produced bits may then
be used as seeds to the PRNGs. As another example,
in a secure random number generator, a hardware circuit
may collect high-entropy electronic noise, which is then

processed to produce the output. This ’raw randomness’
may then be used as seed to the PRNG.
[0006] The post-processing by a PRNG of a seed value
from a TRNG has some implications. The presence of a
PRNG implies that the underlying TRNG can occasion-
ally produce a biased output (with either is or os predom-
inating) without this being detectable by an application.
However, the underlying TRNG circuit could get faulty,
e.g. due to a random error or due to a maliciously inserted
intentional backdoor, and continuously produce low-en-
tropy seeds, again without this being detectable by an
application.
[0007] To assure that a RNG works as expected, tree
types of tests are applied: statistical tests, known answer
tests and runtime health checks.
[0008] In statistical tests the main idea is to subject
output sequences generated by an RNG to tests to de-
termine whether these output sequences are "good
enough" from statistical perspective (i.e. have sufficient
randomness). The nature of these tests varies. Some
look at simple properties such as bias (the number of
ones (is) and zeroes (os)) while others check more com-
plex features, e.g. linear complexity, approximate entro-
py, looking for presence of certain patterns, running sim-
ulations, compression tests, etc. While the statistical
tests are a perfectly valid way to detect serious flaws in
a TRNG, they will most likely not detect flaws in a system
which uses a TRNG combined with a PRNG. If the PRNG
is based on a cryptographically strong hash function or
block cipher, then even TRNG seeds with very low en-
tropy will get expanded into pseudo-random sequences
which are likely to pass statistical tests. This means that
it can be very hard to detect a faulty RNG by using sta-
tistical tests unless the tests are applied directly to the
seed generated by the TRNG.
[0009] The known answer tests (KATs) verify that, giv-
en known inputs, the correct outputs are produced. As-
suming that the TRNG is properly tested and it is passing
all tests, it is still important to test the PRNG which does
the post-processing. A KAT applied to the PRNG com-
prises inputting values to the PRNG for which the outputs
are pre-computed and stored, and comparing the actual
output to it. In other words, KATs show expected results
of running the PRNG on a given set of seeds irrespective
of whether the TRNG is trustworthy or not. Since PRNGs
are deterministic, they can be tested by KATs. However,
it is not possible to apply such testing on non-determin-
istic TRNGs which typically produce a different output for
the same input. Further, the TRNGs typically do not have
inputs at all; they simply generate a sequence of bits
upon request.
[0010] Runtime health checks are used to test RNGs
while a system including the RNGs is running. In contrast
to the above statistical tests and KATs, this type of testing
is not intended for the detection of design-level flaws, but
to catch situations where the RNG becomes faulty in field,
during normal operation. The RNG may become faulty
for a variety of reasons, e.g., manufacturing defects, edg-
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ing, or exposure to radiation. Health checks can take dif-
ferent forms. It may, for example, be mandated that all
approved RNGs are tested at startup time using KATs.
It may subsequently be mandated that a runtime health
check verifies that the RNG has not become "stuck", i.e.,
verifying that it is not generating the same numbers over
and over again.
[0011] Figure 1 illustrates a structure of a known ran-
dom number generator 100. The RNG 100 may, for in-
stance, be used in a processor. The RNG 100 comprises
an entropy source 101 (i.e. TRNG) and a digital post-
processing unit 102. The digital post-processing unit 102
comprises an Online Health Test (OHT) module 103 and
a cryptographically secure Deterministic Random Bit
Generator (DRBG) 104. The OHT 103 is intended to mon-
itor the truly random numbers from the entropy source
101 to guarantee that they have a required minimum en-
tropy. The DRBG 104 comprises a conditioner and a rate
matcher. The conditioner computes new seeds for the
rate matcher. Based of the seeds, the rate matcher com-
putes 128-bit random numbers. This may, for instance,
be done by performing an Advanced Encryption Stand-
ard (AES)-based encryption with a 128-bit seed and a
128-bit encryption key.
[0012] The generated random numbers are tested
against a range of statistical tests in order to be compliant
with various standards (e.g. NIST SP800-90 and FIPS
140-2). In addition, to be compliant with FIPS 140-2, the
RNG 100 comprises a Built-In Self-Test (BIST) module
which checks the functionality of the RNG 100 at each
power-up. When BIST is initiated, the entropy source 101
is disconnected and replaced by a 32-bit linear-feedback
shift register (LFSR) 105 which generates a pseudo-ran-
dom test patterns starting from a known initial state. A
32-bit multiple-input signature register (MISR) 106 com-
pacts the resulting output responses of the rate matcher
into a signature. This signature is then compared to a
hard-wired expected signature to thereby detect faults in
the DRBG 104, the conditioner and the rate matcher. If
the signatures match, the RNG 100 passes the logical
BIST (LBIST).
[0013] When running an application or a software com-
ponent there is no means of verifying if the TRNG of the
hardware, which it is deployed on, is trustworthy or not.
It is not possible to do the known answer test of TRNGs
because they are non-deterministic. If assumptions
about trustworthiness of a TRNG are incorrect, this may
have severe consequences for security critical applica-
tions such as key generation, authentication, etc.
[0014] The trustworthiness of a random number gen-
erator is generally more difficult to establish when the
hardware is not the user’s own, which is the case e.g. in
a cloud computing context. While it is known how to verify
many properties of a computing node e.g. in such a re-
mote cloud computing environment, assuring trustwor-
thiness of a random number generator is still difficult.

Summary

[0015] An objective of the present disclosure is to ad-
dress and improve various aspects for increasing secu-
rity related to use of random number generators, for in-
stance in cloud computing environments. A particular ob-
jective is to ensure trustworthiness of random number
generators. These objectives and others are achieved
by the methods, devices, computer programs and com-
puter program products according to the appended in-
dependent claims, and by the embodiments according
to the dependent claims.
[0016] The objective is according to an aspect
achieved by a method for performing a trustworthiness
test on a random number generator comprising a phys-
ically unclonable function, PUF,-module. The trustwor-
thiness test is implemented as a known answer test. The
method comprises receiving, in the PUF-module, an in-
put based on test data received from a verifier provided
with at least one test data - test result pair; providing an
output from the PUF-module; determining a test result
based on the output from the PUF-module; and providing
the test result to the verifier.
[0017] The method comprises a number of advantag-
es. For instance, the method provides a way of assuring
trustworthiness of a random number generator. By using
a deterministic physically unclonable function module as
an entropy source a known-answer-test can be made
thereon, since a set of test data-test result pairs can be
pre-computed and provided to the verifier (e.g. being a
software application) to be used for assuring the trust-
worthiness of the random number generator comprising
the PUF-module before it is deployed.
[0018] The objective is according to an aspect
achieved by a computer program for a random number
generator comprising a physically unclonable function,
PUF-module. The computer program comprises compu-
ter program code, which, when executed on at least one
processor on the random number generator causes the
random number generator to perform the method as
above.
[0019] The objective is according to an aspect
achieved by a computer program product comprising a
computer program as above and a computer readable
means on which the computer program is stored.
[0020] The objective is according to an aspect
achieved by a random number generator comprising a
physically unclonable function, PUF,-module. The ran-
dom number generator is configured to: receive, in the
PUF-module, an input based on test data received from
a verifier provided with at least one test data - test result
pair; provide an output from the PUF-module; determine
a test result based on the output from the PUF-module;
and provide the test result to the verifier.
[0021] The objective is according to an aspect
achieved by a method of determining trustworthiness of
a random number generator comprising a physically un-
clonable function, PUF,- module, wherein a trustworthi-
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ness test is implemented as a known answer test. The
method is performed in or by a verifier provided with at
least one test data- test result pair. The method compris-
es providing test data to the PUF-module; obtaining a
test result from the random number generator; and de-
termining trustworthiness of the random number gener-
ator based on the obtained test result and the test data.
[0022] The objective is according to an aspect
achieved by a computer program for a verifier provided
with at least one test data- test result pair. The computer
program comprises computer program code, which,
when executed on at least one processor on the verifier
causes the verifier to perform the method as above.
[0023] The objective is according to an aspect
achieved by a computer program product comprising a
computer program as above and a computer readable
means on which the computer program is stored.
[0024] The objective is according to an aspect
achieved by a verifier for determining trustworthiness of
a random number generator comprising a physically un-
clonable function, PUF,- module, a trustworthiness test
being implemented as a known answer test, KAT. The
verifier is provided with at least one test data- test result
pair, and configured to:

- provide test data to the PUF-module,

- obtain a test result from the random number gener-
ator, and

- determine trustworthiness of the random number
generator based on the obtained test result and the
test result of the test data- test result pair.

[0025] Further features and advantages of the embod-
iments of the present teachings will become clear upon
reading the following description and the accompanying
drawings.

Brief description of the drawings

[0026]

Figure 1 illustrates a structure of a known random
number generator.

Fig 2 illustrates an exemplary cloud computing en-
vironment.

Figure 3 illustrates an embodiment of a random
number generator according to the present teach-
ings.

Figure 4 is a sequence diagram illustrating a testing
procedure.

Figure 5 illustrates a flow chart over steps of embod-
iments of a method in a random number generator

in accordance with the present teachings.

Figure 6 illustrates schematically a random number
generator and means for implementing embodi-
ments of the method in accordance with the present
teachings.

Figure 7 illustrates a random number generator com-
prising function modules/software modules for im-
plementing embodiments of the present teachings.

Figure 8 illustrates a flow chart over steps of embod-
iments of a method in a verifier in accordance with
the present teachings.

Figure 9 illustrates a verifier comprising function
modules/software modules for implementing em-
bodiments of the present teachings.

Detailed description

[0027] In the following description, for purposes of ex-
planation and not limitation, specific details are set forth
such as particular architectures, interfaces, techniques,
etc. in order to provide a thorough understanding. In other
instances, detailed descriptions of well-known devices,
circuits, and methods are omitted so as not to obscure
the description with unnecessary detail. Same reference
numerals refer to same or similar elements throughout
the description.
[0028] In order to provide thorough understanding of
the present teachings Physically Unclonable Functions
(PUFs) are initially described.
[0029] A Physically Unclonable Function (PUF) is a
physical entity embodied in a physical device (e.g. an
integrated circuit (IC) or chip) which exploits the inherent
process variations in the physical device to produce a
response which is easy to compute by the PUF, but hard
to predict for a PUF-external entity. Furthermore, an in-
dividual PUF is expected to be easy to manufacture, but
practically impossible to duplicate, even if repeating the
manufacturing process that fabricated the PUF, since
various parameters, e.g. temperature, may vary during
the manufacturing as well as material impurities etc. af-
fecting the individual PUFs differently. As a note on ter-
minology, "Physically Unclonable Function" is often de-
noted "Physical Unclonable Function" in literature, the
terms often being used interchangeably. However, strict-
ly speaking, there are non-physical ways to create a
cloned function (as will be described), and therefore
"Physically Unclonable Function" is used herein, signify-
ing that there is no (known) way to create a cloned func-
tion by physical means.
[0030] PUFs have been proposed as a low-cost cryp-
tographic primitive for device identification, challenge-re-
sponse authentication, and secret key generation. Com-
pared to conventional key storage approaches based on
memories, PUFs are claimed to provide a higher level of
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tamper-resistance against invasive attacks.
[0031] Most PUF ICs developed up to now can be di-
vided into two categories: delay-based (e.g., ring oscil-
lator PUFs and arbiter PUFs) and memory-based (e.g.,
Static Random Access Memory (SRAM) PUFs).
[0032] PUFs can also be classified according to the
number of different, unique challenges they accept into
weak and strong types. A weak PUF accepts only one
or a few challenges per PUF instance. Examples of weak
PUFs are coating PUFs. A weak PUF provide a way of
storing unique identifiers or long-term secret keys which
is more resistant to tampering and counterfeit compared
to memories. A strong PUF can accept many challenges.
The arbiter PUF is an example of strong PUFs. Strong
PUFs are typically used for challenge-response authen-
tication. When implementing embodiments according to
the present teachings, strong PUFs are preferred. Sub-
mitting the same challenge value usually results in the
same PUF response- value. Occasionally the PUF may
produce random errors which may be handled by error
correcting code techniques.
[0033] Next, some notes on TRNG terminology are giv-
en. A TRNG is a non-deterministic apparatus which pro-
vides random, unpredictable outputs. Since a PUF is, as
described, (more or less) deterministic, it may not be con-
sidered to be a TRNG in its conventional meaning. In
particular, given the same input, the PUF typically pro-
duces the same output. However, it is noted that for "new"
inputs (whose outputs have not yet been observed) the
outputs are essentially random and completely unpre-
dictable. In other words, given any set of inputs, Ri, R2,
...., it is, for a well-constructed PUF, believed in essence
impossible to predict the output for a new, previously un-
seen input R. This is in sharp contrast to Pseudo Random
Number Generators, for which unpredictability of un-ob-
served inputs is only computationally ensured, i.e. it is
usually practically infeasible, but theoretically possible to
predict outputs of PRNGs. A PUF-based RNG may there-
fore be considered as a True Random Function (TRF)
as opposed to a True Random Generator. In the following
a PUF-based random number generator construction will
simply be referred to as a PUF-based RNG, which should
be construed as meaning a (PUF-based TRF)-based
RNG. All RNG embodiments disclosed herein pertain to
such RNGs, although the term (T)RNG is sometimes sim-
ply used, or, when explicitly including any possible (al-
gorithmic) post-processing of such (T)RNG, the term
PRNG may be used.
[0034] Briefly, methods and devices are provided, in
various embodiments, for generating true and pseudo
random numbers in a software environment, e.g. in a
cloud computing environment, and in particular a method
of assuring trustworthiness of random number genera-
tors. A method is provided for hardware-assisted random
number generation in a software environment such as a
cloud computing environment, which method enables
verification of trustworthiness of a random number gen-
erator comprising a PUF module as an entropy source

a, which can be seen as a type of TRNG. Trustworthiness
here means compliance with a set of statistical tests
which are applied to a TRNG after its manufacturing.
[0035] Fig 2 illustrates an exemplary cloud computing
environment. In cloud computing, shared hardware re-
sources and software are provided to e.g. computers as
a service. A cloud manager prepares a virtual machine
(VM) 11 to be deployed on a physical computing node
12, 13, 14 (e.g. a server) in a remote cloud 10. One (or
more) of the computing nodes 12, 13, 14 may be faulty
e.g. due to having a faulty RNG (computing node 12 in-
dicated as faulty in figure 2). Many properties of the com-
puting node 12, 13, 14 can be verified. For example, it is
possible to verify which software the node is using by
means of trusted computing techniques. However, it is,
as has been described, difficult to assure trustworthiness
of the RNG (which may comprise a TRNG and a PRNG).
As described in the background section, it is not possible
to perform a known answer test on a conventional com-
plete RNG (i.e. including both TRNG and PRNG compo-
nents) in order to assure that the TRNG is an approved
one, because the behavior of the TRNG is non-determin-
istic or at least unpredictable. To overcome this, the
present teachings provide a RNG comprising a PUF-
module as entropy source (i.e. a type of TRNG), on which
the known-answer-test can indeed be made. At reference
numeral 1, a system 1 is indicated comprising at least
one computing node 12, 13, 14 and a virtual machine 11.
Before the virtual machine 11 is launched, a cloud man-
ager may want to ensure that the RNG actually is pro-
vided by the intended hardware and/or that it is function-
ing properly, or more generally that the RNG has prop-
erties making it trustworthy. In the following, the virtual
machine is used as an example of a"verifier" wanting to
verify trustworthiness of the RNG. It is noted that that the
verifier may be any type of hardware or software or com-
binations thereof.
[0036] Figure 3 illustrates embodiments of a random
number generator module 20 according to the present
teachings. The RNG module 20 is realized by means of
hardware and comprises a PUF 21, preferably a strong
PUF 21 as mentioned earlier. The PUF 21 implements
a random mapping or function. In this context it is noted
that a mapping may be seen as an association between
the input and the output. A random mapping may be
viewed as a mapping where, for all practical purposes,
it is impossible to predict which output will result from a
given input. A given input is always mapped to the same
output, i.e. even if the mapping is applied multiple times
("same output" including occurrence of conventional bit
errors)..
[0037] The function of the PUF 21 is thus to generate
an m-bit response to a given n-bit challenge. For a given
device (e.g. a particular IC, in the following also denoted
chip), the PUF 21 embodied thereon is expected to gen-
erate the same response to a given challenge. After the
device with the PUF 21 has been manufactured, but be-
fore it is deployed, a number of challenge-response pairs
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(also denoted test data - test result pairs herein) (T, R)
are pre-computed and stored. These pairs may be used
for subsequently testing trustworthiness of the PUF 21
during deployment.
[0038] The RNG module 20 comprises a digital post-
processing unit 25, which comprises a deterministic ran-
dom bit generator 27, also denoted PRNG 27. The RNG
module 20 may also comprise an online health test 26.
The digital post-processing unit 25 may process an input
received from the PUF 21 and output e.g. a 128-bit
number in response. That is, the PRNG 27 may expand
the seed from the PUF 21 into longer pseudo-random
sequences. An optional built-in self-test (BIST) module
may check the functionality of the RNG 100 at each pow-
er-up.
[0039] To switch between the normal operation mode
and the test mode a switch 24 may be provided. When
a test mode is activated, e.g. BIST is initiated, the PUF
module 21 is disconnected by the switch 24 and replaced
by a 32-bit linear-feedback shift register (LFSR) 23 which
generates a pseudo-random test patterns starting from
a known initial state. The proper functioning of the PRNG
25 may thereby be established by comparing the output
with an expected signature 29, as described in the back-
ground section.
[0040] According to the present teachings, the digital
post-processing unit 25 may, besides the conventional
mode, also be operated in a KAT test mode. The con-
ventional, non-deterministic entropy source generator of
prior art, e.g. as described in relation to figure 1, is re-
placed by the PUF module 21. The PUF module 21 takes
an input T and produces the response R. A de-multiplexer
22 with a control signal "PUF KAT mode select" may be
provided. This enables the PUF output to be provided to
another receiver than the digital post-processing unit 25.
In particular, "PUF KAT mode select" enables the selec-
tion on whether the output of the PUF 21 is to be provided
to the post-processing unit 25 or to be provided outside
the RNG module 20. The output of the PUF module 21
may hence be provided to a verifier performing a KAT
test (T,R), or be fed into the digital post-processing unit
25 for normal operation. By using a deterministic PUF
module 21 as a RNG (in particular as a TRNG, remem-
bering the notes on PUF/TRNG given earlier), a possi-
bility to make a "known answer test" and an ability to
generate random numbers that are cryptographically
strong is provided. The KAT is enabled since, as men-
tioned earlier, it is possible to pre-compute a set of chal-
lenge-response (test data, test result) pairs before e.g.
software is deployed, and the generation of cryptograph-
ically strong random numbers is enabled owing to unpre-
dictable properties of random mappings implemented by
PUFs. In addition, the uniqueness of the PUF responses
for a given chip (due to naturally occurring variations in
the parameters of elements when integrated circuits are
manufactured) and the PUF’s unclonability also provide
an assurance that the hardware of the RNG under test
is authentic.

[0041] The possibility of performing a form of "known
answer test" on a physical RNG (including the TRNG
thereof) in-field is thus provided. There is no need to test
statistical properties at this operational phase (i.e. in-
field) since it can be assumed that these tests have al-
ready been performed, but there may be a need to verify
that a tested and approved RNG is used. As mentioned
earlier, a KAT test cannot be applied to a conventional
TRNG due to the non-deterministic nature of the TRNG.
However, the present teachings enable the applying of
a KAT test to a PUF module 21 which implements a ran-
dom mapping. If implemented properly, a PUF is expect-
ed to provide the same response to a same challenge,
at least within an expected limit on the number of erro-
neous bits in the response (some bits may flip). There
are known methods on how to design PUFs and how to
assure error-correction (or toleration) of its output re-
sponses. It is noted that for input values that have not
yet been fed to the PUF module 21, one obtains basically
(one-time) truly random numbers.
[0042] For sake of further increased security, in some
embodiments, the RNG module 20 only generates values
based on seeds associated with the verifier 11 itself. Us-
ing a seed provided by a third party may entail the risk
of the seed having been used before, that these seeds
are replayed or that these seeds have been eaves-
dropped previously.
[0043] In a practical use case, the KAT mode is first
selected by means of the de-multiplexer 22 and a number
of inputs T1, T2, ..., Tk are fed to the PUF module 21.
Next, any suitable statistical tests are performed on the
observed outputs Ri, R2, ...,Rk. Under the assumption
that the R-values exhibit good statistical properties, the
PUF module 21 is "approved" by selecting at least one
T-value, and recording the corresponding R-value. This
pair (T, R) thus forms a "certificate of approval" which
may be embedded into software, i.e. a virtual machine
image (ready to run on a hypervisor), VM 11. Later, when
the VM 11 is launched, it will first perform a check, which
in the simplest case is to check if the input T produces
R as output from the PUF module 21. If so, the PUF/RNG
20 is assumed "approved" and the VM 11 switches to
random number generation, feeding new T-input values
into the PUF module 21, and using the result in e.g. a
cryptographic application. Thus, if a PUF module 21
passes a KAT test (T, R), the verifier (e.g. VM 11) can
conclude that the PUF-based RNG module 20 is an ap-
proved, trustworthy one. Furthermore, the uniqueness of
the PUF responses for a given device and the unclona-
bility of the PUF module 21 also provide an assurance
that the hardware of the RNG module 20 under test is
authentic, e.g., the chip has not been replaced by a coun-
terfeit copy of apparently identical chip.
[0044] In the above described practical use case, at
least one T-value (of the generated T,R-pairs) is used as
input to the PUF module for verification thereof. If the
verification is successful, then the VM 11 may start its
operational phase. When, during this operational phase,
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the VM 11 needs to invoke the PUF/RNG 20 it will need
additional T-input values, and these T-input values
should be unused (not exposed). One way to obtain such
additional T-input values is to provide the VM 11 with a
number of additional T-values generated beforehand,
e.g. as part of the mentioned "certificate of approval" pair
of (T, R).
[0045] In general, one or more pairs (T, R) should be
collected from each PUF module 21 after their manufac-
turing and stored for later use in KATs. Different possi-
bilities for storing the R are conceivable. For example, a
hash of R or a message authentication code (MAC) al-
gorithm applied to R can be used instead of the R itself.
Then the R has to be converted to the hash/MAC of R
before the reply to T is submitted to the verifier. An ad-
vantage of using hash/MAC of R instead of directly R is
that the output of the PUF 21 is not revealed, and thereby
eliminating a possibility of modeling attacks which collect
a large number of challenge-response pairs in order to
model the mapping implemented by the PUF.
[0046] It is noted that if a MAC/hash is used, then it is
preferable to do the error-correction of PUF responses
before the MAC/hash is computed since a cryptograph-
ically strong MAC/hash is likely to multiply effect of an
error. So, if errors are expected to be corrected and/or
tolerated by the verifier, some type of perceptual hashing
which map similar bit strings into the same result should
be used. Alternatively, hashing methods which do not
increase the number of errors can be used, for example,
XORing halves of the PUF output.
[0047] As still another example, the R can be protected
by encrypting the PUF output using a block cipher or
stream cipher.
[0048] It may also be advantageous to exclude a pos-
sibility that an adversary could apply the same challenge
T to the PUF module 21 multiple times and observe the
responses R. The adversary could else perform reliabil-
ity-based modelling attacks. This can be done, for exam-
ple, by encrypting the PUF output using a stream cipher
with a different initialization vector (IV). The IV has to be
communicated to the verifier together with the encrypted
PUF response. Once the PUF module 21 passes a KAT
test, it can be used for random number generation in
many ways.
[0049] In various embodiments, the PUFs are used as
TRNGs by using the computed R as the next challenge
T. For example, a feedback shift register is used to gen-
erate the subsequent challenges from an initial one, en-
suring their uniqueness. A possible concern with the
computed R as the next challenge T is that the PUF mod-
ule 21 many get stuck in some short cycle, e.g. if R = T,
then it will generate a sequence of T, T, T, ... until re-
initialized with another T upon the next KAT test. How-
ever, from statistical properties of random mappings, it
is known that, in a random mapping of size N, cycles

present themselves after about  iteration steps. In

the present case N = 2|T|, where |T| stands for the size

of (number of bits in) T. Thus, for |T| = 128 bits, the ex-
pected number of steps to reach a cycle is 264.
[0050] Another concern may be that the random seeds
generated by the PUF module 21 during the normal op-
eration of the RNG 20 are known to, e.g. the verifier.
However, if only a certain number of pairs (T, R) are col-
lected from each PUF module 21 after their manufactur-
ing and stored, then the rest of the random mapping im-
plemented by a PUF module 21 is not known and can
therefore be viewed as a pool of (one-time) truly random
numbers.
[0051] Figure 4 is a sequence diagram illustrating a
testing procedure. A method, in various embodiments,
according to the present teachings is described next in
an exemplary use case. At the start of the execution of
a VM (or software) running on e.g. a computing node 12,
13, 14 of the cloud 10, the PUF module 21 is provided a
challenge T. That is, at arrow 200, the VM 11 provides
the challenge T to the PUF module 21. The PUF module
21 generates (arrow 201) the response R’ = PUF(T), and
sends (arrow 202) it to the VM 11. The authenticity of the
PUF 21 is verified (arrow 204) by comparing this re-
sponse R’ to the expected response R of the test data -
test result (T, R) pair that the verifier is provided with. If
verification passes (e.g. if R’==R), the KAT is successful
and the PUF module 21 is considered to be an approved
one and thus trustworthy. The verification may also be
considered a pass while having maximum a defined
number of bits differing. Such discrepancies between R’
and R, i.e. error tolerance, may need to be accepted since
some bits may be expected to flip. The RNG 20 is
switched to a normal mode of operation in which the PUF
module 21 generates random seeds to the PRNG 27 and
the PRNG 27 expands these seeds into longer pseudo-
random sequences, as was described with reference to
figure 3. The generation of the random seed by the PUF
module 21 is done, for example and as mentioned earlier,
by using the response of the PUF module 21 as the next
challenge. It is noted that error correction of PUF re-
sponses is needed only for KAT-testing mode. In the nor-
mal mode of operation errors are even desirable since
the erroneous bits provide truly random bits.
[0052] If verification fails, an alert may be raised.
[0053] The various features and embodiments that
have been described can be combined in many different
ways, examples of which are given next with reference
first to figure 5.
[0054] Figure 5 illustrates a flow chart over steps of
embodiments of a method in a random number generator
in accordance with the present teachings.
[0055] A method 40 is provided for performing a trust-
worthiness test on a random number generator 20 com-
prising a physical unclonable function, PUF,-module 21.
The trustworthiness test is implemented as a known an-
swer test, KAT. The PUF-module depends on random
physical factors that it experiences during its manufac-
turing, for instance factors such as temperature, vibra-
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tions etc. The structure of the PUF-module 21 can hence
be assumed to not be duplicated or cloned even when
using the exact same manufacturing process. The PUF-
module 21 may therefore be seen as implementing a
random mapping for mapping an input to an output, as
has been described and exemplified.
[0056] The method 40 comprises receiving 41, in the
PUF-module 21, an input based on test data, T, received
from a verifier 11. The verifier 11 is provided with at least
one test data - test result pair, T, R. The input may be
the test data T as such or it may be received in the random
number generator 20 and transformed before being input
to the PUF-module 21. The verifier 11 may, for instance,
comprise a virtual machine having an ability to run an
application or software. In other embodiments, the veri-
fier may be a remote host connected by a network to
another host, wherein the latter comprises the PUF-
based RNG under test.
[0057] The method 40 comprises providing 42 an out-
put from the PUF-module 21. The output from the PUF-
module 21 is the result of the mapping performed by the
PUF-module 21.
[0058] The method 40 comprises determining 43 a test
result, R’, based on the output from the PUF-module 21.
The test result, R’, based on the output from the PUF-
module 21 may, for instance, be the output as such.
[0059] The method 40 comprises providing 44 the test
result, R’, to the verifier 11.
[0060] The method 40 provides a way of assuring trust-
worthiness of a random number generator. By using a
physically unclonable function module as an entropy
source a known-answer-test can be made thereon, since
a set of test data-test result pairs can be pre-computed
and provided to the verifier (e.g. being a software appli-
cation) before the verifier is deployed.
[0061] In some embodiments, the input based on the
test data, T, comprises one of: the test data, T, as re-
ceived and a transformation of the received test data, T.
That is, in some embodiments the test data T is input
directly to the PUF-module 21, while in other embodi-
ments, the test data T is first transformed in some way.
[0062] In different embodiments, the determining 43
comprises setting as the test result, R’, the output from
the PUF-module 21.
[0063] In some embodiments, the determining 43 com-
prises post-processing the output of the PUF-module 21
in a digital post-processing unit 25, and providing 44 the
test result R’ as the output of the digital post-processing
unit 25. That is, the output of the PUF-module 21 is used
as seed to the pseudorandom number generator 27,
which may implement any mapping and output the test
result R’.
[0064] In some embodiments, the post-processing
comprises using the output of the PUF-module 21 as
input to a pseudorandom number generator 27 and gen-
erating the test result R’ as an output of the pseudoran-
dom number generator 27.
[0065] In some embodiments, the method 40 compris-

es, prior to the receiving 41, switching the PUF-module
21 to a test mode in which the output thereof is fed outside
the random number generator 20.
[0066] In some embodiments, the method 40 compris-
es converting the test result, R’, by applying a hash func-
tion to the test result, R’, and providing 44 the returned
hash value as the test result to the verifier 11. As another
example, a device authentication may be piggy-backed
on the test result, then an encapsulating device may com-
pute a MAC(Key K, R) and provide that to the verifier 11.
The verifier would need to have the same Key K to check
the MAC. Alternatively, MAC(R, I) may be used, i.e. R is
used as the MAC key, and where I is some known infor-
mation. Then MAC(R, I) is computed and provided to the
verifier 11. The verifier would in both cases need to have
the key (Key K or R) to check the MAC.
[0067] In some embodiments, the method 40 compris-
es, before the providing 44, encrypting the test result R’.
[0068] In some embodiments, the encrypting compris-
es using a stream cipher with an initialization vector and
wherein the providing 44 comprises providing the initial-
ization vector with the test result R’. In other embodi-
ments, the encrypting comprises using a block cipher.
Different types of encryption may be used.
[0069] Figure 6 illustrates schematically a random
number generator and means for implementing embod-
iments of the method in accordance with the present
teachings.
[0070] From an end-user perspective virtual machines
behave much like traditional computers with an operating
system running on top of hardware; the underlying me-
chanics are, however, different. Virtual machines 11, 55,
56 do not run directly, or at least not completely directly,
on top of the hardware 57. Instead an entity denoted hy-
pervisor 54 controls their execution and can modify what
hardware resources they have access to. In some cases
the hypervisor 54 proxies the virtual machines’ access
to those resources. The hypervisor 54 itself can be im-
plemented in different ways, but may typically run on the
same hardware 57 as the virtual machines 11, 55, 56.
This setup allows multiple virtual machines 11, 55, 56 to
run on the same physical hardware 57 simultaneously.
The cloud computing node 13, 14, 15 may comprise a
virtual operating system executing on the hardware 57.
The virtual operating system comprises the virtual ma-
chines 11, 55, 56, which are run by the hypervisor 54.
[0071] The random number generator 20 may be part
of hardware 57 (separate or same as the virtual machines
11, 55, 56) and comprises processing circuitry 50, which
may be any combination of one or more of a suitable
central processing unit (CPU), multiprocessor, microcon-
troller, digital signal processor (DSP), etc., capable of
executing software instructions stored in a computer pro-
gram product 51, e.g. in the form of a storage medium
51. The processing circuitry 50 may further be provided
as at least one application specific integrated circuit
(ASIC), or field programmable gate array (FPGA).
[0072] The processing circuitry 50 is configured to
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cause the random number generator 20 to perform a set
of operations, or steps, e.g. as described in relation to
figure 5. For example, the storage medium 51 may store
the set of operations, and the processing circuitry 50 may
be configured to retrieve the set of operations from the
storage medium 51 to cause the random number gener-
ator 20 to perform the set of operations. The set of op-
erations may be provided as a set of executable instruc-
tions. The processing circuitry 50 is thereby arranged to
execute methods as disclosed herein.
[0073] The storage medium 51 may also comprise per-
sistent storage, which, for example, can be any single
one or combination of magnetic memory, optical memo-
ry, solid state memory or even remotely mounted mem-
ory.
[0074] A random number generator 20 is provided
comprising a physical unclonable function, PUF,-module
21. The random number generator 20 is configured to:

- receive, in the PUF-module 21, an input based on
test data, T, received from a verifier 11 provided with
at least one test data - test result pair, T, R,

- provide an output from the PUF-module 21,

- determine a test result, R’, based on the output from
the PUF-module 21, and

- provide the test result, R’, to the verifier 11.

[0075] The random number generator 20 may be con-
figured to perform the above steps e.g. by comprising
processing circuitry 50 and memory 51, the memory 51
containing instructions executable by the processing cir-
cuitry 50, whereby the random number generator 20 is
operative to perform the steps. That is, in an embodiment,
a random number generator 20 is provided comprising
a physical unclonable function, PUF,-module 21. The
random number generator 20 comprises processing cir-
cuitry 50 and memory 51, the memory 51 containing in-
structions executable by the processing circuitry 50,
whereby random number generator 20 is operative to:
receive, in the PUF-module, an input based on test data
received from a verifier provided with at least one test
data - test result pair, provide an output from the PUF-
module, determine a test result based on the output from
the PUF-module, and provide the test result to the verifier.
[0076] In an embodiment, the input based on the test
data, T, comprises one of: the test data, T, as received
and a transformation of the received test data, T.
[0077] In some embodiments, the random number
generator 20 is configured to determine by setting as the
test result, R’, the output from the PUF-module 21.
[0078] In other embodiments, the random number gen-
erator 20 is configured to determine by post-processing
the output of the PUF-module 21 in a digital post-process-
ing unit 25, and providing the test result R’ as the output
of the digital post-processing unit 25.

[0079] In some embodiments, the random number
generator 20 is configured to post-process by using the
output of the PUF-module 21 as input to a pseudorandom
number generator 27, and generating the test result R’
as an output of the pseudorandom number generator 27.
[0080] In some embodiments, the random number
generator 20 is configured to, prior to the receiving, switch
the PUF-module 21 to a test mode in which the output
thereof is fed outside the random number generator 20.
[0081] In some embodiments, the random number
generator 20 is configured to convert the test result, R’,
by applying a hash function to the test result, R’, and
providing the returned hash value as the test result to the
verifier 11.
[0082] In some embodiments, the random number
generator 20 is configured to, before the providing, en-
crypt the test result R’.
[0083] In a variation of the above embodiment, the ran-
dom number generator 20 is configured to encrypt by
using a stream cipher with an initialization vector and
configured to provide the initialization vector with the test
result R’. In other embodiments, the random number gen-
erator 20 is configured to encrypt by using a block cipher.
[0084] Figure 6 also illustrates a verifier 11 comprising
a hardware device, with processing circuitry 80, memory
81 and computer program 82. The processing circuitry
80 is configured to cause the verifier 11 to perform a set
of operations, or steps, e.g. as described later in relation
to figure 8. For example, the storage medium 81 may
store the set of operations, and the processing circuitry
80 may be configured to retrieve the set of operations
from the storage medium 81 to cause the verifier 11 to
perform the set of operations. The set of operations may
be provided as a set of executable instructions. The
processing circuitry 80 is thereby arranged to execute
methods as disclosed herein.
[0085] Figure 7 illustrates a random number generator
comprising function modules/software modules for im-
plementing embodiments of the present teachings. The
function modules can be implemented using software in-
structions such as computer program executing in a proc-
essor and/or using hardware, such as application specific
integrated circuits (ASICs), field programmable gate ar-
rays, discrete logical components etc., and any combi-
nation thereof. Processing circuitry may be provided,
which may be adaptable and in particular adapted to per-
form any of the steps of the method 40 that has been
described in various embodiments.
[0086] A random number generator is provided on
which a trustworthiness test may be performed. The ran-
dom number generator comprises a physical unclonable
function, PUF,-module and the trustworthiness test is im-
plemented as a known answer test.
[0087] The random number generator comprises a first
module 61 for receiving an input based on test data, T,
received from a verifier provided with at least one test
data - test result pair. The first module 61 may, for in-
stance, comprise receiving circuitry or input circuitry. The
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first module 61 may comprise the PUF-module as has
been described.
[0088] The random number generator comprises a
second module 62 for providing an output from the PUF-
module.
[0089] The random number generator comprises a
third module 63 for determining a test result based on
the output from the PUF-module.
[0090] The random number generator comprises a
fourth module 64 for providing the test result to the ver-
ifier.
[0091] It is noted that one or more of the modules 61,
62, 63, 64 may be replaced by units.
[0092] Figure 8 illustrates a flow chart over steps of
embodiments of a method in a verifier in accordance with
the present teachings. A method 70 of determining trust-
worthiness of a random number generator 20 comprising
a physical unclonable function, PUF,-module 21 is also
provided, wherein the trustworthiness test is implement-
ed as a known answer test, KAT. The method 70 is per-
formed in a verifier 11 provided with at least one test
data- test result pair, T, R. The method 70 comprises:

- providing 71 test data, T, to the PUF-module 21,

- obtaining 72 a test result, R’, from the random
number generator 20, and

- determining 73 trustworthiness of the random
number generator 20 based on the obtained test re-
sult, R’, and the test result, R of the test data- test
result pair.

[0093] In an embodiment, the determining 73 compris-
es determining the random number generator 20 to be
trustworthy for the case that a matching of the obtained
test result R’ to the test result R of the test data - test
result pair fulfills a matching criterion.
[0094] In a variation of the above embodiment, the
matching criterion comprises the obtained test result R’
differing from the test result R of the test data - test result
pair by less than a defined number of bits.
[0095] A verifier 11 is provided for determining trust-
worthiness of a random number generator 20 comprising
a physical unclonable function, PUF,- module 21, a trust-
worthiness test being implemented as a known answer
test, KAT. The verifier 11 is provided with at least one
test data- test result pair, (T, R) and configured to:

- provide test data, T, to the PUF-module 21,

- obtain a test result, R’, from the random number gen-
erator 20, and

- determine trustworthiness of the random number
generator 20 based on the obtained test result, R’,
and the test result, R of the test data- test result pair.

[0096] In an embodiment, the verifier 11 is configured
to determine the random number generator 20 to be trust-
worthy for the case that a matching of the obtained test
result R’ to the test result R of the test data- test result
pair fulfills a matching criterion.
[0097] In an embodiment, the matching criterion com-
prises the obtained test result R’ differing from the test
result R of the test data- test result pair, by less than a
defined number of bits.
[0098] Figure 9 illustrates a verifier comprising function
modules/software modules for implementing embodi-
ments of the present teachings. The function modules
can be implemented using software instructions such as
computer program executing in a processor and/or using
hardware, such as application specific integrated circuits
(ASICs), field programmable gate arrays, discrete logical
components etc., and any combination thereof. Process-
ing circuitry may be provided, which may be adaptable
and in particular adapted to perform any of the steps of
the method 40 that has been described in various em-
bodiments.
[0099] A verifier 11 is provided for determining trust-
worthiness of a random number generator comprising a
physical unclonable function, PUF,- module, a trustwor-
thiness test being implemented as a known answer test,
KAT. The verifier 11 is provided with at least one test
data- test result pair, (T, R). The verifier comprises a first
module for providing test data to the PUF-module 21.
The first module 91 may, for instance, comprise an output
device.
[0100] The verifier comprises a second module 92 for
obtaining a test result, R’, from the random number gen-
erator. The second module 92 may, for instance, com-
prise an input device for receiving the test result R’.
[0101] The verifier comprises a third module 93 for de-
termining trustworthiness of the random number gener-
ator based on the obtained test result, R’, and the test
result, R of the test data- test result pair. The third module
93 may, for instance, comprise processing circuitry
adapted to perform the determining.
[0102] It is noted that one or more of the modules 91,
92, 93 may be replaced by unit.
[0103] The invention has mainly been described herein
with reference to a few embodiments. However, as is
appreciated by a person skilled in the art, other embod-
iments than the particular ones disclosed herein are
equally possible within the scope of the invention, as de-
fined by the appended patent claims.

Claims

1. A method (40) for performing a trustworthiness test
on a random number generator, RNG, (20) compris-
ing a physical unclonable function, PUF,-module
(21), the trustworthiness test being implemented as
a known answer test, KAT, and the method (40) com-
prising:
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- receiving (41), in the PUF-module (21), an input
based on test data, T, received from a verifier
(11) provided with at least one test data - test
result pair, (T, R),
- providing (42) an output from the PUF-module
(21),
- determining (43) a test result, R’, based on the
output from the PUF-module (21), and
- providing (44) the test result, R’, to the verifier
(11).

2. The method (40) as claimed in claim 1, wherein the
input based on the test data, T, comprises one of:
the test data, T, as received and a transformation of
the received test data, T.

3. The method (40) as claimed in claim 1 or 2, wherein
the determining (43) comprises setting as the test
result, R’, the output from the PUF-module (21).

4. The method (40) as claimed in claim 1 or 2, wherein
the determining (43) comprises post-processing the
output of the PUF-module (21) in a digital post-
processing unit (25), and providing (44) the test re-
sult R’ as the output of the digital post-processing
unit (25).

5. The method (40) as claimed in claim 4, wherein the
post-processing comprises using the output of the
PUF-module (21) as input to a pseudorandom
number generator (27), and generating the test result
R’ as an output of the pseudorandom number gen-
erator (27).

6. The method (40) as claimed in any of the preceding
claims, comprising, prior to the receiving (41),
switching the PUF-module (21) to a test mode in
which the output thereof is fed outside the random
number generator (20).

7. The method (40) as claimed in any of the preceding
claims, comprising converting the test result, R’, by
applying a hash function to the test result, R’, and
providing (44) the returned hash value as the test
result to the verifier (11).

8. The method (40) as claimed in any of the preceding
claims, comprising, before the providing (44), en-
crypting the test result R’.

9. A random number generator, RNG, (20) comprising
a physical unclonable function, PUF,-module (21),
the random number generator (20) being configured
to:

- receive, in the PUF-module (21), an input
based on test data, T, received from a verifier
(11) provided with at least one test data - test

result pair, (T, R),
- provide an output from the PUF-module (21),
- determine a test result, R’, based on the output
from the PUF-module (21), and
- provide the test result, R’, to the verifier (11).

10. The random number generator (20) as claimed in
claim 9, wherein the input based on the test data, T,
comprises one of: the test data, T, as received and
a transformation of the received test data, T.

11. The random number generator (20) as claimed in
claim 9 or 10, configured to determine by setting as
the test result, R’, the output from the PUF-module
(21).

12. The random number generator (20) as claimed in
claim 9 or 10, configured to determine by post-
processing the output of the PUF-module (21) in a
digital post-processing unit (25), and providing the
test result R’ as the output of the digital post-process-
ing unit (25).

13. The random number generator (20) as claimed in
claim 12, configured to post-process by using the
output of the PUF-module (21) as input to a pseu-
dorandom number generator (27), and generating
the test result R’ as an output of the pseudorandom
number generator (27).

14. A method (70) of determining trustworthiness of a
random number generator, RNG, (20) comprising a
physical unclonable function, PUF,- module (21), a
trustworthiness test being implemented as a known
answer test, KAT, the method (70) being performed
in a verifier (11) provided with at least one test data-
test result pair, (T, R), the method (70) comprising:

- providing (71) test data, T, to the PUF-module
(21),
- obtaining (72) a test result, R’, from the random
number generator (20), and
- determining (73) trustworthiness of the random
number generator (20) based on the obtained
test result, R’, and the test result, R of the test
data- test result pair.

15. The method (70) as claimed in claim 14, wherein the
determining (73) comprises determining the random
number generator (20) to be trustworthy for the case
that a matching of the obtained test result R’ to the
test result R of the test data- test result pair fulfills a
matching criterion.

16. The method (70) as claimed in claim 15, wherein the
matching criterion comprises the obtained test result
R’ differing from the test result R of the test data- test
result pair, by less than a defined number of bits.
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17. A verifier (11) for determining trustworthiness of a
random number generator, RNG, (20) comprising a
physical unclonable function, PUF,- module (21), a
trustworthiness test being implemented as a known
answer test, KAT, the verifier (11) being provided
with at least one test data- test result pair, (T, R) and
configured to:

- provide test data, T, to the PUF-module (21),
- obtain a test result, R’, from the random number
generator (20), and
- determine trustworthiness of the random
number generator (20) based on the obtained
test result, R’, and the test result, R of the test
data- test result pair.

Patentansprüche

1. Verfahren (40) zum Durchführen eines Vertrauens-
würdigkeitstests an einem Zufallszahlgenerator,
RNG, (20), der ein "physische unkopierbare Funkti-
on"-, PUF, Modul (21) umfasst, wobei der Vertrau-
enswürdigkeitstest als ein Bekannte-Antwort-Test,
KAT, implementiert ist und das Verfahren (40) um-
fasst:

- Empfangen (41), in dem PUF-Modul (21), ei-
nes Eingangs, basierend auf Testdaten, T, die
von einem Verifizierungselement (11) empfan-
gen werden, das mit mindestens einem Testda-
ten - Testergebnis Paar (T, R) bereitgestellt ist,
- Bereitstellen (42) eines Ausgangs von dem
PUF-Modul (21),
- Bestimmen (43) eines Testergebnisses, R’, ba-
sierend auf dem Ausgang von dem PUF-Modul
(21) und
- Bereitstellen (44) des Testergebnisses, R’, an
das Verifizierungselement (11).

2. Verfahren (40) nach Anspruch 1, wobei der Eingang,
der auf den Testdaten, T, basiert, eines umfasst von:
den Testdaten, T, wie empfangen, und einer Trans-
formation der empfangenen Testdaten, T.

3. Verfahren (40) nach Anspruch 1 oder 2, wobei das
Bestimmen (43) Einstellen des Ausgangs von dem
PUF-Modul (21) als das Testergebnis, R’, umfasst.

4. Verfahren (40) nach Anspruch 1 oder 2, wobei das
Bestimmen (43) Nachbearbeiten des Ausgangs des
PUF-Moduls (21) in einer digitalen Nachbearbei-
tungseinheit (25) und Bereitstellen (44) des Tester-
gebnisses R’ als den Ausgang der digitalen Nach-
bearbeitungseinheit (25) umfasst.

5. Verfahren (40) nach Anspruch 4, wobei die Nachbe-
arbeitung Verwenden des Ausgangs von dem PUF-

Modul (21) als Eingang zu einem Pseudozufallszah-
lengenerator (27) und Erzeugen des Testergebnis-
ses R’ als einen Ausgang des Pseudozufallszahlen-
generators (27) umfasst.

6. Verfahren (40) nach einem der vorstehenden An-
sprüche, umfassend, vor dem Empfangen (41), Um-
schalten des PUF-Moduls (21) zu einem Testmodus,
in dem der Ausgang davon aus dem Zufallszahlen-
generator (20) gespeist wird.

7. Verfahren (40) nach einem der vorstehenden An-
sprüche, umfassend Umwandeln des Testergebnis-
ses, R’, durch Anwenden einer Hashfunktion auf das
Testergebnis, R’, und Bereitstellen (44) des zurück-
gegebenen Hashwerts als das Testergebnisses an
das Verifizierungselement (11) .

8. Verfahren (40) nach einem der vorstehenden An-
sprüche, umfassend, vor dem Bereitstellen (44),
Verschlüsseln des Testergebnisses R’.

9. Zufallszahlengenerator, RNG, (20), umfassend ein
"physische unkopierbare Funktion"-, PUF, Modul
(21), wobei der Zufallszahlengenerator (20) konfigu-
riert ist zum:

- Empfangen, in dem PUF-Modul (21), eines
Eingangs, basierend auf Testdaten, T, die von
einem Verifizierungselement (11) empfangen
werden, das mit mindestens einem Testdaten -
Testergebnis Paar (T, R) bereitgestellt ist,
- Bereitstellen eines Ausgangs von dem PUF-
Modul (21),
- Bestimmen eines Testergebnisses, R’, basie-
rend auf dem Ausgang von dem PUF-Modul
(21), und
- Bereitstellen des Testergebnisses, R’, an das
Verifizierungselement (11).

10. Zufallszahlengenerator (20) nach Anspruch 9, wobei
der Eingang, der auf den Testdaten, T, basiert, eines
umfasst von: den Testdaten, T, wie empfangen, und
einer Transformation der empfangenen Testdaten,
T.

11. Zufallszahlengenerator (20) nach Anspruch 9 oder
10, der konfiguriert ist, durch Einstellen des Aus-
gangs des PUF-Moduls (21) als das Testergebnis,
R’, zu bestimmen.

12. Zufallszahlengenerator (20) nach Anspruch 9 oder
10, der konfiguriert ist zum Bestimmen durch Nach-
bearbeiten des Ausgangs des PUF-Moduls (21) in
einer digitalen Nachbearbeitungseinheit (25) und
Bereitstellen des Testergebnisses R’ als den Aus-
gang der digitalen Nachbearbeitungseinheit (25).
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13. Zufallszahlengenerator (20) nach Anspruch 12, der
konfiguriert ist zum Nachbearbeiten durch Verwen-
den des Ausgangs des PUF-Moduls (21) als Ein-
gang zu einem Pseudozufallszahlengenerator (27)
und Erzeugen des Testergebnisses R’ als einen
Ausgang des Pseudozufallszahlengenerators (27).

14. Verfahren (70) zur Bestimmung von Vertrauenswür-
digkeit eines Zufallszahlengenerators, RNG, (20),
der ein "physische unkopierbare Funktion"-, PUF,
Modul (21) umfasst, wobei ein Vertrauenswürdig-
keitstest als ein Bekannte-Antwort-Test, KAT, imp-
lementiert ist, wobei das Verfahren (70) in einem Ve-
rifizierungselement (11) durchgeführt wird, das mit
mindestens einem Testdaten

- Testergebnis Paar (T, R) bereitgestellt ist, wo-
bei das Verfahren (70) umfasst:
- Bereitstellen (71) von Testdaten, T, an das
PUF-Modul (21),
- Erhalten (72) eines Testergebnisses, R’, von
dem Zufallszahlengenerator (20), und
- Bestimmen (73) von Vertrauenswürdigkeit des
Zufallszahlengenerators (20), basierend auf
dem erhaltenen Testergebnis, R’, und dem Tes-
tergebnis, R, des Testdaten - Testergebnis Paa-
res.

15. Verfahren (70) nach Anspruch 14, wobei das Be-
stimmen (73) Bestimmen des Zufallszahlengenera-
tors (20) umfasst, vertrauenswürdig zu sein, für den
Fall, dass eine Übereinstimmung des erhaltenen
Testergebnisses R’ mit dem Testergebnis R des
Testdaten - Testergebnis Paares ein Übereinstim-
mungskriterium erfüllt.

16. Verfahren (70) nach Anspruch 15, wobei das Über-
einstimmungskriterium das erhaltene Testergebnis
R’ umfasst, das sich von dem Testergebnis R des
Testdaten

- Testergebnis Paares um weniger als eine de-
finierte Zahl von Bits unterscheidet.

17. Verifizierungselement (11) zum Bestimmen von Ver-
trauenswürdigkeit eines Zufallszahlengenerators,
RNG, (20), der ein "physische unkopierbare Funkti-
on"-, PUF, Modul (21) umfasst, wobei ein Vertrau-
enswürdigkeitstest als ein Bekannte-Antwort-Test,
KAT, implementiert ist, wobei das Verifizierungsele-
ment (11) mit mindestens einem Testdaten - Test-
ergebnis Paar, (T, R) bereitgestellt ist und konfigu-
riert ist zum:

- Bereitstellen von Testdaten, T, an das PUF-
Modul (21),
- Erhalten eines Testergebnisses, R’, von dem
Zufallszahlengenerator (20) und

- Bestimmen von Vertrauenswürdigkeit des Zu-
fallszahlengenerators (20), basierend auf dem
erhaltenen Testergebnis, R’, und dem Tester-
gebnis, R, des Testdaten - Testergebnis Paa-
res.

Revendications

1. Procédé (40) de réalisation d’un test de fiabilité sur
un générateur de nombres aléatoires, RNG, (20)
comprenant un module de fonction inclonable phy-
sique, PUF, (21), le test de fiabilité étant mis en œu-
vre en tant qu’un test de réponse connue, KAT, et
le procédé (40) comprenant :

- la réception (41), dans le module PUF (21),
d’une entrée basée sur des données de test, T,
reçues en provenance d’un vérificateur (11)
pourvu d’au moins une paire de données de test
- résultat de test, (T, R),
- la fourniture (42) d’une sortie du module PUF
(21),
- la détermination (43) d’un résultat de test, R’,
sur la base de la sortie du module PUF (21), et
- la fourniture (44) du résultat de test, R’, au vé-
rificateur (11).

2. Procédé (40) selon la revendication 1, dans lequel
l’entrée basée sur les données de test, T, comprend
l’une de : les données de test, T, telles qu’elles sont
reçues et une transformation des données de test,
T, reçues.

3. Procédé (40) selon la revendication 1 ou 2, dans
lequel la détermination (43) comprend le réglage, en
tant que le résultat de test, R’, de la sortie du module
PUF (21) .

4. Procédé (40) selon la revendication 1 ou 2, dans
lequel la détermination (43) comprend le post-traite-
ment de la sortie du module PUF (21) dans une unité
de post-traitement numérique (25), et la fourniture
(44) du résultat de test R’ en tant que la sortie de
l’unité de post-traitement numérique (25).

5. Procédé (40) selon la revendication 4, dans lequel
le post-traitement comprend l’utilisation de la sortie
du module PUF (21) en tant qu’entrée dans un gé-
nérateur de nombres pseudo-aléatoires (27), et la
génération du résultat de test R’ en tant qu’une sortie
du générateur de nombres pseudo-aléatoires (27).

6. Procédé (40) selon l’une quelconque des revendi-
cations précédentes, comprenant, avant la réception
(41), la commutation du module PUF (21) dans un
mode de test dans lequel la sortie de celui-ci est
alimentée à l’extérieur du générateur de nombres
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pseudo-aléatoires (20) .

7. Procédé (40) selon l’une quelconque des revendi-
cations précédentes, comprenant la conversion du
résultat de test, R’, par l’application d’une fonction
de hachage au résultat de test, R’, et la fourniture
(44) de la valeur de hachage retournée en tant que
le résultat de test au vérificateur (11).

8. Procédé (40) selon l’une quelconque des revendi-
cations précédentes, comprenant, avant la fournitu-
re (44), le chiffrement du résultat de test R’.

9. Générateur de nombres aléatoires, RNG, (20) com-
prenant un module de fonction inclonable physique,
PUF, (21), le générateur de nombres aléatoires (20)
étant configuré pour :

- la réception, dans le module PUF (21), d’une
entrée basée sur des données de test, T, reçues
en provenance d’un vérificateur (11) pourvu
d’au moins une paire de données de test - ré-
sultat de test, (T, R),
- la fourniture d’une sortie du module PUF (21),
- la détermination d’un résultat de test, R’, sur
la base de la sortie du module PUF (21), et
- la fourniture du résultat de test, R’, au vérifica-
teur (11).

10. Générateur de nombres aléatoires (20) selon la re-
vendication 9, dans lequel l’entrée basée sur les don-
nées de test, T, comprend l’une de : les données de
test, T, telles qu’elles sont reçues et une transforma-
tion des données de test, T, reçues.

11. Générateur de nombres aléatoires (20) selon la re-
vendication 9 ou 10, configuré pour la détermination
par le réglage, en tant que le résultat de test, R’, de
la sortie du module PUF (21).

12. Générateur de nombres aléatoires (20) selon la re-
vendication 9 ou 10, configuré pour la détermination
par le post-traitement de la sortie du module PUF
(21) dans une unité de post-traitement numérique
(25), et la fourniture du résultat de test R’ en tant que
la sortie de l’unité de post-traitement numérique (25).

13. Générateur de nombres aléatoires (20) selon la re-
vendication 12, configuré pour le post-traitement par
l’utilisation de la sortie du module PUF (21) en tant
qu’entrée dans un générateur de nombres pseudo-
aléatoires (27), et la génération du résultat de test
R’ en tant qu’une sortie du générateur de nombres
pseudo-aléatoires (27).

14. Procédé (70) de détermination de fiabilité d’un gé-
nérateur de nombres aléatoires, RNG, (20) compre-
nant un module de fonction inclonable physique,

PUF, (21), un test de fiabilité étant mis en œuvre en
tant qu’un test de réponse connue, KAT, le procédé
(70) étant réalisé dans un vérificateur (11) pourvu
d’au moins une paire de données de test - résultat
de test, (T, R), le procédé (70) comprenant :

- la fourniture (71) de données de test, T, au
module PUF (21),
- l’obtention (72) d’un résultat de test, R’, depuis
le générateur de nombres aléatoires (20), et
- la détermination (73) d’une fiabilité du généra-
teur de nombres aléatoires (20) sur la base du
résultat de test, R’, obtenu et du résultat de test,
R, de la paire de données de test - résultat de
test.

15. Procédé (70) selon la revendication 14, dans lequel
la détermination (73) comprend la détermination que
le générateur de nombres aléatoires (20) est fiable
dans le cas où une concordance du résultat de test
obtenu R’ avec le résultat de test R de la paire de
données de test - résultat de test remplit un critère
de concordance.

16. Procédé (70) selon la revendication 15, dans lequel
le critère de concordance comprend le fait que le
résultat de test R’ obtenu diffère du résultat de test
R de la paire de données de test - résultat de test
de moins qu’un nombre défini de bits.

17. Vérificateur (11) permettant la détermination de fia-
bilité d’un générateur de nombres aléatoires, RNG,
(20) comprenant un module de fonction inclonable
physique, PUF, (21), un test de fiabilité étant mis en
œuvre en tant qu’un test de réponse connue, KAT,
le vérificateur (11) étant pourvu d’au moins une paire
de données de test - résultat de test, (T, R), et con-
figuré pour :

- la fourniture de données de test, T, au module
PUF (21),
- l’obtention d’un résultat de test, R’, depuis le
générateur de nombres aléatoires (20), et
- la détermination d’une fiabilité du générateur
de nombres aléatoires (20) sur la base du résul-
tat de test, R’, obtenu et du résultat de test, R,
de la paire de données de test - résultat de test.
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