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(54) Method and apparatus for controlling objects of a user interface

(57) A method and apparatus for controlling objects
of a user interface (UI) are provided. The method and
apparatus simultaneously hide and move a selected ob-
ject to a bottom of a UI when the object is encrypted,
thereby not visually exposing the encrypted object to a
third person, displaying, through the UI the encrypted
object on a predetermined screen, directory or folder,
and rearranging unselected objects to fill a space created
when the selected object is hidden and moved.
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Description

BACKGROUND

Field

[0001] Apparatuses and methods consistent with the
exemplary embodiments relate to a method and appa-
ratus for controlling objects of a user interface, and more
particularly, to a method and apparatus for controlling
objects of a user interface which, when an object is en-
crypted, simultaneously hides and moves an object to a
bottom of a user interface.

DESCRIPTION OF RELATED ART

[0002] Protection of personal information and/or con-
fidential business documents has become an important
issue. Accordingly, various types of user authentication
schemes and encryption methods are suggested by the
related art. Generally, a method for encryption involves
a user inputting a password.
[0003] A user may establish encryption by inputting a
password through an input device, such as a touch
screen or a key input button.
[0004] In order to indicate that a document is encrypt-
ed, a mark may be used. For example, encrypted files,
directories, or folders may be distinguished using a lock,
a star, a changed color, etc.
[0005] Generally, encrypted files, directories, or folder
may be accessed by inputting a password for decryption.
Accordingly, a third person who is not aware of the pass-
word, is limited in attempting to access an encrypted file,
but is able to distinguish an encrypted document from a
document which is not encrypted.

SUMMARY

[0006] One or more exemplary embodiments provide
a method and an apparatus which simultaneously hide
an object and rearrange remaining objects displayed in
a user interface (UI) when the object is encrypted, so that
the encrypted object is not visually exposed to a third
person, and encrypted objects are displayed through the
UI, on a screen, directory, or folder.
[0007] According to an aspect of an exemplary em-
bodiment, there is provided a method of controlling an
object including: displaying a UI including at least one
display region having at least one object; receiving se-
lected input of a target object from a user and displaying
a control menu; receiving input of a control instruction
from the user; and hiding the target object and rearrang-
ing remaining objects positioned in the display region.
[0008] The control instruction may include a gesture.
[0009] The gesture may include at least one of a flick,
a dragging, a click, a tag, a touch, and a touch and hold.
[0010] The object may include at least one of an icon,
a content, a list, and a bar.

[0011] The rearranging of the object positioned in the
display region may include moving the target object to a
previously displayed region of the UI.
[0012] According to an aspect of another exemplary
embodiment, there is provided a method of controlling
an object including: displaying a UI including at least one
display region having at least one object; receiving input
of a control instruction regarding a target object hidden
from a user; performing authentication with respect to
displaying the target object; and displaying the target ob-
ject in a selected display region.
[0013] The authentication may be performed using at
least one of a fingerprint of the user, a password, and a
certificate.
[0014] The control instruction may include a gesture.
[0015] The gesture may include at least one of a flick,
a dragging, a click, a tag, a touch, and a touch and hold.
[0016] The selected display region may be a previously
displayed region of the UI, and the gesture may be a flick
on a portion of the previously displayed region or a touch
on the portion for a predetermined period of time.
[0017] The for According to an aspect of another ex-
emplary embodiment, there is provided an apparatus for
controlling an object including: a display controller which
displays a UI including at least one display region having
at least one object, and displaying a control menu corre-
sponding to selected input of a target object input from
a user; and an object controller which hides the target
object corresponding to a control instruction input from
the user, and rearranges the remaining objects in the
display region.
[0018] The control instruction may include a gesture.
[0019] The gesture may include at least one of a flick,
a dragging, a click, a tag, a touch, and a touch and hold.
[0020] The object may include at least one of an icon,
a content, a list, and a bar.
[0021] The object controller may move the target ob-
ject to a previously displayed region of the UI.
[0022] According to an aspect of another exemplary
embodiment, there is provided an apparatus for control-
ling an object including: a display controller which dis-
plays a UI including at least one display region having at
least one object; an object controller which receives a
control instruction on a target object hidden from a user,
and controls exposure of the target object; an authenti-
cation unit which performs authentication with respect to
the exposure of the target object; and an object imple-
mentation unit which implements the target object, the
object controller controlling the target object to be dis-
played in a selected display region based on an authen-
tication result by the authentication unit.
[0023] The authentication may be performed using at
least one of a fingerprint, a password, and a certificate.
[0024] The control instruction may include a gesture.
[0025] The gesture may include at least one of a flick,
a dragging, a click, a tag, a touch, and a touch and hold.
[0026] The selected display region may be a previously
displayed region of the UI, and the gesture may be a flick
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on a portion of the previously displayed region or a touch
on the portion of the previously displayed region for a
predetermined period of time.
[0027] According to an aspect of another exemplary
embodiment, there is provided a non-transitory compu-
ter-readable medium comprising a program for instruct-
ing a computer to perform at least one of the above de-
scribed methods.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] The above and/or other aspects will become
apparent and more readily appreciated from the following
description of the exemplary embodiments, taken in con-
junction with the accompanying drawings, in which:

FIG. 1 is a block diagram of an object control appa-
ratus according to an exemplary embodiment;
FIG. 2 illustrates an example of a method of control-
ling an object in an icon displayed in a UI;
FIG. 3 illustrates an example of a method of control-
ling an object in a bar displayed in a UI;
FIG. 4 is a flowchart illustrating a method of encrypt-
ing an object according to an exemplary embodi-
ment; and
FIG. 5 is a flowchart illustrating a method of imple-
menting an encrypted object according to an exem-
plary embodiment.

DETAILED DESCRIPTION OF EXEMPLARY EMBOD-
IMENTS

[0029] Below, exemplary embodiments will be de-
scribed in detail with reference to accompanying draw-
ings so as to be easily realized by a person having ordi-
nary knowledge in the art. The exemplary embodiments
may be embodied in various forms without being limited
to the exemplary embodiments set forth herein. Descrip-
tions of well-known parts are omitted for clarity, and like
reference numerals refer to like elements throughout.
[0030] FIG. 1 is a block diagram of an object control
apparatus according to an exemplary embodiment.
[0031] Referring to FIG. 1, the object control apparatus
100 according to the present embodiment includes an
input unit 101, a display controller 102, an object control-
ler 103, and an authentication unit 104.
[0032] The input unit 101 may use various devices,
such as a keypad, a touch screen, and the like, and re-
ceives from a user, a control instruction based on select-
ed input of a function or information desired by a user.
[0033] The control instruction may be a gesture input
by the user, and the gesture may include at least one of
a flick, a dragging, a click, a tag, a touch, and a touch
and hold.
[0034] The display controller 102 displays on a display
unit, a user interface (UI) having at least one display re-
gion including at least one object, and may display a con-
trol menu corresponding to a control instruction by the

user regarding an input target object.
[0035] Further, the display controller 102 may display
information input through input unit 101 on a screen or
transmit input information to object controller 103.
[0036] The display controller 102 controls a state and
an overall operation of the display unit and may be con-
figured as a microprocessor or a digital signal processor
(DSP).
[0037] The object controller 103 hides the target object
corresponding to the control instruction input by the user
and controls remaining objects to be rearranged that are
positioned in the display region.
[0038] For example, a method of rearranging the ob-
ject may include a method of moving the object to a se-
lected display region.
[0039] Further, the object controller 103 may control
the object to be hidden, which corresponds to the control
instruction input by the user.
[0040] The object is a menu displayed on the display
unit and may include at least one of an icon, a content,
a list, and a bar.
[0041] The object controller 103 requests input of a
password from the user and controls access to the object
when there is a request for access to the object by a user.
[0042] When an encryption instruction for the target
object is input by the user, object controller 103 displays
an encryption setup screen on the display unit through
the display controller 102, in order to receive input of a
password, etc., from the user.
[0043] When a decryption instruction on the object is
input by the user, object controller 103 displays, on the
display unit, the encryption setup screen through display
controller 102 and receives input of the password, etc.
from the user in order to decrypt the encrypted object.
[0044] A different password may be set up with respect
to an object in each individual unit. According to an ex-
emplary embodiment, when the user requests access to
the object, object controller 103 may individually deter-
mine access and decrypt a password.
[0045] The authentication unit 104 authenticates a us-
er when a password is encrypted or decrypted with re-
spect to a selected object. That is, when the object is
encrypted or decrypted, authentication unit 104 receives
authentication information from the user to authenticate
the user.
[0046] The authentication information may be one of
a fingerprint, a password, and a certificate.
[0047] For example, to encrypt the object, the user in-
puts a password through the input unit 101, and the au-
thentication unit 104 authenticates the user through the
input password. The object controller 103 controls en-
cryption of the object or implementation of the encrypted
object based on an authentication result by the authen-
tication unit 104.
[0048] According to an exemplary embodiment, a
method of setting up or releasing a password, through
the authentication unit 104, with respect to an object, is
described below.
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[0049] When the user selects an object, a menu with
respect to the object is displayed on the display unit.
When the user selects the menu, a password input
screen is displayed. The user inputs a password through
the password input screen in order to completely encrypt
the object.
[0050] When the user selects the object, the password
input screen is displayed. The user inputs the password
through the password input screen in order to decrypt
the object.
[0051] In addition to the password input screen, when
the user selects the object, a screen to set up access
authority, depending on a password, may be further dis-
played.
[0052] According to an exemplary embodiment, there
may be further provided a screen which allows the user
to input a separate password for each object and to have
different authority for access to each object, depending
on each password.
[0053] The above access authority method, based on
the password, may provide, for example, only authority
to read an object, and may not provide authority to access
an object. Depending on a password, authority may be
provided to read and write an object. In addition, depend-
ing on an input password, authority to access an object
may be set up differently.
[0054] Although not illustrated in FIG. 1, object control
apparatus 100 according to the present embodiment may
further include a memory unit. The memory unit may store
operations and states of the object and programs and
data used to operate display controller 102 and object
controller 103, and may include various components,
such as an erasable programmable read only memory
(EPROM), a static random access memory (SRAM), or
a flash memory. Further, the memory unit may store a
password set up for each application program or each
data file. When the user sets up an access authority meth-
od depending on a password, the memory unit may store
the access authority method and the password.
[0055] FIG. 2 illustrates an example of a method of
controlling an object in an icon displayed in a UI.
[0056] A method of encrypting an icon displayed in the
UI is described below.
[0057] Referring to FIG. 2, a user selects at least one
icon through the UI having a display region 210 including
at least one icon 211.
[0058] In response to the selection of at least one icon,
a control menu 212 is displayed over the selected at least
one icon. When the user selects the menu, a password
input window (not shown) may be displayed. The user
inputs a password through the password input window.
[0059] Referring to a display region 220 of FIG. 2, icon
221, encrypted after the input of the password, is hidden,
as shown in dashed lines, so as not to be shown in display
region 220. Unselected icons are rearranged, and hidden
icon 221 may be moved to a bottom of display region
220. According to an exemplary embodiment, hidden
icon 221 may be moved to a portion of a previously dis-

played region among other display regions forming the
UI, and unselected icons may be rearranged to fill a space
formed as selected icon 221 is hidden.
[0060] Referring to a display region 230 of FIG. 2, hid-
den icon 221 is moved to a selected display region and
is not displayed in displayed region 230.
[0061] When another icon is encrypted, encrypted
icons are hidden and moved to a bottom of a display
region or a portion of a previously displayed region
among the display regions forming the UI. Here, subse-
quently moved icons may be arranged after the previous
icon that was moved.
[0062] Alternatively, the hidden icons may be moved
to an optional directory or folder.
[0063] Referring to display regions 240 to 260 of FIG.
2, a method decrypting previously encrypted icons is de-
scribed.
[0064] A gesture 241 of the user, for example, a touch
on the display region 240 followed by a flick to the right
using a finger, or a touch on the display region 240 for a
predetermined period of time, is received in the display
region 240, where the encrypted icons are arranged. A
password input window 251 is displayed in the display
region 250 corresponding to the input of gesture 241.
When a password input by the user is authenticated, an
encrypted icon 261 is displayed in the display region 260.
Upon receipt of a selection by a user of displayed icon
261, which is displayed in the display region 260, an ex-
ecution file connected to the selected icon may be im-
plemented.
[0065] Alternatively, a different password may be set
up for each icon. Also, at least two passwords may be
set up for one icon, and authority to access an execution
file connected to the icon may be set up differently de-
pending on the respective passwords.
[0066] When the encrypted icon is completely imple-
mented, and a gesture is input from the user, an encryp-
tion screen may disappear and return to an original
screen.
[0067] FIG. 3 illustrates an example of a method of
controlling an object in a bar displayed, within a UI.
[0068] A method of encrypting a bar displayed within
the UI is described below.
[0069] Referring to FIG. 3, a user selects from the UI
having a display region 310, at least one bar 311.
[0070] A control menu 312 is then displayed over the
selected bar. When the user selects the menu, a pass-
word input window (not shown) may be displayed. The
user then inputs a password through the password input
window.
[0071] Referring to a display region 320 of FIG. 3, bar
321, encrypted after the input of the password, is hidden,
so as not to be shown in the display region 320 as shown
in dashed lines. Unselected bars are rearranged, and the
hidden bar 321 may be moved to a bottom of the display
region 320. According to an exemplary embodiment, hid-
den bar 321 may be moved to a portion of a previously
displayed region among other displayed regions forming
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the UI, and unselected bars may be rearranged to fill a
space formed as selected bar 321 is hidden.
[0072] Referring to a display region 330 of FIG. 3, hid-
den bar 321 is moved to a selected display region and
is not displayed in the display region 330.
[0073] As other bars are encrypted, the encrypted bars
are hidden and moved to a bottom of a display region or
a portion of the last previously displayed region among
the display regions forming the UI. Here, the moved bars
may be disposed so that the subsequently moved bars
are arranged after the previously moved bar.
[0074] Alternatively, the hidden bars may be moved to
an optional directory or folder.
[0075] Referring to exposing regions 340 to 360 of FIG.
3, a method of decrypting encrypted bars is described
below.
[0076] A gesture 341 of the user, for example, a touch
on display region 340 followed by a flick to the right using
a finger, or a touch on the display region 340 for a pre-
determined period of time, is received in the display re-
gion 340 where the encrypted bars are arranged. A pass-
word input window 351 is displayed in the display region
350 corresponding to input gesture 341. Upon authenti-
cation of a password input by a user, an encrypted bar
361 is displayed in the display region 360. Upon receipt
from the user of a selection of displayed bar 361, dis-
played in the exposing region 360, an execution file con-
nected to the selected bar may be implemented.
[0077] Alternatively, a different password may be set
up for each bar. Also, at least two passwords may be set
up for one bar, and authority to access an execution file
connected to the bar may be set up differently depending
on the respective passwords.
[0078] When the encrypted bar 361 is completely im-
plemented, and a gesture is input from the user, an en-
cryption screen may disappear and return to an original
screen.
[0079] The methods of encrypting the object described
with reference to FIGS. 2 and 3 simultaneously hide and
move the object to the bottom of the UI so as not to visually
expose the object to a third person; and display the en-
crypted object on a screen, directory, or folder through
the UI. Accordingly, a simple UI may be provided.
[0080] Further, an encryption function may be set up
for an individual object. Thus, the user may conveniently
set up encryption with respect to only a desired and nec-
essary function. In addition, since a password may be
set up for each object, even if a password for an object
is leaked to other people, the user need not worry about
other objects which have different passwords.
[0081] FIG. 4 is a flowchart illustrating a method of en-
crypting an object according to an exemplary embodi-
ment.
[0082] An apparatus using the above-described meth-
od of encrypting an object illustrated in FIG. 4, receives
selected input from a user of an object displayed on a UI
having at least one display region. A control menu based
on the selected input of a target object is displayed. A

control instruction is input from the user through control
menu (401). The control menu may include a selected
input list related to locking or implementing the target
object.
[0083] A determination is made whether to select en-
cryption of the target object through the control menu
(402).
[0084] When the target object is selected to be encrypt-
ed in operation 402, the selected object is hidden (403).
[0085] The object hidden in operation 403 is moved to
a selected display region and remaining objects are re-
arranged (404). Operation 404 may include one of situ-
ations below.

1) The encrypted object may be moved to a bottom
of the display region.
2) The encrypted object may be moved to a portion
of a previously displayed region among other display
regions forming the UI.
3) The encrypted object may be moved to a directory
or folder.

[0086] The object moved by one of the above methods
may be arranged after a previously encrypted object.
[0087] When the target object is determined not to be
encrypted in operation 402, the method shown in FIG. 4
terminates.
[0088] FIG. 5 is a flowchart illustrating a method of im-
plementing an encrypted object according to an exem-
plary embodiment.
[0089] The method of implementing the encrypted ob-
ject shown in FIG. 5 receives from a user selected input
of an object displayed on a UI having at least one display
region.
[0090] A control instruction is input from the user with
respect to the selected object (501). The control instruc-
tion may be a gesture of the user in the display region
where objects are arranged. For example, the gesture
may be a touch on the display region and then a flick to
the right using a finger, or a touch on the display region
for a predetermined period of time.
[0091] A password input window corresponding to the
input of the gesture is displayed in the display region
(502).
[0092] A password is received from the user through
the password input window displayed in operation 502
(503).
[0093] Authentication unit 104 authenticates the pass-
word received from the user in operation 503 (504).
[0094] When the password input from the user is au-
thenticated by authentication unit 104 in operation 504,
the encrypted object is decrypted and displayed in dis-
play region (505).
[0095] Upon receipt from the user of a selection of ob-
ject displayed in the display region, an execution file cor-
responding to the selectively input object may be imple-
mented.
[0096] According to another embodiment, a different
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password may be set up for each object. Also, at least
two passwords may be set up for one object. Authority
to access an execution file corresponding to the icon may
be set up differently, depending on the respective pass-
words.
[0097] When the encrypted object is completely imple-
mented, and a gesture is then input by the user, an en-
cryption screen may disappear and the display returns
to an original screen.
[0098] The method for controlling objects of a UI and
the apparatus of enabling the method according to the
above-described embodiments may be implemented in
non-transitory computer-readable media including pro-
gram instructions to implement various operations em-
bodied by a computer. The media may also include, alone
or in combination with the program instructions, data files,
data structures, etc. Examples of program instructions
include both machine code, such as produced by a com-
piler, and files containing higher level code that may be
executed by the computer using an interpreter.
[0099] Although a few exemplary embodiments have
been shown and described, it will be appreciated by those
skilled in the art that changes may be made in these
exemplary embodiments without departing from the prin-
ciples and spirit of the inventive concept, the scope of
which is defined in the appended claims and their equiv-
alents.
[0100] Attention is directed to all papers and docu-
ments which are filed concurrently with or previous to this
specification in connection with this application and which
are open to public inspection with this specification, and
the contents of all such papers and documents are in-
corporated herein by reference.
[0101] All of the features disclosed in this specification
(including any accompanying claims, abstract and draw-
ings), and/or all of the steps of any method or process
so disclosed, may be combined in any combination, ex-
cept combinations where at least some of such features
and/or steps are mutually exclusive.
[0102] Each feature disclosed in this specification (in-
cluding any accompanying claims, abstract and draw-
ings) may be replaced by alternative features serving the
same, equivalent or similar purpose, unless expressly
stated otherwise. Thus, unless expressly stated other-
wise, each feature disclosed is one example only of a
generic series of equivalent or similar features.
[0103] The invention is not restricted to the details of
the foregoing embodiment(s). The invention extends to
any novel one, or any novel combination, of the features
disclosed in this specification (including any accompa-
nying claims, abstract and drawings), or to any novel one,
or any novel combination, of the steps of any method or
process so disclosed.

Claims

1. A method of controlling an object, the method com-

prising:

displaying a user interface comprising at least
one display region including at least one object;
receiving from a user, input of a control instruc-
tion corresponding to a target object hidden from
a user;
performing authentication with respect to dis-
playing the target object; and
displaying the target object in a selected display
region.

2. The method of claim 1, wherein the authentication
is performed using at least one of a fingerprint of the
user, a password, and a certificate.

3. The method of claim 1, wherein the control instruc-
tion comprises a gesture.

4. The method of claim 3, wherein the gesture compris-
es at least one of a flick, a dragging, a click, a tag, a
touch, and a touch and hold.

5. The method of claim 3, wherein the selected display
region is a previously displayed region of the user
interface, and the gesture is a flick on a portion of
the previously displayed region or a touch on the
portion of the previously displayed region for a pre-
determined period of time.

6. An apparatus of controlling an object comprising:

a display controller which displays a user inter-
face comprising at least one display region in-
cluding at least one object;
an input unit which receives a selection of a tar-
get object by a user;
an object controller which receives from the user
input unit a control instruction corresponding to
the selected target object; the object controller
configured to control display of the selected tar-
get object;
an authentication unit which performs authenti-
cation with respect to the display of the target
object; and
an object implementation unit which implements
display of the target object,
the object controller controlling the target object
to be displayed in a selected display region
based on an authentication result by the authen-
tication unit.

7. The apparatus of claim 6, wherein the authentication
is performed using at least one of a fingerprint, a
password, and a certificate.

8. The apparatus of claim 6, wherein the control instruc-
tion comprises a gesture.

9 10 



EP 2 390 812 A1

7

5

10

15

20

25

30

35

40

45

50

55

9. The apparatus of claim 8, wherein the gesture com-
prises at least one of a flick, dragging, a click, a tag,
a touch, and a touch and hold.

10. The apparatus of claim 8, wherein the selected dis-
play region is a previously displayed region of the
user interface, and the gesture is a flick on a portion
of the previously displayed region or a touch on the
portion of the previously displayed region for a pre-
determined period of time.
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