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(54) IDENTITY AUTHENTICATION

(57) The present application provides an identity au-
thentication method and a terminal device. In an exam-
ple, a client on a terminal device acquires a user identifier
(ID) and a password to be authenticated in response to
an identity authentication operation from a user; the client
acquires an additional password according to the user
ID; and the client sends an identity authentication request

to a server, where the identity authentication request in-
cludes the user ID, the password, and the additional
password, so that the server is capable of performing
identity authentication in response to the identity authen-
tication request based on a user ID, a password, and an
additional password stored on the server.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This patent application claims priority to Chi-
nese Patent Applications No. 201710737863.0, entitled
"IDENTITY AUTHENTICATION METHOD AND APPA-
RATUS AND ELECTRONIC DEVICE" and filed on Au-
gust 24, 2017, which is incorporated by reference in its
entirety.

TECHNICAL FIELD

[0002] The present application relates to identity au-
thentication.

BACKGROUND

[0003] To ensure the security of user information, when
a user registers with a website or an application, the web-
site or application requests the user to set a username
and password and also requests the user to set a mobile
number or an email address associated with the user-
name and password for identity authentication or pass-
word recovery.

SUMMARY

[0004] Embodiments of the present application provide
an identity authentication method, to improve the security
of an identity authentication method.
[0005] According to a first aspect, an embodiment of
the present application provides an identity authentica-
tion method, including:

acquiring, by a client on a terminal device, a user
identifier (ID) and a password to be authenticated in
response to an identity authentication operation from
a user; and
acquiring, by the client, an additional password ac-
cording to the user ID; and
sending, by the client, an identity authentication re-
quest to a server, where the identity authentication
request includes the user ID, the password, and the
additional password, so that the server is capable of
performing identity authentication in response to the
identity authentication request based on a user ID,
a password, and an additional password stored on
the server.

[0006] According to a second aspect, an embodiment
of the present application provides an identity authenti-
cation method, including:

acquiring, by a server, an additional password
matching a user ID carried in a received user regis-
tration request according to the user registration re-
quest;

storing, by the server, the additional password and
the user ID in association; and
performing, by the server, identity authentication ac-
cording to a received identity authentication request,
where the identity authentication request includes a
user ID and a password to be authenticated, and an
additional password that is stored on a client and is
associated with the user ID.

[0007] According to a third aspect, an embodiment of
the present application further provides a terminal device,
including:

a processor and a machine-readable storage medi-
um, where
the machine-readable storage medium stores ma-
chine executable instructions that is capable of being
executed by the processor, and the machine exe-
cutable instructions cause the processor to perform
the following steps including:
acquiring a user ID and a password to be authenti-
cated in response to an identity authentication oper-
ation from a user;
acquiring an additional password according to the
user ID; and
sending an identity authentication request to a serv-
er, where the identity authentication request includes
the user ID, the password, and the additional pass-
word, so that the server is capable of performing
identity authentication in response to the identity au-
thentication request based on a user ID, a password,
and an additional password stored on the server.

[0008] In the identity authentication method disclosed
in the embodiments of the present application, a client
on a terminal device acquires a user ID and a password
to be authenticated in response to an identity authenti-
cation operation from a user; the client acquires an ad-
ditional password according to the user ID; and the client
sends an identity authentication request to a server,
where the identity authentication request includes the us-
er ID, the password, and the additional password, so that
the server is capable of performing identity authentication
in response to the identity authentication request based
on a user ID, a password, and an additional password
stored on the server. By means of the authentication
method disclosed in the embodiments of the present ap-
plication, an additional password is used to perform iden-
tity authentication on a user, the security of identity au-
thentication of the user is effectively improved, and leak-
age of user account information caused by the stolen
registration password is effectively avoided. After a pass-
word of a user is stolen, a stealer performs identity au-
thentication on another client. Because an additional
password cannot be acquired, even if a username and
a password are stolen, identity authentication cannot be
completed, so that a stealer cannot successfully log in
to a user account to acquire account information of the
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user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] To describe the technical solutions of the em-
bodiments of the present disclosure or the prior art more
clearly, the following briefly introduces the accompanying
drawings required for describing the embodiments or the
prior art. Apparently, the accompanying drawings in the
following description show only some embodiments of
the present disclosure, and a person of ordinary skill in
the art may still derive other drawings from these accom-
panying drawings without creative efforts.

FIG. 1 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 2 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 3 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 4 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 5 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 6 is a flowchart of an identity authentication
method according to an embodiment of the present
application;
FIG. 7 is a schematic structural diagram of identity
authentication logic according to an embodiment of
the present application;
FIG. 8 is a schematic structural diagram of identity
authentication logic according to an embodiment of
the present application;
FIG. 9 is a schematic structural diagram of identity
authentication logic according to an embodiment of
the present application;
FIG. 10 is a schematic structural diagram of identity
authentication logic according to an embodiment of
the present application;
FIG. 11 is a schematic structural diagram of hard-
ware of a terminal device according to an embodi-
ment of the present application; and
FIG. 12 is a schematic structural diagram of hard-
ware of a server according to an embodiment of the
present application.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0010] The following clearly and completely describes
the technical solutions in the embodiments of the present
application with reference to the accompanying drawings
in the embodiments of the present application. Apparent-
ly, the described embodiments are merely some of the

embodiments of the present application rather than all of
the embodiments. All other embodiments obtained by a
person of ordinary skill in the art based on the embodi-
ments of the present application without creative efforts
shall fall within the protection scope of the present appli-
cation.
[0011] When a user logs in to a website or an applica-
tion with which the user has registered, the user enters
a registered username and password. If the username
and password entered by the user match a username
and password that are stored on a server end, identity
authentication succeeds, and the user has logged in. The
user can obtain user-related information and rights cor-
responding to the username.
[0012] A password has a limited length and therefore
may be easily cracked, resulting in relatively low security
of the above identity authentication manner. In addition,
account information may be leaked. For example, a user
often logs in to a website or an application on different
terminal devices. If a malicious software on a terminal
device has stolen a login password of the user and then
logs in to an account of the user on another terminal
device, the security of account information of the user is
under threat.
[0013] An embodiment of the present application dis-
closes an identity authentication method. As shown in
FIG. 1, the method includes step 100 to step 120.
[0014] Step 100: Acquire a to-be-authenticated user
identifier (ID) and password according to an identity au-
thentication operation from a user.
[0015] When the user logs in to a website or an appli-
cation and needs to acquire user-related information, the
user usually needs to enter a to-be-authenticated user
ID and password via a user login portal that is set on a
page of the website or a page of the application to perform
identity authentication. The user is allowed to access per-
sonal information in a user account only after the identity
authentication succeeds. During specific implementa-
tion, after the user enters the user ID and password and
triggers an identity authentication button, an interface of
the page of the website or the page of the application
may be invoked to acquire the to-be-authenticated user
ID and password entered by the user, and the to-be-au-
thenticated user ID and password are sent to a server
for identity authentication. During specific implementa-
tion, the user ID may be a username.
[0016] Step 110: Acquire an additional password.
[0017] If the user logs in to a client on a logged-in ter-
minal device or a registered terminal device, the client
usually stores the additional password. The additional
password locally stored on the client may be directly read.
That is, the additional password prestored on the client
that performs the identity authentication operation is
read.
[0018] If the user changes a terminal device or fails to
properly keep the additional password stored on the ter-
minal device, for example, deletes the additional pass-
word during data cleaning, the client may use an addi-
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tional password generation portal that is set on an inter-
face to initiate an additional password generation request
to the server to acquire the additional password. Next,
the additional password entered by the user into the client
that performs the identity authentication operation is ac-
quired.
[0019] For example, the user may first log in on a
logged-in terminal device or a registered terminal device
and then use a preset additional password acquisition
portal on the client to initiate an additional password gen-
eration request to the server, so that the server sends
the additional password matching the logged-in user to
a logged-in client that initiates the request for display.
The user then manually enters the additional password
into a to-be-logged-in client.
[0020] Alternatively, in a case that the user enters at
least the user ID into a to-be-logged-in client, for example,
a client that does not store an additional password,
through a preset additional password generation portal,
for example, an additional password generation button,
the to-be-logged-in client initiates an additional password
generation request to the server to acquire the additional
password. The server uses a registered information re-
ceiving manner matching the entered user ID to send the
additional password matching the entered user ID. The
user then manually enters the additional password in re-
ceived information into the to-be-logged-in client.
[0021] During specific implementation, the additional
password may be generated by the client or may be gen-
erated by a server end that performs identity authentica-
tion. The additional password is stored on both the client
and the server end that performs the identity authentica-
tion.
[0022] Step 120: Send the to-be-authenticated user ID
and password and the additional password to the server
for identity authentication.
[0023] In an example, when acquiring the to-be-au-
thenticated user ID, the to-be-authenticated password,
and the additional password, the to-be-authenticated us-
er ID, the to-be-authenticated password, and the addi-
tional password are further sent to the server, so that the
server performs identity authentication on the user. Dur-
ing specific implementation, the to-be-authenticated user
ID, the to-be-authenticated password, and the additional
password may be sent to the server that performs identity
authentication, and the server performs authentication
on the to-be-authenticated password and the additional
password separately based on the user ID and prestored
user information. It is determined that the identity authen-
tication of the user succeeds when both the to-be-au-
thenticated password and the additional password are
authenticated.
[0024] In another example, the additional password is
used to encrypt the to-be-authenticated password, and
an encrypted to-be-authenticated password and the to-
be-authenticated user ID are then sent to the server that
performs identity authentication. The server first acquires
the prestored additional password matching the user ID,

decrypts the encrypted to-be-authenticated password
based on the prestored additional password matching
the user ID, and authenticates a decrypted to-be-authen-
ticated password. It is determined that the identity au-
thentication of the user succeeds when the decrypted to-
be-authenticated password is authenticated. If the addi-
tional password used in encryption is different from the
prestored additional password that is acquired by the
server and matches the user ID, even if the to-be-authen-
ticated password entered by the user is a registration
password, and the decrypted to-be-authenticated pass-
word is not the to-be-authenticated password entered by
the user, authentication fails.
[0025] In the identity authentication method disclosed
in this embodiment of the present application, a to-be-
authenticated user ID and password are acquired ac-
cording to an identity authentication operation from a us-
er, a corresponding additional password is acquired, and
the to-be-authenticated user ID and password and the
additional password are then sent to a server for identity
authentication. In the foregoing method, an additional
password is combined to perform identity authentication
on a user, the security of identity authentication of the
user is effectively improved, and it is effectively avoided
that the user account information is stolen when the pass-
word has been stolen. After a password of a user is stolen,
a stealer performs identity authentication on another cli-
ent. However, because an additional password cannot
be acquired, even if a username and password are sto-
len, identity authentication cannot be completed, so that
a stealer cannot successfully log in to a user account to
acquire account information of the user.
[0026] Another embodiment of the present application
discloses an identity authentication method. As shown
in FIG. 2, the method includes step 200 to step 240.
[0027] Step 200: A client sends a user registration re-
quest in response to a registration operation from a user,
to acquire an additional password of the user.
[0028] A user registration portal may be set on a page
of a website or an application and is used for registration
of a user, so that the user can use the website or appli-
cation to manage personal information and can use more
varied functions provided by the website or application.
During registration, the user needs to enter a user ID and
a registration password. The user ID is used as a unique
ID of the user on the website or application for differen-
tiating a user from other users. The registration password
is used as identity authentication information of the user
ID, so that a server may perform identity authentication
on the user that logs in to the client. Generally, the user
ID and the registration password are stored on a server
end configured to perform identity authentication. When
the user enters the user ID and the registration password
and triggers a user registration button, an interface of the
page of the website or the page of the application may
be invoked to acquire the user ID and the registration
password that are entered by the user, and the user reg-
istration request is generated. The user registration re-
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quest is then sent to the server corresponding to the web-
site or application for the registration of the user. The
user registration request may include at least the user ID
and the registration password. The user ID is usually a
username.
[0029] The additional password may be generated by
the client or the server during the registration of the user.
Registration information is included in the user registra-
tion request, and includes at least the user ID. During
specific implementation, the additional password may be
generated by the client or may be generated by the server
end, and are respectively stored on the client and the
server end. Generating the additional password accord-
ing to the registration information of the user includes:
generating a random password matching the user ID ac-
cording to the user ID and using the random password
as the additional password; or, generating an additional
password matching the user ID according to the user ID
and a device ID of the client on which the registration
operation occurs. For example, the additional password
is generated by the server end, and generating the ad-
ditional password includes at least the following two man-
ners.
[0030] In the first manner, the server generates a ran-
dom password matching the user ID according to the
user ID included in the user registration request sent by
the client, and uses the random password as the addi-
tional password. For example, the random password is
generated according to the user ID by using a preset
algorithm, for example, a function rand(), and is used as
the additional password. After the server of the website
or application receives the user registration request sent
by the client, the server generates the matching addition-
al password for the user according to the user ID in the
user registration request, and locally stores a corre-
spondence among the user ID, the registration password,
and the additional password on the server.
[0031] In the second manner, the additional password
matching the user ID is generated according to the user
ID included in the user registration request sent by the
client and the device ID of the client. For example, the
additional password matching the user ID is generated
according to the user ID and the device ID by using a
preset algorithm, for example, the device ID is used as
the additional password or the device ID and the user ID
are used according to left-to-right bitwise XOR. A corre-
spondence among the user ID, the registration password,
and the additional password is locally stored on the serv-
er. The device ID may be a device Internet Protocol (IP)
address, a device serial number or the like.
[0032] For a specific method of generating the addi-
tional password by the client, refer to a specific method
of generating the additional password by the server end.
Details are not described herein again. After generating
the additional password, the client adds the user ID, the
registration password, and the additional password to
the user registration request or an additional password
generation request, sends the user registration request

or the additional password generation request to the
server end for storage, and locally stores the additional
password.
[0033] To facilitate authentication of the user when the
user loses a password or performs an operation with a
relatively high security level, an existing website or ap-
plication usually also requests the user to preset an in-
formation (for example, an authentication code or an ad-
ditional password) receiving manner to perform identity
authentication on the user. The preset information re-
ceiving manner includes, but is not limited to, any one of
the following: receiving information via an email, receiv-
ing information via an SMS message on a mobile phone,
receiving information via a phone call, and receiving in-
formation via an instant messaging message.
[0034] Step 210: The client that performs the registra-
tion operation stores the acquired additional password.
[0035] After generating the additional password, the
client adds the user ID, the registration password, and
the additional password to the user registration request
or the additional password generation request, and
sends the user registration request or the additional pass-
word generation request to the server end for storage,
and at the same time locally stores the additional pass-
word. After generating the additional password, the serv-
er end sends the generated additional password to the
client in response to the user registration request for stor-
age.
[0036] Step 220: The client acquires a to-be-authenti-
cated user ID and password in response to an identity
authentication operation from the user.
[0037] For a specific implementation of acquiring a to-
be-authenticated user ID and password according to the
identity authentication operation from the user, refer to
the embodiment shown in FIG. 1. Details are not de-
scribed herein again.
[0038] Step 230: The client reads the additional pass-
word prestored on the client that performs the identity
authentication operation.
[0039] When the user logs in to the client on a regis-
tered terminal device, the user enters the to-be-authen-
ticated user ID and password in a login portal of the client
and then triggers a login button. The client reads the lo-
cally stored additional password, and generates an iden-
tity authentication request according to the to-be-authen-
ticated user ID and password and the additional pass-
word, and sends the identity authentication request to
the server, so that the server performs identity authenti-
cation.
[0040] During specific implementation, the prestored
additional password is obtained in any of the following
manners. The additional password is generated by the
client or the server during the registration of the user.
The additional password is downloaded from the server
end after the user is authenticated via an authentication
code. When the user logs in on a non-registered terminal
device for the first time, the additional password is ac-
quired by using a logged-in client or is received in an
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information receiving manner that is registered in ad-
vance.
[0041] Step 240: The client sends the to-be-authenti-
cated user ID and password and the additional password
to the server, so that the server performs identity authen-
tication on the user.
[0042] Sending the to-be-authenticated user ID and
password and the additional password to the server, so
that the server performs identity authentication on the
user includes: encrypting the to-be-authenticated pass-
word by using the additional password, and sending an
encrypted to-be-authenticated password and the user ID
to the server, so that the server performs identity authen-
tication based on the encrypted to-be-authenticated
password and the user ID; or, sending both the to-be-
authenticated user ID and password and the additional
password to the server, so that the server performs iden-
tity authentication based on the received to-be-authenti-
cated user ID and password and the additional password.
[0043] During specific implementation, the client may
use the following two manners to send a to-be-authenti-
cated user ID and password PW2 and an additional pass-
word PW1 for identity authentication. In the first manner,
the additional password PW1 is used to encrypt the to-
be-authenticated password PW2 to obtain an encrypted
to-be-authenticated password PW3, and the encrypted
to-be-authenticated password PW3 and the user ID are
sent to the server for identity authentication. In the second
manner, the to-be-authenticated user ID and password
PW2 and the additional password PW1 are sent to the
server together for identity authentication.
[0044] Correspondingly, the server may perform iden-
tity authentication in two manners.
[0045] For example, if the server receives the encrypt-
ed to-be-authenticated password PW3, the server first
acquires, according to the user ID sent together with the
encrypted to-be-authenticated password, a locally stored
additional password PW1’ corresponding to the user ID,
uses the additional password PW1’ to decrypt the re-
ceived encrypted password PW3 to acquire a decrypted
to-be-authenticated password PW2’, and further com-
pares the decrypted to-be-authenticated password PW2’
with a registration password PW that is locally stored on
the server end and matches the user ID. If PW2’ and PW
are consistent, identity authentication succeeds. If PW2’
and PW are not consistent, identity authentication fails.
[0046] During specific implementation, the server may
store more than one additional password corresponding
to the user ID. When decrypting the encrypted to-be-au-
thenticated password, the server uses each additional
password to decrypt the encrypted password to obtain
decrypted to-be-authenticated passwords whose quan-
tity is the same as the quantity of the additional pass-
words, and compares the decrypted to-be-authenticated
passwords one by one with the registration password
that is locally stored on the server end and matches the
user ID. Identity authentication succeeds as long as one
of the to-be-authenticated passwords is consistent with

the registration password.
[0047] For another example, if the server receives the
to-be-authenticated user ID and the password PW2 and
the additional password PW1 that are sent together, the
server first acquires, according to the user ID, the regis-
tration password PW and the additional password PW1’
that are locally stored and correspond to the user ID,
compares the received additional password PW1 with the
locally stored additional password PW1’, and compares
the received to-be-authenticated password PW2 with the
locally stored registration password PW. It is determined
that identity authentication succeeds when PW1 is the
same as PW1’ and PW2 is the same as PW. When PW1
is different from PW1’ and/or PW2 is different from PW,
it is determined that identity authentication fails. Similarly,
when the server end has a plurality of additional pass-
words that match the user ID, the received additional
password needs to be compared one by one with the
plurality of additional passwords that are stored on the
server end and match the user ID. It is determined that
the authentication of the additional password succeeds
as long as one of the plurality of additional passwords is
the same as the received additional password.
[0048] In the identity authentication method disclosed
in this embodiment of the present application, a client
prestores an additional password. When a user performs
an identity verification operation, a to-be-authenticated
user ID and password that are entered by the user are
acquired, and the additional password locally stored on
the client is read. The to-be-authenticated user ID and
password and the additional password are then sent to
a server for identity authentication. In this way, an addi-
tional password is used to perform identity authentication
on a user, and the additional password is stored on a
client, so that the security of identity authentication of a
user is effectively improved, and it is effectively avoided
that the user account information is stolen when the pass-
word has been stolen. After a password of a user is stolen,
a stealer performs identity authentication on another cli-
ent. Because an additional password cannot be acquired,
even if a username and password are stolen, identity
authentication cannot be completed, so that a stealer
cannot successfully log in to a user account to acquire
account information of the user.
[0049] In an example, the user may use the same user-
name and password to register with a plurality of plat-
forms or applications. However, if the username and
password on one platform are stolen, a stealer may use
the stolen username and password to log in to other ap-
plications, causing security risks to accounts of other ap-
plications. By means of the identity authentication meth-
od disclosed in the embodiments of the present applica-
tion, a stealer cannot acquire an additional password
stored on a client with an application and therefore cannot
pass identity authentication. Even if a stealer steals an
additional password stored on the client with the appli-
cation, because the additional password is randomly
generated by a server for the application and stored on
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the server for the application, a server for a different to-
be-logged-in application cannot authenticate an addition-
al password of other applications. Therefore, the stealer
cannot pass identity authentication. The security of iden-
tity authentication is further improved.
[0050] Another embodiment of the present application
discloses an identity authentication method. As shown
in FIG. 3, the method includes step 300 to step 340.
[0051] Step 300: Send an additional password gener-
ation request to a server in response to an additional
password acquisition operation from a user, to acquire
an additional password of the user.
[0052] During specific implementation, when the user
logs in to an unregistered client or a registered client and
a password stored on the registered client is damaged
or lost, the user may use an additional password acqui-
sition portal, for example, an additional password acqui-
sition button that is set on an interface of a client to acquire
the additional password from the server.
[0053] During specific implementation, the user enters
at least a user ID into a to-be-logged-in client and triggers
the additional password acquisition button. The client
generates the additional password generation request
after detecting the additional password acquisition oper-
ation from the user, and sends the additional password
generation request to the server. The additional pass-
word generation request includes at least the user ID.
[0054] After receiving the additional password gener-
ation request sent by the to-be-logged-in client, the serv-
er determines that the user ID is currently in a logged-
out state. The server then acquires registration informa-
tion corresponding to the user ID, where the registration
information includes a preset information receiving man-
ner. The information receiving manner includes, but is
not limited to, any one of the following: receiving infor-
mation via an email, receiving information via an SMS
message on a mobile phone, receiving information via a
phone call, and receiving information via an instant mes-
saging message. For example, the information receiving
manner is receiving information via an email, and the
registration information includes an email address for re-
ceiving information. The registration information corre-
sponding to the user ID further includes a registration
password and the additional password. Next, the server
sends the additional password corresponding to the user
ID to the user for the user ID in the form of an email by
using a preset email address. During specific implemen-
tation, the server may re-generate an additional pass-
word according to the user ID, and then sends the user
for the user ID in a preset form. For a method of re-gen-
erating an additional password according to the user ID
by the server, refer to the second embodiment. Details
are not described herein again.
[0055] When the user switches the client for login, in
another implementation, the user first logs in to the client
that stores the additional password. After successfully
logging in, the user uses the additional password acqui-
sition portal set on the interface of the client to perform

an additional password acquisition operation. After de-
tecting the additional password acquisition operation
from the user, the client generates the additional pass-
word generation request, and sends the additional pass-
word generation request to the server to acquire the ad-
ditional password. The additional password generation
request includes at least the user ID. During specific im-
plementation, to further improve the security of password
authentication, one more time of login password authen-
tication may be performed on the user when the user
uses the additional password acquisition portal set on
the interface of the client to perform the additional pass-
word acquisition operation.
[0056] After receiving the additional password gener-
ation request sent by the to-be-logged-in client, the serv-
er determines that the user ID is currently in a logged-in
state. The server then acquires registration information
corresponding to the user ID, where the registration in-
formation includes the additional password, and sends
the additional password to the client that sends the ad-
ditional password generation request. After receiving the
additional password sent by the server, the client that
sends the additional password generation request dis-
plays the additional password on the interface of the client
to facilitate input into the to-be-logged-in client.
[0057] Step 310: Acquire an additional password en-
tered by the user on a client that performs an identity
authentication operation.
[0058] The additional password is acquired by a
logged-in client or is acquired in a pre-registered infor-
mation receiving manner corresponding to the user ID.
[0059] During specific implementation, the user ac-
quires the additional password in the pre-registered in-
formation receiving manner, for example, receives the
additional password by receiving an email, answering a
phone call or receiving an SMS message, or by using
the logged-in client. In this embodiment, for example, the
user receives an email by using an email address in pre-
registered receiving information to acquire the additional
password, and the additional password carried in the
email may be entered into the to-be-logged-in client.
[0060] During specific implementation, the additional
password may be a character string or a two-dimensional
code. When receiving a two-dimensional code recording
the additional password, the client that performs the iden-
tity authentication operation scans the two-dimensional
code to enter the additional password.
[0061] The to-be-logged-in client invokes a system in-
terface to acquire an additional password obtained
through scanning, or invokes a system interface to ac-
quire an additional password entered in an additional
password edit box.
[0062] Step 320: Acquire a to-be-authenticated user
ID and password in response to the identity authentica-
tion operation from the user.
[0063] For a specific implementation of acquiring a to-
be-authenticated user ID and password in response to
the identity authentication operation from the user, refer
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to the first embodiment. Details are not described herein
again.
[0064] Step 330: Send the to-be-authenticated user ID
and password and the additional password to the server
for identity authentication.
[0065] For a specific implementation of sending the to-
be-authenticated user ID and password and the addition-
al password to the server for identity authentication, refer
to the second embodiment. Details are not described
herein again.
[0066] Step 340: Store the additional password.
[0067] After the user switches the client and success-
fully logs in to the switched client, or, the user re-acquires
an additional password and logs in successfully, the cli-
ent locally stores the additional password. In this way,
the additional password can be directly read during sub-
sequent login.
[0068] In the identity authentication method disclosed
in the embodiments of the present application, a logged-
in client or a pre-registered information receiving manner
is used to acquire an additional password, and identity
authentication is performed with the additional password,
and the to-be-authenticated user ID and password. The
security of identity authentication is improved. In the iden-
tity authentication method disclosed in the embodiments
of the present application, a trusted identity is used to
acquire an additional password, so that when a password
is lost or another device is used instead, a user can nor-
mally log in. In addition, for a law-breaker that has stolen
a username and password, because the law-breaker
does not have a trusted identity, that is, the law-breaker
cannot receive the additional password, the law-breaker
cannot obtain the additional password and cannot pass
identity authentication, so that the security of identity au-
thentication of a user is effectively improved, and it is
effectively avoided that the user account information is
stolen when the password has been stolen. After authen-
tication succeeds, the client stores the additional pass-
word to facilitate login to this client a next time. In another
aspect, the additional password may be transmitted in
the form of a two-dimensional code, and a functional
module for displaying and recognizing a two-dimensional
code is set on the client, making it convenient for the user
to rapidly and accurately enter an additional password,
thereby further improving the efficiency of identity au-
thentication.
[0069] Based on the embodiment shown in FIG. 3, an-
other embodiment of the present application discloses
an identity authentication method. As shown in FIG. 4,
the method includes step 400 to step 450.
[0070] Step 400: Send an additional password gener-
ation request to a server in response to an additional
password acquisition operation from a user, to acquire
an additional password of the user.
[0071] During specific implementation, when the user
logs in to another unregistered client or a registered client
and a password stored on the registered client is dam-
aged or lost, the user may use an additional password

acquisition portal, for example, an additional password
acquisition button that is set on an interface of a client to
acquire the additional password from the server.
[0072] During specific implementation, the user needs
to enter at least a user ID into a to-be-logged-in client
and then trigger the additional password acquisition but-
ton. The client generates the additional password gen-
eration request in response to the additional password
acquisition operation from the user, and sends the addi-
tional password generation request to the server. The
additional password generation request includes at least
the user ID.
[0073] After receiving the additional password gener-
ation request sent by the to-be-logged-in client, the serv-
er determines that the user ID is currently in a logged-
out state. The server then acquires registration informa-
tion corresponding to the user ID, where the registration
information includes a preset information receiving man-
ner. The information receiving manner includes, but is
not limited to, any one of the following: receiving infor-
mation via an email, receiving information via an SMS
message on a mobile phone, receiving information via a
phone call, and receiving information via an instant mes-
saging message. For example, the information receiving
manner is receiving information via an email, and the
registration information includes an email address for re-
ceiving information. Next, the server sends an authenti-
cation code in the form of an email by using a preset
email address to authenticate a to-be-logged-in user.
[0074] Step 410: Acquire an authentication code en-
tered by the user on a client that performs an identity
authentication operation, and perform authentication via
the authentication code.
[0075] During specific implementation, the user ac-
quires an authentication code in a pre-registered infor-
mation receiving manner, for example, receives an email,
answers a phone call or receives an SMS message to
receive the authentication code sent by the server. In this
embodiment, the user receives an email by using a pre-
registered email address for receiving information. For
example, an authentication code is received. The user
enters the authentication code carried in the email to the
to-be-logged-in client.
[0076] The user then triggers an authentication code
authentication button set by the client to send the authen-
tication code to the server to complete authentication via
an authentication code.
[0077] For a specific solution of performing authenti-
cation on the client via an authentication code by a server
end, refer to the prior art. Details are not described herein
again.
[0078] Step 420: Receive an additional password.
[0079] After the server authenticates the client via the
authentication code, the server sends the additional
password corresponding to the user ID to the client that
sends the additional password acquisition operation. Af-
ter sending the authentication code, the client receives
in real time the additional password sent by the server.
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[0080] Step 430: Acquire a to-be-authenticated user
ID and password according to the identity authentication
operation from the user.
[0081] For a specific implementation of acquiring the
to-be-authenticated user ID and password according to
the identity authentication operation from the user, refer
to the first embodiment. Details are not described herein
again.
[0082] Step 440: Send the to-be-authenticated user ID
and password and the additional password to the server
for identity authentication.
[0083] For a specific implementation of sending the to-
be-authenticated user ID and password and the addition-
al password to the server for identity authentication, refer
to the embodiment shown in FIG. 2. Details are not de-
scribed herein again.
[0084] Step 450: Store the additional password.
[0085] After the user switches the client and success-
fully logs in to the switched client, or, after the user re-
acquires an additional password and logs in successfully,
the client locally stores the additional password. In this
way, the additional password may be directly read during
subsequent login.
[0086] In the identity authentication method disclosed
in this embodiment of the present application, authenti-
cation is first performed via an authentication code, after
authentication via an authentication code succeeds, an
additional password is downloaded from a server, and
then the identity authentication is performed with the ad-
ditional password, and the to-be-authenticated user ID
and password, thereby resolving the problem of relatively
low security of an identity authentication method in the
prior art. In the authentication method disclosed in the
embodiments of the present application, authentication
is first performed via an authentication code to determine
an authentic identity of a user. An additional password
is then generated for a to-be-logged-in client to complete
identity authentication, so that if a password is lost or
another device is used instead for login, the user can
normally log in to the client. In addition, for a law-breaker
that has stolen a username and password, because the
law-breaker does not have a trusted identity, that is, the
law-breaker cannot receive the additional password, the
law-breaker cannot obtain the additional password and
cannot pass identity authentication, so that the security
of identity authentication of a user is effectively improved,
and it is effectively avoided that the user account infor-
mation is stolen when the password has been stolen. In
addition, after the authentication via the authentication
code succeeds, the client silently acquires the additional
password from the server and locally stores the additional
password, to facilitate login to this client a next time. In
addition, a user no longer needs to manually enter an
additional password, thereby further improving the effi-
ciency and accuracy of identity authentication.
[0087] Another embodiment of the present application
discloses an identity authentication method. As shown
in FIG. 5, the method includes step 500 to step 510.

[0088] Step 500: Acquire an additional password
matching a user ID carried in a received user registration
request according to the user registration request, and
store the additional password both on a server locally
and on a client.
[0089] During specific implementation, the server re-
ceives in real time a request sent by the client, where the
request includes, but is not limited to, the user registration
request.
[0090] When a user uses the client to register, after
the user enters a user ID and a registration password
and triggers a registration button, the client sends the
user registration request to the server. During specific
implementation, the user registration request includes at
least the user ID and the registration password. If the
additional password is generated by the client, the user
registration request further includes the additional pass-
word. If the additional password is generated by the serv-
er, the user registration request may further include a
device ID of a terminal device on which the client is lo-
cated. The device ID may be a device IP address, a de-
vice serial number or the like.
[0091] Next, acquiring, by the server, an additional
password according to the received user registration re-
quest includes: generating a random password matching
the user ID according to the user ID included in the re-
ceived user registration request, and using the random
password as the additional password; or, generating an
additional password matching the user ID according to
the user ID included in the received user registration re-
quest and the device ID of the client; or, acquiring the
additional password carried in the user registration re-
quest.
[0092] For a method of acquiring, by the server, an
additional password according to the user ID included in
the user registration request, refer to the introduction of
related steps in the embodiment shown in FIG. 2. Details
are not described herein again. For a method of gener-
ating, by the server, the additional password according
to the user ID included in the user registration request
and the device ID of the client, refer to the introduction
of related steps in the second embodiment. Details are
not described herein again.
[0093] After acquiring the additional password, the
server locally stores the additional password. During spe-
cific implementation, the server stores a matching rela-
tionship among the user ID, the registration password,
and the additional password. The server sends the ad-
ditional password to the client in response to the user
registration request, making it easy for the client to store
the additional password.
[0094] Step 510: Perform identity authentication ac-
cording to a received identity authentication request.
[0095] The identity authentication request includes a
to-be-authenticated user ID and password and the addi-
tional password.
[0096] Performing identity authentication on a current
user of the client according to the identity authentication
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request sent by the client includes: acquiring, according
to the user ID in the identity authentication request, the
additional password and the registration password that
are stored on the server and match the user ID, where
the additional password and the registration password
are used to decrypt an encrypted to-be-authenticated
password in the identity authentication request, and
matching a decrypted to-be-authenticated password
against the registration password, to perform identity au-
thentication; or, acquiring, according to the user ID in the
identity authentication request, the additional password
and the registration password that are stored on the serv-
er and match the user ID, where the additional password
and the registration password that are stored on the serv-
er and match the user ID are respectively matched
against the additional password and the to-be-authenti-
cated password that are included in the identity authen-
tication request to perform identity authentication.
[0097] During specific implementation, as shown in the
embodiment in FIG. 2, the client may use two forms to
send the to-be-authenticated password and the addition-
al password for identity authentication. Correspondingly,
the server performs identity authentication in two man-
ners. For a specific implementation of performing identity
authentication on a current user of the client by the server
according to the identity authentication request sent by
the client, refer to the specific description related to iden-
tity authentication in the second embodiment. Details are
not described herein again.
[0098] In the identity authentication method disclosed
in the embodiments of the present application, a user
registration request sent by a client is received, an addi-
tional password is acquired according to the user regis-
tration request, and the additional password is then
stored on a server locally and on the client. When the
client sends an identity authentication request, identity
authentication is performed on a current user of the client
based on a to-be-authenticated user ID and password
and the additional password that are included in the iden-
tity authentication request sent by the client, thereby re-
solving the problem of relatively low security in an identity
authentication method in the prior art. In the authentica-
tion method disclosed in the embodiments of the present
application, an additional password is used to perform
identity authentication on a user, and the additional pass-
word is stored on a client, so that the security of identity
authentication of the user is effectively improved, and it
is effectively avoided that the user account information
is stolen when the password has been stolen.
[0099] Based on the embodiment shown in FIG. 5, an-
other embodiment of the present application discloses
an identity authentication method. As shown in FIG. 6,
the method includes step 600 to step 640.
[0100] Step 600: Receive an additional password gen-
eration request, where the additional password genera-
tion request includes at least a user ID.
[0101] A server receives in real time a request sent by
a client, where the request includes, but is not limited to,

the additional password generation request.
[0102] When the client loses the additional password
because a terminal device cleans data, or, the additional
password locally stored on the client cannot be acquired
during a login to another terminal device, a user may use
an additional password acquisition portal on a to-be-
logged-in client to re-acquire the additional password.
For example, when the user enters the user ID by using
the additional password acquisition portal on the to-be-
logged-in client, and an additional password acquisition
button is triggered, the client sends an additional pass-
word acquisition request to the server. During specific
implementation, the additional password acquisition re-
quest includes at least the user ID. If the additional pass-
word is generated by the client, a user registration re-
quest further includes the additional password. If the ad-
ditional password is generated by the server, the user
registration request may further include a device ID of
the client. The device ID may be a device IP address, a
device serial number or the like.
[0103] The server receives in real time the request sent
by the client. After receiving the additional password ac-
quisition request sent by the client, the server first deter-
mines whether the user ID carried in the additional pass-
word acquisition request has logged in, and generates a
corresponding response according to the login of the user
ID.
[0104] Step 610: Determine whether the user ID has
logged in; if the user ID has not logged in, step 620 is
performed; and if the user ID has logged in, step 630 is
performed.
[0105] The server determines the login of the user ID
according to stored user information. The server deter-
mines whether the user ID has logged in. If the user ID
has not logged in, an additional password matching the
user ID is sent in a pre-registered information receiving
manner of the user ID. If the user ID has logged in, an
additional password matching the user ID is sent to the
client that sends the additional password generation re-
quest.
[0106] Step 620: Send an additional password match-
ing the user ID in a pre-registered information receiving
manner of the user ID.
[0107] When the server determines that the user ID
has not logged in, the additional password matching the
user ID is sent in the pre-registered information receiving
manner of the user ID. Alternatively, authentication is first
performed on the user ID via an authentication code, and
when the authentication via the authentication code suc-
ceeds, the additional password is then sent to the client
that sends the additional password acquisition request.
[0108] During specific implementation, the user regis-
ters an information receiving manner during registration.
The information receiving manner includes, but is not lim-
ited to, any one of the following: receiving information via
an email, receiving information via an SMS message on
a mobile phone, receiving information via a phone call,
and receiving information via an instant messaging mes-
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sage. The server determines, according to the user ID,
a registered information receiving manner of the user ID,
for example, receiving information via an email. The
stored additional password corresponding to the user ID
or a re-generated additional password corresponding to
the user ID is then sent in the information receiving man-
ner, so that the user may receive the additional password
in the information receiving manner.
[0109] Step 630: Send an additional password match-
ing the user ID to a client that sends the additional pass-
word generation request.
[0110] When the server determines that the user ID
has logged in, it is determined that the user is in a scenario
in which a logged-in client is used to acquire the additional
password for login to another client. Therefore, the server
sends the additional password matching the user ID to
the client that sends the additional password generation
request, that is, the logged-in client, so that the user may
use the additional password displayed on the logged-in
client to complete input of the additional password into
the to-be-logged-in client.
[0111] Step 640: Perform identity authentication ac-
cording to a received identity authentication request.
[0112] The identity authentication request includes a
to-be-authenticated user ID and password and the addi-
tional password.
[0113] For a specific implementation of performing
identity authentication on a current user of the client ac-
cording to the identity authentication request sent by the
client, refer to the embodiment shown in FIG. 5. Details
are not described herein again.
[0114] During specific implementation, the additional
password may be a character string or a two-dimensional
code. When the additional password is sent via a two-
dimensional code, the client that performs an identity au-
thentication operation scans the two-dimensional code
to enter the additional password.
[0115] Optionally, in another embodiment, if it is deter-
mined that the user ID has not logged in, authentication
via an authentication code is started. If the authentication
via the authentication code succeeds, an additional pass-
word matching the user ID carried in the additional pass-
word generation request is acquired, and the additional
password is sent to the client that sends the additional
password generation request for the client to store the
additional password.
[0116] When the user logs in to an account on another
terminal device, the client cannot acquire the locally
stored additional password. Therefore, the client prompts
the user to initiate an additional password acquisition op-
eration, and sends the additional password generation
request according to the operation, so that an authenti-
cation code is received in the preset information receiving
manner to perform authentication via the authentication
code to authenticate the user. Next, after the authentica-
tion via the authentication code succeeds, the additional
password is further acquired. During specific implemen-
tation, the additional password generation request in-

cludes at least the user ID.
[0117] After receiving the additional password gener-
ation request, the server acquires, according to the user
ID carried in the additional password generation request,
an information receiving manner preset by the user cor-
responding to the user ID, and sends an authentication
code in the information receiving manner to authenticate
on the user, that is, perform authentication via the au-
thentication code. For example, the authentication code
is sent to the user via an SMS message or a phone call
or an email, and the user is requested to enter the au-
thentication code on the client to complete the authenti-
cation via the authentication code.
[0118] For a specific implementation of the authenti-
cation via the authentication code, refer to the prior art.
Details are not described again in the embodiments of
the present application.
[0119] If the authentication via the authentication code
succeeds, the server acquires an additional password
matching the user ID carried in the additional password
generation request, and the server locally stores the ad-
ditional password and at the same time sends the addi-
tional password to the client that sends the additional
password generation request, making it convenient for
the client to store the additional password.
[0120] If the additional password is generated by the
client, the additional password generation request further
includes the additional password. After receiving the ad-
ditional password generation request, the server directly
stores the additional password and a correspondence
between the user ID and the additional password. If the
additional password is generated by the server, the user
registration request may further include a device ID of
the client. The server generates the additional password
according to the device ID and the user ID. The device
ID may be a device IP address, a device serial number
or the like.
[0121] For a specific method of generating the addi-
tional password matching the user ID according to the
additional password generation request by the server,
refer to the second embodiment. Details are not de-
scribed herein again.
[0122] Based on the identity authentication method
disclosed in the embodiment shown in FIG. 5, in the au-
thentication method disclosed in this embodiment, a user
may implement normal identity authentication on differ-
ent terminal devices according to the additional password
generation request sent by a client. A law-breaker that
steals a password cannot acquire an authentication code
in a preset information receiving manner, and therefore
cannot pass authentication via the authentication code,
cannot acquire the additional password, and cannot pass
identity authentication. In this way, it can be effectively
avoided that the user account information is stolen when
the password has been stolen, thereby protecting the
security of the user account information.
[0123] The methods provided in the present applica-
tion are described above. The apparatuses provided in
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the present application are described below.
[0124] Referring to FIG. 11, FIG. 11 is a structural di-
agram of hardware of a terminal device according to
some embodiments of the present application. The ter-
minal device 1000 may include a processor 1010 and a
machine-readable storage medium 1020. The processor
1010 and the machine-readable storage medium 1020
may communicate via a system bus 1030. In addition,
by reading and executing machine executable instruc-
tions stored in the machine-readable storage medium
1020 correspond to identity authentication logic, the proc-
essor 1010 is caused to perform the foregoing identity
authentication method.
[0125] The machine-readable storage medium 1020
discussed herein may be any electronic, magnetic or op-
tical storage apparatus, among other physical storage
apparatuses, and may contain or store information, for
example, executable instructions or data. For example,
the machine-readable storage medium 1020 may be a
random access memory (RAM), a volatile memory, a
non-volatile memory, a flash memory, a storage drive
(for example, a hard disk drive), a solid-state hard disk,
any type of storage disk (for example, an optical disc or
a digital versatile disc (DVD)), or a similar storage medi-
um, or a combination thereof.
[0126] As shown in FIG. 7, divided by functions, the
identity authentication logic in the terminal device may
include a first authentication information acquisition mod-
ule 700, a second authentication information acquisition
module 710 and an authentication information sending
module 720.
[0127] The first authentication information acquisition
module 700 is configured to acquire a user ID and a pass-
word to be authenticated in response to an identity au-
thentication operation from a user.
[0128] The second authentication information acquisi-
tion module 710 is configured to acquire an additional
password according to the user ID.
[0129] The authentication information sending module
720 is configured to send an identity authentication re-
quest to a server, where the identity authentication re-
quest includes the user ID, the password, and the addi-
tional password, so that the server is capable of perform-
ing identity authentication in response to the identity au-
thentication request based on a user ID, a password, and
an additional password stored on the server.
[0130] In an example, as shown in FIG. 8, the second
authentication information acquisition module 710 further
includes a first authentication information acquisition unit
7101.
[0131] The first authentication information acquisition
unit 7101 is configured to read an additional password
that is prestored on the client and matches the user ID.
[0132] In an example, the prestored additional pass-
word is obtained in the following manner including: ac-
quiring, by the client, a to-be-registered user ID and a
password to be registered in response to a registration
operation from the user on the client; generating, by the

client, the additional password matching the user ID; stor-
ing, by the client, the additional password and the user
ID in the client in association; and adding, by the client,
the user ID, the password, and the additional password
to a user registration request, and sending, by the client,
the user registration request to the server, so that the
server stores the additional password and the user ID in
association.
[0133] In an example, the prestored additional pass-
word is obtained in the following manner including: ac-
quiring, by the client, a user ID and a password to be
registered in response to a registration operation from
the user on the client; sending, by the client, a user reg-
istration request to the server, where the user registration
request includes the user ID and the password to be reg-
istered; receiving, by the client, an additional password
generated by the server in response to the user registra-
tion request; and storing, by the client, the additional
password and the user ID in the client in association.
[0134] In an example, as shown in FIG. 8, the second
authentication information acquisition module 710 further
includes a second authentication information acquisition
unit 7102.
[0135] The second authentication information acquisi-
tion unit 7102 is configured to: in a case that the client
does not store the additional password matching the user
ID, send an additional password acquisition request to
the server in response to an additional password acqui-
sition operation from the user, where the additional pass-
word acquisition request includes the user ID; acquire an
additional password entered by the user into the client,
where the additional password is acquired by the server
via a logged-in client in response to the additional pass-
word acquisition request, or the additional password is
sent to the user by the server in response to the additional
password acquisition request in the pre-registered infor-
mation receiving manner of the user ID.
[0136] In an example, when the additional password
is sent via a two-dimensional code, the client scans the
two-dimensional code to enter the additional password.
[0137] In an example, as shown in FIG. 8, the authen-
tication information sending module 720 further includes
any one of a first identity authentication unit 7201 and a
second identity authentication unit 7202.
[0138] The first identity authentication unit 7201 is con-
figured to perform encryption on the password by using
the additional password, to obtain an encrypted pass-
word; add the encrypted password and the user ID into
the identity authentication request; and send the identity
authentication request to the server.
[0139] The second identity authentication unit 7202 is
configured to add the user ID, the password, and the
additional password into the identity authentication re-
quest; and send the identity authentication request to the
server.
[0140] In the terminal device disclosed in this embod-
iment of the present application, a client on the terminal
device acquires a to-be-authenticated user ID and pass-
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word in response to an identity authentication operation
from a user; the client acquires an additional password
according to the user ID; and the client sends an identity
authentication request to a server, where the identity au-
thentication request includes the user ID, the password,
and the additional password, so that the server is capable
of performing identity authentication in response to the
identity authentication request based on a user ID, a
password, and an additional password stored on the
server. An additional password is used to perform identity
authentication on a user, the security of identity authen-
tication of the user is effectively improved, and it is effec-
tively avoided that the user account information is stolen
when the password has been stolen. After a password
of a user is stolen, a stealer performs identity authenti-
cation on another client. Because an additional password
cannot be acquired, even if a username and a password
are stolen, identity authentication cannot be completed,
so that a stealer cannot successfully log in to a user ac-
count to acquire account information of the user.
[0141] The client stores the additional password in ad-
vance, and then sends the to-be-authenticated user ID
and password and the additional password to the server
for identity authentication. After a password of a user is
stolen, a stealer performs identity authentication on an-
other client. Because an additional password cannot be
acquired, even if a username and password are stolen,
identity authentication cannot be completed, so that a
stealer cannot successfully log in to a user account to
acquire account information of the user, thereby further
improving authentication security.
[0142] By acquiring and displaying the additional pass-
word by a logged-in client, or by acquiring the additional
password in the pre-registered information receiving
manner, it can be ensured that a user normally logs in to
different clients. In addition, the additional password is
sent in the form of a two-dimensional code, and a to-be-
logged-in client can scan the two-dimensional code to
enter the additional password, so that the user can rap-
idly, conveniently, and accurately enter the additional
password, thereby improving authentication efficiency.
[0143] Referring to FIG. 12, FIG. 12 is a structural di-
agram of hardware of a server according to some em-
bodiments of the present application. The server 1100
may include a processor 1110 and a machine-readable
storage medium 1120. The processor 1110 and the ma-
chine-readable storage medium 1120 may communicate
via a system bus 1130. In addition, by reading and exe-
cuting machine executable instructions stored in the ma-
chine-readable storage medium 1120 correspond to
identity authentication logic, the processor 1110 is
caused to perform the foregoing identity authentication
method.
[0144] The machine-readable storage medium 1120
discussed herein may be any electronic, magnetic or op-
tical storage apparatus, among other physical storage
apparatuses, and may contain or store information, for
example, executable instructions or data. For example,

the machine-readable storage medium 1120 may be a
RAM, a volatile memory, a non-volatile memory, a flash
memory, a storage drive (for example, a hard disk drive),
a solid-state hard disk, any type of storage disk (for ex-
ample, an optical disc or a DVD), or a similar storage
medium, or a combination thereof.
[0145] As shown in FIG. 9, divided by functions, the
identity authentication logic in the server may include a
first additional password acquisition module 900 and an
authentication module 910.
[0146] The first additional password acquisition mod-
ule 900 is configured to acquire an additional password
matching a user ID carried in a received user registration
request according to the user registration request; and
store the additional password and the user ID in associ-
ation.
[0147] The authentication module 910 is configured to
perform identity authentication according to a received
identity authentication request, where the identity au-
thentication request includes a user ID and a password
to-be-authenticated, and an additional password that is
stored on a client and is associated with the user ID.
[0148] In an example, as shown in FIG. 10, the logic
further includes: a second additional password acquisi-
tion module 920. The second additional password acqui-
sition module 920 further includes: a request receiving
unit 9201, a determining unit 9202, a first additional pass-
word acquisition unit 9203 or a second additional pass-
word acquisition unit 9204, and a third additional pass-
word acquisition unit 9205.
[0149] The request receiving unit 9201 is configured
to receive an additional password acquisition request,
where the additional password acquisition request in-
cludes at least the user ID.
[0150] The determining unit 9202 is configured to de-
termine whether the user ID has logged in.
[0151] The first additional password acquisition unit
9203 is configured to: if the user ID has not logged in,
send the additional password matching the user ID in a
pre-registered information receiving manner of the user
ID.
[0152] The second additional password acquisition
unit 9204 is configured to: if authentication via an authen-
tication code succeeds, acquire an additional password
matching the user ID carried in the additional password
acquisition request.
[0153] The third additional password acquisition unit
9205 is configured to: if the user ID has logged in, send
the additional password matching the user ID to the client
that sends the additional password acquisition request.
[0154] In an example, as shown in FIG. 10, the authen-
tication module 910 includes any one of a first authenti-
cation unit 9101 and a second authentication unit 9102.
[0155] The first authentication unit 9101 is configured
to: acquire, by using the user ID in the identity authenti-
cation request, the additional password and a registration
password that are stored on the server and match the
user ID, where the additional password and the registra-
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tion password are used to decrypt an encrypted to-be-
authenticated password in the identity authentication re-
quest; and match a decrypted to-be-authenticated pass-
word against the registration password, to perform iden-
tity authentication.
[0156] The second authentication unit 9102 is config-
ured to acquire, according to the user ID in the identity
authentication request, the additional password and the
registration password that are stored on the server and
match the user ID, where the additional password and
the registration password are respectively matched
against the additional password and the to-be-authenti-
cated password that are included in the identity authen-
tication request to perform identity authentication.
[0157] In the server disclosed in this embodiment of
the present application, a server acquires an additional
password matching a user ID carried in a received user
registration request according to the user registration re-
quest; the server stores the additional password and the
user ID in association; and the server performs identity
authentication according to a received identity authenti-
cation request, where the identity authentication request
includes a user ID and a password to be authenticated,
and an additional password that is stored on a client and
is associated with the user ID. The server disclosed in
this embodiment of the present application uses an ad-
ditional password to perform identity authentication on a
user, and stores the additional password on a client, so
that the security of identity authentication of the user is
effectively improved, and it can be effectively avoided
that the user account information is stolen when the pass-
word has been stolen.
[0158] Further, an additional password is generated
according to an additional password generation request
sent by the client, so that a user may implement normal
identity authentication on different devices. A law-break-
er that steals a password cannot acquire an authentica-
tion code in a preset information receiving manner, and
therefore cannot pass authentication via an authentica-
tion code, cannot acquire the additional password, and
cannot pass identity authentication. In this way, it can be
effectively avoided that the user account information is
stolen when the password has been stolen, thereby pro-
tecting the security of the user account information.
[0159] Embodiments of the subject matter and the
functional operations described in this specification can
be implemented in digital electronic circuitry, in tangibly-
embodied computer software or firmware, in computer
hardware, including the structures disclosed in this spec-
ification and their structural equivalents, or in combina-
tions of one or more of them. Embodiments of the subject
matter described in this specification can be implemented
as one or more computer programs, that is, one or more
modules of computer program instructions encoded on
a tangible non-transitory program carrier for execution,
by, or to control the operation of, a data processing ap-
paratus. Alternatively or in addition, the program instruc-
tions can be encoded on a propagated signal that is an

artificially generated signal, for example, a machine-gen-
erated electrical, optical, or electromagnetic signal that
is generated to encode information for transmission to
suitable receiver apparatus for execution by the data
processing apparatus. The computer storage medium
may be a machine-readable storage device, a machine-
readable storage substrate, a random or serial access
memory device, or a combination of one or more of them.
[0160] The processing and logic procedures described
in this specification may be performed by one or more
programmable computers executing one or more com-
puter programs, to perform corresponding functions by
operating according to input data and generating output.
The processing and logics procedures may also be per-
formed by, and the apparatus may also be implemented
as, special-purpose logic circuitry, for example, a field
programmable gate array (FPGA) or an application-spe-
cific integrated circuit (ASIC).
[0161] Computers suitable for the execution of a com-
puter program include, by way of example, general-
and/or special-purpose microprocessors, or any other
type of central processing unit. Generally, the central
processing unit will receive instructions and data from a
read-only memory (ROM) and/or a RAM. The essential
elements of a computer are a central processing unit for
performing or executing instructions and one or more
memory devices for storing instructions and data. Gen-
erally, a computer will also include one or more mass
storage devices for storing data, for example, magnetic,
magneto-optical discs, or optical discs. And/or the com-
puter may be operatively coupled to the mass storage
devices to receive information from the mass storage de-
vices or transfer information to the mass storage devices.
However, a computer does not necessarily have such
devices. Moreover, a computer may be embedded in an-
other device, for example, a mobile phone, a personal
digital assistant (PDA), a mobile audio or video player, a
game console, a Global Positioning System (GPS) re-
ceiver, or a portable storage device (for example, a uni-
versal serial bus (USB) flash memory drive), to name just
a few.
[0162] Computer readable media suitable for storing
computer program instructions and data include all forms
of non-volatile memories, media and memory devices,
including by way of example semiconductor memory de-
vices (for example, erasable programmable read-only
memory (EPROM), electrically-erasable programmable
read-only memory (EEPROM), and flash memory devic-
es), magnetic disks (for example, internal hard disks or
removable disks), magneto-optical discs, and compact
disc (CD)-ROM and DVD-ROM disks. The process and
the memory may be supplemented by, or incorporated
with, special-purpose logic circuitry.
[0163] While this specification contains many specific
implementation details, these should not be construed
as limitations on the scope of any of the present disclo-
sure or the scope of what may be claimed, but rather as
descriptions of features that may be specific to particular
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embodiments of the present disclosure. Certain features
that are described in this specification in the context of
separate embodiments can also be implemented in com-
bination in a single embodiment. Conversely, various fea-
tures that are described in the context of a single embod-
iment can also be implemented in a plurality of embodi-
ments separately or in any suitable subcombination.
Moreover, although features may be described above as
acting in certain combinations and even initially claimed
as such, one or more features from a claimed combina-
tion can in certain cases be excised from the combination,
and the claimed combination may be directed to a sub-
combination or variation of a subcombination.
[0164] Similarly, while operations are depicted in the
drawings in a particular order, this should not be under-
stood as requiring that such operations be performed in
the particular order shown or in sequential order, or that
all illustrated operations be performed, to achieve desir-
able results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system modules in the embodi-
ments described above should not be understood as re-
quiring such separation in all embodiments, and it should
be understood that the described program components
and systems can generally be integrated together in a
single software product or packaged into a plurality of
software products.
[0165] Particular embodiments of the subject matter
have thus been described. Other embodiments are within
the scope of the following claims. For example, the ac-
tions recited in the claims can be performed in a different
order and still achieve desirable results. In addition, the
processing depicted in the accompanying figures does
not necessarily require the particular order shown, or se-
quential order, to achieve desirable results. In certain im-
plementations, multitasking and parallel processing may
be advantageous.
[0166] It should be noted that the relational terms here-
in such as first and second are used only to differentiate
an entity or operation from another entity or operation,
and do not require or imply any actual relationship or
sequence between these entities or operations. Moreo-
ver, the terms "include", "comprise", and any variants
thereof are intended to cover a non-exclusive inclusion.
Therefore, in the context of a process, method, object,
or apparatus that includes a series of elements, the proc-
ess, method, object, or device not only includes such
elements, but also includes other elements not specified
expressly, or may include inherent elements of the proc-
ess, method, object, or device. Unless otherwise speci-
fied, an element limited by "include a/an..." does not ex-
clude other same elements existing in the process, the
method, the article, or the apparatus that includes the
element.
[0167] The method and apparatus of the present dis-
closure are described in detail above. The principle and
implementation of the present disclosure are described
herein through specific examples. The description about

the embodiments of the present disclosure is merely pro-
vided for ease of understanding of the method and core
ideas of the present disclosure. Persons of ordinary skill
in the art can make variations and modifications to the
present disclosure in terms of the specific implementa-
tions and application scopes according to the ideas of
the present disclosure. Therefore, the specification shall
not be construed as a limit to the present disclosure.

Claims

1. An identity authentication method, comprising:

acquiring, by a client on a terminal device, a user
identifier (ID) and a password to be authenticat-
ed in response to an identity authentication op-
eration from a user;
acquiring, by the client, an additional password
according to the user ID; and
sending, by the client, an identity authentication
request to a server, wherein the identity authen-
tication request comprises the user ID, the pass-
word, and the additional password, so that the
server is capable of performing identity authen-
tication in response to the identity authentication
request based on a user ID, a password, and an
additional password stored on the server.

2. The method according to claim 1, wherein acquiring
the additional password comprises:
reading, by the client, the additional password that
is prestored on the client and matches the user ID.

3. The method according to claim 2, wherein the
prestored additional password is obtained in the fol-
lowing manner comprising:

acquiring, by the client, a user ID and a password
to be registered in response to a registration op-
eration from the user on the client;
generating, by the client, the additional pass-
word matching the user ID;
storing, by the client, the additional password
and the user ID in the client in association;
adding, by the client, the user ID, the password,
and the additional password to a user registra-
tion request; and
sending, by the client, the user registration re-
quest to the server, so that the server stores the
additional password and the user ID in associ-
ation.

4. The method according to claim 2, wherein the
prestored additional password is obtained in the fol-
lowing manner comprising:

acquiring, by the client, a user ID and a password
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to be registered in response to a registration op-
eration from the user on the client;
sending, by the client, a user registration request
to the server, wherein the user registration re-
quest comprises the user ID and the password
to be registered;
receiving, by the client, an additional password
generated by the server in response to the user
registration request; and
storing, by the client, the additional password
and the user ID in the client in association.

5. The method according to claim 2, wherein acquiring
an additional password further comprises:

in a case that the client does not store the addi-
tional password matching the user ID, sending,
by the client, an additional password acquisition
request to the server in response to an additional
password acquisition operation from the user,
wherein the additional password acquisition re-
quest comprises the user ID;
acquiring, by the client, an additional password
entered by the user into the client, wherein the
additional password is acquired by the server
via a logged-in client in response to the addition-
al password acquisition request, or the addition-
al password is sent to the user by the server in
response to the additional password acquisition
request in the pre-registered information receiv-
ing manner of the user ID.

6. The method according to claim 4, wherein when the
additional password is sent via a two-dimensional
code, the client scans the two-dimensional code to
enter the additional password.

7. The method according to any one of claims 1 to 6,
wherein sending the identity authentication request
to the server comprises:

performing, by the client, encryption on the pass-
word by using the additional password, to obtain
an encrypted password;
adding, by the client, the encrypted password
and the user ID into the identity authentication
request; and
sending, by the client, the identity authentication
request to the server.

8. The method according to any one of claims 1 to 6,
wherein sending the identity authentication request
to the server comprises:

adding, by the client, the user ID, the password,
and the additional password into the identity au-
thentication request; and
sending, by the client, the identity authentication

request to the server.

9. An identity authentication method, comprising:

acquiring, by a server, an additional password
matching a user identifier (ID) carried in a re-
ceived user registration request according to the
user registration request;
storing, by the server, the additional password
and the user ID in association; and
performing, by the server, identity authentication
according to a received identity authentication
request, wherein the identity authentication re-
quest comprises a user ID and a password to
be authenticated, and an additional password
that is stored on a client and is associated with
the user ID.

10. The method according to claim 9, further comprising:

receiving, by the server, an additional password
acquisition request, wherein the additional pass-
word acquisition request comprises at least the
user ID;
determining, by the server, whether the user ID
has logged in;
if the user ID has not logged in, sending, by the
server, the additional password matching the
user ID in a pre-registered information receiving
manner of the user ID; and
if the user ID has logged in, sending, by the serv-
er, the additional password matching the user
ID to the client that sends the additional pass-
word acquisition request.

11. The method according to claim 10, further compris-
ing:

if the user ID has not logged in, starting, by the
server, authentication via an authentication
code; and
if the authentication via the authentication code
succeeds,

acquiring, by the server, the additional
password matching the user ID carried in
the additional password acquisition re-
quest, and
sending, by the server, the additional pass-
word to the client that sends the additional
password acquisition request for the client
to store the additional password.

12. A terminal device, comprising:

a processor; and
a machine-readable storage medium,
wherein the machine-readable storage medium
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stores machine executable instructions that is
capable of being executed by the processor, and
the machine executable instructions cause the
processor to perform the following steps com-
prising:

acquiring a user identifier (ID) and a pass-
word to be authenticated in response to an
identity authentication operation from a us-
er;
acquiring an additional password according
to the user ID; and
sending an identity authentication request
to a server, wherein the identity authentica-
tion request comprises the user ID, the
password, and the additional password, so
that the server is capable of performing
identity authentication in response to the
identity authentication request based on a
user ID, a password, and an additional
password stored on the server.

13. A server, comprising:

a processor; and
a machine-readable storage medium;
wherein the machine-readable storage medium
stores machine executable instructions that is
capable of being executed by the processor, and
the machine executable instructions cause the
processor to perform the identity authentication
method according to any one of claims 9 to 11.

14. A machine-readable storage medium, storing ma-
chine executable instructions, wherein when being
invoked and executed by a processor, the machine
executable instructions cause the processor to per-
form the identity authentication method according to
any one of claims 1 to 8.

15. A machine-readable storage medium, storing ma-
chine executable instructions, wherein when being
invoked and executed by a processor, the machine
executable instructions cause the processor to per-
form the identity authentication method according to
any one of claims 9 to 11.
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