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Description

BACKGROUND

[0001] Denial of Service (Dos) attacks are often per-
petrated by malicious users in an effort to render a com-
puting resource (such as a network node and/or server)
unavailable and/or inoperable. One way that a malicious
user may implement a DoS attack is by disrupting the
time synchronization between trusted peers within a net-
work. For example, a malicious user may masquerade
as a trusted peer and issue illegitimate time-synchroni-
zation packets to one or more other peers using the trust-
ed peer’s Internet Protocol (IP) address and/or Media
Access Control (MAC) address. These illegitimate pack-
ets may introduce inaccurate values into the time-syn-
chronization calculation, thereby potentially rendering
these peers unavailable and/or inoperable with respect
to one another.
[0002] The instant disclosure, therefore, identifies and
addresses a need for additional and improved appara-
tuses, systems, and methods for protecting against DoS
attacks.
[0003] US 7,334,126 B1 discloses a method and ap-
paratus for secure remote access to an internal web serv-
er. More specifically, the document discloses a method
characterized by providing authorized users access to
sensitive information on internal servers inside a firewall
while protecting the information from others. A client au-
thentication mechanism is layered on top of a secure
communication protocol to allow legitimate users access
to an internal server from outside the firewall. A proxy is
provided with an external component outside the firewall
and an internal component inside the firewall, with a con-
trol communication channel established between the
two. The external component forwards messages
through the firewall to the internal component which han-
dles user authentication and acts as a proxy between the
user and the internal servers. Where the returned re-
source contains document hyperlinks, the links are trans-
lated into references to the proxy.
[0004] US 2006/239218 A1 discloses a method of
clock-based replay protection. More specifically, the doc-
ument discloses a method characterized by: determining
a first pseudo-time associated with receipt at a receiver
of a packet sent by a sender; determining a second pseu-
do-time based on information in the packet; and deter-
mining whether to process the packet based on a com-
parison of the first pseudo-time and the second pseudo-
time; wherein each of the first pseudo-time and the sec-
ond pseudo-time is independently determined by the re-
ceiver and sender, respectively, from a sequence of val-
ues that represent a sequence of moments in real time.
[0005] These documents do not, however, disclose at
least the following features of appended claim 1: receive
at least one communication from the node within the net-
work wherein the communication comprises at least one
out-of-band list that includes a set of cookies sent by the

node during a setup operation and an offset representa-
tion that identifies an offset where each cookie is located
within packets received from the node; and identify, at
the offset identified by the offset representation, a cookie
included in the time-synchronization packet received
from the node.

SUMMARY

[0006] As will be described in greater detail below, the
instant disclosure generally relates to apparatuses, sys-
tems, and methods for protecting against DoS attacks.
In one example, an apparatus for accomplishing such a
task may include (1) a storage device that stores a set
of cookies that facilitate authenticating packets received
from a node within a network and (2) a processing unit
communicatively coupled to the storage device, wherein
the processing unit (A) receives at least one packet from
the node within the network, (B) identifies a cookie in-
cluded in the packet received from the node, (C) searches
the set of cookies stored in the storage device for the
cookie included in the packet received from the node,
(D) identifies, during the search of the set of cookies, the
cookie included in the packet received from the node and
(E) protects against a DoS attack by authenticating the
legitimacy of the packet based at least in part on the
cookie included in the packet being identified in the set
of cookies stored in the storage device.
[0007] Similarly, a router incorporating the above-de-
scribed apparatus may include (1) a storage device that
stores a set of cookies that facilitate authenticating pack-
ets received from a node within a network and (2) a
processing unit communicatively coupled to the storage
device, wherein the processing unit (A) receives at least
one packet from the node within the network, (B) identi-
fies a cookie included in the packet received from the
node, (C) searches the set of cookies stored in the stor-
age device for the cookie included in the packet received
from the node, (D) identifies, during the search of the set
of cookies, the cookie included in the packet received
from the node and (E) protects against a DoS attack by
authenticating the legitimacy of the packet based at least
in part on the cookie included in the packet being identi-
fied in the set of cookies stored in the storage device.
[0008] A corresponding method may include (1) re-
ceiving at least one packet from a node within a network,
(2) identifying a cookie included in the packet received
from the node, (3) searching a set of cookies that facilitate
authenticating packets received from the node for the
cookie included in the packet, (4) identifying, during the
search of the set of cookies, the cookie included in the
packet, and (5) protecting against a DoS attack by au-
thenticating the legitimacy of the packet based at least
in part on the cookie included in the packet being identi-
fied in the set of cookies.
[0009] Features from any of the above-mentioned em-
bodiments may be used in combination with one another
in accordance with the general principles described here-
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in. These and other embodiments, features, and advan-
tages will be more fully understood upon reading the fol-
lowing detailed description in conjunction with the ac-
companying drawings and claims.
[0010] The features of the apparatus and method ac-
cording to the present invention are defined in the inde-
pendent claims, and the preferable features according
to the present invention are defined in the dependent
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The accompanying drawings illustrate a
number of example embodiments and are a part of the
specification. Together with the following description,
these drawings demonstrate and explain various princi-
ples of the instant disclosure.

FIG. 1 is a block diagram of an example apparatus
for protecting against DoS attacks.
FIG. 2 is a block diagram of an example implemen-
tation of an apparatus for protecting against DoS at-
tacks.
FIG. 3 is an illustration of example cookies that fa-
cilitate authenticating packets received from a node
within a network.
FIG. 4 is a timing diagram of an example out-of-band
operation that facilitates coordinating a node and an
apparatus with respect to a set of cookies.
FIG. 5 is a timing diagram of an example in-band
operation that facilitates coordinating a node and an
apparatus with respect to a set of cookies.
FIG. 6 is a timing diagram of an example configura-
tion operation that facilitates coordinating one send-
er and multiple receivers with respect to a set of cook-
ies.
FIG. 7 is a flow diagram of an example method for
protecting against DoS attacks.
FIG. 8 is a block diagram of an example computing
system capable of implementing and/or being used
in connection with one or more of the embodiments
described and/or illustrated herein.

[0012] Throughout the drawings, identical reference
characters and descriptions indicate similar, but not nec-
essarily identical, elements. While the example embod-
iments described herein are susceptible to various mod-
ifications and alternative forms, specific embodiments
have been shown by way of example in the drawings and
will be described in detail herein. However, the example
embodiments described herein are not intended to be
limited to the particular forms disclosed. Rather, the in-
stant disclosure covers all modifications, equivalents,
and alternatives falling within the scope of the appended
claims.

DETAILED DESCRIPTION

[0013] The present disclosure describes various ap-
paratuses, systems, and methods for protecting against
DoS attacks. As will be explained in greater detail below,
embodiments of the instant disclosure may authenticate
time-synchronization packets exchanged between
nodes within a network based at least in part on a set of
cookies. For example, a first node and a second node
may attempt to synchronize with one another via a time-
synchronization protocol, such as the Network Time Pro-
tocol (NTP) and/or the Precision Time Protocol (PTP).
As part of this synchronization attempt, the first node may
send a set of secret cookies to the second node. This
transmission may be sent as an in-band and/or out-of-
band communication. Additionally or alternatively, this
transmission may be encrypted by the first node using a
private key and/or decrypted by the second node using
a corresponding public key.
[0014] After the set of secret cookies reaches the sec-
ond node, the second node may receive a time-synchro-
nization packet that appears to have originated from the
first node. The second node may authenticate the time-
synchronization packet by first identifying a cookie within
the time-synchronization packet. The second node may
then search the set of secret cookies for the cookie iden-
tified within the time-synchronization packet.
[0015] On the one hand, in the event that the cookie
is found in the set of secret cookies, the second node
may confirm that the time-synchronization packet is le-
gitimate and/or originated from the first node. Upon con-
firming the legitimacy of the packet, the second node may
remove the cookie identified in the packet from the set
of secret cookies and then account for and/or use this
time-synchronization packet in the corresponding time-
synchronization calculation. On the other hand, in the
event that the cookie is not found in the set of secret
cookies, the second node may determine that the time-
synchronization packet is illegitimate. As a result, the
second node may disregard and/or refuse to account for
and/or use this time-synchronization packet in the corre-
sponding time-synchronization calculation. In doing so,
the second node may protect against DoS attacks that
involve disrupting the time synchronization between the
first and second nodes.
[0016] The following will provide, with reference to
FIGS. 1 and 2, examples of apparatuses and correspond-
ing implementations for protecting against DoS attacks.
The discussion corresponding to FIG. 3 will provide ex-
amples of cookies that facilitate authenticating packets
received from a node within a network. The discussions
corresponding to FIGS. 4-6 will provide examples of tim-
ing diagrams in connection with cookie transmissions.
The discussion corresponding to FIG. 7 will provide ex-
amples of a method for protecting against DoS attacks.
Finally, the discussion corresponding to FIG. 8 will pro-
vide numerous examples of systems that may include
the components shown in FIG. 1.
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[0017] FIG. 1 shows an example apparatus 100 for pro-
tecting against DoS attacks. Examples of apparatus 100
include, without limitation, network devices, routers,
switches, hubs, modems, bridges, repeaters, gateways,
load balancers, multiplexers, network adapters, servers,
client devices, portions of one or more of the same, var-
iations or combinations of one or more of the same,
and/or any other suitable apparatus.
[0018] As illustrated in FIG. 1, apparatus 100 may in-
clude a storage device 102 and a processing unit 106.
Storage device 102 generally represents any type or form
of volatile or non-volatile memory or storage medium ca-
pable of storing data and/or computer-readable instruc-
tions. In one example, storage device 102 may store,
load, and/or maintain a set of cookies 104. Examples of
storage device 102 include, without limitation, Random
Access Memory (RAM), Read Only Memory (ROM), flash
memory, Hard Disc Drives (HDDs), Solid-State Drives
(SSD), optical disk drives, caches, variations or combi-
nations of one or more of the same, and/or any other
suitable storage device.
[0019] Cookies 104 each generally represent data that
is used to authenticate, validate, and/or invalidate a pack-
et transferred between nodes within a network. In one
example, a cookie may represent data that facilitates au-
thentication of a single packet transferred from one node
to another. Accordingly, a cookie may be unable to au-
thenticate multiple packets transferred from one node to
another. After a single use, the cookie may be disposed,
deleted, and/or removed from the set of secret cookies.
[0020] Processing unit 106 generally represents any
type or form of hardware-implemented processor capa-
ble of interpreting and/or executing computer-readable
instructions. In one example, processing unit 106 may
access, add, remove, and/or modify cookies 104 stored
in storage device 102. Examples of processing unit 106
include, without limitation, physical processors, micro-
processors, microcontrollers, Central Processing Units
(CPUs), Field-Programmable Gate Arrays (FPGAs) that
implement softcore processors, Application-Specific In-
tegrated Circuits (ASICs), portions of one or more of the
same, variations or combinations of one or more of the
same, and/or any other suitable processing unit.
[0021] Apparatus 100 in FIG. 1 may be implemented
in a variety of ways and/or contexts. As a specific exam-
ple, FIG. 2 shows a block diagram of an example imple-
mentation 200 that includes apparatus 100 for protecting
against DoS attacks. As illustrated in FIG. 2, implemen-
tation 200 may include a network 204 that consists of
multiple computing devices. For example, network 204
may include and/or represent a node 202, a node 206,
and/or apparatus 100. In this example, nodes 202 and
206 may be able to exchange communications with one
another via apparatus 100. Network 204 may include oth-
er network devices (not necessarily illustrated in FIG. 2)
that sit between nodes 202 and 206 and/or are included
in the path that links node 202 with node 206.
[0022] Nodes 202 and 206 each generally represent

any type or form of computing device capable of reading
computer-executable instructions. In one example,
nodes 202 and 206 may each include and/or represent
a physical network device (such as a router, switch,
and/or gateway). Additional examples of nodes 202 and
206 include, without limitation, client devices, computing
devices, servers, laptops, tablets, desktops, storage de-
vices, cellular phones, Personal Digital Assistants
(PDAs), multimedia players, embedded systems, wear-
able devices (e.g., smart watches, smart glasses, etc.),
gaming consoles, variations or combinations of one or
more of the same, and/or any other suitable nodes.
[0023] Network 204 generally represents any medium
or architecture capable of facilitating communication or
data transfer. In one example, network 204 may facilitate
communication between nodes 202 and 206. In this ex-
ample, network 204 may facilitate communication or data
transfer using wireless and/or wired connections. Exam-
ples of network 204 include, without limitation, an intran-
et, a Wide Area Network (WAN), a Local Area Network
(LAN), a Personal Area Network (PAN), the Internet,
Power Line Communications (PLC), a cellular network
(e.g., a Global System for Mobile Communications
(GSM) network), portions of one or more of the same,
variations or combinations of one or more of the same,
and/or any other suitable network. Although not neces-
sarily illustrated in this way in FIG. 2, network 204 may
also include and/or represent various other computing
devices in addition to nodes 202 and 206 and apparatus
100.
[0024] In some examples, processing unit 106 of ap-
paratus 100 may receive at least one packet from node
202. For example, node 202 may initiate a time-synchro-
nization operation with apparatus 100. As part of this
time-synchronization operation, node 202 may send a
series of NTP or PTP packets to apparatus 100 via net-
work 204. As one of these packets arrives at apparatus
100, processing unit 106 may identify a cookie included
in this packet.
[0025] In some examples, processing unit 106 may
search cookies 104 stored in storage device 102 for the
same cookie that was identified in the packet received
from node 202. During this search of cookies 104,
processing unit 106 may identify the cookie that was iden-
tified in the packet. Since, in this example, the same cook-
ie is found in cookies 104, processing unit 106 may val-
idate the packet by confirming that the packet is legitimate
and/or originated from node 202. As a result, processing
unit 106 may incorporate this packet into the correspond-
ing time-synchronization calculation and/or account for
this packet in the corresponding time-synchronization
calculation.
[0026] In some examples, in response to identifying
the same cookie in cookies 104 and thus validating the
packet, processing unit 106 may removes that cookie
from cookies 104. By removing that cookie in this way,
processing unit 106 may ensure that the same cookie is
no longer valid for any future packets received from the
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node. In other words, in the event that a subsequent pack-
et with the same cookie arrives at apparatus 100,
processing unit 106 may disregard the subsequent pack-
et and/or refuse to validate the subsequent packet be-
cause that cookie has been removed from cookies 104.
[0027] In one example, as another packet arrives at
apparatus 100, processing unit 106 may identify a cookie
included in this other packet. Processing unit 106 may
then search cookies 104 stored in storage device 102 for
the same cookie that was identified in this other packet.
During this search of cookies 104, processing unit 106
may fail to identify the cookie that was identified in the
other packet because that cookie is not included in cook-
ies 104. Since, in this example, that cookie is not found
in cookies 104, processing unit 106 may invalidate the
packet and thus determine that the time-synchronization
packet is illegitimate and/or originated from a different
node (not necessarily illustrated in FIG. 2) that is mas-
querading as node 202. As a result, processing unit 106
may disregard and/or refuse to account for this other
packet in the corresponding time-synchronization calcu-
lation.
[0028] In other words, processing unit 106 may authen-
ticate the legitimacy of certain packets based at least in
part on the cookies included in such packets being iden-
tified in cookies 104 stored in the storage device. In re-
sponse to such authentication, processing unit 106 may
account for the authenticated packets in the correspond-
ing time-synchronization calculation. However, in re-
sponse to invalidating certain packets, processing unit
106 may perform a security action in connection with such
packets. For example, processing unit 106 may disregard
the invalidated packets. In one example, processing unit
106 may report the invalidated packets to a security de-
vice and/or a security application. Additionally or alter-
natively, processing unit 106 may attempt to identify
and/or blacklist the device masquerading as node 202.
By accounting for the authenticated packets and/or dis-
regarding the unauthenticated packets in this way,
processing unit 106 may protect against DoS attacks that
involve disrupting the time synchronization between
node 202 and apparatus 100.
[0029] In some examples, processing unit 106 may re-
ceive at least one communication from node 202. This
communication may include set of cookies 104. In such
examples, processing unit 106 may identify set of cookies
104 within this communication. Processing unit 106 may
populate storage device 102 with set of cookies 104. For
example, processing unit 106 may add cookies 104 to
any existing cookies already stored in storage device
102. Additionally or alternatively, processing unit 106
may replace any or all existing cookies already stored in
storage device 102 with cookies 104.
[0030] In some examples, the communication may be
encrypted. For example, node 202 may encrypt the com-
munication using a private key. Node 202 may store this
private key in a Trusted Platform Module (TPM) for se-
curity purposes. In this example, node 202 may send the

encrypted communication to apparatus 100. As the en-
crypted communication reaches apparatus 100,
processing unit 106 may decrypt the communication us-
ing the private key’s corresponding public key. Process-
ing unit 106 may store this public key in a TPM for security
purposes.
[0031] FIG. 3 shows an example set of cookies 104.
As shown in FIG. 3, cookies 104 may include and/or rep-
resent a list of hexadecimal representations (in this ex-
ample, "0x3AF7," "0xBC19," "0x42ED," "0x64A2,"
"0x140A," "0x4820," "0x47BD," and "0x592F").
[0032] In some examples, node 202 and apparatus
100 may perform the exchange of cookies 104 in a variety
of ways. For example, node 202 may send an out-of-
band communication to apparatus 100 in connection with
a setup operation. The term "out-of-band," as used here-
in, generally refers to a communication scheme in which
a configuration or control transmission is initiated inde-
pendent of the main data stream (sometimes referred to
as the in-band data stream). This out-of-band communi-
cation may include and/or represent a list of cookies 104
sent independent of the main data stream. In this exam-
ple, the setup operation may facilitate coordinating node
202 and apparatus 100 with respect to cookies 104.
[0033] In this out-of-band approach, node 202 may de-
termine that the number of valid cookies remaining within
set of cookies 104 stored in storage device 102 is below
a certain threshold. For example, node 202 may know
which cookies have been spent and which cookies re-
main because node 202 is responsible for sending the
legitimate packets that include those cookies to appara-
tus 100. In response to determining that the number of
valid cookies remaining within set of cookies 104 is below
the threshold, processing unit 106 may send a subse-
quent out-of-band communication to apparatus 100 in
connection with another setup operation. This subse-
quent out-of-band communication may include and/or
represent another list of cookies. Upon receiving this oth-
er list of cookies, processing unit 106 may populate stor-
age device 102 with this other list of cookies to update
the set.
[0034] FIG. 4 shows an example timing diagram 400
that represents an out-of-band approach to the exchange
and/or coordination of cookies between node 202 and
apparatus 100. As shown in FIG. 4, a management ap-
plication 402 may distribute a private key 404 to node
202 and a public key 406 to apparatus 100. Node 202
and apparatus 100 may then perform a setup operation
408 with respect to one another. As part of this setup
operation, node 202 may encrypt cookies 410(1)-(N) with
private key 404 and then send these encrypted cookies
to apparatus 100.
[0035] Continuing with this example, apparatus 100
may receive the encrypted cookies and then decrypt the
encrypted cookies with public key 406. Once the number
of valid cookies dips below a certain threshold, node 202
and apparatus 100 may perform a subsequent setup op-
eration 412 with respect to one another to replenish the
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cookie supply. As part of this subsequent setup opera-
tion, node 202 may encrypt cookies 414 (1)-(N) using
private key 404 and then send these encrypted cookies
to apparatus 100.
[0036] In another example, node 202 may send an in-
band communication to apparatus 100 during a clock-
synchronization operation. The term "in-band," as used
herein, generally refers to a communication scheme in
which a configuration or control transmission is initiated
on the same connection as the main data stream. This
in-band communication may include and/or represent a
list of cookies 104 sent on the same connection as the
main data stream. Additionally or alternatively, this in-
band communication may include and/or represent a
packet that is formatted in the same clock-synchroniza-
tion protocol (e.g., NTP or PTP) as the main data stream.
[0037] FIG. 5 shows an example timing diagram 500
that represents an in-band approach to the exchange
and/or coordination of cookies between node 202 and
apparatus 100. As shown in FIG. 5, management appli-
cation 402 may distribute private key 404 and an initial
cookie value 502 to node 202 and public key 406 and
initial cookie value 502 to apparatus 100. Node 202 may
generate a packet 504 that includes a first set of secret
cookies for use in authenticating subsequent packets ex-
changed between node 202 and apparatus 100. Packet
504 may also include initial cookie value 502 as the pack-
et’s cookie. Node 202 may encrypt packet 504 using pri-
vate key 404 and then send this packet to apparatus 100.
[0038] Continuing with this example, apparatus 100
may receive packet 504 and then decrypt the same with
public key 406. Apparatus 100 may also authenticate the
legitimacy of packet 504 by confirming that the packet’s
cookie matches initial cookie value 502. Apparatus 100
may configure itself to allow, authenticate, and/or ac-
count for subsequent packets whose cookies belong to
the first set of secret cookies included in packet 504.
[0039] In response to receiving and authenticating
packet 504, apparatus 100 may send an ACKnowledge
(ACK) 506 to node 202. Once node 202 receives ACK
506, node 202 may proceed by sending packets
508(1)-(N). In this example, packet 504 may be formatted
in the same clock-synchronization protocol (e.g., NTP or
PTP) as the main data stream (e.g., packets 508(1)-(N)).
[0040] Once the number of valid cookies dips below a
certain threshold, node 202 may encrypt a packet 510
that includes a subsequent set of secret cookies using
private key 404. Packet 510 may also include a cookie
value that was picked from the first set of secret cookies
to facilitate authentication. Node 202 may then send this
packet to apparatus 100 to replenish the cookie supply.
Apparatus 100 may receive this packet and then decrypt
the same with public key 406. Apparatus 100 may also
authenticate the legitimacy of packet 510 by confirming
that the packet’s cookie matches one of the secret cook-
ies from the first set. In response to receiving and au-
thenticating packet 510, apparatus 100 may send an
ACK 512 to node 202. Once node 202 receives ACK 512,

node 202 may proceed by sending packets 514(1)-(N).
In this example, packet 510 may be formatted in the same
clock-synchronization protocol (e.g., NTP or PTP) as the
main data stream (e.g., packets 514(1)-(N)).
[0041] FIG. 6 shows an example timing diagram 600
that represents a one-to-many approach to the exchange
and/or coordination of cookies between a node 602, node
202, and apparatus 100. As shown in FIG. 6, node 602
may join node 202. After this joining, node 202 may send
cookies 104 to node 602. Node 202 may then send pack-
ets 604(1)-(N) as the main data stream to node 602. Sim-
ilarly, apparatus 100 may join node 202. After this joining,
node 202 may send cookies 104 to apparatus 100. Node
202 may then send packets 606(1)-(N) as the main data
stream to apparatus 100.
[0042] In some examples, node 202 and/or apparatus
100 may implement different levels of security with re-
spect to their communications. However, as the level of
security increases, the efficiency of their communication
scheme may decrease. For example, a lower level of
security may involve simply ensuring that packets re-
ceived from node 202 include valid cookies. In this ex-
ample, a higher level of security may involve ensuring
that packets received from node 202 each include a valid
cookie at a fixed offset.
[0043] As a specific example, the communication that
includes the set of secret cookies may also identify a
specific offset where each cookie is located within pack-
ets received from node 202. For example, node 202 may
select a certain offset for placing the cookies within the
packets sent to apparatus 100. Node 202 may configure
the communication that includes the set of secret cookies
with an offset representation that identifies the selected
offset. Node 202 may then send the communication to
apparatus 100 to establish the fixed offset with respect
to one another. Upon receiving the communication, ap-
paratus 100 may be able to identify the cookies included
in subsequent packets at the offset selected by node 202.
[0044] In this example, the packets may be formatted
in a clock-synchronization protocol (such as NTP or PTP)
and have certain enhanced features. For example, the
packets may each include a new field for the secret cook-
ie in the header. This field may be located at the fixed
offset from the beginning of the header.
[0045] In one example, node 202 and/or apparatus 100
may implement one or more aging counters in connection
with the set of secret cookies. For example, one of the
cookies may have an aging counter that indicates wheth-
er the cookie has expired and/or become stale. In this
example, node 202 and/or apparatus 100 may determine
that the aging counter exceeds a certain threshold, thus
indicating that the cookie has expired and/or become
stale. In response, node 202 and/or apparatus 100 may
delete and/or remove the expired and/or stale cookie
from the set of cookies such that the cookie is no longer
valid for any future packets sent by node 202 and/or re-
ceived by apparatus 100.
[0046] In some examples, apparatus 100 may config-
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ure, apply, and/or implement a packet processing rule
as instructed by node 202. In one example, node 202
may send instructions for configuring, applying, and/or
implementing this packet processing rule to apparatus
100 (in, e.g., the communication that includes the set of
secret cookies). In this example, apparatus 100 may en-
force this packet processing rule via hardware (e.g., a
hardware filter). This packet processing rule may control
which packets are accounted for and/or used in the cor-
responding time-synchronization calculation.
[0047] FIG. 7 is a flow diagram of an example method
700 for protecting against DoS attacks. Method 700 may
include the step of receiving a packet from a node within
a network (710). This receiving step may be performed
in a variety of ways. In one example, processing unit 106
of apparatus 100 may detect and/or receive a packet
from node 202 within network 204. In another example,
processing unit 106 may detect and/or receive a packet
from another node (e.g., node 206) that is masquerading
as node 202.
[0048] In some examples, method 700 may also in-
clude the step of identifying a cookie included in the pack-
et received from the node (720). This identifying step may
be performed in a variety of ways. In one example,
processing unit 106 of apparatus 100 may search for a
cookie at a fixed offset within the header of the packet.
During this search, processing unit 106 may identify a
cookie at that fixed offset within the packet’s header.
[0049] In some examples, method 700 may further in-
clude the step of searching a set of cookies that facilitate
authenticating packets received from the node for the
cookie included in the packet (730). This searching step
may be performed in a variety of ways. In one example,
processing unit 106 may search a set of cookies stored
on apparatus 100 for the same cookie that was included
in the packet. In this example, processing unit 106 may
iterate through the set of cookies and compare the cookie
included in the packet with each cookie within the set.
[0050] Additionally or alternatively, method 700 may
include the step of identifying, during the search of the
set of cookies, the cookie included in the packet (740).
This identifying step may be performed in a variety of
ways. In one example, during the search, processing unit
106 may identify the same cookie included in the packet
within the set of cookies. In other words, processing unit
106 may find a cookie within the set that is identical to
the one identified in the packet. Upon finding this cookie
in the set, processing unit 106 may cease its search of
the set.
[0051] Finally, method 700 may include the step of pro-
tecting against a DoS attack by authenticating the packet
based at least in part on the cookie included in the packet
being identified in the set of cookies (750). This protecting
step may be performed in a variety of ways. In one ex-
ample, processing unit 106 may authenticate the packet
as having legitimately originated from node 202. In re-
sponse, processing unit 106 may account for and/or use
the values corresponding to this packet in a time-syn-

chronization calculation between node 202 and appara-
tus 100. In doing so, processing unit 106 may protect a
DoS attack by ensuring that the packet did not originate
from a malicious node masquerading as node 202.
[0052] FIG. 8 is a block diagram of an example com-
puting system 800 capable of implementing and/or being
used in connection with one or more of the embodiments
described and/or illustrated herein. In some embodi-
ments, all or a portion of computing system 800 may per-
form and/or be a means for performing, either alone or
in combination with other elements, one or more of the
steps described in connection with FIG. 7. All or a portion
of computing system 800 may also perform and/or be a
means for performing and/or implementing any other
steps, methods, or processes described and/or illustrat-
ed herein. In one example, computing system 800 may
include apparatus 100 from FIG. 1.
[0053] Computing system 800 broadly represents any
type or form of electrical load, including a single or multi-
processor computing device or system capable of exe-
cuting computer-readable instructions. Examples of
computing system 800 include, without limitation, work-
stations, laptops, client-side terminals, servers, distribut-
ed computing systems, mobile devices, network switch-
es, network routers (e.g., backbone routers, edge rout-
ers, core routers, mobile service routers, broadband rout-
ers, etc.), network appliances (e.g., network security ap-
pliances, network control appliances, network timing ap-
pliances, SSL VPN (Secure Sockets Layer Virtual Private
Network) appliances, etc.), network controllers, gate-
ways (e.g., service gateways, mobile packet gateways,
multi-access gateways, security gateways, etc.), and/or
any other type or form of computing system or device.
[0054] Computing system 800 may be programmed,
configured, and/or otherwise designed to comply with
one or more networking protocols. According to certain
embodiments, computing system 800 may be designed
to work with protocols of one or more layers of the Open
Systems Interconnection (OSI) reference model, such
as a physical layer protocol, a link layer protocol, a net-
work layer protocol, a transport layer protocol, a session
layer protocol, a presentation layer protocol, and/or an
application layer protocol. For example, computing sys-
tem 800 may include a network device configured ac-
cording to a Universal Serial Bus (USB) protocol, an In-
stitute of Electrical and Electronics Engineers (IEEE)
1394 protocol, an Ethernet protocol, a T1 protocol, a Syn-
chronous Optical Networking (SONET) protocol, a Syn-
chronous Digital Hierarchy (SDH) protocol, an Integrated
Services Digital Network (ISDN) protocol, an Asynchro-
nous Transfer Mode (ATM) protocol, a Point-to-Point
Protocol (PPP), a Point-to-Point Protocol over Ethernet
(PPPoE), a Point-to-Point Protocol over ATM (PPPoA),
a Bluetooth protocol, an IEEE 802.XX protocol, a frame
relay protocol, a token ring protocol, a spanning tree pro-
tocol, and/or any other suitable protocol.
[0055] Computing system 800 may include various
network and/or computing components. For example,
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computing system 800 may include at least one proces-
sor 814 and a system memory 816. Processor 814 gen-
erally represents any type or form of processing unit ca-
pable of processing data or interpreting and executing
instructions. For example, processor 814 may represent
an application-specific integrated circuit (ASIC), a sys-
tem on a chip (e.g., a network processor), a hardware
accelerator, a general purpose processor, and/or any
other suitable processing element.
[0056] Processor 814 may process data according to
one or more of the networking protocols discussed
above. For example, processor 814 may execute or im-
plement a portion of a protocol stack, may process pack-
ets, may perform memory operations (e.g., queuing
packets for later processing), may execute end-user ap-
plications, and/or may perform any other processing
tasks.
[0057] System memory 816 generally represents any
type or form of volatile or non-volatile storage device or
medium capable of storing data and/or other computer-
readable instructions. Examples of system memory 816
include, without limitation, Random Access Memory
(RAM), Read Only Memory (ROM), flash memory, or any
other suitable memory device. Although not required, in
certain embodiments computing system 800 may include
both a volatile memory unit (such as, for example, system
memory 816) and a non-volatile storage device (such as,
for example, primary storage device 832, as described
in detail below). System memory 816 may be implement-
ed as shared memory and/or distributed memory in a
network device. Furthermore, system memory 816 may
store packets and/or other information used in network-
ing operations.
[0058] In certain embodiments, example computing
system 800 may also include one or more components
or elements in addition to processor 814 and system
memory 816. For example, as illustrated in FIG. 8, com-
puting system 800 may include a memory controller 818,
an Input/Output (I/O) controller 820, and a communica-
tion interface 822, each of which may be interconnected
via communication infrastructure 812. Communication
infrastructure 812 generally represents any type or form
of infrastructure capable of facilitating communication
between one or more components of a computing device.
Examples of communication infrastructure 812 include,
without limitation, a communication bus (such as a Serial
ATA (SATA), an Industry Standard Architecture (ISA), a
Peripheral Component Interconnect (PCI), a PCI Ex-
press (PCIe), and/or any other suitable bus), and a net-
work.
[0059] Memory controller 818 generally represents
any type or form of device capable of handling memory
or data or controlling communication between one or
more components of computing system 800. For exam-
ple, in certain embodiments memory controller 818 may
control communication between processor 814, system
memory 816, and I/O controller 820 via communication
infrastructure 812. In some embodiments, memory con-

troller 818 may include a Direct Memory Access (DMA)
unit that may transfer data (e.g., packets) to or from a
link adapter.
[0060] I/O controller 820 generally represents any type
or form of device or module capable of coordinating
and/or controlling the input and output functions of a com-
puting device. For example, in certain embodiments I/O
controller 820 may control or facilitate transfer of data
between one or more elements of computing system 800,
such as processor 814, system memory 816, communi-
cation interface 822, and storage interface 830.
[0061] Communication interface 822 broadly repre-
sents any type or form of communication device or adapt-
er capable of facilitating communication between exam-
ple computing system 800 and one or more additional
devices. For example, in certain embodiments commu-
nication interface 822 may facilitate communication be-
tween computing system 800 and a private or public net-
work including additional computing systems. Examples
of communication interface 822 include, without limita-
tion, a link adapter, a wired network interface (such as a
network interface card), a wireless network interface
(such as a wireless network interface card), and any other
suitable interface. In at least one embodiment, commu-
nication interface 822 may provide a direct connection
to a remote server via a direct link to a network, such as
the Internet. Communication interface 822 may also in-
directly provide such a connection through, for example,
a local area network (such as an Ethernet network), a
personal area network, a wide area network, a private
network (e.g., a virtual private network), a telephone or
cable network, a cellular telephone connection, a satellite
data connection, or any other suitable connection.
[0062] In certain embodiments, communication inter-
face 822 may also represent a host adapter configured
to facilitate communication between computing system
800 and one or more additional network or storage de-
vices via an external bus or communications channel.
Examples of host adapters include, without limitation,
Small Computer System Interface (SCSI) host adapters,
Universal Serial Bus (USB) host adapters, IEEE 1394
host adapters, Advanced Technology Attachment (ATA),
Parallel ATA (PATA), Serial ATA (SATA), and External
SATA (eSATA) host adapters, Fibre Channel interface
adapters, Ethernet adapters, or the like. Communication
interface 822 may also enable computing system 800 to
engage in distributed or remote computing. For example,
communication interface 822 may receive instructions
from a remote device or send instructions to a remote
device for execution.
[0063] As illustrated in FIG. 8, example computing sys-
tem 800 may also include a primary storage device 832
and/or a backup storage device 834 coupled to commu-
nication infrastructure 812 via a storage interface 830.
Storage devices 832 and 834 generally represent any
type or form of storage device or medium capable of stor-
ing data and/or other computer-readable instructions.
For example, storage devices 832 and 834 may repre-
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sent a magnetic disk drive (e.g., a so-called hard drive),
a solid state drive, a floppy disk drive, a magnetic tape
drive, an optical disk drive, a flash drive, or the like. Stor-
age interface 830 generally represents any type or form
of interface or device for transferring data between stor-
age devices 832 and 834 and other components of com-
puting system 800.
[0064] In certain embodiments, storage devices 832
and 834 may be configured to read from and/or write to
a removable storage unit configured to store computer
software, data, or other computer-readable information.
Examples of suitable removable storage units include,
without limitation, a floppy disk, a magnetic tape, an op-
tical disk, a flash memory device, or the like. Storage
devices 832 and 834 may also include other similar struc-
tures or devices for allowing computer software, data, or
other computer-readable instructions to be loaded into
computing system 800. For example, storage devices
832 and 834 may be configured to read and write soft-
ware, data, or other computer-readable information.
Storage devices 832 and 834 may be a part of computing
system 800 or may be separate devices accessed
through other interface systems.
[0065] Many other devices or subsystems may be con-
nected to computing system 800. Conversely, all of the
components and devices illustrated in FIG. 8 need not
be present to practice the embodiments described and/or
illustrated herein. The devices and subsystems refer-
enced above may also be interconnected in different
ways from those shown in FIG. 8. Computing system 800
may also employ any number of software, firmware,
and/or hardware configurations. For example, one or
more of the example embodiments disclosed herein may
be encoded as a computer program (also referred to as
computer software, software applications, computer-
readable instructions, or computer control logic) on a
computer-readable medium. The term "computer-read-
able medium" generally refers to any form of device, car-
rier, or medium capable of storing or carrying computer-
readable instructions. Examples of computer-readable
media include, without limitation, transmission-type me-
dia, such as carrier waves, and non-transitory-type me-
dia, such as magnetic-storage media (e.g., hard disk
drives and floppy disks), optical-storage media (e.g.,
Compact Disks (CDs) and Digital Video Disks (DVDs)),
electronic-storage media (e.g., solid-state drives and
flash media), and other distribution systems.
[0066] While the foregoing disclosure sets forth vari-
ous embodiments using specific block diagrams, flow-
charts, and examples, each block diagram component,
flowchart step, operation, and/or component described
and/or illustrated herein may be implemented, individu-
ally and/or collectively, using a wide range of hardware,
software, or firmware (or any combination thereof) con-
figurations. In addition, any disclosure of components
contained within other components should be considered
as being by way of example in nature since many other
architectures can be implemented to achieve the same

functionality.
[0067] In some examples, all or a portion of apparatus
100 in FIG. 1 may represent portions of a cloud-comput-
ing or network-based environment. Cloud-computing
and network-based environments may provide various
services and applications via the Internet. These cloud-
computing and network-based services (e.g., software
as a service, platform as a service, infrastructure as a
service, etc.) may be accessible through a web browser
or another remote interface. Various functions described
herein may also provide network switching capabilities,
gateway access capabilities, network security functions,
content caching and delivery services for a network, net-
work control services, and/or and other networking func-
tionality.
[0068] In addition, one or more of the modules de-
scribed herein may transform data, physical devices,
and/or representations of physical devices from one form
to another. Additionally or alternatively, one or more of
the modules recited herein may transform a processor,
volatile memory, non-volatile memory, and/or any other
portion of a physical computing device from one form to
another by executing on the computing device, storing
data on the computing device, and/or otherwise interact-
ing with the computing device.
[0069] Therefore, from one perspective, there has
been described an apparatus which may include (1) a
storage device that stores a set of cookies that facilitate
authenticating packets received from a node within a net-
work and (2) a processing unit communicatively coupled
to the storage device, wherein the processing unit (A)
receives at least one packet from the node, (B) identifies
a cookie included in the packet received from the node,
(C) searches the set of cookies stored in the storage de-
vice for the cookie included in the packet received from
the node, (D) identifies, during the search of the set of
cookies, the cookie included in the packet and (E) pro-
tects against a DoS attack by authenticating the legiti-
macy of the packet based at least in part on the cookie
included in the packet being identified in the set of cookies
stored in the storage device. Various other apparatuses,
systems, and methods are also disclosed.
[0070] Further examples of and consistent with the
present disclosure are set out in the following numbered
clauses:

Clause 1 An apparatus comprising: a storage device
that stores a set of cookies that facilitate authenti-
cating packets received from a node within a net-
work; and a processing unit communicatively cou-
pled to the storage device, wherein the processing
unit: receives at least one packet from the node with-
in the network; identifies a cookie included in the
packet received from the node; searches the set of
cookies stored in the storage device for the cookie
included in the packet received from the node; iden-
tifies, during the search of the set of cookies, the
cookie included in the packet received from the node;
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and protects against a Denial of Service (DoS) attack
by authenticating the legitimacy of the packet based
at least in part on the cookie included in the packet
being identified in the set of cookies stored in the
storage device.
Clause 2 The apparatus of clause 1, wherein the
processing unit removes, in response to identifying
the cookie included in the packet, the cookie from
the set of cookies such that the cookie is no longer
valid for any future packets received from the node.
Clause 3 The apparatus of clause 1 or 2, wherein
the processing unit: receives at least one communi-
cation from the node within the network; identifies
the set of cookies within the communication received
from the node; and populates the storage device with
the set of cookies identified within the communica-
tion received from the node.
Clause 4 The apparatus of clause 3, wherein the
communication comprises at least one out-of-band
list that: includes the set of cookies; and is sent by
the node during a setup operation that facilitates co-
ordinating the node and the apparatus with respect
to the set of cookies.
Clause 5 The apparatus of clause 4, wherein the
processing unit: receives, from the node within the
network, at least one subsequent communication
that: comprises another out-of-band list that includes
another set of cookies; and is sent by the node in
response to determining that the number of valid
cookies remaining within the set of cookies is below
a certain threshold; and populates the storage device
with the other set of cookies included in the other
out-of-band list of the subsequent communication.
Clause 6 The apparatus of clause 4 or 5, wherein:
the communication comprises an offset representa-
tion that identifies an offset where each cookie is
located within packets received from the node; and
the processing unit identifies the cookie included in
the packet at the offset identified by the offset rep-
resentation.
Clause 7 The apparatus of any of clauses 3 to 6,
wherein: the communication is encrypted by the
node using a private key; the processing unit: re-
ceives, from a management application, a public key
that facilitates decrypting communications that have
been encrypted by the node using the private key;
and decrypts the communication using the public key
received from the management application.
Clause 8 The apparatus of any of clauses 3 to 7,
wherein: the packet is formatted in a clock-synchro-
nization protocol; and the communication comprises
a previous packet that: is formatted in the clock-syn-
chronization protocol; and incorporates at least one
in-band list that: includes the set of cookies; and is
sent by the node during a clock-synchronization op-
eration.
Clause 9 The apparatus of clause 8, wherein the
processing unit: receives, from the node within the

network, at least one subsequent communication
that comprises another packet that: is formatted in
the clock-synchronization protocol; and incorporates
at least one in-band list that: includes another set of
cookies; and is sent by the node during another
clock-synchronization operation.
Clause 10 The apparatus of any preceding clause,
wherein the processing unit: identifies at least one
aging counter in connection with at least one other
cookie within the set of cookies; determines that the
aging counter exceeds a certain threshold; and re-
moves, in response to determining that the aging
counter exceeds the certain threshold, the other
cookie from the set of cookies such that the cookie
is no longer valid for any future packets received
from the node.
Clause 11 A router comprising: a storage device that
stores a set of cookies that facilitate authenticating
packets received from a node within a network; and
a processing unit communicatively coupled to the
storage device, wherein the processing unit: re-
ceives at least one packet from the node within the
network; identifies a cookie included in the packet
received from the node; searches the set of cookies
stored in the storage device for the cookie included
in the packet received from the node; identifies, dur-
ing the search of the set of cookies, the cookie in-
cluded in the packet received from the node; and
protects against a Denial of Service (DoS) attack by
authenticating the legitimacy of the packet based at
least in part on the cookie included in the packet
being identified in the set of cookies stored in the
storage device.
Clause 12 The router of clause 11, wherein the
processing unit removes, in response to identifying
the cookie included in the packet, the cookie from
the set of cookies such that the cookie is no longer
valid for any future packets received from the node.
Clause 13 The router of clause 11 or 12, wherein the
processing unit: receives at least one communica-
tion from the node within the network; identifies the
set of cookies within the communication received
from the node; and populates the storage device with
the set of cookies identified within the communica-
tion received from the node.
Clause 14 The router of clause 13, wherein the com-
munication comprises at least one out-of-band list
that: includes the set of cookies; and is sent by the
node during a setup operation that facilitates coor-
dinating the node and the router with respect to the
set of cookies.
Clause 15 The router of clause 14, wherein the
processing unit: receives, from the node within the
network, at least one subsequent communication
that: comprises another out-of-band list that includes
another set of cookies; and is sent by the node in
response to determining that the number of valid
cookies remaining within the set of cookies is below
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a certain threshold; and populates the storage device
with the other set of cookies included in the other
out-of-band list of the subsequent communication.
Clause 16 The router of clause 14 or 15, wherein:
the communication comprises an offset representa-
tion that identifies an offset where each cookie is
located within packets received from the node; and
the processing unit identifies the cookie included in
the packet at the offset identified by the offset rep-
resentation.
Clause 17 The router of any of clauses 13 to 16,
wherein: the communication is encrypted by the
node using a private key; the processing unit: re-
ceives, from a management application, a public key
that facilitates decrypting communications that have
been encrypted by the node using the private key;
and decrypts the communication using the public key
received from the management application.
Clause 18 The router of any of clauses 13 to 17,
wherein: the packet is formatted in a clock-synchro-
nization protocol; and the communication comprises
a previous packet that: is formatted in the clock-syn-
chronization protocol; and incorporates at least one
in-band list that: includes the set of cookies; and is
sent by the node during a clock-synchronization op-
eration.
Clause 19 The router of clause 18, wherein the
processing unit: receives, from the node within the
network, at least one subsequent communication
that comprises another packet that: is formatted in
the clock-synchronization protocol; and incorporates
at least one in-band list that: includes another set of
cookies; and is sent by the node during another
clock-synchronization operation.
Clause 20 A method comprising: receiving at least
one packet from a node within a network; identifying
a cookie included in the packet received from the
node; searching a set of cookies that facilitate au-
thenticating packets received from the node for the
cookie included in the packet; identifying, during the
search of the set of cookies, the cookie included in
the packet; and protecting against a Denial of Serv-
ice (DoS) attack by authenticating the legitimacy of
the packet based at least in part on the cookie in-
cluded in the packet being identified in the set of
cookies.

[0071] The process parameters and sequence of the
steps described and/or illustrated herein are given by way
of example only and can be varied as desired. For ex-
ample, while the steps illustrated and/or described herein
may be shown or discussed in a particular order, these
steps do not necessarily need to be performed in the
order illustrated or discussed. The various example
methods described and/or illustrated herein may also
omit one or more of the steps described or illustrated
herein or include additional steps in addition to those dis-
closed.

[0072] The preceding description has been provided
to enable others skilled in the art to best utilize various
aspects of the example embodiments disclosed herein.
This description is not intended to be exhaustive or to be
limited to any precise form disclosed. Many modifications
and variations are possible without departing from the
scope of the instant disclosure. The embodiments dis-
closed herein should be considered in all respects illus-
trative and not restrictive. Reference should be made to
the appended claims and their equivalents in determining
the scope of the instant disclosure.
[0073] Unless otherwise noted, the terms "connected
to" and "coupled to" (and their derivatives), as used in
the specification and claims, are to be construed as per-
mitting both direct and indirect (i.e., via other elements
or components) connection. In addition, the terms "a" or
"an," as used in the specification and claims, are to be
construed as meaning "at least one of." Finally, for ease
of use, the terms "including" and "having" (and their de-
rivatives), as used in the specification and claims, are
interchangeable with and have the same meaning as the
word "comprising."

Claims

1. An apparatus comprising:

a storage device; and
a processing unit communicatively coupled to
the storage device, wherein the processing unit
is configured to:

receive at least one communication from
the node within the network wherein the
communication comprises at least one out-
of-band list that includes a set of cookies
sent by the node during a setup operation
and an offset representation that identifies
an offset where each cookie is located with-
in packets received from the node;
identify the set of cookies within the com-
munication received from the node;
populate the storage device with the set of
cookies identified within the communication
received from the node;
receive from the node within the network,
at least one time-synchronization packet
that is formatted in a time-synchronization
protocol as part of a time-synchronization
operation;
identify at the offset identified by the offset
representation, a cookie included in the
time-synchronization packet received from
the node;
search the set of cookies stored in the stor-
age device for the cookie included in the
time-synchronization packet received from
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the node;
identify during the search of the set of cook-
ies, the cookie included in the time-synchro-
nization packet received from the node; and
protect against a Denial of Service, DoS,
attack by authenticating the legitimacy of
the time-synchronization packet by confirm-
ing that the cookie included in the time-syn-
chronization packet is identified in the set
of cookies; and
upon authenticating the legitimacy of the
time-synchronization packet, synchronize
the clock of the apparatus with the clock of
the node based at least in part on a time-
synchronization calculation that accounts
for the time-synchronization packet.

2. The apparatus of claim 1, wherein the processing
unit removes, in response to identifying the cookie
included in the packet, the cookie from the set of
cookies such that the cookie is no longer valid for
any future packets received from the node.

3. The apparatus of claim 1, wherein the processing
unit:

receives, from the node within the network, at
least one subsequent communication that:

comprises another out-of-band list that in-
cludes another set of cookies; and
is sent by the node in response to determin-
ing that the number of valid cookies remain-
ing within the set of cookies is below a cer-
tain threshold; and

populates the storage device with the other set
of cookies included in the other out-of-band list
of the subsequent communication.

4. The apparatus of claim 3, wherein:

the communication is encrypted by the node us-
ing a private key;
the processing unit:

receives, from a management application,
a public key that facilitates decrypting com-
munications that have been encrypted by
the node using the private key; and
decrypts the communication using the pub-
lic key received from the management ap-
plication.

5. The apparatus of any of claims 3 to 4, wherein:

the packet is formatted in a clock-synchroniza-
tion protocol; and

the communication comprises a previous packet
that:

is formatted in the clock-synchronization
protocol; and
incorporates at least one in-band list that:

includes the set of cookies; and
is sent by the node during a clock-syn-
chronization operation.

6. The apparatus of claim 5, wherein the processing
unit:
receives, from the node within the network, at least
one subsequent communication that comprises an-
other packet that:

is formatted in the clock-synchronization proto-
col; and
incorporates at least one in-band list that:

includes another set of cookies; and
is sent by the node during another clock-
synchronization operation.

7. The apparatus of any preceding claim, wherein the
processing unit:

identifies at least one aging counter in connec-
tion with at least one other cookie within the set
of cookies;
determines that the aging counter exceeds a
certain threshold; and
removes, in response to determining that the ag-
ing counter exceeds the certain threshold, the
other cookie from the set of cookies such that
the cookie is no longer valid for any future pack-
ets received from the node.

8. The apparatus of claim 1, wherein the apparatus is
a router.

9. The router of claim 8, wherein the processing unit
removes, in response to identifying the cookie in-
cluded in the packet, the cookie from the set of cook-
ies such that the cookie is no longer valid for any
future packets received from the node.

10. The router of claim 8 or 9, wherein the processing
unit:

receives at least one communication from the
node within the network;
identifies a set of cookies within the communi-
cation received from the node; and
populates the storage device with the set of
cookies identified within the communication re-
ceived from the node.
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11. The router of claim 10, wherein the communication
comprises at least one out-of-band list that:
includes the set of cookies sent by the node during
a setup operation.

12. A method, carried out by an apparatus, comprising:

receiving at least one communication from a
node within a network wherein the communica-
tion comprises at least one out-of-band list that
includes a set of cookies sent by the node during
a setup operation and an offset representation
that identifies an offset where each cookie is lo-
cated within packets received from the node;
identifying the set of cookies within the commu-
nication received from the node;
populating a storage device with the set of cook-
ies identified within the communication received
from the node;
receiving at least one time-synchronization
packet from the node within the network, the
time-synchronization packet being formatted in
a time-synchronization protocol as part of a time-
synchronization operation;
identifying, at the offset identified by the offset
representation, a cookie included in the time-
synchronization packet received from the node;
searching the set of cookies that facilitate au-
thenticating time-synchronization packets re-
ceived from the node for the cookie included in
the time-synchronization packet;
identifying, during the search of the set of cook-
ies, the cookie included in the time-synchroni-
zation packet;
protecting against a Denial of Service, DoS, at-
tack by authenticating the legitimacy of the time-
synchronization packet by confirming that the
cookie included in the time-synchronization
packet is identified in the set of cookies; and
upon authenticating the legitimacy of the time-
synchronization packet, synchronizes the clock
of the apparatus with the node based at least in
part on a time-synchronization calculation that
accounts for the time-synchronization packet.

Patentansprüche

1. Vorrichtung, umfassend:

eine Speichervorrichtung und
eine Verarbeitungseinheit, die kommunikativ an
die Speichervorrichtung gekoppelt ist, wobei die
Verarbeitungseinheit ausgelegt ist zum:

Empfangen von zumindest einer Kommu-
nikation von dem Knoten innerhalb des
Netzwerks, wobei die Kommunikation zu-

mindest eine Out-of-Band-Liste, die einen
Satz von Cookies einschließt, die während
eines Einrichtungsvorgangs durch den
Knoten gesendet werden, und eine Offset-
Darstellung, die ein Offset identifiziert, um-
fasst, wobei sich jedes Cookie innerhalb
von Paketen befindet, die von dem Knoten
empfangen werden;
Identifizieren des Satzes von Cookies in-
nerhalb der Kommunikation, die von dem
Knoten empfangen wird;
Einfügen, in die Speichervorrichtung, des
Satzes von Cookies, die innerhalb der Kom-
munikation identifiziert werden, die von dem
Knoten empfangen wird;
Empfangen, von dem Knoten innerhalb des
Netzwerks, von zumindest einem Zeitsyn-
chronisationspaket, das in einem Zeitsyn-
chronisationsprotokoll als Teil eines Zeit-
synchronisationsvorgangs formatiert ist;
Identifizieren, an dem durch die Offset-Dar-
stellung identifizierten Offset, eines
Cookies, das in dem Zeitsynchronisations-
paket enthalten ist, das von dem Knoten
empfangen wird;
Durchsuchen des Satzes von Cookies, die
in der Speichervorrichtung gespeichert
sind, auf das Cookie, das in dem Zeitsyn-
chronisationspaket enthalten ist, das von
dem Knoten empfangen wird;
Identifizieren, während des Durchsuchens
des Satzes von Cookies, des Cookies, das
in dem Zeitsynchronisationspaket enthal-
ten ist, das von dem Knoten empfangen
wird; und
Schützen vor einem Denial of Service-An-
griff, DoS-Angriff, durch Authentifizieren
der Legitimität des Zeitsynchronisationspa-
kets durch Bestätigen, dass das Cookie,
das in dem Zeitsynchronisationspaket ent-
halten ist, in dem Satz von Cookies identi-
fiziert ist; und

nach dem Authentifizieren der Legitimität des
Zeitsynchronisationspakets, Synchronisieren
des Takts der Vorrichtung mit dem Takt des
Knotens zumindest teilweise basierend auf ei-
ner Zeitsynchronisationsberechnung, die das
Zeitsynchronisationspaket berücksichtigt.

2. Vorrichtung nach Anspruch 1, wobei die Verarbei-
tungseinheit, als Reaktion auf das Identifizieren des
Cookies, das in dem Paket enthalten ist, das Cookie
aus dem Satz von Cookies entfernt, sodass das
Cookie für zukünftige Pakete, die von dem Knoten
empfangen werden, nicht mehr gültig ist.

3. Vorrichtung nach Anspruch 1, wobei die Verarbei-
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tungseinheit:

von dem Knoten innerhalb des Netzwerks zu-
mindest eine nachfolgende Kommunikation
empfängt, die:

eine andere Out-of-Band-Liste umfasst, die
einen anderen Satz von Cookies ein-
schließt; und
durch den Knoten als Reaktion auf ein Be-
stimmen, dass die Anzahl gültiger Cookies,
die innerhalb des Satzes von Cookies ver-
bleiben, unterhalb eines bestimmten
Schwellwerts ist, gesendet wird; und

in die Speichervorrichtung den anderen Satz
von Cookies, die in der anderen Out-of-Band-
Liste der nachfolgenden Kommunikation enthal-
ten sind, einfügt.

4. Vorrichtung nach Anspruch 3, wobei:

die Kommunikation durch den Knoten unter Ver-
wendung eines privaten Schlüssels verschlüs-
selt wird;
die Verarbeitungseinheit:

von einer Verwaltungsanwendung einen öf-
fentlichen Schlüssel empfängt, der ein Ent-
schlüsseln von Kommunikationen ermög-
licht, die durch den Knoten unter Verwen-
dung des privaten Schlüssels verschlüsselt
werden; und
die Kommunikation unter Verwendung des
öffentlichen Schlüssels, der von der Verwal-
tungsanwendung empfangen wird, ent-
schlüsselt.

5. Vorrichtung nach einem der Ansprüche 3 bis 4, wo-
bei:

das Paket in einem Taktsynchronisationsproto-
koll formatiert ist und
die Kommunikation ein vorhergehendes Paket
umfasst, das:

in dem Taktsynchronisationsprotokoll for-
matiert ist und
zumindest eine In-Band-Liste enthält, die:

den Satz von Cookies einschließt und
durch den Knoten während eines Takt-
synchronisationsvorgangs gesendet
wird.

6. Vorrichtung nach Anspruch 5, wobei die Verarbei-
tungseinheit:
von dem Knoten innerhalb des Netzwerks zumindest

eine nachfolgende Kommunikation empfängt, die
ein anderes Paket umfasst, das:

in dem Taktsynchronisationsprotokoll formatiert
ist und
zumindest eine In-Band-Liste enthält, die:

einen anderen Satz von Cookies ein-
schließt und
durch den Knoten während eines anderen
Taktsynchronisationsvorgangs gesendet
wird.

7. Vorrichtung nach einem der vorhergehenden An-
sprüche, wobei die Verarbeitungseinheit:

zumindest einen Alterungszähler in Verbindung
mit zumindest einem anderen Cookie innerhalb
des Satzes von Cookies identifiziert;
bestimmt, dass der Alterungszähler einen be-
stimmten Schwellwert überschreitet; und
als Reaktion auf ein Bestimmen, dass der Alte-
rungszähler den bestimmten Schwellwert über-
schreitet, das andere Cookie aus dem Satz von
Cookies entfernt, sodass das Cookie für zukünf-
tige Pakete, die von dem Knoten empfangen
werden, nicht mehr gültig ist.

8. Vorrichtung nach Anspruch 1, wobei die Vorrichtung
ein Router ist.

9. Router nach Anspruch 8, wobei die Verarbeitungs-
einheit, als Reaktion auf das Identifizieren des
Cookies, das in dem Paket enthalten ist, das Cookie
aus dem Satz von Cookies entfernt, sodass das
Cookie für zukünftige Pakete, die von dem Knoten
empfangen werden, nicht mehr gültig ist.

10. Router nach Anspruch 8 oder 9, wobei die Verarbei-
tungseinheit:

zumindest eine Kommunikation von dem Kno-
ten innerhalb des Netzwerks empfängt;
einen Satz von Cookies innerhalb der Kommu-
nikation, die von dem Knoten empfangen wird,
identifiziert und
den Satz von Cookies, die innerhalb der Kom-
munikation identifiziert werden, die von dem
Knoten empfangen wird, in die Speichervorrich-
tung einfügt.

11. Router nach Anspruch 10, wobei die Kommunikation
zumindest eine Out-of-Band-Liste umfasst, die:
den Satz von Cookies einschließt, die während eines
Einrichtungsvorgangs durch den Knoten gesendet
werden.

12. Verfahren, das durch eine Vorrichtung ausgeführt
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wird, umfassend:

Empfangen von zumindest einer Kommunikati-
on von einem Knoten innerhalb eines Netz-
werks, wobei die Kommunikation zumindest ei-
ne Out-of-Band-Liste, die einen Satz von
Cookies einschließt, die während eines Einrich-
tungsvorgangs durch den Knoten gesendet wer-
den, und eine Offset-Darstellung, die ein Offset
identifiziert, umfasst, wobei sich jedes Cookie
innerhalb von Paketen befindet, die von dem
Knoten empfangen werden;
Identifizieren des Satzes von Cookies innerhalb
der Kommunikation, die von dem Knoten emp-
fangen werden;
Einfügen, in eine Speichervorrichtung, des Sat-
zes von Cookies, die innerhalb der Kommuni-
kation identifiziert werden, die von dem Knoten
empfangen wird;
Empfangen von zumindest einem Zeitsynchro-
nisationspaket von dem Knoten innerhalb des
Netzwerks, wobei das Zeitsynchronisationspa-
ket in einem Zeitsynchronisationsprotokoll als
Teil eines Zeitsynchronisationsvorgangs forma-
tiert ist;
Identifizieren, an dem durch die Offset-Darstel-
lung identifizierten Offset, eines Cookies, das in
dem Zeitsynchronisationspaket enthalten ist,
das von dem Knoten empfangen wird;
Durchsuchen des Satzes von Cookies, die ein
Authentifizieren von Zeitsynchronisationspake-
ten ermöglichen, die von dem Knoten für das
Cookie empfangen werden, das in dem Zeitsyn-
chronisationspaket enthalten ist;
Identifizieren, während des Durchsuchens des
Satzes von Cookies, des Cookies, das in dem
Zeitsynchronisationspaket enthalten ist; und
Schützen vor einem Denial of Service-Angriff,
DoS-Angriff, durch Authentifizieren der Legitimi-
tät des Zeitsynchronisationspakets durch Be-
stätigen, dass das Cookie, das in dem Zeitsyn-
chronisationspaket enthalten ist, in dem Satz
von Cookies identifiziert ist; und
nach dem Authentifizieren der Legitimität des
Zeitsynchronisationspakets, Dynchronisieren
des Takts der Vorrichtung mit dem Knoten zu-
mindest teilweise basierend auf einer Zeitsyn-
chronisationsberechnung, die das Zeitsynchro-
nisationspaket berücksichtigt.

Revendications

1. Appareil comportant :

un dispositif de stockage ; et
une unité de traitement couplée de façon com-
municative au dispositif de stockage, l’unité de

traitement étant configurée pour :

recevoir au moins une communication en
provenance du nœud au sein du réseau, la
communication comportant au moins une
liste hors bande qui comprend un ensemble
de témoins émis par le nœud pendant une
opération d’établissement et une représen-
tation de décalage qui identifie un décalage
où chaque témoin est situé à l’intérieur de
paquets reçus en provenance du nœud ;
identifier l’ensemble de témoins à l’intérieur
d’une communication reçue en provenance
du nœud ;
garnir le dispositif de stockage avec l’en-
semble de témoins identifiés à l’intérieur de
la communication reçue en provenance du
nœud ;
recevoir, en provenance du nœud au sein
du réseau, au moins un paquet de synchro-
nisation temporelle qui est formaté dans un
protocole de synchronisation temporelle
dans le cadre d’une opération de synchro-
nisation temporelle ;
identifier, au niveau du décalage identifié
par la représentation de décalage, un té-
moin compris dans le paquet de synchroni-
sation temporelle reçu en provenance du
nœud ;
explorer l’ensemble de témoins stocké dans
le dispositif de stockage à la recherche du
témoin compris dans le paquet de synchro-
nisation temporelle reçu en provenance du
nœud ;
identifier, pendant l’exploration de l’ensem-
ble de témoins, le témoin compris dans le
paquet de synchronisation temporelle reçu
en provenance du nœud ; et
protéger contre une attaque par déni de ser-
vice, DoS, en authentifiant la légitimité du
paquet de synchronisation temporelle en
confirmant que le témoin compris dans le
paquet de synchronisation temporelle est
identifié dans l’ensemble de témoins ; et
suite à l’authentification de la légitimité du
paquet de synchronisation temporelle, syn-
chroniser l’horloge de l’appareil avec l’hor-
loge du nœud en se basant au moins en
partie sur un calcul de synchronisation tem-
porelle qui tient compte du paquet de syn-
chronisation temporelle.

2. Appareil selon la revendication 1, l’unité de traite-
ment retirant, en réaction à l’identification du témoin
compris dans le paquet, le témoin de l’ensemble de
témoins de telle façon que le témoin ne soit plus
valide pour d’éventuels paquets futurs reçus en pro-
venance du nœud.
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3. Appareil selon la revendication 1, l’unité de
traitement :

recevant, en provenance du nœud au sein du
réseau, au moins une communication subsé-
quente qui :

comporte une autre liste hors bande qui
comprend un autre ensemble de témoins ;
et
est émise par le nœud en réaction à la dé-
termination du fait que le nombre de té-
moins valides restants à l’intérieur de l’en-
semble de témoins est au-dessous d’un
certain seuil ; et

garnissant le dispositif de stockage avec l’autre
ensemble de témoins compris dans l’autre liste
hors bande de la communication subséquente.

4. Appareil selon la revendication 3 :

la communication étant chiffrée par le nœud à
l’aide d’une clé privée ;
l’unité de traitement :

recevant, en provenance d’une application
de gestion, une clé publique qui facilite le
déchiffrement de communications qui ont
été chiffrées par le nœud à l’aide de la clé
privée ; et
déchiffrant la communication à l’aide de la
clé publique reçue en provenance de l’ap-
plication de gestion.

5. Appareil selon l’une quelconque des revendications
3 et 4 :

le paquet étant formaté dans un protocole de
synchronisation d’horloge ; et
la communication comportant un paquet précé-
dent qui :

est formaté dans le protocole de synchro-
nisation d’horloge ; et
incorpore au moins une liste intrabande
qui :

comprend l’ensemble de témoins ; et
est émise par le nœud pendant une
opération de synchronisation d’horlo-
ge.

6. Appareil selon la revendication 5, l’unité de
traitement :
recevant, en provenance du nœud au sein du ré-
seau, au moins une communication subséquente qui
comporte un autre paquet qui :

est formaté dans le protocole de synchronisa-
tion d’horloge ; et
incorpore au moins une liste intrabande qui :

comprend un autre ensemble de témoins ;
et
est émise par le nœud pendant une autre
opération de synchronisation d’horloge.

7. Appareil selon l’une quelconque des revendications
précédentes, l’unité de traitement :

identifiant au moins un compteur de vieillisse-
ment en liaison avec au moins un autre témoin
à l’intérieur de l’ensemble de témoins ;
déterminant que le compteur de vieillissement
dépasse un certain seuil ; et
retirant, en réaction à la détermination du fait
que le compteur de vieillissement dépasse le
seuil en question, l’autre témoin de l’ensemble
de témoins de telle façon que le témoin ne soit
plus valide pour d’éventuels paquets futurs re-
çus en provenance du nœud.

8. Appareil selon la revendication 1, l’appareil étant un
routeur.

9. Routeur selon la revendication 8, l’unité de traite-
ment retirant, en réaction à l’identification du témoin
compris dans le paquet, le témoin de l’ensemble de
témoins de telle façon que le témoin ne soit plus
valide pour d’éventuels paquets futurs reçus en pro-
venance du nœud.

10. Routeur selon la revendication 8 ou 9, l’unité de
traitement :

recevant au moins une communication en pro-
venance du nœud au sein du réseau ;
identifiant un ensemble de témoins à l’intérieur
de la communication reçue en provenance du
nœud ; et
garnissant le dispositif de stockage avec l’en-
semble de témoins identifié à l’intérieur de la
communication reçue en provenance du nœud.

11. Routeur selon la revendication 10, la communication
comportant au moins une liste hors bande qui :
comprend l’ensemble de témoins émis par le nœud
pendant une opération d’établissement.

12. Procédé, réalisé par un appareil, comportant les éta-
pes consistant à :

recevoir au moins une communication en pro-
venance d’un nœud au sein d’un réseau la com-
munication comportant au moins une liste hors
bande qui comprend un ensemble de témoins
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émis par le nœud pendant une opération d’éta-
blissement et une représentation de décalage
qui identifie un décalage où chaque témoin est
situé à l’intérieur de paquets reçus en provenan-
ce du nœud ;
identifier l’ensemble de témoins à l’intérieur de
la communication reçue en provenance du
nœud ;
garnir un dispositif de stockage avec l’ensemble
de témoins identifié à l’intérieur de la communi-
cation reçue en provenance du nœud ;
recevoir au moins un paquet de synchronisation
temporelle en provenance du nœud au sein du
réseau, le paquet de synchronisation temporelle
étant formaté dans un protocole de synchroni-
sation temporelle dans le cadre d’une opération
de synchronisation temporelle ;
identifier, au niveau du décalage identifié par la
représentation de décalage, un témoin compris
dans le paquet de synchronisation temporelle
reçu en provenance du nœud ;
explorer l’ensemble de témoins qui facilitent
l’authentification de paquets de synchronisation
temporelle reçus en provenance du nœud à la
recherche du témoin compris dans le paquet de
synchronisation temporelle ;
identifier, pendant l’exploration de l’ensemble
de témoins, le témoin compris dans le paquet
de synchronisation temporelle ;
protéger contre une attaque par déni de service,
DoS, en authentifiant la légitimité du paquet de
synchronisation temporelle en confirmant que
le témoin compris dans le paquet de synchroni-
sation temporelle est identifié dans l’ensemble
de témoins ; et
suite à l’authentification de la légitimité du pa-
quet de synchronisation temporelle, synchroni-
ser l’horloge de l’appareil avec le nœud en se
basant au moins en partie sur un calcul de syn-
chronisation temporelle qui tient compte du pa-
quet de synchronisation temporelle.
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