
Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)

(19)
EP

3 
40

6 
05

0
B

1
*EP003406050B1*

(11) EP 3 406 050 B1
(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention 
of the grant of the patent: 
08.04.2020 Bulletin 2020/15

(21) Application number: 17702512.9

(22) Date of filing: 19.01.2017

(51) Int Cl.:
H04L 9/08 (2006.01)

(86) International application number: 
PCT/BR2017/050009

(87) International publication number: 
WO 2017/124165 (27.07.2017 Gazette 2017/30)

(54) METHOD FOR SAFEGUARDING THE CONFIDENTIALITY OF THE SENDER’S IDENTIFICATION 
OF MESSAGES TRANSMITTED THROUGH PROMISCUOUS CHANNELS

VERFAHREN ZUR SICHERUNG DER VERTRAULICHKEIT DER IDENTIFIZIERUNG EINES 
ABSENDERS VON DURCH PROMISKUITIVE KANÄLE ÜBERTRAGENEN NACHRICHTEN

PROCÉDÉ DE PROTECTION DE LA CONFIDENTIALITÉ DE L’IDENTITÉ D’UN EXPÉDITEUR DE 
MESSAGES TRANSMIS PAR DES CANAUX BANALISÉS

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR

(30) Priority: 20.01.2016 BR 102016001279

(43) Date of publication of application: 
28.11.2018 Bulletin 2018/48

(73) Proprietor: Scopus Soluções Em Ti Ltda.
05136-170 São Paulo - São Paulo (BR)

(72) Inventors:  
• HIROSE, Adren Sassaki

05589-060 São Paulo-São Paulo (BR)
• ARAKAKI, Reginaldo

05140-000 SãoPaulo-São Paulo (BR)
• MITTELSDORF, Armin Werner

05705-901 São Paulo - São Paulo (BR)
• RUGGIERO, Wilson Vicente

05705-901 São Paulo-SãoPaulo (BR)

(74) Representative: Patentanwälte Geyer, Fehners & 
Partner mbB
Perhamerstrasse 31
80687 München (DE)

(56) References cited:  
US-B1- 6 684 331  

• SATYAJAYANT MISRA ET AL: "Efficient 
anonymity schemes for clustered wireless 
sensor networks", INTERNATIONAL JOURNAL 
OF SENSOR NETWORKS, vol. 1, no. 1/2, 1 
January 2006 (2006-01-01), pages 50-63, 
XP055360656, GB ISSN: 1748-1279, DOI: 
10.1504/IJSNET.2006.010834

• Seyit Ahmet Camtepe ET AL: "Key Management 
in Wireless Sensor Networks" In: "Wireless 
Sensor Network Security", 1 January 2008 
(2008-01-01), IOS Press, XP055360745, ISBN: 
978-1-58603-813-7 pages 110-141, section 4.2; 
figure 4



EP 3 406 050 B1

2

5

10

15

20

25

30

35

40

45

50

55

Description

Field of the Invention

[0001] The present invention refers to a method for en-
abling a sender to protect its identification in messages
which are sent to a recipient, so that even if promiscuous
channels are used for their transmission, only the recip-
ient can be able to disclose the sender’s identification.
The method uses a symmetric cryptography of low com-
putational requirements, without depending on a single
shared key among the possible participants, so that a
sender cannot disclose the identity of the others.

Background of the invention

[0002] Nowadays, for the safe transmission of mes-
sages through promiscuous channels, cryptography is
used to protect the contents in relation to confidentiality
and integrity. Asymmetric cryptography is well suited for
this task, in which the message is encrypted from the
recipient’s public key. However, this requires a lot of com-
putational resources. On the other hand, symmetric cryp-
tography requires less resources, but it requires the ex-
istence of a shared key between the sender and the re-
cipient. The existence of a single symmetric key, shared
with all possible senders and the recipient, is inappropri-
ate, since it enables a sender to discover information
from the message of another sender. It would be con-
venient the use of a different shared key for each sender,
but the recipient will not know which key to select for the
decryption of a received message if he does not know
who the sender is. One possibility would be to try to de-
crypt the message and verify its integrity with all the ex-
isting symmetric keys in the recipient, but it would be
computationally intensive and time-consuming when
performed for a large number of users.
[0003] It is proposed a method for enabling the trans-
mission of messages through promiscuous channels,
with the confidentiality of the sender’s identification pro-
tected by symmetric cryptography, which allows the re-
cipient to determine, objectively, who the sender of a
message is and, consequently, the corresponding keys.

Summary of the Invention

[0004] In view of the above-mentioned problems, the
objective of the present invention is to enable a sender
to encrypt with symmetric algorithms, parts of a message
containing its identification, so that the recipient can de-
crypt its content disclosing the sender’s identifier without
knowing in advance who the sender is.
[0005] According to the invention, the method compris-
es the steps of:

- Generating the set of keys in the recipient, wherein
a tree structure of random keys is created;

- Distributing a user ID and corresponding set of keys

for each possible sender;
- Constructing the open message from the concate-

nation of the user identifier (UID), variable field of
protection against replication attacks and message
body;

- Encrypting the open message, wherein the UID is
progressively encrypted together with the variable
field in overlapping blocks, starting at the rightmost
bit of the UID and ending at the leftmost bit of the
UID. The encryption of the message body is optional;

- Transmitting the message which is protected by the
sender and receiving said message by the recipient;

- Decrypting the protected message using the oppo-
site method of that one used in the encryption of the
open message.

Brief Description of the Drawings

[0006] The invention will be described below, with ref-
erence to the enclosed drawings, given by way of exam-
ple of an embodiment of the invention and in which:

Figure 1 illustrates a tree diagram of the random keys
generated in the recipient for identification of users
of a length equal to four bits.
Figure 2 illustrates the open message in three differ-
ent levels of details.
Figures 3A and 3B illustrate, respectively, the vari-
ous steps of the encryption of the open message and
decryption of the protected message.

Description of the Invention

[0007] The present invention was devised for safe-
guarding the confidentiality of the senders’ identification
of messages which are sent to a specific recipient,
through promiscuous channels. The sender’s identity is
represented by an integer named User ID or UID. The
UID has its confidentiality safeguarded by a series of
cryptographic operations, which is the object of the
present invention. The body of the message may have
its confidentiality and authenticity optionally protected by
using free methods to be chosen by the implementer and
may take advantage of the structure of keys provided by
the present invention. In the context of this specification,
"to safeguard" and "to disclose" are associated to oppo-
site operations carried out in relation to the UID, charac-
terized by encryption and decryption applied successive-
ly.
[0008] Initially, before any message may be transmit-
ted to the recipient, it is necessary to create the keys that
will be used to encrypt the UID contained in each mes-
sage. The keys are stored in a tree structure, which exists
only in the recipient. First, the required number of bits is
determined in order to represent the largest number of
users that the system should support. For a number of
1024 users, for example, exactly 10 bits are required.
This value is named length of the UID in bits or number
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of bits of the UID. The length of the UID should be es-
tablished beforehand and should not be modified once
the keys have been created. The tree that will contain
the cryptographic keys of the recipient will be a binary
tree of a depth equal to the number of bits of the UID.
The keys of this tree are, usually, compatible with the
used cryptographic algorithms. Figure 1 shows the ex-
ample of a tree used for users with UID of 4 bits length,
denominated R 101. Each node of this tree 102 has an
associated binary value, which increases in number of
bits as the depth increases. The vertices on the right 115
refer to the addition of a bit of ’0’ value and those ones
on the left 116, to a bit of value ’1’. All the possible UIDs
can be seen on the leaves. In this tree, particularly, the
details for the user of UID = ’1011’ 106 are pointed out.
Next to this tree, there is the diagram of encryption/de-
cryption 103 positions containing positions numbered ac-
cording to the location where the cryptographic operation
on the UID will occur as described below. The bit 107 is
the leftmost bit of the UID and the bit 108 is the rightmost
bit. For each position there is also a corresponding key,
which is seen in the key frame 113, with the details of
numbering of the sender of UID equal to ’1011’. In the
example of the UID 106, the leftmost bit 107 has corre-
sponding key entitled KR, that will be used to encrypt the
first position Pos1 105. The user with UID equal to ’1011’
has keys corresponding to Pos1, Pos2, Pos3, Pos4 and
Msg, which are the same number of keys of the length
of his UID in bits, plus one optional key for the message.
This relationship is indicated in the positions frame 104
and in the key frame 113 of the user of UID ’1011’ and
in the nodes of the keys tree in dotted lines 104. It is
important to observe that the path in bold 113 in the keys
tree, showing the progression of the hatched nodes such
as node 114, representing, progressively, each one of
the bits ’1011’ of the UID example 106.
[0009] The key corresponding to Position 1 105 is the
KR key 116. The key corresponding to Position 2 is the
K1 key 109. The key corresponding to Position 3 is the
K10 key 110. The key corresponding to Position 4 is the
K101 key 111. In due course, these keys will be used for
the progressive cryptography of the UID, in the step of
encryption and decryption of the UID. There is a key of
optional use, K1101 112, which is responsible for the
encryption of the body of the message, when this is re-
quired.
[0010] Before each sender is able to send messages
to the recipient, the sender needs to receive a UID and
the set of keys corresponding to said UID. This must be
carried out by the recipient through a safe channel, in
order not to compromise the keys. In the particular case
of UID ’1011’, the UID ’1011’ and the keys KR, K1, K10,
K101 and K1011 e K1011 will be transmitted.
[0011] The sender builds his message according to
201 at the top of Figure 2.
[0012] The open message (201) is composed basically
of the UID 202 and Nonce 203. The Nonce is a unique
number and never reused, which is inserted by the send-

er in the message, enabling the sender to detect "replay
attacks". Replay attacks are those in which an attacker
intercepts a message and later sends duplicates of this
message to the recipient illegitimately. Usually, messag-
es have a message body 204 containing the information
that is desired to be transmitted to the recipient. Option-
ally, the message may receive a preamble 211 and an
epilogue 212. The preamble and the epilogue must allow
the future extension of functionalities. The order of the
fields is arbitrary, with the exception of the UID and
Nonce, which must be adjacent. The other fields can be
placed in other positions. However, once their positions
are defined, they should not be further modified, in order
that the recipient always finds the fields in the same po-
sition in all messages received.
[0013] The message 205 presents a four-bit UID mes-
sage ’U’ 206, 15 bits of Nonce ’N’ 207, an indefinite quan-
tity of bits of the message body ’C’ 208, with the absence
of the preamble and epilogue. In the open message 209
it can be seen the same message 205. However, with
the UID bits replaced by the value ’1011’ 210, to serve
as example. The values of the Nonce ’N’ and the mes-
sage body ’C’ are not represented by their respective
bits, since their values do not matter in the description of
the method.
[0014] The encryption steps of the open message are
shown in Figure 3A. For convenience, the open message
209 is reproduced in this figure at 315.
[0015] The method gradually encrypts the UID, starting
at the position corresponding to the rightmost bit of the
UID. The result of the encryption is reinserted in the same
position of the message. The process is repeated by shift-
ing one bit to the left, until there remains no bit of the UID
to be encrypted. The keys used for encryption vary ac-
cording to the position of the bit of the UID to be encrypt-
ed.
[0016] The four positions where the encryption will be
employed are pointed out in frame 302. Each crypto-
graphic operation will act both in the UID and in the Nonce
308, which are juxtaposed. The number of cryptographic
operations on the UID will be equal to its size in bits. The
first encryption starts at Position 4 indicated by the frame
302. Said encryption corresponds to the rightmost bit of
the UID 319. The block to be encrypted extends over the
Nonce until it comprises a total number of bits equivalent
to the size of the block of the cryptographic algorithm 305
used. For convenience, for the illustration of Figure 3A,
16 bits were used. However, in practice, larger blocks
are used. This sequence of bits will be used as an input
to the cryptographic algorithm 305 together with the key
corresponding to this position, K1011 306. A simple way
to identify which key from the keys tree will be used is to
observe the UID bits that will not be encrypted. If the open
bits are 101, the key will be K101. The result of the cryp-
tographic operation is inserted in the same position of
the open message, resulting in the message having a
partially cryptographed UID 307. It should be observed
that the bits already encrypted are represented by ’Xn’
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304, where ’n’ is the number of times the bit has been
encrypted.
[0017] The next operation will initiate in Position 3 as
indicated in table 302. There is a displacement of a bit
to the left 303, denominated shift step. In an similar man-
ner to what was done to position 4, one takes the non-
encrypted bit further to the right of the UID and the bits
further to the left of the block encrypted by the previous
operation until forming a total of bits equal to the size of
the cryptographic algorithm 305. The sequence of result-
ant bits is encrypted, but by using the key K10 309, cor-
responding to Position 3. The sequence of encrypted bits
is inserted in the Position of the message having a par-
tially cryptographed UID 307, resulting in a message with
UID partially cryptographed 318.
[0018] According to Figure 3, one can see that this step
is repeated twice for the other UID positions still not crip-
tpgraphed by using the shift to the left 303 and the cor-
responding keys to positions 2 310 and 1 311, resulting
in the message with UID partially encrypted 314 and in
the message with encrypted UID 312.
[0019] At this point the UID has safeguarded the con-
fidentiality of entities that do not have the keys used in
the above encryption steps.
[0020] This interative process of cryptographic opera-
tions which gradually encrypts the UID can be time-con-
suming or consume a great deal of energy in devices
with processing and battery limitations. For this reason,
it is possible to restrict the quantity of cryptographic op-
erations, decreasing the number of interactions. This is
done by choosing the initial or final position in other points
of the UID or increasing the step of displacement. In this
case, the UID protection will be inferior to the case where-
in all UID bits are encrypted, initializing in the rightmost
bit and finishing in the leftmost bit and using a step equal
to one bit.
[0021] In case one desires to protect only the user’s
identity, the message with safeguarded UID can be trans-
mitted to the recipient by using a convenient channel.
There is a variety of possible channels, in particular,
those that can be used in the texting digital data, such
as computer networks, wireless links, typing, modulated
sounds, light, etc. In case one desires to safeguard the
other fields, such as prologue, message body or epi-
logue, free choice methods can be chosen, according to
each application.
[0022] The message body is usually safeguarded
through cryptographic methods. This encryption can be
applied before or after the UID safeguarding since it is
independent from the UID safeguarding operations. In
the example of figure 3A, the message body encryption
is carried out before the UID protection. The key K1011
317 and an algorithm are used for encrypting the mes-
sage body 316, resulting in the encrypted message 318.
The cryptographic algorithm of the message body 316 is
not necessarily equal to that of the UID cryptography 305.
The choice of these algorithms occurs, mainly, due to
the performance and capacity of the devices in which

they will be carried out.
[0023] After receiving the message, the recipient
should perform the operations in an inverted order to that
one previously executed. This is represented in Figure
3B. The recipient successively decrypts the message in
the UID region starting from the leftmost bit. Multiple de-
crypting operations are executed until finalizing the right-
most bit of the UID. The same shift 303 step should be
used in the UID protection of Figure 3A, but in the oppo-
site direction. At each decryption, a bit of the UID is dis-
closed. The choice of the keys is based on the UID bits
already disclosed. The first key to be used is always the
KR 311, since all the UID bits have been encrypted, and,
consequently, there is no UID bit disclosed. After the first
decryption, the first leftmost bit of UID 1’ 319 is disclosed.
The recipient will use as a key for the next decryption the
key which index corresponds to the disclosed value ’1’,
i.e., the key K1 310 for the next decryption step. The
second decryption will disclose one more UID bit 321.
The bits already disclosed of the UID are ’10’, also used
as index of the next key K10 309. Repeating said proce-
dure for all the positions, the whole UID will have been
disclosed and the recipient will know the origin of the
message. At this point, it is said that the whole UID is
disclosed. Only after the total disclosure of the UID the
body of the message can be decrypted, in case it has
been encrypted by the sender. The key to be used in the
decryption of the body of the message has an index equal
to that of the UID being, thus, the key K1011 317.
[0024] The process comes to an end with the desired
message opened 315.

Claims

1. A method for safeguarding the confidentiality of the
identification of senders of messages comprising a
user identifier, UID, transmitted through promiscu-
ous channels, characterized in that it comprises
the generation of keys in a recipient through the fol-
lowing steps:

- creating a structure in the format of a binary
tree, which depth is equal to the length in bits of
the longest User Identifier UID that should be
supported and which is still unknown in advance
to the recipient, each supported UID corre-
sponding to a leaf of the binary tree;
- attributing a cryptographic key to each node of
the binary tree, referring to a cryptographic al-
gorithm used to encrypt a UID; and
- attributing a different cryptographic key for the
cryptography of the body of a message to each
leaf of the tree.

2. The method according to claim 1, characterized by
a message format (201) comprising the User Iden-
tifier (202) followed, obligatorily, by a value that is
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not repeated "nonce"(203) and having, as optional
fields, a message body (204), a preamble (211), and
an epilogue (212).

3. The method according to claim 1, characterized by
the following encryption steps of the UID:

- definition of an interactive process that initiates
in the rightmost bit of the UID (319) and finishes
in the leftmost bit of the UID (320);
- selection of a cryptographic key which index is
equal to the value of bits of the UID not yet en-
crypted;
- encryption of the UID and Nonce, according to
the position of the interactive process (302); and
- repetition of the interactive process using a shift
step (303) of one bit towards the left until the
final position is reached.

4. The method according to claim 3, characterized in
that the initial and final positions can be defined in
different positions from the initial (319) and the final
(320) of the UID, being the step value higher than
the shift of 1 bit (303).

5. The method according to claim 1, characterized by
comprising an additional step of encryption of the
message body.

6. The method according to claim 5, characterized by
using the encryption key of the message body (317),
exclusive for this finality, obtained from the leaf of
the keys tree in the position corresponding to the
UID (112).

7. The method according to claim 1, characterized by
the following decryption steps of the UID:

- definition of an interactive process that initiates
in the leftmost bit of the UID (320) and finishes
in the rightmost bit of the UID (319);
- selection of a cryptographic key from the keys
which index is equal to the value of the bits al-
ready disclosed of the UID;
- decryption of the UID and Nonce, according to
the position of the interactive process (302); and
- repetition of the interactive process using a shift
step (303) of one bit towards the right until the
final position is reached.

8. The method according to claim 7, characterized by
comprising an additional decryption step of the mes-
sage body encrypted in the sender only after the dis-
closure of the UID.

Patentansprüche

1. Verfahren zum Absichern der Vertraulichkeit der
Identifizierung von Sendern von Nachrichten, die ei-
ne Anwenderkennung, UID, umfassen, die durch of-
fene Kanäle gesendet werden, dadurch gekenn-
zeichnet, dass es die Erzeugung von Schlüsseln in
einem Empfänger durch die folgenden Schritte um-
fasst:

- Erzeugen einer Struktur im Format eines Bi-
närbaums, dessen Tiefe gleich der Länge in Bits
der längsten Anwenderkennung UID, die unter-
stützt werden soll, ist und der im Voraus für den
Empfänger noch unbekannt ist, wobei jede un-
terstützte UID einem Blatt des Binärbaums ent-
spricht;
- Zuordnen eines kryptographischen Schlüssels
zu jedem Knoten des Binärbaums bezugneh-
mend auf einen kryptographischen Algorithmus,
der verwendet wird, um eine UID zu verschlüs-
seln, und
- Zuordnen eines anderen kryptographischen
Schlüssels für die Kryptographie des Hauptteils
einer Nachricht zu jedem Blatt des Baumes.

2. Verfahren nach Anspruch 1, gekennzeichnet
durch ein Nachrichtenformat (201), das die Anwen-
derkennung (202) verpflichtend gefolgt durch einen
Wert, der nicht wiederholt wird, "Nonce" (203) um-
fasst und als optionale Felder einen Nachrichten-
hauptteil (204), eine Präambel (211) und einen Epi-
log (212) aufweist.

3. Verfahren nach Anspruch 1, gekennzeichnet
durch die folgenden Verschlüsselungsschritte der
UID:

- Definieren eines interaktiven Prozesses, der
in dem Bit am weitesten rechts der UID (319)
beginnt und in dem Bit am weitesten links der
UID (320) endet;
- Auswählen eines kryptographischen Schlüs-
sels, dessen Index gleich dem Wert von Bits der
UID ist, die noch nicht verschlüsselt sind;
- Verschlüsseln der UID und des Nonce gemäß
der Position des interaktiven Prozesses (302)
und
- Wiederholen des interaktiven Prozesses unter
Verwendung eines Verschiebungsschrittes
(303) von einem Bit nach links, bis die Ab-
schlussposition erreicht ist.

4. Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass die Anfangs- und die Abschlusspo-
sition in anderen Positionen als der Anfang (319)
und das Ende (320) der UID definiert sein können,
wenn der Schrittwert höher ist als die Verschiebung
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um 1 Bit (303).

5. Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass es einen zusätzlichen Schritt der
Verschlüsselung des Nachrichtenhauptteils um-
fasst.

6. Verfahren nach Anspruch 5, gekennzeichnet
durch das Verwenden des Verschlüsselungs-
schlüssels des Nachrichtenhauptteils (317), der aus
dem Blatt des Schlüsselbaums in der Position, die
der UID (112) entspricht, erhalten wird,
ausschließlich für diesen Zweck.

7. Verfahren nach Anspruch 1, gekennzeichnet
durch die folgenden Entschlüsselungsschritte der
UID:

- Definieren eines interaktiven Prozesses, der
in dem Bit am weitesten links der UID (320) be-
ginnt und in dem Bit am weitesten rechts der
UID (319) endet;
- Auswählen eines kryptographischen Schlüs-
sels aus den Schlüsseln, dessen Index gleich
dem Wert des Bits ist, das schon von der UID
bekannt ist;
- Entschlüsseln der UID und des Nonces gemäß
der Position des interaktiven Prozesses (302)
und
- Wiederholen des interaktiven Prozesses unter
Verwendung eines Verschiebungsschrittes
(303) von einem Bit nach rechts, bis die Ab-
schlussposition erreicht ist.

8. Verfahren nach Anspruch 7, gekennzeichnet
durch einen zusätzlichen Entschlüsselungsschritt
des Nachrichtenhauptteils, der in dem Sender ver-
schlüsselt ist, nur nach der Bekanntmachung der
UID.

Revendications

1. Procédé permettant de protéger la confidentialité de
l’identification d’expéditeurs de messages compre-
nant un identifiant d’utilisateur, UID, transmis par le
biais de canaux banalisés,
caractérisé en ce qu’il comprend la génération de
clés chez un destinataire par le biais des étapes
suivantes :

- la création d’une structure ayant le format d’un
arbre binaire, dont la profondeur est égale à la
longueur en bits de l’Identifiant d’Utilisateur,
UID, le plus long devant être pris en charge et
qui est encore inconnu à l’avance du destinatai-
re, chaque UID pris en charge correspondant à
une feuille de l’arbre binaire ;

- l’attribution d’une clé de chiffrement à chaque
nœud de l’arbre binaire, en faisant référence à
un algorithme de chiffrement utilisé pour chiffrer
un UID ; et
- l’attribution, à chaque feuille de l’arbre, d’une
clé de chiffrement différente pour le chiffrement
du corps d’un message.

2. Procédé selon la revendication 1, caractérisé par
un format de message (201) comprenant l’Identifiant
d’Utilisateur (202) suivi, obligatoirement, d’une va-
leur non répétée "nonce" (203) et ayant, en tant que
champs facultatifs, un corps de message (204), un
préambule (211), et un épilogue (212).

3. Procédé selon la revendication 1, caractérisé par
les étapes de chiffrement suivantes de l’UID :

- la définition d’un processus interactif qui com-
mence dans le bit le plus à droite de l’UID (319)
et se termine dans le bit le plus à gauche de
l’UID (320) ;
- la sélection d’une clé de chiffrement dont l’in-
dice est égal à la valeur de bits de l’UID non
encore chiffrés ;
- le chiffrement de l’UID et du Nonce, conformé-
ment à la position du processus interactif (302) ;
et
- la répétition du processus interactif en utilisant
un pas de décalage (303) d’un bit vers la gauche
jusqu’à ce que la position finale soit atteinte.

4. Procédé selon la revendication 3, caractérisé en ce
que les positions initiale et finale peuvent être défi-
nies à des positions différentes de la position initiale
(319) et de la position finale (320) de l’UID, celles-ci
étant la valeur de pas qui est supérieure au décalage
de 1 bit (303).

5. Procédé selon la revendication 1, caractérisé en ce
qu’il comprend une étape supplémentaire de chif-
frement du corps du message.

6. Procédé selon la revendication 5, caractérisé par
l’utilisation de la clé de chiffrement du corps du mes-
sage (317), exclusivement à cette fin, obtenue à par-
tir de la feuille de l’arbre de clés à la position corres-
pondant à l’UID (112).

7. Procédé selon la revendication 1, caractérisé par
les étapes de déchiffrement suivantes de l’UID :

- la définition d’un processus interactif qui com-
mence dans le bit le plus à gauche de l’UID (320)
et se termine dans le bit le plus à droite de l’UID
(319) ;
- la sélection d’une clé de chiffrement parmi les
clés dont l’indice est égal à la valeur des bits
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déjà divulgués de l’UID ;
- le déchiffrement de l’UID et du Nonce, confor-
mément à la position du processus interactif
(302) ; et
- la répétition du processus interactif en utilisant
un pas de décalage (303) d’un bit vers la droite
jusqu’à ce que la position finale soit atteinte.

8. Procédé selon la revendication 7, caractérisé en ce
qu’il comprend une étape supplémentaire de déchif-
frement du corps du message chiffré chez l’expédi-
teur uniquement après la divulgation de l’UID.
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