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Description

[0001] The present invention relates to network terminal address auto-configuration in communication networks.
[0002] As disclosed by US 5 729 537, continued advancements in the field of cellular telephony, as well as other types
of radio telecommunications, have permitted the introduction of new services and new forms of communication pursuant
to already-installed cellular, and other radio telecommunication, networks.
[0003] For instance, proposals have been set forth to provide existing cellular, and other communication networks,
with the capability of communicating packet data.
[0004] For example, GPRS (General Packet Radio Service) has been proposed for GSM (Global System for Mobile
communication) cellular communication network to provide GSM mobile stations with the capability of communicating
packet data via the GSM network and, in particular, with the capability of using the Internet.
[0005] As well known in the art and as disclosed, for example, by said US 5 729 537 and by US 2001/0017856, a
GSM mobile communication network typically comprises a circuit-switched core network and a plurality of access net-
works (base station systems, BSS) connected to the circuit-switched core network. The circuit-switched core network
typically comprises a plurality of mobile switching centers (MSC), a plurality of visitor location registers (VLR), a home
location register (HLR) and an authentication center (AUC). Each base station system typically comprises a plurality of
base station controllers (BSC), each having associated a plurality of base transceiver stations (BTS).
[0006] In a GPRS context, gateway GPRS support nodes (GGSN) and serving GPRS support nodes (SGSN) connect
the GSM mobile communication network (typically, the base station systems thereof) to a packet data network to make
possible packet data transmission between mobile terminals and packet data networks.
[0007] Authentication procedures are typically performed prior to providing a GSM mobile station with access to the
GSM network. For example, in a typical GSM challenge authentication procedure, the mobile station transmits to the
network the International Mobile Subscriber Identity (IMSI), which is stored in its Subscriber Identity Module (SIM) card
with associated a corresponding authentication key Ki. For each subscriber, the Authentication center AUC stores the
IMSI and authentication key Ki corresponding to the IMSI and Ki stored in the subscriber’s SIM card. The AUC thus
generates a random number RAND and executes a first algorithm responsive to the values of RAND and Ki to form a
signed response (SRES) value and executes a second algorithm responsive to the values of RAND and Ki to form a
ciphering Key (Kc). The network transmits to the mobile station the value of RAND generated by the AUC. The mobile
station uses the received value of RAND and the value of Ki stored at the SIM card to calculate SRES through the first
algorithm and transmits a signal indicative of the calculated SRES to the network. The network compares the SRES
previously calculated at the AUC with the value provided by the mobile station. If the mobile station-calculated value of
the SRES corresponds with the value of the SRES calculated at the AUC, the mobile station is authenticated and can
use the received value of RAND and the value of Ki stored at the SIM card to calculate the ciphering key Kc through the
second algorithm. By using the calculated Kc, the mobile station can start a ciphered communication with the circuit
switched core network.
[0008] EP 1 075 123 discloses a dynamic Home Agent system for wireless communication systems which uses the
existing infrastructure of the telephony signaling networks and enhanced cellular authentication centers to support
dynamic Home Agents, either in visited wireless networks or home wireless networks to provide packet data services
to a roaming mobile subscriber station. Authentication Centers are deployed in these networks as a cellular security
mechanism to provide cellular service qualification checks and to prevent cellular fraud by the exchange of confidential
keys. The cellular security mechanism is enhanced by the use of an additional key, the Dynamic Mobile IP Key (DMIPKEY)
which is used by the dynamic Home Agent in the visited wireless network for authenticating Mobile IP registrations
requested by the mobile subscriber station. In ANSI systems, the DMIPKEY can be derived from the Shared Secret
Data key or Shared Secret Data part A (SSD_A), since the latter is used for authentication purposes. With necessary
CAVE algorithm enhancements, both a mobile subscriber station equipped with the CAVE algorithm and its Authentication
Center can independently produce the DMIPKEY. Since the mobile subscriber station is equipped with the CAVE algo-
rithm, the DMIPKEY does not need to be transmitted over the air.
[0009] As disclosed by the above mentioned US 2001/0017856, the current communication protocol used in the
Internet is called IPv4 (Internet Protocol version 4). In order for a node to be functionally connected to the Internet, it
requires an IP address. The IP addresses used in IPv4 are 32 bits addresses.
[0010] Another Internet Protocol, called IPv6 (Internet Protocol version 6), has been proposed in the art to increase
the number of available IP addresses to communicate in the Internet. This protocol has 128 bits addresses, thereby
providing a much larger number of addresses than IPv4. An IPv6 address typically consists of a 64-bits network prefix
(or subnet prefix) followed by a 64-bits interface identifier.
[0011] Two types of address auto-configuration are supported in IPv6: stateless and stateful.
[0012] In stateless address auto-configuration, a unique interface identifier is created or selected for a node, either as
a random 64-bits number or as a function of some static parameter like the hardware address of the interface. The node
then carries out a neighbor discovery procedure referred to as "duplicate detection". This is to ensure that no other node
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in the same subnet is using the same 64-bits interface identifier. The first step in duplicate detection is to send a multicast
packet, limited to the subnet, to a multicast destination address, derived as a function of the interface identifier. The
address is multicast to see if it elicits a response. If there is another node having that interface identifier, then it will
respond. In this case another interface identifier is chosen and the procedure is repeated until a unique interface identifier
is unique to that subnet. At that point, no node having a duplicate interface identifier will respond and the node can obtain
a subnet prefix to create a full IPv6 address. Subnet prefixes are announced by routers as part of router advertisements
or in response to router solicitations.
[0013] In stateful auto-configuration, the node requests its address from a DHCP (dynamic host configuration protocol)
server. Since the DHCP server keeps a record of assigned addresses, it is able to assign unique addresses. Therefore,
duplicate detection is not strictly necessary although it may be present.
[0014] The above mentioned US 2001/0017856 document discloses the allocation of IPv6 addresses in a GPRS
system. This document discloses that the mobile station either derives a PDP address (interface identifier) from statically
generated information or generates it randomly. As examples of statically generated information it discloses a combination
of the NSAPI relating to a PDP context and a unique identifier of the mobile station, such as the international mobile
subscriber identity (IMSI), the mobile station integrated services digital network (MSISDN) number or the international
mobile station equipment identity (IMEI). This document states that if the interface identifier is chosen deterministically
from static information that is already known to both the mobile station and the GGSN, then it is not necessary to transfer
this information during the address acquisition phase. However, since the source of IPv6 address used by a mobile
station may be visible to all of its correspondents and all routers en route, this may result in a loss of privacy. Therefore,
randomly interface identifiers are preferred. The disclosed method for randomly choosing the interface identifier of the
IPv6 address is the following. A mobile station generates a link identifier and sends it to a GGSN over a wireless link in
a PDP (packet data protocol) context request together with a request to check if the link identifier is unique; the GGSN
receives the PDP context request and checks if the link identifier is unique; the GGSN responds with a PDP context
request response including either the unique link identifier confirmed as being unique or a different unique link identifier;
the GGSN sends a router advertisement to the mobile station comprising a network prefix; the mobile station combines
the interface identifier, extracted from the link identifier, and the network prefix to generate the IP network address. The
communication between the mobile station and the GGSN are performed through a SGSN. Since the GGSN is involved
in all address assignments, the GGSN ensures that there are no duplicates.
[0015] US 2003/0081578 discloses a method for an IP address allocation by an external packet data network (PDN)
to a mobile station. According to this method, a mobile station sends a PDP context activation request to a GGSN through
a SGSN; acting on behalf of the mobile station, the GGSN solicits the address of a DHCP server within the PDN; the
PDN provides the GGSN with the address of the DHCP server to be used by GGSN; the GGSN requests an IPv6 address
to the DHCP server; the PDN responds with a IPv6 address assigned to the mobile station; the GGSN performs a
duplicate address detection (DAD) procedure to validate the uniqueness of the IPv6 address; when GGSN determines
the address to be unique it transmits the interface identifier portion of the IPv6 address to the mobile station through
SGSN; then the GGSN transmits a router advertisement message to the mobile station through the SGSN wherein the
router advertisement message includes the network prefix obtained from the IPv6 address assigned to the mobile station
by the PDN; the mobile station creates the IPv6 assigned thereto by combining the interface identifier and the network
prefix in a stateless configuration process without the need for duplicate address detection since the GGSN has previously
determined the uniqueness of the address.
[0016] The Applicant notes that the above methods disclosed by US 2001/0017856 and US 2003/0081578 require
the execution of several steps and several exchanges of data between the mobile station, the GGSN and the PDN. This
increases the time required for a mobile station to have an IP address assigned thereto and, thus, to be connected to
a packet data network. Moreover, the IP address is assigned to the mobile station only under an explicit request from
the mobile station. Therefore, the mobile station is not-reachable from the PDN (that is, it is not able to receive packet
data from the PDN) until it sends a PDP context activation request to the GGSN and gets, according to the disclosed
methods, the IP address assigned thereto by the network.
[0017] The Applicant faced the technical problem of providing a network address generation which is secure in terms
of user privacy and fraud issues, simplifies the operations to be performed by the user equipment and the communication
network, speeds up the time required for the user equipment to be connected to a data network and provides the user
equipment with the capability of being always reachable by the data network, for example as soon as it is switched-on
and it gets access to the communication network. The invention is defined in independent claims 1, 9, and 14. In a first
aspect, the present invention relates to a communication network comprising

- at least one user equipment comprising a storing unit for storing a shared secret key and a processing unit adapted
to generate a network address for the user equipment, wherein at least one portion of the network address is
generated based upon at least said shared secret key; and



EP 1 886 459 B1

4

5

10

15

20

25

30

35

40

45

50

55

- a network equipment adapted to store said shared secret key and to generate said network address, wherein said
at least one portion of the network address is generated based upon at least said shared secret key.

In the present description and claims, the term

- "shared key", with reference to two parties, is used to indicate a key which is at disposal of both parties;

- "secret key", with reference to two parties, is used to indicate a key (e.g., a string of text or an alphanumeric string)
which is kept secret, locally used and never exchanged between the two parties. The secret key is typically used
by both parties for authentication and/or encryption-decryption purposes;

- "dynamic key" is used to indicate a variable key, i.e. a key which may assume different values at different times;

- "dynamic calculation" is used to indicate a computation which at different executions may give different results;

- "challenge procedure" is used to indicate a procedure executed between two parties sharing.a same key wherein
at least one party challenges the other party to reply to a predetermined request, the other party being able to
correctly reply only if in possession of the shared key. A typical example in the art of a challenge procedure is the
authentication procedure mentioned above, performed for verifying the identity of a user equipment prior to authorize
it to have access to a communication network (e.g., a GSM or UMTS network);

- "network equipment" is used to indicate at least one network apparatus;

- "connection", with reference to two entities, is used to indicate that the two entities can communicate with each other
directly or through other entities.

[0018] In the communication network of the invention, the use of a key shared between the user equipment and the
network for calculating the network address allows the network address generation procedure to be simplified with
respect to the above mentioned prior art procedures in that it remarkably reduces the number of operations to be
performed by the user equipment and the network and the number of information exchanges between them. This allows
the network address generation procedure and the connection set up time to the data network to be speeded up.
[0019] The use of a shared key also allows the user equipment - as soon as it is switched-on and in possession of
such shared key - to auto-generate its network address, without sending any explicit request to the network. This provides
the user equipment with the capability of being always reachable by a data network.
[0020] Moreover, the use of a secret key - which, according to the definition given in the present description, is kept
secret (e.g., for authentication and/or encryption-decryption purposes) and never exchanged between the two parties -
makes the network address generation procedure secure in terms of user privacy and fraud issues.
[0021] Typically, the network equipment is adapted to associate to an identifier of said at least one user equipment
the generated network address so as to enable the user equipment to make use of network connectivity services.
[0022] Typically, the user equipment and the network equipment are both adapted to store a same first algorithm and
to generate said at least one portion of the network address by executing said first algorithm on the shared secret key.
[0023] According to a preferred embodiment of the invention, the shared secret key is a dynamic key. The use of a
variable shared secret key further improves the communication network in terms of user privacy, security and fraud issues.
[0024] Preferably, the network equipment and the processing unit of the at least one user equipment are both adapted
to dynamically calculate said dynamic shared secret key and to generate said at least one portion of the network address
based upon said dynamic shared secret key.
[0025] According to a preferred embodiment of the invention, one of said at least one user equipment and said network
equipment is adapted to communicate a random value to the other one, and both are adapted to calculate the dynamic
shared secret key based upon said random value. Typically, the network equipment is adapted to communicate the
random value to the user equipment.
[0026] Advantageously, the user equipment and the network equipment are adapted to store a same second algorithm
and to calculate the dynamic shared secret key by executing said second algorithm on the random value.
[0027] Advantageously, the user equipment and the network equipment are also both adapted to store a static shared
key and to calculate the dynamic shared secret key based upon both the random value and the static shared key.
Typically, the static shared key is associated with a user equipment identifier and/or with a user identifier. Preferably,
the dynamic shared secret key is calculated by executing said second algorithm on both the random value and the static
shared key.
[0028] According to this preferred embodiment, the network address generation is performed through a single exchange
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of information (the random value) between the network equipment and the user equipment and the execution of two
operations (execution of the second algorithm on said random value and, advantageously, also on said static shared
key for generating the dynamic shared secret key, and execution of the first algorithm on the generated dynamic shared
secret key for calculating said at least one portion of the network address) at both the user equipment and network
equipment side.
[0029] Advantageously, the user equipment and the network equipment are adapted to dynamically calculate the
dynamic shared secret key based on a challenge procedure.
[0030] Advantageously, the network equipment is adapted to implement an authentication procedure for verifying the
identity of the user equipment in order to authorize it to have access to the communication network.
[0031] Advantageously, the authentication procedure is a challenge authentication procedure.
[0032] Advantageously, in the authentication procedure, the network equipment and the user equipment are adapted
to dynamically generate a ciphering key.
[0033] Typically, the network equipment comprises an authentication center.
[0034] Advantageously, in said authentication procedure the authentication center is adapted to generate an authen-
tication random value (which is the challenge), to generate a response value to said challenge based upon the generated
authentication random value, to generate said ciphering key based upon the generated authentication random value
and to send the generated authentication random value to the user equipment. Advantageously, the authentication
center is adapted to generate the response value and the ciphering key also based upon a static shared authentication
key. Typically, the static shared authentication key is associated with a user equipment identifier or with a user identifier.
[0035] Advantageously, in said authentication procedure the user equipment is adapted to receive said authentication
random value (the challenge) from the authentication center and to calculate the response value to the challenge and
the ciphering key based upon said random value. Advantageously, the user equipment is adapted to store the same
static shared authentication key stored in the network equipment and to generate the response value and the ciphering
key also based upon said static shared authentication key.
[0036] Typically, in said authentication procedure, the user equipment is adapted to transmit the generated response
value to the network equipment. Typically, in said authentication procedure, the network equipment is adapted to compare
the response value generated therein with the response value received by the user equipment and to send to the user
equipment the result of said comparison. If the result is positive (that is, if the response values generated by the user
equipment and the network equipment matched), the user equipment is successfully authenticated and can start a
ciphered communication with the network equipment by using the ciphering key.
[0037] According to a preferred embodiment of the invention, the shared secret key used at the user equipment and
network equipment for generating said at least one portion of the network address is the ciphering key calculated in the
authentication procedure.
[0038] On this purpose the Applicant notes that an authentication procedure is typically performed in existing com-
munication networks prior to providing a user equipment with access to the communication network in order to ensure
that the user/user equipment is authorized to use the network communication services.
[0039] Therefore, according to this embodiment of the invention, the network address generation procedure - by
exploiting a dynamic shared secret key (the ciphering key) which is already at disposal of both the user equipment and
the network, after a successful authentication procedure - is performed without requiring any further specific exchange
of information between the user equipment and the network and by simply performing a single computation operation
(network address calculation based upon the ciphering key). This allows the network address generation procedure to
be extremely simplified and the time required for the user equipment to be connected to the data network to be remarkably
reduced.
[0040] Moreover, linking the network address generation to the authentication procedure guarantees that only authen-
ticated user equipment are provided with an network address and, thus, with access to the data network. Furthermore,
as a new ciphering key value is dynamically generated any time the user equipment is - for any reason - re-authenticated,
a new user equipment network address is re-calculated at any re-authentication procedure. This minimizes the risk of
security threats to the user and/or to the network caused by long-term assigned network addresses (e.g., the risk of
network address spoofing).
[0041] Moreover, linking the network address generation to the authentication procedure enables the network to force
the user equipment to get a new network address, by subjecting it to a re-authentication procedure, whenever required
(e.g., in the event of a fraud attempt to the detriment of the network).
[0042] In the preferred embodiment of the invention wherein the network address generation procedure is linked to
the authentication procedure, the random value used at the user equipment and network equipment for generating the
dynamic shared secret key is advantageously the authentication random value generated in the authentication procedure.
Moreover, the static shared key used at the user equipment and network equipment for generating the dynamic shared
secret key is advantageously the static shared authentication key used in the authentication procedure.
[0043] Typically, the network equipment comprises a data network for providing said at least one user equipment with
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network connectivity services through the determined network address.
[0044] Typically, the data network is adapted to be connected to an external data network.
[0045] Typically, the network equipment comprises a gateway, the data network providing the at least one user equip-
ment with network connectivity services through the gateway.
[0046] The gateway is advantageously connected to the authentication center.
[0047] Advantageously, the gateway is adapted to obtain the ciphering key generated by the authentication center
and to calculate the network address based upon the received ciphering key. According to a variant, the network equip-
ment is adapted to calculate the network address based upon the ciphering key generated by the authentication procedure
and to send the calculated network address to the gateway.
[0048] Advantageously, the network address is an IP address. For example, it may be an IPv4 address. Preferably,
it is an IPv6 address.
[0049] Typically, the network address comprises a network prefix portion and an interface identifier portion. For ex-
ample, it comprises a 64 bits network prefix portion and a 64 bits interface identifier portion.
[0050] Advantageously, the user equipment and the network equipment are both adapted to generate the network
address by combining the interface identifier portion and the network prefix portion.
[0051] Typically, the network prefix portion is linked to the position of the user equipment in the communication network.
Typically, the network prefix portion is generated at the network equipment. Typically, the network prefix portion is
transmitted to the user equipment by the network equipment, for example as part of router advertisements or in response
to suitable router solicitations. Typically, the network prefix portion is transmitted to the user equipment by the gateway
or by a router associated with the gateway.
[0052] Advantageously, the interface identifier portion of the network address is the at least one portion of the network
address generated based upon the shared secret key.
[0053] According to a preferred embodiment, the at least one portion of the network address is calculated also based
upon at least one parameter linked, for example, to the subscriber identity and/or to the user equipment identity. This is
advantageous in that it help avoiding that two different user equipments, roaming in the same area and having associated
the same network prefix, could be assigned the same network address.
[0054] According to a preferred embodiment of the invention, the user equipment is a mobile phone. In this case, the
network equipment is advantageously adapted to radio communicate with the mobile phone.
[0055] The user equipment may also be, for example, a personal digital assistant, a computer laptop, a pager or other
similar device.
[0056] In a second aspect, the present invention relates to a method for generating a network address in a commu-
nication network comprising at least one user equipment and a network equipment, the method comprising

a) providing a same shared secret key both at the user equipment and at the network equipment;

b) generating at least a portion of the network address at the user equipment and at the network equipment based
upon at least said shared secret key.

[0057] Advantageously, b) is performed by executing at the user equipment and at the network equipment a same
first algorithm on the shared secret key.
[0058] According to a preferred embodiment of the invention, the shared secret key is a dynamic key.
[0059] Advantageously, the method comprises c) dynamically calculating the dynamic shared secret key at the user
equipment and at the network equipment.
[0060] According to a preferred embodiment of the invention, c) comprises calculating the dynamic shared secret key
based upon a random value. Advantageously, in c) said random value is communicated by one of said at least one user
equipment and said network equipment to the other one. Typically, said random value is communicated from the network
equipment to the user equipment.
[0061] Advantageously, c) is performed by executing at the user equipment and the network equipment a same second
algorithm on the random value.
[0062] Advantageously, in c) the dynamic shared secret key is calculated at the user equipment and at the network
equipment also taking into account a same static shared key. Advantageously, the second algorithm is executed on
both the random value and the static shared key.
[0063] Advantageously, the method also comprises d) implementing an authentication procedure for verifying the
identity of the user equipment in order to authorize it to have access to the communication network.
[0064] Advantageously, d) comprises dynamically generating a ciphering key at the network equipment and the user
equipment.
[0065] According to a preferred embodiment of the invention, the shared secret key used in b) at the user equipment
and network equipment for generating said at least one portion of the network address is the ciphering key generated in d).
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[0066] Advantageously, the method further comprises e) providing said at least one user equipment with network
connectivity services through the generated network address. Typically, the network address is an IP address.
[0067] The network address typically comprises a network prefix portion and an interface identifier portion.
[0068] The network prefix portion is typically generated at the network equipment.
[0069] Typically, the method of the invention further comprises transmitting said network prefix portion to the user
equipment.
[0070] Advantageously, the network address is generated by calculating the interface identifier portion based upon at
least the shared secret key and by combining the calculated interface identifier portion and the network prefix portion.
[0071] In a third aspect, the present invention relates to an equipment adapted to store a secret key shared with a
further equipment in a communication network, and to generate a network address to be used in the communication
network, wherein at least one portion of the network address is generated based upon at least said shared secret key.
[0072] According to an embodiment, the equipment comprises a mobile phone. According to this embodiment, the
further equipment advantageously comprises an authentication center. Typically, the further equipment also comprises
a gateway.
[0073] According to another embodiment, the equipment comprises an authentication center. Typically, the equipment
also comprises a gateway. According to this embodiment, the further equipment advantageously comprises a mobile
phone.
[0074] As to the structural and functional features of the equipment and further equipment reference is made to what
already disclosed above with reference to the user equipment and network equipment.
[0075] The features and advantages of the present invention will be made apparent by the following detailed description
of some exemplary embodiments thereof, provided merely by way of non-limitative examples, description that will be
conducted by making reference to the attached drawings, wherein:

- figure 1 schematically shows a communication network according to the invention;

- figure 2 schematically shows an embodiment of the communication network of figure 1;

- figure 3 schematically shows an example of network address generation procedure for the communication network
of figure 2.

[0076] Figure 1 shows an exemplary communication network 100 according to the invention comprising a user equip-
ment (UE) 1 and a network equipment 10.
[0077] For the sake of simplicity, in the figures one user equipment is shown and the invention is disclosed with
reference to one user equipment only, even if it will be clear that the description applies to network address generation
of a plurality of user equipments as well.
[0078] The network equipment 10 comprises a gateway (GW) 12, a data network (DN) 20 and an authentication sub-
system 11.
[0079] The user equipment 1 comprises a storing unit 2 and a processing unit 3.
[0080] In the embodiment shown, the data network (DN) 20 is connected to an external data network (E_DN) 30 (e.g.,
the Internet) through the gateway 12.
[0081] The user equipment 1 and the network equipment 10 are adapted to generate a network address (in the
disclosed example an IP address) for the user equipment 1 so as to allow the user equipment 1 to make use of network
connectivity services (e.g., e-mail, web-browsing, file transfer, mobile TV, packet based multimedia sessions) offered
by the data network 20 and/or the external data network 30.
[0082] The data network (DN) 20 provides the user equipment 1 with network connectivity services through the gateway
12. For simplicity, in the remainder of the description reference will be made to IP connectivity services as a typical
example of network connectivity services.
[0083] According to the invention, the IP address is generated based upon a secret key shared by the user equipment
1 and the network equipment 10.
[0084] The user equipment 1 and network equipment 10 are both adapted to store the shared secret key and a shared
first algorithm f1, and to determine the IP address by executing said algorithm f1 on said shared secret key.
[0085] According to the embodiment shown, the authentication sub-system 11 is adapted to implement a challenge
authentication procedure for verifying the identity of the user equipment 1 before authorizing it to have access to the
communication network 100.
[0086] In a preferred embodiment of the challenge authentication procedure, both the user equipment 1 and the
authentication sub-system 11 are adapted to store a parameter associated with the user equipment identity or with the
user identity (e.g., the International Mobile Subscriber Identity (IMSI) in case of a GSM or UMTS authentication procedure),
an authentication key Ki associated with said parameter, a second algorithm f2 and a third algorithm f3.
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[0087] When the user equipment 1 requires access to the network (for example, when it is switched on), it is adapted
to send the parameter associated with the user equipment identity or with the user identity to the authentication sub-
system 11 in order to start the authentication procedure.
[0088] The authentication sub-system 11 is adapted to receive said parameter from the user equipment 1 and to obtain
the authentication key Ki stored therein in correspondence with said parameter.
[0089] Moreover, the authentication sub-system 11 is adapted to generate an authentication random value RAND
(which is the challenge), to execute the second algorithm f2 on the generated authentication random value RAND and
the authentication key Ki for calculating a ciphering key Kc (i.e., Kc = f2(RAND, Ki)), to execute the third algorithm f3 on
the generated authentication random value RAND and the authentication key Ki for calculating a response value CHALL
RESP to the challenge (i.e., CHALL RESP = f3(RAND, Ki)), and to transmit the generated authentication random value
RAND to the user equipment 1.
[0090] The user equipment 1 is adapted to receive said authentication random value RAND (which is the challenge)
from the authentication center; to execute said third algorithm f3 on the random value RAND and on the authentication
key Ki for calculating the response value CHALL RESP to said challenge and to transmit the generated response value
CHALL RESP to the authentication sub-system 11.
[0091] The authentication sub-system 11 is adapted to compare the response value previously generated therein with
the response value received by the user equipment 1 and to send to the user equipment 1 an acknowledgement of said
comparison.
[0092] If the received result of said comparison is positive (i.e., the response values generated by the user equipment
1 and the authentication sub-system 11 matched), the user equipment 1 is successfully authenticated and can start a
ciphered communication with the network equipment 10 by using the ciphering key Kc.
[0093] The user equipment 1 calculates the ciphering key Kc by executing the second algorithm on the received
random value RAND and on the authentication key Ki stored in its storing unit (2).
[0094] According to a preferred embodiment of the invention, the shared secret key used at the user equipment 1 and
network equipment 10 to generate the IP address is the ciphering key Kc dynamically generated during the authentication
procedure.
[0095] Therefore, the user equipment, as soon as a ciphering key Kc is calculated as a result of a successful authen-
tication procedure, can generate its IP address by simply executing the first algorithm f1 on the generated ciphering key.
[0096] In particular, the IP address is generated by combining a prefix network portion and an identifier interface portion.
[0097] The network prefix portion is typically generated at the network equipment 10 based upon a parameter linked
to the position of the user equipment 1 in the communication network 100.
[0098] A network prefix portion may be associated with each gateway (e.g. gateway 12 of figure 1) of the communication
network 100.
[0099] The gateway 12 (or a router associated therewith, not shown) typically broadcasts the associated network
prefix portion to the user equipment 1 as part of router advertisements or in response to suitable router solicitations.
This technique is well known in the art and thus not further disclosed in detail hereinafter.
[0100] In its turn, the interface identifier portion is calculated based upon the ciphering key.
[0101] According to a preferred embodiment, the interface identifier portion is calculated also taking into account at
least one other parameter linked, for example, to the subscriber identity and/or to the user equipment identity (e.g., in
GSM or UMTS systems, the International Mobile Subscriber Identity or IMSI, the Temporary Mobile Subscriber Identity
or TMSI and/or the IMEI).
[0102] At the network equipment 10 side, the most appropriate gateway (e.g. gateway 12 in figure 1) that can offer
packet routing services to the user equipment 1 is identified according to criteria well known in the art (e.g. based upon
location information) and the authentication sub-system 11 calculates the identifier interface portion, generates the IP
address by combining the prefix network associated with the identified gateway and the calculated identifier interface
portion and transmits the generated IP address to the identified gateway.
[0103] According to a variant, the authentication sub-system 11 transmits the calculated ciphering key and the optional
additional parameter(s) linked to the subscriber identity and/or to the user equipment identity to the identified gateway.
In its turn, the gateway calculates the identifier interface portion based upon the received parameters and generates the
IP address by combining the prefix network associated therewith and the calculated identifier interface portion.
[0104] According to a further variant, the authentication sub-system 11 transmits the calculated identifier interface
portion to the identified gateway which, in turn, generates the IP address by combining the prefix network associated
therewith and the received identifier interface portion.
[0105] At the user equipment 1, the IP address is generated by combining the interface identifier portion - calculated
based upon the ciphering key, said optional parameter(s) linked to the subscriber identity and/or to the user equipment
identity - and the network prefix portion received by the gateway.
[0106] The IP generation procedure according to the invention can be used in GSM or UMTS mobile communication
networks to provide GSM/UMTS mobile user equipments with the capability of making use of IP connectivity services
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and, in particular, with the capability of using the Internet.
[0107] Figure 2 shows an embodiment of a GSM/UMTS implementation of the communication network 100 according
to the invention.
[0108] In particular, the communication network 100 of figure 2 corresponds to that shown in figure 1 wherein the user
equipment 1 is a mobile station (e.g., GSM/UMTS mobile phone); the data network 20 comprises an access network
(AN) 21 and a packet data network (PDN) 22; and the authentication sub-system 11 comprises a home location register-
authentication center (HLR/AUC) 13 and a mobile switching center-visitor location register (MSC/VLR) 14 associated
with a circuit switched core network (CSN) 50.
[0109] It is noted that, even if in a GSM/UMTS circuit switched core network (CSN) a plurality of MSC/VLR and a
plurality of mobile user equipments are usually provided, for the sake of simplicity only one mobile switching center, one
visitor location register and one mobile user equipment are depicted in figure 2.
[0110] The access network 21 provides the mobile user equipment 1 with the capability of accessing the circuit switched
core network 50 and the packet data network 22. The access network 21 typically comprises a GSM base station system
(or BSS) and/or a UMTS terrestrial radio access network (or UTRAN).
[0111] The user equipment comprises a storing unit 2 and a processing unit 3, for example implemented by a SIM
(subscriber identity module) card.
[0112] According to a variant (not shown), the access network 21 may also comprise two different access networks
(e.g., selected from a GSM BSS, a UTRAN and a WLAN), one for providing the mobile user equipment 1 with access
to the circuit switched core network 50 and the other one for providing the mobile user equipment 1 with access to the
packet data network 22.
[0113] In a GPRS or UMTS context, the packet data network 22 typically comprises at least one gateway GPRS
support node (GGSN) and at least one serving GPRS support node (SGSN), not shown in the figure. In this case, the
gateway 12 may correspond to the GGSN.
[0114] As GPRS, GSM and UMTS technologies are well known in the art, the above mentioned CSN, MSC, AUC,
HLR, VLR, BSS, UTRAN, GGSN, SGSN will not be further described in detail hereinafter.
[0115] In the communication network of figure 2, the dynamic shared secret key - used at the mobile user equipment
1 and at the network equipment 10 for configuring the IP address for the mobile user equipment 1 according, to the
invention - advantageously is the ciphering key Kc generated at the end of a successful GSM/UMTS authentication
procedure. The GSM/UMTS authentication procedure is wholly similar to that disclosed above with reference to the
communication network of figure 1 and is well known in the art so that it will not be disclosed further in detail hereinafter.
[0116] As schematically shown in the example of figure 3, once the user switches the mobile user equipment 1 on,
the position of the user equipment 1 within the communication network 100 is determined, according to techniques well
known in the art.
[0117] Then, the identity of the user equipment 1 is verified by the authentication sub-system 11 through the GSM/UMTS
authentication procedure and a ciphered key Kc is generated both at the user equipment 1 and at the authentication
center 11.
[0118] Once the ciphered key Kc has been generated, the IP address for the user equipment 1 can be calculated both
at the user equipment 1 and at the network equipment 10 by combining the interface identifier portion, calculated based
upon the generated ciphered key Kc, and the network prefix portion broadcasted by the gateway serving the area
associated with the user equipment position.
[0119] In particular, in the example shown, at the network equipment side, the MSC/VLR 14 retrieves the ciphered
key Kc generated and stored in the HLR/AUC 13 for the user equipment 1 and the appropriate gateway GW for offering
packet routing services to the user equipment 1 is identified. Then, the identified gateway obtains the parameters
necessary to calculate the interface identifier portion of the IP address (that is, the ciphering key Kc and, optionally, other
parameters such as, for example, the IMEI and/or the TMSI), calculates the interface identifier portion based upon the
received parameters and generates the IP address by combining the calculated interface identifier portion and the
network prefix portion associated with it.
[0120] According to the IP address generation procedure of the invention, as soon as a user switches a user equipment
on and a ciphering key Kc is generated as result of a successful authentication procedure, the user equipment can auto-
generate its IP address to have access to the IP services offered by the packet data network 22 and the external data
network 30, without the necessity of sending any explicit request of IP address generation to the communication network.
Therefore, the time required for the user equipment to be connected to the packet data network is extremely reduced
and the user equipment can be always reachable by the packet data network, once switched-on and authenticated.
[0121] Moreover, the IP address generation procedure of the preferred embodiment of the invention guarantees that
only authenticated user equipments get access to the packet data network.
[0122] Furthermore, it is noted that - as a new ciphering key value is dynamically generated any time the user equipment
is, for any reason, re-authenticated - a new user equipment IP address is re-calculated at any re-authentication procedure.
This minimizes the risk of any security threats to the user and/or to the network. Moreover, linking the IP address
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generation to the authentication procedure has the advantage of enabling the network to force the user equipment to
get a new IP address, by subjecting it to a re-authentication procedure, whenever required (e.g., in the event of a fraud
attempt to the detriment of the network).
[0123] It is further noted that, as both the user equipment and network equipment are able to locally calculate the
ciphering key, they do not need to transmit it to the other entity and they can keep it secret. In particular, once locally
generated, the ciphering key is never revealed to unauthorized third parties and when communicated outside, it is never
transmitted in the communication network by air. Moreover, the ciphering key is dynamically generated based upon a
randomly generated value. These two features (secrecy and dynamism) contribute towards remarkably increasing the
security of the IP address generation procedure in terms of user privacy and fraud issues.
[0124] Additionally, according to the invention, the IP generation procedure is extremely simplified. Indeed, the IP
address is generated by simply performing a single computation based upon the ciphered key generated during the
authentication procedure and without requiring any further exchange of information between the user equipment 1 and
the network equipment 10, besides those already provided in the authentication procedure.
[0125] By way of example, in the case of IPv6 address comprising a 64 bits network prefix portion and a 64 bits
interface identifier portion, the IP address can be generated through the following algorithm: 

wherein "Network_Prefix" is the 64 bits network prefix portion, TMSI is a 32 bits string corresponding to the Temporary
Mobile Subscriber Identity, G(Kc) is 32 bits string obtained by executing a hash function of the ciphering key Kc and the
symbol i is used to indicate the concatenation of the three strings of bits.
[0126] In particular, G(Kc) generates a 128 bits hash function of Kc and then selects the first 32 bits thereof. It is noted
that hash functions act so that with a given input, they always produce the same output. An example of hash function
which can be used is the MD5 (message digest number five) algorithm well known in the art.
[0127] It is noted that in a GSM or UMTS communication system, the TMSI is typically allocated to the user equipment
once the ciphering key Kc is generated, and it is sent to the user equipment in a ciphered mode.
[0128] This example of IP address generation is advantageous because, by using a globally unique identifier of the
subscriber (the TMSI), it helps avoiding that two different user equipments, roaming in the same location area having
associated the same network prefix portion, could be assigned the same IP address.
[0129] According to another example, the IP address can be generated through the following algorithm: 

wherein "Network_Prefix" is the 64 bits network prefix portion, H(Kc) is a 64 bits string obtained by executing a hash
function of the ciphering key Kc and the symbol i is used to indicate the concatenation of the two strings of bits.
[0130] In particular, H(Kc) generates a 128 bits hash function of Kc and then selects the first 64 bits thereof.
[0131] In this latter example, wherein a globally unique identifier of the user equipment and/or subscriber is not used,
any duplication of IP address within a certain location area, could be for example resolved by:

- forcing a re-authentication procedure, thereby generating a new ciphering key Kc for calculating a new IP address; or

- generating a new IP address based on a different "processing" of the same ciphering key (e.g. by selecting a different
subfield of bits of the 128 bits hash function of Kc generated by H(Kc), or by using a unique identifier of the user
equipment or of the subscriber as additional input parameter).

[0132] In either case, the newly applied algorithm shall run exactly in the same way both at user equipment and network
equipment side, so as to generate the same (new) IP address.
[0133] It is noted that similar examples can be provided also for IPv4 addresses.
[0134] It is also noted that even if in the disclosed preferred embodiment of the invention the network address is
determined based upon a dynamic shared secret key, dynamically generated through an authentication challenge pro-
cedure, the shared secret key could also be generated through another type of procedure. Moreover, it is not necessary
for the shared secret key to be dynamically generated. Indeed, it could also be a static secret key at disposal of both
the user equipment and the network equipment.
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Claims

1. Method for use in a communication network (100) comprising at least one user equipment (1) and a network equip-
ment (10), said method being suitable for generating a network address, the method comprising

a) providing a same shared secret key both at said at least one user equipment (1) and at the network equipment
(10);
b) generating at least a portion of the network address at said at least one user equipment (1) and at the network
equipment (10) based upon at least said shared secret key,

wherein the method further comprises:

d) implementing an authentication procedure for verifying the identity of said at least one user equipment (1) in
order to authorize it to have access to the communication network (100), said implementing said authentication
procedure comprising dynamically generating a ciphering key at the network equipment (10) and at said at least
one user equipment (1), wherein the shared secret key used in b) is the ciphering key generated in d).

2. Method according to claim 1, wherein b) is performed by executing at said at least one user equipment (1) and at
the network equipment (10) a same first algorithm on the shared secret key.

3. Method according to claim 1 or 2, wherein the shared secret key is a dynamic key.

4. Method according to claim 3, further comprising c) dynamically calculating the dynamic shared secret key at said
at least one user equipment (1) and at the network equipment (10).

5. Method according to claim 4, wherein c) comprises calculating the dynamic shared secret key based upon a random
value.

6. Method according to claim 5, wherein in c) said random value is communicated by one of said at least one user
equipment (1) and said network equipment (10) to the other one.

7. Method according to claim 5 or 6, wherein c) is performed by executing at said at least one user equipment (1) and
the network equipment (10) a same second algorithm on the random value.

8. Method according to any of claims 5 to 7, wherein in c) the dynamic shared secret key is calculated at said at least
one user equipment (1) and at the network equipment (10) also taking into account a same static shared key.

9. A communication network (100) comprising

- at least one user equipment (1) comprising a storing unit (2) for storing a shared secret key and a processing
unit (3) adapted to generate a network address for the user equipment (1), wherein at least one portion of the
network address is generated based upon at least said shared secret key; and
- a network equipment (10) adapted to store said shared secret key and to generate said network address,
wherein said at least one portion of the network address is generated based upon at least said shared secret key,

wherein said shared secret key is a ciphering key dynamically generated at said at least one user equipment (1)
and at said network equipment (10) during an authentication procedure implemented for verifying the identity of said
at least one user equipment (1) in order to authorize it to have access to the communication network (100).

10. A communication network (100) according to claim 9, wherein said at least one user equipment (1) and the network
equipment (10) are adapted to dynamically calculate the shared secret key based on a challenge procedure.

11. A communication network (100) according to claim 9, wherein the authentication procedure is a challenge authen-
tication procedure.

12. A communication network (100) according to any of claims 9 to 11, wherein said at least one portion of the network
address is calculated also based upon at least one parameter associated with the subscriber identity and/or to the
user equipment identity .
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13. A communication network (100) according to any of claims 9 to 12, wherein said at least one user equipment (1) is
a mobile phone.

14. A user equipment (1) adapted to store a secret key shared with a network equipment (10) in a communication
network and to generate a network address to be used in the communication network (100), wherein at least one
portion of the network address is generated based upon at least said shared secret key,
wherein said shared secret key is a ciphering key dynamically generated at said user equipment (1) and at said
network equipment (10) during an authentication procedure implemented for verifying the identity of said user
equipment (1) in order to authorize it to have access to the communication network (100).

15. A user equipment (1; 10) according to claim 14, comprising a mobile phone.

Patentansprüche

1. Verfahren zur Verwendung in einem Kommunikationsnetzwerk (100), umfassend wenigstens ein Benutzergerät (1)
und ein Netzwerkgerät (10), wobei das Verfahren geeignet ist, um eine Netzwerkadresse zu erzeugen, das Verfahren
umfassend

a) Bereitstellung eines selben geteilten geheimen Schlüssels für das wenigstens eine Benutzergerät (1) und
das Netzwerkgerät (10);
b) Erzeugung von wenigstens einem Abschnitt der Netzwerkadresse an dem wenigstens einen Benutzergerät
(1) und an dem Netzwerkgerät (10) auf Grundlage von wenigstens dem geteilten geheimen Schlüssel,

wobei das Verfahren ferner umfasst:

d) Umsetzung eines Authentifizierungsverfahrens für die Verifizierung der Identität des wenigstens einen Be-
nutzergeräts (1), um es zu autorisieren, auf das Kommunikationsnetzwerk (100) zuzugreifen, wobei die Um-
setzung des Authentifizierungsverfahrens die dynamische Erzeugung eines Kodierungsschlüssels an dem Netz-
werkgerät (10) und dem wenigstens einen Benutzergerät (1) umfasst, wobei der geteilte geheime Schlüssel,
der in b) verwendet wird, der Kodierungsschlüssel ist, der in d) erzeugt wird.

2. Verfahren nach Anspruch 1, wobei b) durch Anwendung eines selben ersten Algorithmus auf den geteilten geheimen
Schlüssel an dem wenigstens einen Benutzergerät (1) und dem Netzwerkgerät (10) erfolgt.

3. Verfahren nach Anspruch 1 oder 2, wobei der geteilte geheime Schlüssel ein dynamischer Schlüssel ist.

4. Verfahren nach Anspruch 3, ferner umfassend c) die dynamische Berechnung des dynamisch geteilten Schlüssels
an dem wenigstens einen Benutzergerät (1) und dem Netzwerkgerät (10) .

5. Verfahren nach Anspruch 4, wobei c) die Berechnung des dynamischen geteilten geheimen Schlüssels auf Grund-
lage eines Zufallswerts umfasst.

6. Verfahren nach Anspruch 5, wobei in c) der Zufallswert durch entweder das wenigstens eine Benutzergerät (1) oder
das Netzwerkgerät (10) an das andere übermittelt wird.

7. Verfahren nach Anspruch 5 oder 6, wobei c) durch Anwendung eines selben zweiten Algorithmus auf den Zufallswert
an dem wenigstens einen Benutzergerät (1) und dem Netzwerkgerät (10) erfolgt.

8. Verfahren nach einem der Ansprüche 5 bis 7, wobei in c) der dynamisch geteilte geheime Schlüssel in dem we-
nigstens einen Benutzergerät (1) und dem Netzwerkgerät (10) berechnet wird, auch unter Beachtung eines selben
statischen geteilten Schlüssels.

9. Kommunikationsnetzwerk (100), umfassend

- wenigstens ein Benutzergerät (1), umfassend eine Speichereinheit (2) zum Speichern eines geteilten geheimen
Schlüssels und eine Verarbeitungseinheit (3), die angepasst ist, um eine Netzwerkadresse für ein Benutzergerät
(1) zu erzeugen, wobei wenigstens ein Abschnitt der Netzwerkadresse auf Grundlage von wenigstens dem
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geteilten geheimen Schlüssel erzeugt wird; und
- ein Netzwerkgerät (10), angepasst, um den geteilten geheimen Schlüssel zu speichern und die Netzwerkad-
resse zu erzeugen, wobei der wenigstens eine Abschnitt der Netzwerkadresse auf Grundlage von wenigstens
dem geteilten geheimen Schlüssel erzeugt wird,

wobei der geteilte geheime Schlüssel ein Kodierungsschlüssel ist, der während eines Authentifizierungsverfahrens,
das umgesetzt wird, um die Identität des wenigstens einen Benutzergeräts (1) zu verifizieren, um es für den Zugriff
auf das Kommunikationsnetzwerk (100) zu autorisieren, dynamisch an dem wenigstens einen Benutzergerät (1)
und dem Netzwerkgerät (10) erzeugt wird.

10. Kommunikationsnetzwerk (100) nach Anspruch 9, wobei das wenigstens eine Benutzergerät (1) und das Netzwerk-
gerät (10) angepasst ist, um dynamisch den geteilten geheimen Schlüssel auf Grundlage eines Abfrageverfahrens
zu berechnen.

11. Kommunikationsnetzwerk (100) nach Anspruch 9, wobei das Authentifizierungsverfahren ein Abfrageauthentifizie-
rungsverfahren ist.

12. Kommunikationsnetzwerk (100) nach einem der Ansprüche 9 bis 11, wobei der wenigstens eine Abschnitt der
Netzwerkadresse ebenfalls auf Grundlage von wenigstens einem Parameter berechnet wird, der mit der Teilneh-
meridentität und/oder der Benutzergeräteidentität verbunden ist.

13. Kommunikationsnetzwerk (100) nach einem der Ansprüche 9 bis 12, wobei das wenigstens eine Benutzergerät (1)
ein Mobiltelefon ist.

14. Benutzergerät (1), angepasst, um einen geheimen Schlüssel zu speichern, der mit einem Netzwerkgerät (10) in
einem Kommunikationsnetzwerk geteilt wird, und eine Netzwerkadresse zu erzeugen, die in dem Kommunikations-
netzwerk (100) verwendet werden soll, wobei wenigstens ein Abschnitt der Netzwerkadresse auf Grundlage von
wenigstens dem geteilten geheimen Schlüssel erzeugt wird,
wobei der geteilte geheime Schlüssel ein Kodierungsschlüssel ist, der während eines Authentifizierungsverfahrens,
das umgesetzt wird, um die Identität des Benutzergeräts (1) zu verifizieren, um es für Zugriff auf das Kommunika-
tionsnetzwerk (100) zu autorisieren, dynamisch an dem Benutzergerät (1) und dem Netzwerkgerät (10) erzeugt wird.

15. Benutzergerät (1; 10) nach Anspruch 14, umfassend ein Mobiltelefon.

Revendications

1. Procédé destiné à être utilisé dans un réseau de communication (100) comprenant au moins un équipement d’uti-
lisateur (1) et un équipement de réseau (10), ledit procédé étant pertinent pour générer une adresse de réseau, le
procédé comprenant les étapes ci-dessous consistant à :

a) fournir une même clé secrète partagée, tant au niveau dudit au moins un équipement d’utilisateur (1) qu’au
niveau de l’équipement de réseau (10) ;
b) générer au moins une partie de l’adresse de réseau au niveau dudit au moins un équipement d’utilisateur
(1) et au niveau de l’équipement de réseau (10) sur la base d’au moins ladite clé secrète partagée ;

dans lequel le procédé comprend en outre les étapes ci-dessous consistant à :

d) mettre en oeuvre une procédure d’authentification visant à vérifier l’identité dudit au moins un équipement
d’utilisateur (1) afin de l’autoriser à avoir accès au réseau de communication (100), ladite procédure d’authen-
tification comprenant l’étape consistant à générer dynamiquement une clé de chiffrement au niveau de l’équi-
pement de réseau (10) et au niveau dudit au moins un équipement d’utilisateur (1), dans lequel la clé secrète
partagée utilisée à l’étape b) correspond à la clé de chiffrement générée à l’étape d).

2. Procédé selon la revendication 1, dans lequel l’étape b) est mise en oeuvre en exécutant, au niveau dudit au moins
un équipement d’utilisateur (1) et au niveau de l’équipement de réseau (10), un même premier algorithme sur la clé
secrète partagée.
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3. Procédé selon la revendication 1 ou 2, dans lequel la clé secrète partagée est une clé dynamique.

4. Procédé selon la revendication 3, comprenant en outre l’étape c) consistant à calculer dynamiquement la clé secrète
partagée dynamique au niveau dudit au moins un équipement d’utilisateur (1) et au niveau de l’équipement de
réseau (10).

5. Procédé selon la revendication 4, dans lequel l’étape c) comprend l’étape consistant à calculer la clé secrète partagée
dynamique sur la base d’une valeur aléatoire.

6. Procédé selon la revendication 5, dans lequel, à l’étape c), ladite valeur aléatoire est communiquée, par l’un parmi
ledit au moins un équipement d’utilisateur (1) et ledit équipement de réseau (10), à l’autre équipement.

7. Procédé selon la revendication 5 ou 6, dans lequel l’étape c) est mise en oeuvre en exécutant, au niveau dudit au
moins un équipement d’utilisateur (1) et de l’équipement de réseau (10), un même second algorithme sur la valeur
aléatoire.

8. Procédé selon l’une quelconque des revendications 5 à 7, dans lequel, à l’étape c), la clé secrète partagée dynamique
est calculée, au niveau dudit au moins un équipement d’utilisateur (1) et au niveau de l’équipement de réseau (10),
en tenant également compte d’une même clé secrète partagée statique.

9. Réseau de communication (100) comprenant :

- au moins un équipement d’utilisateur (1) comprenant une unité de stockage (2) destinée à stocker une clé
secrète partagée, et une unité de traitement (3) apte à générer une adresse de réseau pour l’équipement
d’utilisateur (1), dans lequel au moins une partie de l’adresse de réseau est générée sur la base d’au moins
ladite clé secrète partagée ; et
- un équipement de réseau (10) apte à stocker ladite clé secrète partagée et à générer ladite adresse de réseau,
dans lequel ladite au moins une partie de l’adresse de réseau est générée sur la base d’au moins ladite clé
secrète partagée ;

dans lequel ladite clé secrète partagée est une clé de chiffrement générée dynamiquement au niveau dudit au moins
un équipement d’utilisateur (1) et au niveau dudit équipement de réseau (10) au cours d’une procédure d’authen-
tification mise en oeuvre en vue de vérifier l’identité dudit au moins un équipement d’utilisateur (1) afin de l’autoriser
à avoir accès au réseau de communication (100).

10. Réseau de communication (100) selon la revendication 9, dans lequel ledit au moins un équipement d’utilisateur
(1) et l’équipement de réseau (10) sont aptes à calculer dynamiquement la clé secrète partagée sur la base d’une
procédure de mise à l’épreuve.

11. Réseau de communication (100) selon la revendication 9, dans lequel la procédure d’authentification est une pro-
cédure d’authentification par mise à l’épreuve.

12. Réseau de communication (100) selon l’une quelconque des revendications 9 à 11, dans lequel ladite au moins
une partie de l’adresse de réseau est calculée également sur la base d’au moins un paramètre associé à l’identité
d’abonné et/ou à l’identité d’équipement d’utilisateur.

13. Réseau de communication (100) selon l’une quelconque des revendications 9 à 12, dans lequel ledit au moins un
équipement d’utilisateur (1) est un téléphone mobile.

14. Équipement d’utilisateur (1) apte à stocker une clé secrète partagée avec un équipement de réseau (10) dans un
réseau de communication et à générer une adresse de réseau destinée à être utilisée dans le réseau de commu-
nication (100), dans lequel au moins une partie de l’adresse de réseau est générée sur la base d’au moins ladite
clé secrète partagée ;
dans lequel ladite clé secrète partagée est une clé de chiffrement générée dynamiquement au niveau dudit équi-
pement d’utilisateur (1) et au niveau dudit équipement de réseau (10) au cours d’une procédure d’authentification
mise en oeuvre en vue de vérifier l’identité dudit équipement d’utilisateur (1) afin de l’autoriser à avoir accès au
réseau de communication (100).
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15. Équipement d’utilisateur (1 ; 10) selon la revendication 14, comprenant un téléphone mobile.
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