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Description

TECHNICAL FIELD

[0001] The present invention relates in general to data
security and mobile data communication.
[0002] More specifically, the invention relates to a
method, a computer program and a mobile terminal for
providing an electronic signature, for execution by a
processing unit in a mobile terminal. The invention further
comprises a method, a computer program and a verifi-
cation server for verifying the electronic signature.

BACKGROUND OF THE INVENTION

[0003] A result of the general advances in digital com-
munications technology is that more and more types of
communication and transactions are taking place digit-
ally. The spread of mobile communication, in particular,
has resulted in mobile terminals or handsets such as mo-
bile telephones or PDAs being used for various forms of
electronic commerce and mobile payment services.
[0004] When implementing such services, security is
an essential factor. It is particularly important to provide
secure, efficient and simple authentication of the identity
of a mobile terminal user.
[0005] The simplest authentication solutions, based on
user name and password, have a number of drawbacks.
These include a conflict between the need for a lengthy
and distinctive password for the sake of security, and the
desire for a short and easily memorised password for the
sake of user friendliness. Passwords sent over open net-
works will also be a cause of reduced security.
[0006] Today, mobile operators have a great degree
of control over the infrastructure of the mobile channel,
and thus also the services that are offered via the mobile
channel. Accordingly, authentication solutions based on
the SIM (Subscriber Identity Module) in the mobile ter-
minal have previously been described.
[0007] A generally recognised, prior art technique is
known as strong authentication. This is based on the
electronic identity being linked to an encryption key that
is stored so as to be secure and inaccessible to unau-
thorised persons, specifically in a smartcard. All opera-
tions that employ the key can be executed internally in a
processor on the smartcard.
[0008] There are previously known such solutions for
strong authentication in which the SIM card in the mobile
terminal is also a smartcard containing an encryption key.
However, this means that the mobile operator, who is the
actual owner of the card, has full control over the key and
the authentication operations in which the key is used,
since the key storage device in the SIM card is not ac-
cessible to an independent service provider. A solution
of this kind is therefore not operator-independent.
[0009] The ordinary memory in the mobile terminal is
accessible to an independent service provider, and there-
fore in principle permits an operator-independent authen-

tication solution. However, this memory is not suitable
for storing keys because the contents of the memory are
readily accessible also to unauthorised persons.
[0010] US 6 529 886 teaches an operator-independent
authentication process where importance is given to
maintaining anonymity towards a third party.
[0011] The document refers to (1) the use of a counter
on the client side, (2) the derivation of client-specific keys
from a master key, and (3) a single-directional authenti-
cation protocol from client to server.
[0012] The present invention differs from this docu-
ment, inter alia, by the generation of dynamic keys using
a master key, a counter and a user credential such as a
password or a pin code, thereby eliminating the need to
store the dynamic key in the memory of the mobile tele-
phone.
[0013] US 2002/0099940 teaches an authentication
solution where a user establishes, via the web, a con-
nection with an authentication server that collects au-
thentication information in the form of a password. A plat-
form-independent code in the form of a Java applet is
then downloaded to a mobile client. This code identifies
itself to the server, and a secure connection is estab-
lished.
[0014] The document deals primarily with the estab-
lishment of a secure connection, and it cannot be seen
to relate to the signing of messages. The document can-
not be seen to describe key generation like that used in
the present invention. US 5 757 913 shows a method of
signing a message.

SUMMARY OF THE INVENTION

[0015] The present invention provides a method for
generating an electronic signature, for execution by a
processing unit in a mobile terminal.
[0016] A particular object of the invention is to provide
a method which specifically involves operator independ-
ence.
[0017] A further object of the invention is to provide
methods of the aforementioned type, which involve a suf-
ficient degree of security against malicious attack or at-
tempted fraud.
[0018] In accordance with the present invention, there
is provided a method for providing an electronic signature
as disclosed in claim 1 below, a corresponding computer
program as disclosed in claim 8 below, and a correspond-
ing mobile terminal as disclosed in claim 9 below.
[0019] Advantageous embodiments are set forth in the
dependent claims.
[0020] According to the invention, it is assured that the
dynamic key is only used transiently for signature pur-
poses. The dynamic key is therefore not stored. Further-
more, it is assured that the user’s credential, for example,
a password, is not stored in the mobile terminal or trans-
mitted over the line. These features of the invention con-
tribute to increased security.
[0021] A relevant utilisation of the invention is to use
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the terminal application as software-based user identifi-
cation or authentication, for example, in services such
as mobile ordering and/or payment. This results in au-
thentication that does not require access to keys or other
data stored in the SIM card, or to other functionality pro-
vided by the SIM card. These features of the invention
result in operator independence.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The appended drawings illustrate an advanta-
geous embodiment of the invention. Together with the
description, the drawings serve to explain the principles
of the invention.

Fig. 1 is a schematic block diagram illustrating a sys-
tem in which a mobile terminal and a verification serv-
er are adapted to operate in accordance with meth-
ods according to the invention.

Fig. 2 is a general, schematic flow chart illustrating
a sequence of steps from the ordering/registration
of a terminal application to the use of the terminal
application.

Fig. 3 is a schematic block diagram illustrating a mo-
bile terminal adapted to operate in accordance with
the invention.

Fig. 4 is a schematic flow chart illustrating a method
for execution in a mobile terminal according to the
invention; and

Fig. 5 is a schematic process diagram illustrating the
generation and use of a terminal application; and

Fig. 6 is a schematic process diagram illustrating a
verification process.

Fig. 7 is a schematic block diagram for a further as-
pect of the invention.

DETAILED DESCRIPTION OF PREFERRED EMBOD-
IMENTS

[0023] In what follows the invention will be described
in more detail by way of example with reference to the
drawings. Where possible, the same reference numerals
are used for identical elements in the different drawings.
[0024] Fig. 1 is a schematic block diagram illustrating
a system where a mobile terminal operates in accord-
ance with the method according to the invention.
[0025] The system in Fig. 1 comprises a mobile net-
work 110, such as a GSM network, with a plurality of
base stations, of which one is illustrated at 111. The base
station 111 communicates with a user’s mobile terminal
300, such as a mobile telephone. The system further
comprises a client computer 122 provided with a web

client. The client computer 122 and a web server 124 are
both operatively connected to a computer network 120,
preferably the Internet.
[0026] A gateway 116 is provided for operatively inter-
connecting the mobile network 110 and the computer
network 120.
[0027] A server 112 at the service provider is opera-
tively connected to the mobile network 110. The server
112 at the service provider is also operatively connected
to the verification server 130, preferably via a closed com-
munications link, for example by means of a virtual private
network 114. As those skilled in the art will appreciate, a
virtual private network 114 of this kind can advantageous-
ly be implemented as a subset of the Internet, and thus
a part of the computer network 120. For the sake of sim-
plicity, the virtual private network in Fig. 1 is illustrated
as a separate connection.
[0028] The verification server 130 is operatively con-
nected to the web server 124. The verification server 130
and the web server 124 may be located in the same ge-
ographic area, and in that case the connection 132 be-
tween them can be accomplished using a local network
(LAN). Alternatively, the connection 132 can be accom-
plished using a virtual private network. As those skilled
in the art will appreciate, a virtual private network 132 of
this kind can advantageously be implemented as a sub-
set of the Internet, and thus a part of the computer net-
work 120. For the sake of simplicity, the connection 132
in Fig. 1 is illustrated as a separate connection.
[0029] The client computer 122 is provided with a web
browser. Thus, a user can by means of the client 122
exchange information with other computers linked to the
network 120, such as the web server 124.
[0030] By using the web browser in the client computer
122, the user can carry out an ordering and registration
process that is executed by the web server 124. This
process permits the user to register himself and order a
downloadable, specially adapted terminal application for
mobile signing/authentication.
[0031] The communication between the client compu-
ter 122 and the web server 124 may advantageously take
place in an encrypted manner, for example, by using the
security protocol SSL (Secure Sockets Layer).
[0032] The web server 124 is therefore adapted to gen-
erate a specially adapted terminal application, compris-
ing an executable program code which can be executed
by the mobile terminal 300. A J2ME application (midlet
suite) containing the necessary code and other data is
especially preferred. This ensures portability.
[0033] By means of the mobile network 110 and the
service provider 112, it is possible to establish a commu-
nication channel between the mobile terminal 300 and
the verification server 130. To hinder unauthorised view-
ing of protocols and unauthorised access to messages
and/or signatures, unauthorised persons should be pre-
vented from gaining access to this channel. This can be
handled by the built-in security/encryption functions in
the mobile network 110 and in the preferred VPN con-

3 4 



EP 1 766 847 B1

4

5

10

15

20

25

30

35

40

45

50

55

nection 114.
[0034] Fig. 2 is a general flow chart illustrating the se-
quence of steps from the ordering/ registration of a ter-
minal application to implemented use of the terminal ap-
plication.
[0035] The sequence starts at the start step 200.
[0036] First, the ordering and registration process 202
is executed. During this process, a user orders a specially
adapted terminal application for a specified use. The or-
dering is typically carried out by means of interaction be-
tween the client computer 122 and the web server 124
over the network 120, typically the Internet.
[0037] During the ordering and registration process
202, the user identifies and registers himself and orders
a downloadable terminal application. By exchanging in-
formation with the web server 124, the user can, via the
client computer 122, select a desired application type.
During the ordering and registration process 202, the de-
sired application type is linked together with a mobile
subscriber identification, preferably a mobile telephone
number, which is presented by the user. The mobile sub-
scriber identification is used by the web server 124 as an
address for a message regarding downloading, which
will be sent to the mobile terminal 300 in connection with
the downloading process 206.
[0038] During the ordering and registration process
202, the user also presents the relevant credential, in
particular a password or a PIN code, which will also be
associated with the specific terminal application.
[0039] Next, the production or adaptation process 204
is executed. The web server 124 is during the adaptation
process 204 arranged to specially adapt a pre-generated
terminal application, comprising an executable program
code which can be - executed by the mobile terminal 300.
Most preferably, the terminal application is a J2ME ap-
plication (midlet suite), containing the necessary code
and other data.
[0040] The adaptation process 204 starts from an al-
ready generated program code for a terminal application,
of the type that is selected by the user during the ordering
process 202.
[0041] The adaptation process 204 involves the termi-
nal application being assigned an identifier that is unique
to the terminal application concerned.
[0042] The credential that was input from the user dur-
ing the ordering step 202 is stored in a database in the
web server 124, associated with the assigned unique
identifier for the terminal application. The credential is
preferably stored in an encrypted manner.
[0043] The adaptation process 204 further involves the
terminal application being assigned a basic key which is
also unique to the terminal application in question. The
basic key is generated during the adaptation process,
said basic key being derived from a centrally stored mas-
ter key and from the unique identifier for the terminal ap-
plication.
[0044] The adaptation process 204 further involves the
program code being marked with the unique identifier

and the basic key. Preferably, the data representing the
identifier is inserted in the adapted terminal application
code in a direct and open manner, whilst the data repre-
senting the basic key is inserted in the terminal applica-
tion code in an obfuscated manner. Obfuscated should
in this connection be understood to mean that the basic
key is hidden in the code in such manner that it cannot
openly be read or derived from the code, for example,
by decompilation.
[0045] Additional details of the adaptation process 204
will be further described with reference to Fig. 5 below.
[0046] The resultant, adapted terminal application is
stored on the web server 124, preferably as a so-called
midlet suite.
[0047] In the downloading step 206 in Fig. 2, a service
message is generated, typically in the form of an SMS
message, which is sent to the mobile terminal 300. The
mobile terminal 300 is addressed by means of the afore-
mentioned mobile subscriber identification. The mes-
sage contains a link to the terminal application which is
stored on the web server 124. When the user of the ter-
minal activates this link, this initiates a downloading of
the terminal application from the web server 124 via the
network 120, the gateway 116 and the mobile network
110 to the mobile terminal 300.
[0048] After the terminal application has been trans-
ferred to the mobile terminal, and the mobile terminal has
thus been rendered capable of executing the terminal
application, a composite application process 210 is car-
ried out. This comprises two subprocesses: a signing
process 212 for execution in the mobile terminal, and a
verification process 214 for execution in the verification
server.
[0049] The signing process 212 involves a user exe-
cuting the specially adapted, downloaded terminal appli-
cation on his mobile terminal. The verification process is
executed in the verification server in order to verify the
signature after the signing process has been executed.
This can in turn be used as verification of the user’s iden-
tity.
[0050] Fig. 3 is a schematic block diagram illustrating
the structural architecture of a mobile communication ter-
minal that is adapted to operate in accordance with the
invention.
[0051] The mobile terminal 300 is constructed having
a standard bus structure, wherein a bus 302 is operatively
connected to a processor 320, a memory 330, a sub-
scriber identification module (SIM) 310 in the form of a
smartcard, an audio unit 316, a display adapter 312, a
radio communications module or transceiver 350 and an
input adapter 304.
[0052] The display adapter 312 is further connected to
a display 314.
[0053] The transceiver 350 is further connected to an
antenna 352.
[0054] The input adapter 304 is adapted to receive
manual input from an input unit such as a keypad 306.
[0055] The memory 330 is adapted in order, during the
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operative functional state of the terminal, to contain, inter
alia, specially adapted terminal applications (midlet suite)
340. A terminal application comprises an executable pro-
gram code which, inter alia, contains data representing
a basic key associated with the terminal application.
[0056] Fig. 4 is a schematic flow chart illustrating a
method for execution by a mobile terminal, according to
the invention.
[0057] The illustrated method is intended to be execut-
ed by a processing unit 320 in a mobile terminal 300, and
its purpose is to provide an electronic signature to a re-
ceived message. The signed message can then be trans-
ferred to a verification server 130.
[0058] The method is initiated at the start step 400.
[0059] In the receiving step 402, a message is re-
ceived, preferably from the service provider’s component
in the terminal. In principle, the message can be a random
message or challenge, the content of which has no mean-
ing, such as a random byte sequence. In practice, and
especially if the method is to be used in connection with
mobile ordering or payment solutions, the message may
contain commerce data, especially data representing a
contract between the service provider 112 and the user
of the mobile terminal 300.
[0060] In the step 404, a basic key is fetched from a
memory area in the terminal. Specifically, the basic key
is fetched from a memory area containing a code portion
of a terminal application, that is to say, an application
program that has been downloaded in the terminal. Pref-
erably, the code portion, including algorithms and the da-
ta representing the basic key, is obfuscated.
[0061] Then, the step 406 is executed, in which a coun-
ter value is fetched from a counter in the mobile terminal,
preferably from a persistent memory. The counter value
is incremented after being fetched, or at another time, so
that it has a new value for each new, executed signature
generation step 412 (see below).
[0062] Next, the step 408 of inputting a credential from
a user of the mobile terminal is executed. Preferably, a
password is entered from the user by means of the ter-
minal keypad or other user-operated manual input unit.
The password may advantageously be numerical, in the
form of, for example, a four-digit PIN code.
[0063] The further processing presupposes the use of
an underlying encryption function, which is employed for
generation of both key and signature. Particularly advan-
tageously, the encryption function can be based on sym-
metric cryptography, such as 3DES.
[0064] Now the step 410 is executed, in which a dy-
namic key is generated based on the basic key, the coun-
ter value and the credential.
[0065] The key generation process 410 includes the
use of the predetermined encryption function to generate
the dynamic key. The basic key, the counter value and
the credential are preferably all used as input to this en-
cryption function. Most preferably, the dynamic key is
generated according to the following scheme:

KI
c = f(BK(i), c, PW), wherein

f(BK, c, P) is a function for generating a unique en-
cryption key,
BK(i) is the basic key; and
PW is the input credential.

[0066] The signature generation step 412 is then exe-
cuted, during which a signature for the message is gen-
erated using the dynamic key. This signature generation
step 412 comprises the use of a predetermined signing
function on the message received in the receiving step
402.
[0067] The signing function is based on an underlying
encryption function as stated above. Examples of suita-
ble signing functions are known to those skilled in the art
as CBC-MAC and OMAC.
[0068] Preferably, the step 414 is then executed, in
which the unsigned message, and in which the resulting
signature are sent to the verification server 130. The
counter value and the unique identifier for the terminal
application are sent in addition.
[0069] With the method described above, it is assured
that a dynamic key is only used transiently or temporarily,
and solely for signing purposes. The dynamic key is
therefore not stored at any time or in any place. Further-
more, it is assured that the credential, such as the PIN
code, is not kept stored in the mobile terminal. These
features of the invention contribute to increased security.
[0070] Fig. 5 is a process diagram illustrating special
adaptation and use of a terminal application.
[0071] The top part of Fig. 5, indicated by 504, illus-
trates an adaptation process that is executed for produc-
tion of a specially adapted terminal application. This proc-
ess 504 has previously been referred to using the refer-
ence numeral 204 in Figure 2. The production process
204 is typically executed in the web server 124, in re-
sponse to a completed ordering process 202.
[0072] The bottom part of Fig. 5, indicated by 500, il-
lustrates a signing process for execution by the terminal
application. This signing process 500 is executed in the
mobile terminal 300 and has previously been referred to
using the reference numeral 212 in Fig. 2.
[0073] In the following the adaptation process 504 is
first described:

A basic key 532 is derived based on a unique iden-
tifier 510 and a master key 518.
The basic key 532 is used as input to the signing
process 500.

[0074] In the following the signing process 500 is de-
scribed:

A dynamic key 534 is derived from the credential
520, the counter value 524 and
the basic key 532. The dynamic key 534 is used as
input to the signature generation subprocess 536.
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[0075] During the signature generation subprocess
536, the message 538 is signed using the dynamic key
534, which results in a signature 540.
[0076] Fig. 6 is a schematic process diagram illustrat-
ing a verification process 600.
[0077] The verification process 600 corresponds es-
sentially to the same subprocesses/steps as the adap-
tation process 204 and the signing process 212. Where
the subprocesses/steps correspond to each other, the
same reference numerals are used in Figures 5 and 6.
[0078] The verification process 600 is executed in the
verification server 130.
[0079] Input data to the verification process consists
of the unique identifier 510, the counter value 524 , the
unsigned message 538 and the signature 540 that is to
be verified.
[0080] The purpose of the verification process 600 is
to give a verification signal 604 (with the value true or
false), which indicates whether the submitted signature
540 is the correct signature for the message 538, given
the unique identifier 510 for the terminal application, and
the counter value 524.
[0081] The unique identifier 510, the counter value
524, the unsigned message 538 and the signature 540
are received from the mobile terminal after the mobile
terminal has completed the signing process. Preferably,
this data is received via the server 112 at the service
provider.
[0082] In addition, the master key 518 is available for
the verification process 600, as it is stored in the verifi-
cation server 130.
[0083] Furthermore, the verification process 600 has
access to the database 606 in the verification server 130.
The database 606 comprises stored credentials (in par-
ticular passwords or PIN codes) in an encrypted form. A
decryption process 608 is provided in order to decrypt
stored, encrypted credentials, and in order thereby to pro-
vide an unencrypted credential 520 associated with a
relevant unique identifier 510.
[0084] A basic key 525 is derived in module 512 based
on a unique identifier 510 and a master key 518.
[0085] In the module 522 a dynamic key is derived
based on the credential 520, the counter value 524 and
the basic key 525.
[0086] The credential 520 is generated by the decryp-
tion function 608 as mentioned above.
[0087] The dynamic key 534 is used as input to the
signature generation subprocess 536.
[0088] In the signature generation subprocess 536, the
input message 538 is signed using the dynamic key 534,
which results in a generated signature 612.
[0089] In the comparison subprocess 602, the gener-
ated signature 612 is compared with the input signature
540 that is to be verified. If the signatures are identical,
the verification signal 604 is established as true. If they
are not identical, the verification signal 604 is established
as false.
[0090] Figure 7 is a schematic block diagram illustrat-

ing a further aspect of the present invention. This figure
shows that the mobile terminal 300 may also contain an
additional component 342, adapted to the services of-
fered by the service provider 112, such as mobile order-
ing or payment services.
[0091] The terminal application may consist of several
components, but will typically consist of two components.
These are a component from the provider and a compo-
nent in accordance with the present invention, which to-
gether constitute a single terminal application as is shown
schematically by module 345 in Figure 7.
[0092] Thus, the mobile terminal 300 is in Figure 7
shown to comprise an application which may contain two
components that can include a downloaded signing com-
ponent 340 which operatively cooperates and communi-
cates with the provider component 342. Both compo-
nents 340, 342 are executable program modules which
(with reference back to Fig. 3) are included in the memory
330 in the mobile terminal 300. As indicated in Fig. 7, the
unsigned message M is transferred from the provider
component 342 to the signing component 340, whilst the
signature S, the unique identifier uid, and the counter
value cnt are returned to the provider component 342.
Signature S, unique identifier uid, counter value cnt and
commerce data, i.e., data associated with the services
offered, and especially data associated with a contract
between the user and the service provider, are trans-
ferred over the mobile communications network to the
server 112 at the service provider. The service provider
server then communicates message M, signature S,
unique identifier uid and counter value cnt to the verifi-
cation server, via the communications channel (for ex-
ample, VPN) 114. In the verification server there is pro-
vided a verification signal 604 that is returned to the serv-
ice provider server 112, and which indicates verification
or refusal of the generated signature. This may be used
in the service provider server 112 as verification or au-
thentication of the user’s identification.
[0093] Many modifications and adaptations of the
present invention will of course be obvious to those skilled
in the art, either on interpreting the above detailed de-
scription of the invention or on putting the invention into
practice.
[0094] The above detailed description is presented in
particular with a view to illustrating and describing ad-
vantageous embodiments of the invention. However, the
description does not in any way limit the invention to the
specific embodiments that are described in detail.
[0095] The mobile network 110 is by way of example
disclosed as being a GSM network. However, it should
be understood that other mobile communication net-
works are equally as useful for the invention, e.g., a 3G
or UMTS network.
[0096] The mobile terminal 300 is by way of example
disclosed as being a mobile telephone. It should be un-
derstood that other types of mobile terminals, adapted
for communication with the mobile network 110, are just
as useful for the invention, for instance, PDAs or portable
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PCs.
[0097] Where it has been stated that the mobile termi-
nal application advantageously is a J2ME application (mi-
dlet suite), it should be understood that such an embod-
iment is particularly expedient for reasons of portability,
i.e., the possibility of being able to run the application on
different hardware platforms without further modification.
Other possible implementations are however feasible
within the scope of the invention. In particular, the tenni-
nal application may be coded at a lower level (object
code), or in other high-level languages.
[0098] Further modifications and variations will be ob-
vious to the skilled person in the light of the above de-
scription. The scope of the invention is apparent from the
patent claims below and their equivalents.

Claims

1. A method for providing an electronic signature exe-
cuted by a processing unit in a terminal, wherein the
method comprises the following steps:

- fetching a basic key from a memory area in the
terminal;
- inputting data from a user;
- generating a dynamic key based on the basic
key and the input data;
- receiving an electronic message; and
- generating an electronic signature for the mes-
sage using the generated dynamic key,

characterized in that
the step of inputting data from a user includes input-
ting a credential from the user, the terminal is a mo-
bile communication terminal adapted for communi-
cation with a mobile communication network such
as a GSM, UMTS or 3G network, the mobile terminal
containing the processing unit that executes the
method, and
the step of fetching a basic key comprises inputting
the basic key from an executable code portion of a
terminal application that has been downloaded in the
mobile communication terminal, the code portion be-
ing contained in the memory area in the mobile com-
munication terminal.

2. A method in accordance with claim 1, wherein at
least the basic key is obfuscated in said executable
code portion.

3. A method in accordance with one of claims 1-2,
wherein the step of generating a dynamic key based
on the basic key and the credential is further based
on a fetched counter value from a counter in the ter-
minal by inputting the counter value from a read/write
memory in the terminal.

4. A method in accordance with one of claims 1-3,
wherein the step of inputting a credential comprises:
fetching a password from the user.

5. A method in accordance with one of claims 1-4,
wherein the step of generating a dynamic key com-
prises:
use of the basic key, the counter value and the cre-
dential as input.

6. A method in accordance with one of claims 1-5, fur-
ther comprising the step of:

- sending a signed message, comprising the
electronic message and the generated signa-
ture, to a verification server.

7. A method in accordance with claim 6, wherein also
the counter value and the unique identifier are sent
to the verification server.

8. A computer program, comprising program instruc-
tions which upon execution by a processing unit in
a mobile communication terminal cause the process-
ing unit to execute a method in accordance with one
of the claims 1-7.

9. A mobile communication terminal for providing an
electronic signature, the mobile communication ter-
minal comprising a processing unit arranged for ex-
ecuting a method in accordance with one of the
claims 1-7.

10. A system for providing an electronic signature in a
mobile communication terminal, comprising

- a mobile communication network (110) with at
least one base station (111),
- a mobile communication terminal (300) com-
municating with said base station (111),
- a computer network (120),
- a web server (124) operatively connected to
said computer network (120),
- a client computer (122) provided with a web
client, operatively connected to said computer
network (120),
- a gateway (116) operatively interconnecting
said mobile communication network (110) and
said computer network (120),

characterized in that said mobile communication
terminal (300) comprises a processing unit arranged
for executing a method in accordance with one of
the claims 1-7.

11. A system according to claim 10,
wherein said web server (124) executes an ordering
and registration process that permits the registering
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of a user via the web client in the client computer
(122) and downloading of a specially adapted termi-
nal application from the web server (124) to said mo-
bile communication terminal (300).

12. A system according to claim 11,
wherein a program code of said specially adapted
terminal application is marked with a unique identifier
and a unique basic key.

13. A system according to one of the claims 11-12,
further comprising a verification server (130) execut-
ing a verification process (214) configured to verify
said electronic signature provided in said mobile
communication terminal.

Patentansprüche

1. Verfahren zum Bereitstellen einer elektronischen Si-
gnatur, ausgeführt von einer Verarbeitungseinheit in
einem Endgerät, wobei das Verfahren die folgenden
Schritte aufweist:

- Abrufen eines Basis-Schlüssels aus einem
Speicherbereich in dem Endgerät;
- Eingeben von Daten von einem Benutzer;
- Erzeugen eines dynamischen Schlüssels ba-
sierend auf dem Basis-Schlüssel und den Ein-
gabedaten;
- Empfangen einer elektronischen Nachricht;
und
- Erzeugen einer elektronischen Signatur für die
Nachricht unter Verwendung des erzeugten dy-
namischen Schlüssels,

dadurch charakterisiert, dass
der Schritt des Eingebens von Daten von einem Be-
nutzer das Eingeben eines Berechtigungsnachwei-
ses von dem Benutzer aufweist,
das Endgerät ein Mobilkommunikationsendgerät ist,
eingerichtet zur Kommunikation mit einem Mobil-
kommunikationsnetzwerk wie beispielsweise einem
GSM-, UMTS- oder 3G-Netzwerk, wobei das mobile
Endgerät die Verarbeitungseinheit enthält, die das
Verfahren ausführt, und
der Schritt des Abrufens eines Basis-Schlüssels das
Eingeben des Basis-Schlüssels von einem ausführ-
baren Code-Teil einer Endgerätanwendung, die in
das Mobilkommunikationsendgerät heruntergela-
den wurde, aufweist, wobei der Code-Teil in dem
Speicherbereich in dem Mobilkommunikationsend-
gerät enthalten ist.

2. Verfahren gemäß Anspruch 1, wobei mindestens
der Basis-Schlüssel in dem ausführbaren Code-Teil
verschleiert ist.

3. Verfahren gemäß einem der Ansprüche 1 bis 2, wo-
bei der Schritt des Erzeugens eines dynamischen
Schlüssels basierend auf dem Basis-Schlüssel und
dem Berechtigungsnachweis ferner auf einem ab-
gerufenen Zählerwert von einem Zähler in dem End-
gerät durch Eingeben des Zählerwerts von einem
Lese/Schreibe-Speicher in dem Endgerät basiert.

4. Verfahren gemäß einem der Ansprüche 1 bis 3, wo-
bei der Schritt des Eingebens eines Berechtigungs-
nachweises aufweist:
Abrufen eines Passworts von einem Benutzer.

5. Verfahren gemäß einem der Ansprüche 1 bis 4, wo-
bei der Schritt des Erzeugens eines dynamischen
Schlüssels aufweist:
Verwendung des Basis-Schlüssels, des Zählerwerts
und des Berechtigungsnachweises als Eingabe.

6. Verfahren gemäß einem der Ansprüche 1 bis 5, fer-
ner aufweisend den Schritt des

- Sendens einer signierten Nachricht, aufwei-
send die elektronische Nachricht und die er-
zeugte Signatur, an einen Verifikationsserver.

7. Verfahren gemäß Anspruch 6, wobei auch der Zäh-
lerwert und der eindeutige Identifikator an den Veri-
fikationsserver gesendet werden.

8. Computerprogramm, das Programminstruktionen
enthält, die bei Ausführung durch eine Verarbei-
tungseinheit in einem Mobilkommunikationsendge-
rät die Verarbeitungseinheit dazu bringen, ein Ver-
fahren gemäß einem der Ansprüche 1 bis 7 auszu-
führen.

9. Mobilkommunikationsendgerät zum Bereitstellen ei-
ner elektronischen Signatur, wobei das Mobilkom-
munikationsendgerät eine Verarbeitungseinheit auf-
weist, die zum Durchführen eines Verfahrens gemäß
einem der Ansprüche 1 bis 7 eingerichtet ist.

10. System zum Bereitstellen einer elektronischen Sig-
natur in einem Mobilkommunikationsendgerät, auf-
weisend

- ein Mobilkommunikationsnetzwerk (110) mit
mindestens einer Basisstation (111),
- ein Mobilkommunikationsendgerät (300), das
mit der Basisstation (111) kommuniziert,
- ein Computernetzwerk,
- einen Web-Server (124), der operativ mit dem
Computernetzwerk (120) verbunden ist,
- einen Client-Computer (122), versehen mit ei-
nem Web-Client, der operativ mit dem Compu-
ternetzwerk (120) verbunden ist,
- ein Gateway (116), das das Mobilkommunika-
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tionsnetzwerk (110) und das Computernetz-
werk operativ verbindet,

dadurch charakterisiert, dass das Mobilkommunika-
tionsendgerät (300) eine Verarbeitungseinheit auf-
weist, die zum Durchführen eines Verfahrens gemäß
einem der Ansprüche 1 bis 7 eingerichtet ist.

11. System gemäß Anspruch 10,
wobei der Web-Server (124) einen Ordnungs- und
Registrierungsprozess durchführt, der das Regist-
rieren eines Benutzers über den Web-Client in dem
Client-Computer (122) und Herunterladen einer spe-
ziell eingerichteten Endgerätanwendung von dem
Web-Server (124) auf das Mobilkommunikations-
endgerät (300) erlaubt.

12. System gemäß Anspruch 11,
wobei der Programmcode der speziell eingerichte-
ten Endgeräteanwendung mit einem eindeutigen
Identifikator und einem eindeutigen Basisschlüssel
markiert ist.

13. System gemäß einem der Ansprüche 11-12,
ferner aufweisend einen Verifikationsserver (130),
der einen Verifikationsprozess (214) durchführt, ein-
gerichtet zum Verifizieren der in dem Mobilkommu-
nikationsendgerät bereitgestellten elektronischen
Signatur.

Revendications

1. Procédé pour produire une signature électronique,
mis en oeuvre par une unité de traitement dans un
terminal, dans lequel le procédé comprend les éta-
pes suivantes :

- extraire une clé de base dans une zone de
mémoire du terminal ;
- introduire des données d’utilisateur ;
- engendrer une clé dynamique sur la base de
la clé de base et des données d’entrée ;
- recevoir un message électronique ; et
- engendrer une signature électronique pour le
message, à l’aide de la clé dynamique engen-
drée, caractérisé en ce que :

l’étape d’introduction de données d’un utili-
sateur inclut l’introduction d’un justificatif
d’identité de l’utilisateur,
le terminal est un terminal de communica-
tion mobile conçu pour la communication
avec un réseau de communication mobile,
tel qu’un réseau GSM, UMTS ou 3G, le ter-
minal mobile contenant l’unité de traitement
qui met en oeuvre le procédé, et
l’étape d’extraction d’une clé de base com-

prend l’introduction de la clé de base depuis
une portion de code exécutable d’une ap-
plication de terminal qui a été téléchargée
dans le terminal de communication mobile,
la portion de code étant contenue dans la
zone de mémoire du terminal de communi-
cation mobile.

2. Procédé selon la revendication 1, dans lequel au
moins la clé de base est brouillée dans ladite portion
de code exécutable.

3. Procédé selon l’une des revendications 1 et 2, dans
lequel l’étape de génération d’une clé dynamique
sur la base de la clé de base et du justificatif d’identité
se fonde en outre sur une valeur de compteur ex-
traite, provenant d’un compteur du terminal, en in-
troduisant la valeur de compteur à partir d’une mé-
moire vive du terminal.

4. Procédé selon l’une des revendications 1 à 3, dans
lequel l’étape d’introduction d’un justificatif d’identité
comprend :
l’extraction d’un mot de passe de l’utilisateur.

5. Procédé selon l’une des revendications 1 à 4, dans
lequel l’étape de génération d’une clé dynamique
comprend :
l’utilisation de la clé de base, de la valeur de comp-
teur et du justificatif d’identité en tant qu’entrée.

6. Procédé selon l’une des revendications 1 à 5, com-
prenant en outre l’étape consistant à :

- envoyer un message signé comprenant le
message électronique et la signature engen-
drée, à un serveur de vérification.

7. Procédé selon la revendication 6, dans lequel la va-
leur de compteur et l’identificateur unique sont éga-
lement envoyés au serveur de vérification.

8. Programme informatique comprenant des instruc-
tions de programme qui, lors de leur exécution par
une unité de traitement dans un terminal de commu-
nication mobile font mettre en oeuvre à l’unité de
traitement un procédé selon l’une des revendica-
tions 1 à 7.

9. Terminal de communication mobile permettant de
produire une signature électronique, le terminal de
communication mobile comprenant une unité de trai-
tement conçue pour mettre en oeuvre un procédé
selon l’une des revendications 1 à 7.

10. Système permettant de produire une signature élec-
tronique dans un terminal de communication mobile,
comprenant :
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- un réseau de communication mobile (110)
comportant au moins une station de base (111),
- un terminal de communication mobile (300)
communiquant avec ladite station de base
(111),
- un réseau d’ordinateurs (120),
- un serveur Web (124) fonctionnellement con-
necté audit réseau d’ordinateurs (120),
- un ordinateur client (122) pourvu d’un client
Web, fonctionnellement connecté audit réseau
d’ordinateurs (120),
- une passerelle (116) interconnectant fonction-
nellement ledit réseau de communication mobi-
le (110) et ledit réseau d’ordinateurs (120), ca-
ractérisé en ce que ledit terminal de commu-
nication mobile (300) comprend une unité de
traitement conçue pour mettre en oeuvre un pro-
cédé selon l’une des revendications 1 à 7.

11. Système selon la revendication 10,
dans lequel ledit serveur Web (124) exécute un pro-
cessus de commande et d’enregistrement qui per-
met l’enregistrement d’un utilisateur par le biais du
client Web de l’ordinateur client (122) et le téléchar-
gement d’une application de terminal spécialement
adaptée, du serveur Web (124) vers ledit terminal
de communication mobile (300).

12. Système selon la revendication 11,
dans lequel un code de programme de ladite appli-
cation de terminal spécialement adaptée est marqué
avec un identificateur unique et une clé de base uni-
que.

13. Système selon l’une des revendications 11 et 12,
comprenant en outre un serveur de vérification (130)
exécutant un processus de vérification (214) conçu
pour vérifier ladite signature électronique produite
dans ledit terminal de communication mobile.
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