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(54) Measuring network performance parameters in data communication networks

(57) Data cells traversing an Asynchronous Trans-
fer Mode (ATM) network (10) are passively monitored
by probes at two spaced points (12,14). A filtering char-
acteristic is applied to select cells comparatively infre-
quently, and timestamps or sequence numbers (or both)
for the cells selected at each point are forwarded to a
comparator (28). The comparator identifies similarities

in the temporal patterns of intervals between times-
tamps received from each probe, and uses these simi-
larities to identify and correlate timestamps relating to
occurrence of the same cell at the two monitored points.
The correlated timestamps are used to determine pa-
rameters indicative of the performance of the network,
such as one-way delay, variation in that delay, and rate
of cell loss.
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Description

Technical Field

[0001] This invention relates to methods and appara-
tus for measuring one or more network performance pa-
rameters in a data communication network, for example
the one-way delay of data packets or cells (or similar
data items) transferred through such a network or the
proportion of data items lost in transit.

Background Art

[0002] The continuing explosive growth in telecom-
munications traffic has led to the development of various
techniques for providing users with telecommunications
service and charging for it, and for monitoring and man-
aging operation of telecommunications networks to op-
timise service to users and financial return to operators.
For example, network operators will typically want to
monitor various parameters relating a network's per-
formance, in part to ensure the network's constituent
components are functioning correctly. In addition, an op-
erator may negotiate a charge structure with a user un-
der which the charges payable by the user are related
to the "quality of service" (as defined in terms of one or
more network performance parameters) demanded by
the user in advance or experienced during actual use.
In this case both the operator and the user will wish to
know what quality of service was actually attained, by
reference to measurements of the relevant performance
parameter(s).
[0003] To provide flexible and robust operation, data
communication networks typically divide a data stream
to be communicated across the network into a series of
data patterns or items; these items are known by various
names, depending on the network technology in use,
such as packets in Ethernet networks, cells in Asynchro-
nous Transfer Mode (ATM) networks, or frames in
Frame Relay networks. For simplicity the term cell is
used in the following description, with reference to ATM
network technology, it being understood that this term
in intended to embrace similar data patterns or items
normally identified in other contexts by alternative ter-
minologies (such as packets and frames).
[0004] Network performance parameters of interest
typically include the proportion of data cells which are
not successfully delivered to their intended destination
(e.g. because of loss due to network congestion), the
propagation delay between transmission of a cell into
the network by a sending station and arrival of the cell
at the receiving station, and variation of that delay with
time.
[0005] It is an object of this invention to provide a
method and apparatus which facilitate the measure-
ment of network performance parameters.

Disclosure of Invention

[0006] According to one aspect of this invention there
is provided a method of non-intrusively measuring a per-
formance parameter of a data communication network
which delivers data items in order of transmission, com-
prising the steps of:

- observing data items at a first location in the net-
work;

- selecting data items whose contents match a first
selection criterion;

- storing an indication of order of occurrence at said
first location of each data item selected in accord-
ance with said first selection criterion;

- observing data items at a second location in the net-
work;

- selecting data items whose contents match a sec-
ond selection criterion;

- storing an indication of order of occurrence at said
second location of each data item selected in ac-
cordance with said second selection criterion;

- correlating sequences of data items occurring at
said first and second locations in terms of patterns
of occurrence at said first and second locations and
of said first and second selection criteria; and

- determining a network performance parameter from
said correlated sequences.

[0007] According to another aspect of this invention
there is provided a method of selecting data items, com-
prising the steps of:

- generating a value corresponding to a data item;
- generating a compressed index from contents of

the data item;
- storing said value in a sequence of consecutive

storage locations selected from a plurality of such
locations, each storage location being able to hold
a predetermined maximum number of values, and
said sequence of consecutive storage locations be-
ing determined starting at a predetermined location
and in dependence upon said index and upon
whether each storage location has already been se-
lected for storage of more than said maximum
number of values; and

- after a predetermined time interval supplying the
values stored in at least the first storage location
which, in sequence from said predetermined loca-
tion, has been selected for storage of at most said
maximum number of values.

Brief Description of Drawings

[0008] A method and apparatus in accordance with
this invention, for non-intrusively measuring a perform-
ance parameter (such as cell transport delay) of an ATM
data communications network, will now be described,
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by way of example, with reference to the accompanying
drawings, in which:

Figure 1 shows an arrangement for passive
monitoring of cells traversing an
ATM data communications network;

Figure 2 illustrates correlation of occurrence
of data cells at two spaced locations
in a network;

Figures 3 and 4 show a process for filtering data
cells at each of two spaced points in
a network; and

Figure 5 is a flowchart of a process for match-
ing timestamps for cells observed at
these two spaced points.

Best Mode for Carrying Out the Invention, & Industrial
Applicability

[0009] Referring to Figure 1, a network 10 is shown
for carrying data using Asynchronous Transfer Mode
technology; this technology itself is now well document-
ed in the relevant technical literature and does not form
part of this invention, and accordingly need not be de-
scribed in detail here. The network has an ingress point
and an egress point, and it is desired to measure various
parameters relating to the transfer of ATM data cells be-
tween these two points. To this end two filter probes 12
and 14 are passively connected to links 16 and 18 in the
network 10, adjacent the ingress and egress points re-
spectively. The monitoring is passive in the sense that
the operation of the links 16 and 18 is undisturbed by
the presence of the probes 12 and 14, which simply
make copies of at least part of the contents of some of
the cells traversing the links.
[0010] Each probe comprises an interface 20, a proc-
essor 22 operating under the control of software pro-
gram instructions in a memory 24 (which is also used
for data storage), and a real-time clock 26. The interfac-
es 20 couple the probes 12 and 14 to the links 16 and
18 in such a way that the operating characteristics of the
links are not altered. In the case of optical links, for ex-
ample, the interfaces 20 may comprise optical power
splitters; for electrical links they may be bridging isola-
tors, or in the case of an Ethernet network LAN taps may
be used.
[0011] The probes 12 and 14 monitor the data pat-
terns comprised by the ATM data cells traversing the
links, and select a sub-set of them. Data relating to time
of occurrence of these selected cells (though not the
cells themselves) are forwarded to a correlator 28,
which may be co-located with one of the probes or re-
mote from both of them, via a communications link 30
which for example may be a LAN. The correlator 28 may
comprise a suitably programmed general-purpose data
processor, and uses the timing data to match occurrenc-
es of the same cell at each of the points monitored by
the probes and then derive the required quality of serv-

ice metric or metrics.
[0012] The first probe 12, which is monitoring cells at
the ingress to the network 10, applies a filtering charac-
teristic to the contents of each cell traversing the link 16,
using a part of the cell contents that is invariant as the
cell traverses the network, as described below. This fil-
tering characteristic is arranged to be sufficiently dis-
criminating that a majority of cells are not selected by
the filter.
[0013] If a cell is selected a timestamp (the ingress
timestamp) for the time of occurrence of that cell on the
link 16 is generated by reference to the real-time clock
26 in the probe 12, and forwarded by the probe to the
correlator 28. Nothing which independently identifies
the cell itself or its contents is generated, stored or for-
warded by the probe.
[0014] The second probe 14 operates in the same
way to select cells traversing the link 18, using the same
filtering characteristic as the probe 12, to forward times-
tamps (egress timestamps) for the occurrence of the se-
lected cells to the correlator 28. The period during which
the probe 14 selects cells is synchronised with that dur-
ing the probe 12 performs selection, for example using
the known Network Time Protocol.
[0015] Because the second probe 14 uses the same
filtering characteristic as the first probe 12, both probes
forward to the correlator 28 timestamps in respect of oc-
currence of the same cells at the ingress and egress of
the network. As noted above, the discriminating nature
of the filtering characteristic provides for timestamps to
be generated only rarely relative to the occurrence of
cells which have traversed the network. As a result the
correlator 28 can correlate ingress and egress times-
tamps relating to occurrence of the same cell by exam-
ining the temporal patterns of the sequences of ingress
and egress timestamps, and in particular the patterns of
time intervals between successive timestamps generat-
ed by each probe. For example, a timestamp terminat-
ing a long gap in the ingress sequence is likely to cor-
respond to the same cell as a timestamp terminating a
long gap of similar length in the egress sequence and
occurring slightly later, as shown in Figure 2. Referring
to Figure 2, each block in the upper and lower lines rep-
resents a cell occurring at the network ingress and
egress respectively. Shaded blocks indicate cells which
are selected and for which timestamps are generated
by the probes 12 and 14. The long gap between the
fourth and fifth timestamped cells at the ingress point,
and the similar and slightly later long gap between the
fourth and fifth timestamped cells at the egress point can
be taken as indicating that the fourth timestamped cells
in each sequence correspond to one another and that
the fifth timestamped cells in each sequence likewise
correspond.
[0016] After ingress and egress timestamps corre-
sponding to occurrence of the same cell at the two mon-
itored points have been matched, the transport delay
across the network 10 is determined by subtracting the
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value of the ingress timestamp from the value of the cor-
responding egress timestamp. In the case of "one-way"
delay measurements the real-time clocks 26 in the
probes 12 and 14 must be synchronised to a precision
better than the minimum delay interval being measured.
[0017] Each probe 12 and 14 can also be arranged to
send to the correlator 28 a cell sequence number for a
timestamped cell, in addition to the timestamp itself.
This cell sequence number is generated by the relevant
probe, by incrementing a counter for every cell observed
(prior to applying the filtering characteristic) at the point
monitored by the probe. The correlator 28 can then de-
termine the number of cells which have passed the in-
gress point between timestamped cells by subtracting
the cell sequence number for the nth cell for which a
timestamp is supplied by the probe 12 from the cell se-
quence number for the (n+1)th cell for which a timestamp
is likewise supplied. This cell count for the ingress point
(Ningress) can be compared with a cell count (Negress)
determined in the same manner for the cells observed
at the egress point which have been previously identi-
fied, as described above, as corresponding to the nth

and (n+1)th timestamped cells at the ingress point. The
extent if any to which the egress cell count is less than
the ingress cell count indicates how many cells have
been lost in traversing the network between the ingress
and egress points. Thus the cell loss can be determined
as loss = Ningress - Negress.
[0018] The pattern of successive cell counts for the
ingress and egress points can also be used by the cor-
relator 28 to correlate occurrence of the same cell at the
ingress and egress points, either to augment the use of
timestamps for this purpose as described above, or as
an alternative, method of performing the correlation.
[0019] Further details will now be given, with refer-
ence to Figures 3 to 5, of implementation of the filtering
characteristic used by the probes 12 and 14, and of the
correlation performed by the correlator 28.
[0020] The filtering characteristic used is capable of
dynamically adjusting its selectivity so that no more than
a predetermined number of cells is selected during a
predetermined filtering time interval, irrespective of var-
iations in the number of cells traversing the monitored
point. The timestamps for the selected cells are made
available at the end of each filtering time interval.
[0021] The filter process requires two parameters to
be specified:

- y, the desired maximum number of timestamps to
be supplied during the predetermined filtering time
interval; and

- x, the number of steps in an adjustable filter selec-
tivity, where each step increases the selectivity by
a power of two; thus the average selectivity can be
varied from "select all cells for timestamping" (=20),
through "select on average half the cells for times-
tamping" (=21), "select on average one quarter of
the cells" (=22), etc. to "select on average only one

cell in 2(x-1)" and "select on average only one cell in
2x".

These parameters are used to define the size of a table
32 (Figure 3) for temporarily storing timestamps τ during
the filtering time interval, and the total number of col-
umn-overflow flags in a flag array 34. The table has y
rows and x+1 columns (in the example shown in Figure
3, 16 rows for 16 timestamps maximum, and 33 col-
umns), and the flag array contains x+1 flags.
[0022] At the start of each filtering time interval the
table 32 is cleared of any timestamps stored in the pre-
vious interval and the flags in the flag array 34 are reset.
Each cell passing the probe monitoring point during the
filtering time interval is processed as follows (the para-
graph numbers correspond to the numbered arrows in
Figure 3):

1 - Typically only certain cells in an ATM network
will be of interest, such as those relating to a partic-
ular data connection. These cells can be identified
by examining information in the cell header, such
as the virtual circuit (VC) to which the cell relates.
If a cell has a required value in the VC field a times-
tamp τ is generated by reference to the real-time
clock in the probe, and the cell is forwarded for fil-
tering.
2 - A part of the cell which is invariant as the cell
traverses the network (e.g. the cell's data payload)
is used to generate a hashed value (i.e. a com-
pressed value which is repeatably derivable from
the invariant cell portion and which can be used as
an index). The hashed value is x bits in length. One
example of a convenient hashing technique is the
cyclic redundancy check (CRC) algorithm used to
generate check codes for data payloads. Thus the
CRC-32 polynomial for generating the CRC code
for an ATM AAL-5 payload data unit can be used to
generate the required 32-bit hashed value.
3 - Starting from a predetermined end of the hashed
index value, e.g. the lowest significant bit, the total
number of successive bits which have a value of 1
is counted, resulting in a value m between 0 and x
(x=32 in this case). In the example hashed value
shown in Figure 3 (01110010 11010001 10111001
01101111), this count m is 4.
4 - For every one of the 0th to mth columns in the
table 32 which has not overflowed (as indicated by
the respective flag in the flag array 34), the times-
tamp τ determined at step 1 is stored in the next
free row of the column. In the example shown in Fig-
ure 3, the columns 0 and 1 have overflowed, as in-
dicated by the respective column-overflow flag's be-
ing set (represented by a cross). The timestamp τ
is stored in the free rows labelled 12, 6 and 3 of the
columns 2, 3 and 4 respectively, as indicated by the
italic symbol τ. If any of the 0th to mth columns is
found to be already full (i.e. it contains y times-
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tamps) but the column-overflow flag is not yet set,
then the flag value is toggled to indicate that over-
flow has now occurred.

[0023] At the end of the filtering time interval, the col-
umn of the table 32 which contains the most entries but
for which the respective column-overflow flag is not set
is selected, and the timestamps τ that column contains
are supplied to the correlator 28. In the present applica-
tion, where correlation between two autonomous
probes is desired, the contents of the adjacent higher-
numbered column are also forwarded. This facilitates
the correlation process even if the probes have made
slightly different choices about which column should re-
ceive a timestamp for a particular cell passing the two
monitored points (e.g. as a result of cell loss within the
ATM network, or because of slight asynchrony in the oc-
currence of the filtering time intervals in the two probes).
In the example shown in Figure 4, columns 0 to 10 have
their column-overflow flags set and are ignored. The
timestamps in columns 11 and 12 are forwarded to the
correlator 28.
[0024] The values stored in the table 32 are times-
tamps in this instance, because timestamps are desired
for the purpose of subsequent correlation of occurrence
of cells at the monitoring points. The filter process de-
scribed above can be used in other environments, in
which case other kinds of values may be stored in the
table 32, depending on the intended use of the filtered
data.
[0025] As previously noted, the correlation process
relies on the fact that cells are only rarely selected for
forwarding of timestamps to the correlator 28. Thus the
period between timestamps is much longer than the
maximum delay to be measured (e.g. one to two orders
of magnitude greater). For example, if the filtering time
interval is five minutes, and the number of samples is
limited to 16, a cell timestamp will be selected for for-
warding on average only once every 18-19 seconds, as-
suming cells whose timestamps are selected are evenly
distributed over the filtering time interval. This is suffi-
ciently infrequent to enable network delays of the order
of hundreds of milliseconds to be measured effectively.
[0026] Correlation of the timestamps from the two
probes 12 and 14 is accomplished by matching the
timestamp values, as follows (see Figure 5):

- (a) Select each timestamp in turn from the set for-
warded by one of the probes (step 36 in Figure 5).

- (b) Search through the timestamps forwarded by
the other probe, seeking a matching timestamp
which matches the selected timestamp to within a
predetermined tolerance which is no greater than
the expected maximum delay across the network
plus the maximum error in synchronisation of the
probes' clocks (steps 38, 40, 42).

- (c) If a matching timestamp is found, check that it is
the only matching timestamp within the permitted

tolerance (steps 44, 46, 48). If any more are found,
the filtering characteristic has selected cells which
occur close together, so a reliable match cannot be
made and the timestamp selected at step 36 should
be discarded (step 50).

- (d) If no matching timestamp can be found, discard
the timestamp selected at step 36 (step 50). This
may occur because the cell corresponding to the
selected timestamp was lost as it traversed the net-
work between the probes, or because the filtering
time intervals of the two probes were not precisely
synchronised.

[0027] Once the timestamps from the two probes
have been matched the required performance parame-
ter(s) are determined (step 52). For example, the trans-
port delay between the probes for the corresponding
cells is determined by subtracting the earlier timestamp
from the later one in each pair.
[0028] A similar technique can be used for correlating
sequence numbers to match occurrences of the same
cell at the two probes, as mentioned earlier.

Claims

1. A method of non-intrusively measuring a perform-
ance parameter of a data communication network
which delivers data items in order of transmission,
comprising the steps of:

- observing data items at a first location (12) in
the network (10);

- selecting data items whose contents match a
first selection criterion;

- storing an indication of order of occurrence (τ)
at said first location of each data item selected
in accordance with said first selection criterion;

- observing data items at a second location (14)
in the network;

- selecting data items whose contents match a
second selection criterion;

- storing an indication of order of occurrence (τ)
at said second location of each data item se-
lected in accordance with said second selection
criterion;

- correlating (28) sequences of data items occur-
ring at said first and second locations in terms
of patterns of occurrence at said first and sec-
ond locations and of said first and second se-
lection criteria; and

- determining a network performance parameter
from said correlated sequences.

2. The method of claim 1, wherein said indication of
order of occurrence comprises a timestamp (τ) in-
dicating time of observation of the data item at a
location.
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3. The method of claim 1, wherein said indication of
order of occurrence comprises a sequence number
indicating ordinal position of the data item in a se-
quence of data items observed at a location.

4. The method of any one of the preceding claims,
wherein the network performance parameter meas-
ured is one-way delay of data items transferred
through the network, variation of that delay, or pro-
portion of data items lost during transfer.

5. The method of any one of the preceding claims,
wherein the network is an asynchronous transfer
mode network.

6. The method of any one of the preceding claims,
wherein the first and second selection criteria are
the same as one another.

7. The method of any one of the preceding claims,
wherein the first and second selection criteria are
varied dynamically according to the characteristics
of data items traversing the network.

8. The method of any one of the preceding claims,
wherein the data items are any one of packets, cells
and frames.

9. A method of selecting data items, comprising the
steps of:

- generating a value (τ) corresponding to a data
item;

- generating a compressed index from contents
of the data item;

- storing said value in a sequence of consecutive
storage locations (32) selected from a plurality
of such locations, each storage location being
able to hold a predetermined maximum number
of values, and said sequence of consecutive
storage locations being determined starting at
a predetermined location and in dependence
upon said index and upon whether each stor-
age location has already been selected for stor-
age of more than said maximum number of val-
ues; and

- after a predetermined time interval supplying
the values stored in at least the first storage lo-
cation which, in sequence from said predeter-
mined location, has been selected for storage
of at most said maximum number of values.

10. The method of claim 9, wherein said value differs
from the data item itself.

11. The method of claim 10, wherein said value is a
timestamp (τ) indicating time of observation of the
data item at a location, or a sequence number indi-

cating ordinal position of the data item in a se-
quence of data items observed at a location.

12. The method of any one of claims 9 to 11, wherein
said index is derived by hashing the contents of the
data item.

13. The method of claim 12, wherein said index is de-
rived by counting the number of consecutive sym-
bols of the hashed contents of the data item which
have a predetermined value.
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