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Description

Technical Field

[0001] The present invention relates to an identifying
device for personal identification using biometrics infor-
mation such as iris, face, blood vessel pattern, auricle,
fingerprint, palm print or hand print, for example, and par-
ticularly to an identifying device having a living-body de-
tecting function for detecting if a living body portion, for
which the biometrics information is to be sampled, is a
living body or not at sampling of the biometrics informa-
tion from the living body portion of a person to be identi-
fied.

Background Art

[0002] Small-sized information equipment including a
cellular phone and a Personal Digital Assistant (PDA)
has become capable of connection to a network and stor-
age of a large amount of personal information with recent
sophistication of functions, and a demand for improve-
ment of security function in such equipment is extremely
high.
[0003] In order to ensure security in such equipment,
personal identification using a password or ID (IDentifi-
acton) card, which has been widely used, may be em-
ployed. However, the password or ID card has a high risk
of plagiarism, and realization of more reliable personal
identification (identification that a user of equipment is
the user himself/herself registered in advance) is in a
strong demand. Personal identification by biometrics in-
formation is highly reliable and considered to be able to
satisfy the above demand. Particularly, use of a finger-
print as the biometrics information is convenient.
[0004] When the fingerprint is used as the biometrics
information for personal identification, a fingerprint (pat-
tern consisting of ridge lines, which can contact with a
sampling surface of a fingerprint sensor, and valley lines,
which do not contact with the sampling surface) is sam-
pled by a capacitance type fingerprint sensor or an optical
fingerprint sensor from a finger of a person to be identified
as image information. Then, by extracting characteristic
information (position information on branch points and
end points, for example) from a foreground of the finger-
print image (ridge line image, for example) and by veri-
fying the extracted characteristic information with regis-
tered characteristic information of the person to be iden-
tified that was registered in advance, determination is
made if the person to be identified is the person himself/
herself, that is, personal identification is performed.
[0005] A general fingerprint sensor for sampling a fin-
gerprint image from a person to be identified (hereinafter
referred to as planar finger sensor in some cases) usually
has a sensor surface (sampling surface) larger than the
size of a finger. However, in order to mount a fingerprint
sensor in small-sized information equipment such as a
cellular phone and PDA, the size of the sensor surface

is made smaller than that of a finger and a plurality of
partial images continuously sampled through the sensor
surface are integrated to obtain an image of the entire
fingerprint.
[0006] Such a situation is handled by a sweep type
fingerprint sensor. This sweep type fingerprint sensor has
a rectangular sampling surface (sensor surface/image
pickup surface) with the length sufficiently shorter than
that of a finger and having a small area. Attempts are
made such that, by moving a finger with respect to the
sampling surface or by moving the sampling surface (fin-
gerprint sensor) with respect to the finger, a plurality of
partial images of a fingerprint of the finger is continuously
sampled and the entire fingerprint image of the finger is
reconfigured from the sampled plural partial images.
Note that, the above relative movement of the finger with
respect to the sampling surface is referred to as "Sweep".
Moreover, information of minutiae (branch points or end
points of ridge lines) is extracted/generated from the
reconfigured fingerprint image, and the above personal
identification is performed based on the information.
[0007] In a personal identification system using a fin-
gerprint as above, illegal use using a forged fingerprint
has been pointed out as one of problems in realizing more
reliable personal identification. That is, in the system us-
ing fingerprints, there is a possibility that a finger having
a forged fingerprint is artificially made and impersonation
might be committed using the artificial finger. And the
illegal use by impersonation might undermine reliability
of the system.
[0008] When silicon or rubber is used as a material for
the artificial finger, since these materials do not conduct
electricity and a capacitance type fingerprint sensor does
not have a function to sample a fingerprint image from
an artificial finger made of silicon or an artificial finger
made of rubber, the above illegal use can not be com-
mitted. The optical fingerprint sensor can not sample a
fingerprint image from an artificial finger made of silicon
or an artificial finger made of rubber in principle, either.
[0009] However, it is pointed out that, if gummy sub-
stance (substance having the same water content as a
human finger, obtained by gelatinizing a gelatin solution)
with composition extremely close to that on a human skin
is used as the material for the artificial finger, since the
gummy substance conducts electricity, the capacitance
type fingerprint sensor or optical fingerprint sensor can
sample a fingerprint image from the artificial finger made
of gummy substance, which enables illegal use by im-
personation.
[0010] Then, the above-mentioned planar fingerprint
sensor has employed a method to detect if a finger, for
which a fingerprint image is being sampled, is a living
body or not while the finger is placed on a sensor surface
of the planar fingerprint sensor to prevent impersonation
(illegal use using a forged fingerprint) by an artificial finger
(forged fingerprint (See the following Patent Documents
1 to 8, for example).
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Patent Document 1: Japanese Patent Laid-Open
(Kokai) No. Sho 62-74173
Patent Document 2: Japanese Patent Laid-Open
(Kokai) No. Hei 2-110780
Patent Document 3: Japanese Patent Laid-Open
(Kokai) No. Hei 2-144684
Patent Document 4: Japanese Patent Laid-Open
(Kokai) No. Hei 2-144685
Patent Document 5: Japanese Patent Laid-Open
(Kokai) No. Hei 2-259969
Patent Document 6: Japanese Patent Laid-Open
(Kokai) No. Hei 6-187430
Patent Document 7: Japanese Patent Laid-Open
(Kokai) No. Hei 11-45338
Patent Document 8: Japanese Patent Laid-Open
(Kokai) No. 2000-172833

[0011] On the other hand, with the above-mentioned
sweep type fingerprint sensor, the finger should be
moved with respect to the rectangular sampling surface
in a strip state to sample a fingerprint image, and the
sweep type fingerprint sensor can not detect if the finger,
for which the fingerprint is to be sampled, is a living body
or not with the methods disclosed in the above Patent
Documents 1 to 8. A detection surface for detecting a
living body may be provided in addition to the rectangular
sampling surface so that fingerprint sampling and living-
body detection can be performed separately. However,
in this case, illegal use by impersonation is possible by
using a real finger (living body) on the detection surface
while using a forged fingerprint on the rectangular sam-
pling surface. Therefore, reliable detection on whether
the finger, for which a fingerprint image is just being sam-
pled, on the rectangular sampling surface of the sweep
type fingerprint sensor is a living body or not is in demand.
[0012] Moreover, personal identification using image
information of iris, face, auricle or the like as biometrics
information is known other than the personal identifica-
tion using a fingerprint as biometrics information. In this
case, a picture of an iris, face, auricle or the like is taken
by a camera and characteristic information is extracted
from the captured image, and the extracted characteristic
information is verified with registered characteristic infor-
mation of a person to be identified, which is registered in
advance, so as to determine if the person to be identified
is the person himself/herself, that is, to perform personal
identification. However, even in this personal identifica-
tion, illegal use by impersonation is possible by present-
ing a display device displaying a high-definition dynamic
image or a still image or presenting a printed matter on
which a high-definition image is printed out. Therefore,
even in the case of personal identification using image
information of iris, face, auricle or the like as biometrics
information, reliable detection on whether the iris, face,
auricle or the like being captured by a camera as biomet-
rics information is a forged one such as a display or a
printed matter is in demand.
[0013] US-A-6, 144, 757 concerns an organism iden-

tification system that can identify whether or not a finger-
print image input object is a living body at a fingerprint
collating time. A finger collator slides his finger at the time
of inputting a fingerprint image. Meanwhile the finger is
contact with bioelectric potential lead-out portions and a
bioelectric potential grounding portion. Sliding of the fin-
ger causes a variation in the muscle potential of the fin-
ger. The bioelectric potential lead-out portions and the
bioelectric potential grounding portion output electric sig-
nals corresponding to the potential variation to a bioelec-
tric signal amplification section. The bioelectric signal
amplification section amplifies the difference between
electric signals from the bioelectric potential lead-out por-
tions while the bioelectric potential grounding portion is
at the ground potential. A signal peculiar to a living body
is generated by sliding the finger. When an illegal person
slides a replica, a variationless signal occurs. The bioe-
lectric signal identification section identifies a living body
based on differences in the signals.
[0014] JP 2003331268 (A) is concerned with providing
an authentication means high in forgery-proof property,
by detecting whether a person to be authenticated is liv-
ing or not upon personal authentication. A plurality of vein
images of a finger are taken by light emitted from a light
source to the finger and then passing through the finger.
The personal authentication is performed by comparison
with a vein pattern registered in a recording means based
on the vein images calculated by a image calculation
circuit. At the same time, pulsation is detected by meas-
urement of a time change in brightness value in the inside
of the outline of the finger in the finger images, so that
the determination is made whether the person to be au-
thenticated is living or not.
[0015] The present invention was made in view of the
problems stated above and has an object to surely pre-
clude illegal use by impersonation using a forged finger-
print or the like and to realize more reliable personal iden-
tification by enabling reliable detection on whether a living
body portion, for which a fingerprint image is being sam-
pled, for example by a sweep type fingerprint sensor, is
a living body or not, so that a non-living body such as an
artificial finger made of gummy substance or the like and
a living body can be surely discriminated.

Disclosure Of the Invention

[0016] The present invention provides an identifying
device in accordance with claim 1.
[0017] At this time, the living-body detection surface in
the living-body detecting means may be arranged flush
with or substantially flush with an input surface for the
biometrics information for verification which can contact
with the living body portion in the biometrics information
input section or may be arranged only on either of a mov-
ing direction side of the living body portion and a side
opposite to the moving direction side. Also, the living-
body detection surface in the living-body detecting
means may be comprised by a pair, and the biometrics
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information input section may be arranged between the
pair of living-body detection surfaces.
[0018] The living body portion is a finger of the person
to be identified and the biometrics information input sec-
tion is to sample/input a fingerprint image of the finger
as the biometrics information for verification, and the liv-
ing-body detecting means is constituted to detect a
forged fingerprint. As examples living-body detecting
means is constituted so as to discriminate a living body
from a forged fingerprint as any one of the following (1)
to (9), for example:

(1) The living-body detecting means irradiates light
of a specific wavelength group to the finger, receives
transmitted light of the light from the finger and dis-
criminates a living body from a forged fingerprint
based on the received transmitted light.
(2) The living-body detecting means irradiates light
of a specific wavelength to the finger, receives diffu-
sion light of the light from the finger and discriminates
a living body from a forged fingerprint by detecting
pulsation based on intensity change of the received
diffusion light.
(3) The living-body detecting means irradiates spot
light of a specific wavelength to the finger, receives
diffusion light of the spot light from the finger and
discriminates a living body from a forged fingerprint
based on diffusion degree of the received diffusion
light.
(4) The living-body detecting means irradiates white
light to the finger, detects a color of the finger based
on the light from the finger and discriminates a living
body from a forged fingerprint based on the detected
color.
(5) The living-body detecting means detects a press-
ing force of the finger and discriminates a living body
from a forged fingerprint based on the detected
pressing force.
(6) The living-body detecting means detects an ac-
celeration of the finger and discriminates a living
body from a forged fingerprint based on change of
the detected acceleration.
(7) The living-body detecting means detects an elec-
tric resistance value of the finger and discriminates
a living body from a forged fingerprint based on the
detected electric resistance value.
(8) The biometrics information input section is a fin-
gerprint sensor of a capacitance type or an electric-
field detection type, and the living-body detecting
means applies an electric noise of a specific pattern
to the finger and discriminates a living body from a
forged fingerprint based on appearance situation of
the noise on a fingerprint image sampled by the fin-
gerprint sensor.
(9) In accordance with an embodiment of the inven-
tion. A living-body detecting means samples a blood
vessel pattern in the finger by irradiating light to the
finger and discriminates a living body from a forged

fingerprint based on the sampled blood vessel pat-
tern. Particularly, in this case, the living-body detect-
ing means may sample a blood vessel pattern in the
finger by a line sensor, and an image of the blood
vessel pattern in the finger may be reconfigured from
partial images sampled by the line sensor based on
a fingerprint image sampled by the biometrics infor-
mation input section. Alternatively, the fingerprint im-
age may be reconfigured from partial images sam-
pled by the biometrics information input section
based on an image of the blood vessel pattern in the
finger sampled by the line sensor.

[0019] In the above-mentioned identifying device, the
biometrics information input section may have a width
capable of simultaneously sampling/inputting fingerprint
images of a plurality of fingers as the living body portion.

Brief Description of the Drawings

[0020]

Figs. 1(A) to 1(C) are plan views schematically show-
ing arrangement states of a sensor (sensor surface)
in an identifying device by biometrics information ac-
cording to embodiments of the present invention, re-
spectively
Fig. 2 is a view for explaining image sampling by a
sweep type fingerprint sensor in embodiments of the
present invention;
Fig. 3 is a block diagram showing a construction of
an identifying device (living-body detecting means)
by biometrics information as a first example, not be-
ing an embodiment of the present invention;
Fig. 4 is a block diagram showing a construction of
an identifying device (living-body detecting means)
by biometrics information as a second example, not
being an embodiment of the present invention;
Fig. 5 is a block diagram showing a construction of
a modification of the identifying device (living-body
detecting means) by biometrics information as the
second example :
Fig. 6 is a block diagram showing a construction of
an identifying device (living-body detecting means)
by biometrics information as a third example, not be-
ing an embodiment of the present invention;
Fig. 7 is a block diagram showing a construction of
an identifying device (living-body detecting means)
by biometrics information as a fourth example, not
being an embodiment of the present invention;
Fig. 8 is a view showing an example of a fingerprint
image with a noise sampled in the fourth examlple;
Fig. 9 is a schematic longitudinal sectional view
showing a construction of an identifying device (liv-
ing-body detecting means) by biometrics information
as a fifth example, not being an embodiment of the
present invention;
Fig. 10 is a flowchart for explaining a living-body de-
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termination procedure in the fifth example;
Fig. 11 is a block diagram showing a construction of
an identifying device (living-body detecting means)
by biometrics information as the first embodiment of
the present invention;
Figs. 12 (A) and 12(B) are views showing examples
of a fingerprint image and a blood vessel pattern
sampled in the first embodiment, respectively;
Fig. 13 is a schematic longitudinal sectional view
Fig. 13 is a schematic longitudinal sectional view
showing a construction of an identifying device (liv-
ing-body detecting means) by biometrics information
as a sixth example, not being an embodiment of the
present invention;
Fig. 14 is a schematic plan view showing a fingerprint
sensor in an identifying device by biometrics infor-
mation as the second embodiment of the present
invention;
Fig. 15 is a flowchart for explaining an operation of
the identifying device by biometrics information as
the second embodiment of the present invention;
Fig. 16 is a block diagram showing a construction of
an identifying device by biometrics information as a
seventh example, not being an embodiment of the
present invention;
Fig. 17 is a block diagram showing a construction of
a modification of the identifying device by biometrics
information as the seventh example of the present
invention; and
Fig. 18 is a view showing a concrete example of a
plurality of strip-state partial images (fingerprint im-
ages) continuously sampled by the sweep type fin-
gerprint sensor in the examples and embodiments.

[1] Basic construction

[0021] Figs. 1 (A) to 1 (C) and Fig. 2 are views for
explaining arrangement of a sensor in an identifying de-
vice by biometrics information according to an embodi-
ment of the present invention, in which Figs. 1(A) to 1(C)
are plan views schematically showing arrangement
states of a sensor (sensor surface) in the identifying de-
vice of each embodiment, and Fig. 2 is a view for explain-
ing image sampling by a sweep type fingerprint sensor
in each preferred embodiment.
[0022] The identifying device in the embodiment is to
identify that a person to be identified is the person himself/
herself using a fingerprint (biometrics information) of the
person to be identified and comprises a sweep type fin-
gerprint sensor 10 of a capacitance type or an electric-
field detection type (weak electric-field type) as shown in
Figs. 1(A) to 1(C) and Fig. 2.
[0023] This sweep type fingerprint sensor (biometrics
information input section) 10 continuously samples an
image of an outer skin surface of the person to be iden-
tified, moving in contact with a sampling surface (sensor
surface, input surface) 11. More specifically, this sensor
continuously samples partial images of a fingerprint of a

finger 100 (See Fig. 2), which is a living body portion of
the person to be identified, while the finger 100 is rela-
tively moved with respect to the sampling surface 11, and
inputs the partial images.
[0024] The fingerprint is formed on an outer skin (finger
100) of the person to be identified and is a pattern con-
sisting of ridge lines (contact portion) capable of contact-
ing with the sampling surface 11 and valley lines (non-
contact portion/gap portion)not in contact with the sam-
pling surface 11. The finger sensor 10 samples a finger-
print image as a multivalued image using a difference in
detection sensitivity between the ridge line portion in con-
tact with the sampling surface 11 and the valley portion
not in contact with the sampling surface 11. The capac-
itance type sensor has different brightness according to
a distance from the sensor, and normally, the ridge line
portion close to the sensor is displayed with a low bright-
ness, while the valley line portion relatively far from the
sensor is displayed with a high brightness.
[0025] The sweep type fingerprint sensor 10 is, as de-
scribed above and shown in Figs. 1(A) to 1(C) and Fig.
2, sufficiently shorter than the length of the finger 100
and has the rectangular sampling surface (sensor sur-
face/image pickup surface) 11 with a small area. For ex-
ample, the number of pixels is 218 x 8 and the actual
dimension is 16.1 mm � 6.5 mm � 0.8 mm (width �
length � depth).
[0026] Particularly, in the embodiment of the present
invention, the fingerprint sensor 10 is used for sampling
biometrics information for verification (fingerprint image
for verification), which is used for comparison/verification
with registered biometrics information (registered finger-
print image) at personal identification from the finger 100
of the person to be identified and inputs the sampled
biometrics information for verification.
[0027] Then, by moving the finger 100 with respect to
the sampling surface 11 or moving the sampling surface
11 (fingerprint sensor 10) with respect to the finger 100,
a plurality of partial images on the fingerprint of the finger
100 are continuously sampled by the fingerprint sensor
10, and the entire fingerprint image of the finger 100
(above fingerprint information for verification) is recon-
figured in the identifying device from the sampled plural
partial images.
[0028] Here, a concrete example (an example of ac-
tually sampled plural partial fingerprint images) of the plu-
ral strip-state partial images continuously (in time-series
manner) sampled by the sweep type fingerprint sensor
10 is shown in Fig. 18.
[0029] Also, in the identifying device in the embodi-
ment, a living-body detecting means (living-body detect-
ing sensor) 20 (20A to 20G) is provided for detecting if
the finger 100, for which the above fingerprint image for
verification is being sampled/inputted by the fingerprint
sensor 10, is a living body or not (that is, if the finger to
be sampled is a forged fingerprint or not).
[0030] In the embodiment of the present invention, an
example of a measure against the forged fingerprint is

7 8 



EP 1 708 135 B1

6

5

10

15

20

25

30

35

40

45

50

55

shown for the sweep type fingerprint sensor 10 (or a fin-
gerprint input device comprised by a one-dimensional
line sensor or the like) for sampling/inputting the above-
mentioned strip-state partial images. In the sweep type
fingerprint sensor or the one-dimensional fingerprint in-
put device, as mentioned above and shown in Fig. 2, the
entire fingerprint image is inputted by tracing the sensor
surface 11 with the finger 100. Therefore, the finger 100
passes both the far side of the fingerprint sensor 10 (up-
per side of Figs. 1(A) to 1(C) and Fig. 2) and the front
side (lower side of Figs. 1(A) to 1(C) and Fig. 2) from the
far side to the front side.
[0031] Thus, in the embodiment of the present inven-
tion, in order that the rectangular sampling surface (sen-
sor surface) 11 of the sweep type fingerprint sensor 10
can surely detect if the finger 100, for which the finger
print is just being sampled, is a living body or not, living-
body detection surfaces (sensor surfaces) 21a, 21b in
the above living-body detecting means 20 (20A to 20G)
are arranged, as shown in Figs. 1(A) to 1(C), so that they
are in contact with or in the proximity to the finger 100
being moved with respect to the fingerprint sensor 10 so
as to input the fingerprint image for verification and also
flush with or substantially flush with the sampling surface
11 of the fingerprint sensor 10.
[0032] In the arrangement state shown in Fig. 1(A), the
living-body detection surfaces 21a, 21b in the living-body
detecting means 20 forms a pair, and the sampling sur-
face 11 of the fingerprint sensor 10 is arranged between
the pair of the living-body detection surfaces 21a, 21b.
[0033] In the arrangement state shown in Fig. 1(B), the
living-body detection surface 21a in the living-body de-
tecting means 20 is arranged only on the side of a moving
direction of the finger 100 (the above front side; lower
side in this figure) with respect to the sensor surface 11
of the fingerprint sensor 10.
[0034] In the arrangement state shown in Fig. 1(C),
the living-body detection surface 21b in the living-body
detecting means 20 is arranged only on the side opposite
to the moving direction of the finger 100 (the above far
side; upper side in this figure) with respect to the sensor
surface 11 of the fingerprint sensor 10.
[0035] In this way, since it is necessary that the finger
100 should be also placed at spots other than the sensor
surface 11 of the sweep type fingerprint sensor 10, dif-
ferent from the case of the planar fingerprint sensor, by
arranging the living-body detection surface 21a and/or
21b of the living-body detecting means 20 (specifically,
various living-body detecting means 20A to 20G, which
will be described later referring to Figs. 3 to 13) on one
side or on both sides of the sensor surface of the finger-
print sensor 10, as mentioned above, sure detection is
made possible by the rectangular sampling surface (sen-
sor surface) 11 of the sweep type fingerprint sensor 10
on whether the finger 100, for which the fingerprint image
is just being sampled, is a living body or not.
[0036] By this, it becomes possible to surely discrimi-
nate a living body from a non-living body such as an ar-

tificial finger made of gummy substance, for example,
which surely precludes illegal use by impersonation using
a forged fingerprint or the like and realizes more reliable
personal identification. Particularly, when the sampling
surface 11 of the fingerprint 10 is arranged between the
pair of living-body detection surfaces 21a, 21b, as shown
in Fig. 1(A), living-body detection is performed for the
finger 100 immediately above the sampling surface 11,
that is, the finger 100, for which the fingerprint image is
just being sampled by the sweep type fingerprint sensor
10, which more surely precludes illegal act using a forged
fingerprint or the like.

[2] Concrete construction example

[2-1] First Example

[0037] Fig. 3 is a block diagram showing a construction
of the identifying device (living-body detecting means)
by biometrics information as a first example, not being
an embodiment of the present invention. The identifying
device of the first example shown in Fig. 3 is provided
with a living-body detecting means (living-body detecting
sensor) 20A comprised by a light emitting section 23, a
light receiving section 24, a diffusion-light pattern deter-
mining means 25 and a forged fingerprint discriminating
means 26A.
[0038] The light emitting section 23 emits and irradi-
ates light of a specific wavelength to the finger 100, for
which the fingerprint image is being sampled, and its light
emitting surface is arranged in contact with the finger 100
being moved on the side of the finger moving direction
(left side in this figure) of the sampling surface 11 as the
living-body detection surface 21a and flush with or sub-
stantially flush with the sampling surface 11.
[0039] The light receiving section 24 receives diffusion
light obtained when the light irradiated from the light emit-
ting section 23 to the finger 100 is transmitted/diffused
in the finger 100, and its light receiving surface is ar-
ranged in contact with the finger 100 being moved on the
side opposite to the finger moving direction (right side in
this figure) of the sampling surface 11 as the living-body
detection surface 21b and flush with or substantially flush
with the sampling surface 11.
[0040] That is, in the example shown in Fig. 3, similar
to the arrangement state shown in Fig. 1(A), the living-
body detection surfaces 21a, 21b (the light emitting sur-
face of the light emitting section 23 and the light receiving
surface of the light receiving section 24) in the living-body
detecting means 20A form a pair, and the sampling sur-
face 11 of the fingerprint sensor 10 is arranged between
the pair of the living-body detection surfaces 21a, 21b.
[0041] And the diffusion-light pattern determining
means 25 determines a pattern of the diffusion light re-
ceived by the light receiving section 24, and the forged
fingerprint discriminating means 26A discriminates a liv-
ing body from a forged fingerprint based on the determi-
nation result by the diffusion-light pattern determining
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means 25.
[0042] More specifically, the diffusion-light pattern de-
termining means 25 determines a pattern of intensity
change of the diffusion light received by the light receiving
section 24, and the forged fingerprint discriminating
means 26A determines that the finger 100, for which the
fingerprint image is being sampled, is a living body when
the pattern determined by the diffusion-light pattern de-
termining means 25 includes pulsation and that the finger
100, for which the fingerprint image is being sampled, is
a forged fingerprint when the pattern does not include
the pulsation.
[0043] That is, when the finger 100, for which the fin-
gerprint image is being sampled, is a living body, a blood
flow in the finger 100 changes with heartbeat, and pul-
sation is generated in the intensity of the diffusion light
with pulsation (pulsation according to heartbeat) accom-
panying the change in the blood flow. But the above pul-
sation is not generated in a forged finger made by gummy
substance or the like, for example.
[0044] Then, the living-body detecting means 20A
shown in Fig. 3 can discriminate a living body from a
forged fingerprint by the forged fingerprint discriminating
means 26A based on the result if the pattern of intensity
change of the diffusion light includes pulsation or not.
[0045] Here, a first modification of the living-body de-
tecting means 20A of the first example will be described.
This first modification is so constituted that a section for
irradiating a spot light of a specific wavelength is provided
as the light emitting section 23, a section in a line sensor
state is provided as the light receiving section 24, the
diffusion-light pattern determining means 25 determines
a degree of diffusion of the diffusion light as a pattern of
the diffusion light received by the light receiving section
24, and the forged fingerprint discriminating means 26A
discriminates a living body from a forged fingerprint
based on the diffusion degree determined by the diffu-
sion-light pattern determining means 25.
[0046] Since the inside of a forged finger made by gel-
atin, for example, is close to a transparent state (or trans-
lucent state), the spot light irradiated from the light emit-
ting section 23 is not much diffused but transmitted
through the forged finger as it is and received by the light
receiving section 24 in the line sensor state. That is, the
diffusion degree of the diffusion light is considerably
small. On the other hand, if the finger 100 is a living body,
the spot light irradiated from the light emitting section 23
is greatly diffused in the finger 100 and received by the
light receiving section 24 in the line sensor state. That is,
the diffusion degree of the diffusion light is considerably
large.
[0047] Therefore, in this first modification, discrimina-
tion between a living body and a forged fingerprint based
on the diffusion degree of the diffusion light is made pos-
sible by the forged fingerprint discriminating means 26A.
At this time, if the light receiving range of the diffusion
light is wide in the light receiving section 24 in the line
sensor state, the diffusion degree is determined as large,

while if the light receiving range of the diffusion light is
narrow, the diffusion degree is determined as small.
[0048] Moreover, a second modification of the living-
body detecting means 20A of the first example will be
described. This second modification is so constituted that
a section for irradiating light of a specific wavelength
group (a wavelength group absorbed in blood, for exam-
ple; specifically, red light, near-infrared light in LED) is
provided as the light emitting section 23, the diffusion-
light pattern determining means 25 determines a wave-
length of the diffusion light as a pattern of the diffusion
light received by the light receiving section 24, and the
forged fingerprint discriminating means 26A discrimi-
nates a living body from a forged fingerprint based on
the wavelength determined by the diffusion-light pattern
determining means 25.
[0049] As mentioned above, when light of a wave-
length group absorbed by blood is irradiated to the finger
100, if the finger 100 is a living body, most of the irradiated
light is absorbed by the blood in the finger 100, but if the
finger 100 is a forged finger, the irradiated light is hardly
absorbed but transmitted as it is.
[0050] Thus, in this second modification, discrimina-
tion between a living body and a forged fingerprint based
on presence/absence of light of a specific wavelength
group in the diffusion light received by the light receiving
section 24 is made possible by the forged fingerprint dis-
criminating means 26A.
[0051] It is to be noted that in the above-mentioned
constructions of the first example, the pair of living-body
detection surfaces 21a, 21b (the light emitting surface of
the light emitting section 23 and the light receiving surface
of the light receiving section 24) are arranged so that the
sampling surface 11 of the fingerprint sensor 10 is ar-
ranged between them, but both the light emitting surface
of the light emitting section 23 and the light receiving
surface of the light receiving section 24 may be arranged
as the living-body detection surface 21a on the side of
the finger moving direction (left side in the figure) of the
sampling surface 11 as in the arrangement state shown
in Fig. 1(B), or they may be arranged as the living-body
detection surface 21b on the side opposite to the finger
moving direction (right side in the figure) of the sampling
surface 11 as in the arrangement state shown in Fig. 1(C).

[2-2] Second Example

[0052] Fig. 4 is a block diagram showing a construction
of the identifying device (living-body detecting means)
by biometrics information as a second example, not being
an embodiment of the present invention. The identifying
device of the second example shown in Fig. 4 is provided
with a living-body detecting means (living-body detecting
sensor) 20B comprised by the light emitting section 23,
the light receiving section 24, a color pattern determining
means 27 and a forged fingerprint discriminating means
26B.
[0053] The light emitting section 23 emits and irradi-
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ates white light to the finger 100, for which the fingerprint
image is being sampled, and its light emitting surface is
arranged in contact with the finger 100 being moved on
the side of the finger moving direction (left side in this
figure) of the sampling surface 11 as the living-body de-
tection surface 21a and flush with or substantially flush
with the sampling surface 11.
[0054] The light receiving section 24 receives light ob-
tained when the light irradiated from the light emitting
section 23 to the finger 100 is transmitted/diffused in the
finger 100, and its light receiving surface is arranged in
contact with the finger 100 being moved on the side op-
posite to the finger moving direction (right side in this
figure) of the sampling surface 11 as the living-body de-
tection surface 21b and flush with or substantially flush
with the sampling surface 11.
[0055] That is, in the example shown in Fig. 4, similar
to the arrangement state shown in Fig. 1(A), the living-
body detection surfaces 21a, 21b (the light emitting sur-
face of the light emitting section 23 and the light receiving
surface of the light receiving section 24) in the living-body
detecting means 20B form a pair, and the sampling sur-
face 11 of the fingerprint sensor 10 is arranged between
the pair of the living-body detection surfaces 21a, 21b.
[0056] The color pattern determining means 27 de-
tects/determines a color pattern of the light received by
the light receiving section 24, and the forged fingerprint
discriminating means 26B discriminates a living body
from a forged fingerprint based on the determination re-
sult by the color pattern determining means 27. More
specifically, the forged fingerprint discriminating means
26B determines that the finger 100, for which the finger-
print image is being sampled, is a living body when the
color pattern determined by the color pattern determining
means 27 is white (when it changes from red (pink) to
white) and that the finger 100, for which the fingerprint
image is being sampled, is a forged fingerprint when the
color pattern is not white (when the above change does
not occur).
[0057] That is, when the finger 100, for which the fin-
gerprint image is being sampled, is a living body, if the
finger 100 is pressed on the sampling surface 11, blood
in the finger 100 changes from red (pink) to white in gen-
eral. However, when a forged finger made by gummy
substance or gelatin, for example, is pressed on the sam-
pling surface 11, it does not change to white or change
from red (pink) to white, either.
[0058] Thus, the living-body detecting means 20B
shown in Fig. 4 can discriminate a living body from a
forged fingerprint based on the result whether the color
detected/determined by the color pattern determining
means 27 is white or not (or, whether there was a change
from red (pink) to white), using the forged fingerprint dis-
criminating means 26B.
[0059] In addition, Fig. 5 is a block diagram showing a
construction of a modification of an identifying device (liv-
ing-body detecting means) by biometrics information as
the second example. In the construction shown in Fig. 4,

the pair of living-body detection surfaces 21a, 21b (the
light emitting surface of the light emitting section 23 and
the light receiving surface of the light receiving section
24) are arranged with the sampling surface 11 of the fin-
gerprint sensor 10 between them. However, in the mod-
ification shown in Fig. 5, both the light emitting surface
of the light emitting section 23 and the light receiving
surface of the light receiving section 24 are arranged as
the living-body detection surface 21b on the side (right
side in the figure) opposite to the finger moving direction
of the sampling surface 11 as in the arrangement state
shown in Fig. 1(C). The construction of the identifying
device shown in Fig. 5 (the living-body detecting means
20B) other than this arrangement state of light emitting
surface of the light emitting section 23 and the light re-
ceiving surface of the light receiving section 24 is the
same as the construction shown in Fig. 4. The light emit-
ting surface of the light emitting section 23 is arranged
between the sampling surface 11 of the fingerprint sensor
10 and the light receiving surface of the light receiving
section 24.
[0060] Moreover, both the light emitting surface of the
light emitting section 23 and the light receiving surface
of the light receiving section 24 may also be arranged as
the living-body detection surface 21a on the side (left
side in the figure) of the finger moving direction of the
sampling surface 11 in this second embodiment, though
not shown, as in the arrangement state shown in Fig. 1
(B).

[2-3] Third Example

[0061] Fig. 6 is a block diagram showing a construction
of the identifying device (living-body detecting means)
by biometrics information as a third example, not being
an embodiment of the present invention. The identifying
device of the third example shown in Fig. 6 is provided
with a living-body detecting means (living-body detecting
sensor) 20C comprised by a pair of electrodes 28a, 28b,
a resistance value determining means 29 and a forged
fingerprint discriminating means 26C.
[0062] The pair of electrodes 28a, 28b receives an
electric power of a predetermined voltage from a power
source, not shown, and flows an electric current through
the finger 100, for which the fingerprint image is being
sampled, from the electrode 28a to the electrode 28b.
Exposed surfaces of the electrodes 28a, 28b are ar-
ranged as the living-body detection surface 21b to be in
contact with the finger 100 being moved on the side (right
side in the figure) opposite to the finger moving direction
of the sampling surface 11 and flush with or substantially
flush wit the sampling surface 11 as in the arrangement
state shown in Fig. 1(C). Note that the exposed surface
of the electrode 28a is arranged between the sampling
surface 11 of the fingerprint sensor 10 and the exposed
surface of the electrode 28b.
[0063] And the resistance value determining means
29 detects/determines an electric resistance value be-
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tween the electrodes 28a, 28b (that is, the electric resist-
ance value of the finger 100, for which the fingerprint
image is being sampled) by detecting an electric current
flowing from the electrode 28a to the electrode 28b, and
the forged fingerprint discriminating 26C discriminates a
living body from a forged fingerprint based on the electric
resistance value detected/determined by the resistance
value determining means 29. More specifically, since the
living body and the forged finger made of gummy sub-
stance, gelatin or the like are naturally different from each
other in electric resistance values, by measuring/storing
an electric resistance value (range of electric resistance
value) of a living body in advance, discrimination between
the living body and the forged fingerprint can be made
by the forged fingerprint discriminating means 26C based
on the result on whether the electric resistance value
detected by the resistance value determining means 29
falls within a predetermined range or not. That is, if the
electric resistance value detected by the resistance value
determining means 29 falls within the predetermined
range, the finger 100, for which the fingerprint image is
being sampled, is determined as a living body, while if
the value does not fall within the range, the finger 100,
for which the fingerprint image is being sampled, is de-
termined as a forged finger.
[0064] In the construction of the above-mentioned third
example, exposed surfaces of the pair of the electrodes
28a, 28b are arranged as the living-body detection sur-
face 21b on the side (right side in the figure) opposite to
the finger moving direction of the sampling surface 11,
but they may be arranged as the respective living-body
detection surfaces 21a, 21b with the sampling surface
11 of the fingerprint sensor 10 between them as in the
arrangement state shown in Fig. 1(A), or they may be
arranged as the living-body detection surface 21a on the
side (left side in the figure) of the finger moving direction
of the sampling surface 11 as in the arrangement state
shown in Fig. 1(B).

[2-4] Fourth Example

[0065] Fig. 7 is a block diagram showing a construction
of the identifying device (living-body detecting means)
by biometrics information as a fourth example, not being
an embodiment of the present invention, and Fig. 8 is a
view showing an example of the fingerprint image with
noise sampled in the fourth example.
[0066] The identifying device in the fourth example
shown in Fig. 7 is provided with a living-body detecting
means (living-body detecting sensor) 20D comprised by
an electrode 30, a pulse signal generating means 31, an
image noise detecting means 32 and a forged fingerprint
discriminating means 26D. This living-body detecting
means 20D applies an electric noise of a specific pattern
to the finger 100 and discriminates a living body from a
forged fingerprint based on appearance situation of a
noise on the fingerprint image sampled by the fingerprint
sensor 10.

[0067] Here, the sweep type fingerprint sensor 10 is a
capacitance type or an electric-field detection type (weak
electric-field type), and the electrode 30 applies a pulse
signal (electric signal) generated by the pulse signal gen-
erating means 31 as an electric noise of a specific pattern
to the finger 100, for which the fingerprint image is being
sampled. The exposed surface of the electrode 30 is also
arranged as the living-body detection surface 21b in con-
tact with the finger 100 being moved on the side (right
side in the figure) opposite to the finger moving direction
of the sampling surface 11 and flush with or substantially
flush with the sampling surface 11 as in the arrangement
state shown in Fig. 1(C).
[0068] The image noise detecting means 32 detects
the image noise (noise appearance situation on the fin-
gerprint image sampled by the fingerprint sensor 10) ac-
cording to the above electric noise (pulse signal) from a
plurality of partial fingerprint images continuously sam-
pled by the fingerprint sensor 10, and the forged finger-
print discriminating means 26D discriminates a living
body from a forged fingerprint based on the image noise
(noise appearance situation) detected by the image noise
detecting means 32.
[0069] More specifically, even if the electric noise of
the above specific pattern is applied to a forged finger
made by gummy substance or the like, an image noise
according to the electric noise of the specific pattern does
not appear on the forged fingerprint image sampled by
the fingerprint sensor 10. However, if the electric noise
of the above specific pattern is applied to a living body,
the image noise according to the electric noise of the
above specific pattern appears on the fingerprint image
sampled by the fingerprint sensor 10 as shown in Fig. 8,
for example.
[0070] Thus, the living-body detecting means 20D
shown in Fig. 7 can discriminate a living body from a
forged fingerprint by determining by the forged fingerprint
discriminating means 26D if the image noise (noise ap-
pearance situation) detected by the image noise detect-
ing means 32 corresponds to an electric noise of the spe-
cific pattern applied to the finger 100 by the electrode 30
and the pulse signal generating means 31. That is, if the
image noise (noise appearance situation) detected by
the image noise detecting means 32 corresponds to the
electric noise of the above specific pattern, the finger
100, for which the fingerprint image is being sampled, is
determined as a living body, while if not, the finger 100,
for which the fingerprint image is being sampled, is de-
termined as a forged finger.
[0071] Note that, in the construction of the above fourth
example, the exposed surface of the electrode 30 is ar-
ranged as the living-body detection surface 21b on the
side (right side in the figure) opposite to the finger moving
direction of the sampling surface 11, but this exposed
surface of the electrode 30 may be arranged as the living-
body detection surface 21a on the side (left side in the
figure) of the finger moving direction of the sampling sur-
face 11 as in the arrangement state shown in Fig. 1(B)
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[0072] Also, in the above-mentioned fourth example,
an example is shown that the living-body detecting
means 20D is applied to the fingerprint sensor 10 of the
sweep type, but it may be a usual planar fingerprint sen-
sor of the capacitance type or the electric-field detection
type (weak electric-field type) to which the living-body
detecting means 20D is applied as above so that the
finger 100, for which the fingerprint image is being sam-
pled from the image noise, is a living body or a forged
finger can be discriminated.

[2-5] Fifth Example

[0073] Fig. 9 is a schematic longitudinal sectional view
showing a construction of the identifying device (living-
body detecting means) by biometrics information as a
fifth example, not being an embodiment of the present
invention, and Fig. 10 is a flowchart (Steps S1 to S5) for
explaining a living-body determination procedure in the
fifth example.
[0074] The identifying device of the fifth example
shown in Fig. 9 is provided with a living-body detecting
means (living-body detecting sensor) 20E comprised by
a pressure sensor 33, a pressure determining means 34
and a forged fingerprint discriminating means 26E. This
living-body detecting means 20E detects a pressing force
of the finger 100, for which the fingerprint image is being
sampled, and discriminates a living body from a forged
fingerprint based on the detected pressing force.
[0075] The pressure sensor 33 detects the pressing
force of the finger 100, for which the fingerprint image is
being sampled, on the sampling surface 11, and the ex-
posed surface (contact surface with the finger 100) of
this pressure sensor 33 is also arranged as the living-
body detection surface 21b in contact with the finger 100
being moved on the side (left side in the figure) of the
finger moving direction of the sampling surface 11 and
flush with or substantially flush with the sampling surface
11 as in the arrangement state shown in Fig. 1(B).
[0076] Additionally, the pressure determining means
34 determines if the pressing force detected by the pres-
sure sensor 33 is equal to or larger than a predetermined
pressure (threshold value) or not, and the forged finger-
print discriminating means 26E discriminates a living
body from a forged fingerprint based on the determination
result by the pressure determining means 34.
[0077] More specifically, when a forged fingerprint is
to be read by the fingerprint sensor 10 using a forged
finger made of gummy substance, gelatin or the like, for
example, it is necessary to press the forged finger on the
sampling surface 11 of the fingerprint sensor 10 with a
pressing force larger than the case where the fingerprint
of a living finger is to be read by the fingerprint sensor 10.
[0078] Thus, the living-body detecting means 20E
shown in Fig. 9, during sampling of a fingerprint image
of the finger 100 by the fingerprint sensor 10 (Step S1 in
Fig. 10), detects a pressing force of the finger 100 on the
fingerprint sensor 10 by the pressure sensor 33 (Step S2

in Fig. 10), and determines if the detected pressing force
is equal to or larger than a threshold value by the pressure
determining means 34 (Step S3 in Fig. 10). Then, if the
detected pressing force is equal to or larger than the
threshold value (YES route of Step S3), the forged fin-
gerprint discriminating means 26E determines that the
finger 100 is a forged finger (Step S4 in Fig. 10), while if
the force is less than the threshold value (NO route of
Step S3), the forged fingerprint discriminating means 26E
determines that the finger 100 is a living body (Step S5
in Fig. 10). In this way, discrimination between a living
body and a forged fingerprint is also made possible by
the living-body detecting means 20E shown in Fig. 9.
[0079] It is to be noted that, in the construction of the
above fifth example. the exposed surface of the pressure
sensor 33 is arranged as the living-body detection sur-
face 21b on the side (right side in the figure) opposite to
the finger moving direction of the sampling surface 11,
but this exposed surface of the pressure sensor 33 may
be arranged as the living-body detection surface 21a on
the side (right side in the figure) opposite to the finger
moving direction of the sampling surface 11 as in the
arrangement state shown in Fig. 1(C).
[0080] Also, the pressure sensor 33 may be arranged
at a lower part (lower direction in Fig. 9) of the fingerprint
sensor 10 in contact with this fingerprint sensor 10 so as
to detect the pressing force of the finger 100 through the
sampling surface 11 and the fingerprint sensor 10. In this
case, since the pressing force of the finger 100 is detect-
ed through the fingerprint sensor 10 on which the press-
ing force directly acts, pressing force detection accuracy
is improved. Moreover, the sampling surface 11 itself of
the fingerprint sensor 10 functions as the living-body de-
tection surface 21a/21b.
[0081] Furthermore, by detecting the pressing force of
the finger 100 by the pressure sensor 33 in a time series,
discrimination between a living body and a forged finger-
print (forged finger) may be made by using the time-series
change of the pressing force. In that case, time series
change of the pressing force of the finger of a person to
be identified is detected/registered as a habit of the per-
son to be identified at sampling of the registered finger-
print image of the person to be identified, and the time
series change of the pressing force of the finger is de-
tected by the pressure sensor 33 at sampling of a finger-
print image for verification from the person to be identified
at personal identification. Then, the detected time series
change and the time series change registered in advance
are compared by the pressure determining means 34,
and if the difference exceeds a predetermined range, the
finger 100 is determined as a forged finger by the forged
fingerprint discriminating means 26E, while if the differ-
ence is within the above predetermined range, the finger
is determined as a living body (hence, the identity of the
person to be identified is confirmed) by the forged finger-
print discriminating means 26E. That is, the time-series
change of the pressing force can be used as an auxiliary
determining means for identity verification (personal
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identification), which can further improve reliability of per-
sonal identification.

[2-6] First embodiment

[0082] Fig. 11 is a block diagram showing a construc-
tion of the identifying device (living-body detecting
means) by biometrics information as the first embodiment
of the present invention, and Figs. 12(A) and 12(B) are
views showing examples of a fingerprint image and a
blood vessel pattern sampled in the first embodiment,
respectively.
[0083] The identifying device of the first embodiment
shown in Fig. 11 is provided with a living-body detecting
means (living-body detecting sensor) 20F comprised by
a near-infrared light emitting section 35, a line sensor 36,
a blood-vessel pattern detecting means 37 and a forged
fingerprint discriminating means 26F, and a blood-vessel
pattern verifying means 38 is also provided.
[0084] Here, the living-body detecting means (living-
body detecting sensor) 20F samples a blood vessel pat-
tern in the finger 100 by irradiating light (near-infrared
light) to the finger 100, for which the fingerprint image is
being sampled, and discriminates a living body from a
forged fingerprint based on the sampled blood vessel
pattern.
[0085] The near-infrared light emitting section 35 irra-
diates near-infrared light to the finger 100, for which the
fingerprint image is being sampled, and the light emitting
surface is arranged as the living-body detection surface
21b in contact with the finger 100 being moved on the
side (right side in the figure) opposite to the finger moving
direction of the sampling surface 11 and flush with or
substantially flush with the sampling surface 11 as in the
arrangement state shown in Fig. 1(C).
[0086] The line sensor 36 receives light obtained when
the near-infrared light irradiated from the near-infrared
light emitting section 35 to the finger 100 is transmitted
through the finger 100, and the light receiving surface is
arranged as the living-body detection surface 21b in con-
tact with the finger 100 being moved on the side (right
side in the figure) opposite to the finger moving direction
of the sampling surface 11 and flush with or substantially
flush with the sampling surface 11 as in the arrangement
state shown in Fig. 1(C) .
[0087] Note that the light emitting surface of the near-
infrared light emitting section 35 is arranged between the
sampling surface 11 of the fingerprint sensor 10 and the
light receiving surface of the line sensor 36.
[0088] Thus, the blood-vessel pattern detecting means
37 detects a blood vessel (vein) pattern in the finger 100
by reconfiguring the blood vessel (vein) pattern in the
finger 100 from one-dimensional information (partial im-
age information of the blood vessel pattern) received/
detected by the line sensor 36 using the fingerprint image
sampled by the fingerprint sensor 10 and reconfigured
(See Fig. 12(A), for example) as encoder information.
Also, the forged fingerprint discriminating means 26F dis-

criminates a living body from a forged fingerprint based
on the detection result by the blood-vessel pattern de-
tecting means 37.
[0089] More specifically, a forged finger made of gum-
my substance, gelatin or the like, for example, does not
have a blood vessel (vein) therein as a matter of fact,
and an image obtained by reconfiguring the one-dimen-
sional information received/detected by the line sensor
36 as mentioned above does not have a blood vessel
pattern. On the contrary, since a living finger naturally
has a blood vessel (vein) therein, the image obtained by
reconfiguring the one-dimensional information received/
detected by the line sensor 36 as mentioned above (See
Fig. 12B, for example) has a blood vessel pattern.
[0090] Thus, in the living-body detecting means 20F
shown in Fig. 11, the forged fingerprint discriminating
means 26F can discriminate between a living body and
a forged fingerprint based on presence/absence of a
blood vessel pattern in an image reconfigured by the
blood-vessel pattern detecting means 37. That is, if the
blood vessel pattern exists in the image reconfigured by
the blood-vessel pattern detecting means 37, the finger
100, for which the fingerprint image is being sampled, is
determined as a living body, while if not, the finger 100,
for which the fingerprint image is being sampled, is de-
termined as a forged finger.
[0091] At this time, the blood-vessel pattern verifying
means 38 performs personal identification based on the
blood vessel pattern detected by the blood-vessel pattern
detecting means 37 in addition to the personal identifi-
cation based on the fingerprint image sampled by the
fingerprint sensor 10. That is, the blood vessel pattern of
a finger of the person to be identified is sampled/regis-
tered at sampling of the registered fingerprint image of
the person to be identified, and the blood vessel pattern
of the finger 100 is sampled as above by the near-infrared
light emitting section 35, the line sensor 36 and the blood-
vessel pattern detecting means 37 at the same time when
the fingerprint image for verification is sampled from the
person to be identified at personal identification. Then
the sampled blood vessel pattern and the blood vessel
pattern registered in advance are verified similar to the
case of fingerprint verification. By this, not only personal
identification by fingerprint but also personal identifica-
tion by blood vessel pattern is performed, which can fur-
ther improve reliability of personal identification.
[0092] It is to be noted that, in the construction of the
above-mentioned first embodiment, the pair of the light
emitting surface of the near-infrared light emitting section
35 and the light receiving surface of the line sensor 36
are arranged as the living-body detection surface 21b on
the side (right side in the figure) opposite to the finger
moving direction of the sampling surface 11, but the light
emitting surface and light receiving surface may be ar-
ranged as the living-body detection surfaces 21a, 21b,
respectively, so that the sampling surface 11 of the fin-
gerprint sensor 10 are arranged between them as in the
arrangement state shown in Fig. 1(A), or they may be
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arranged as the living-body detection surface 21a on the
side (left side in the figure) of the finger moving direction
of the sampling surface 11 as in the arrangement state
shown in Fig. 1(B).
[0093] Also, in the above-mentioned first embodiment,
the one-dimensional information received/detected by
the line sensor 36 is reconfigured using the fingerprint
image sampled and reconfigured by the fingerprint sen-
sor 10 as encoder information, but on the contrary, after
the blood vessel pattern image as shown in Fig. 12(B),
for example, is reconfigured from the one-dimensional
information received/detected by the line sensor 36, the
fingerprint image as shown in Fig. 12(A), for example,
may be reconfigured from the partial fingerprint image
sampled by the fingerprint sensor 10 using the blood ves-
sel pattern image as encoder information.

[2-7] Sixth Example

[0094] Fig. 13 is a schematic longitudinal sectional
view showing the construction of the identifying device
(living-body detecting means) by biometrics information
as a sixth example, not being an embodiment of the
present invention. The identifying device of the sixth ex-
ample shown in Fig. 13 is provided with a living-body
detecting means (living-body detecting sensor) 20G
comprised by a rubber platform 39, an acceleration sen-
sor 40, an acceleration determining means 41 and a
forged fingerprint discriminating means 26G. This living-
body detecting means 20G detects an acceleration of
the finger 100, for which the fingerprint image is being
sampled, and discriminates a living body from a forged
fingerprint based on the detected change of acceleration.
[0095] In the sixth example, as shown in Fig. 13, the
acceleration sensor 40 is mounted on a board 12 of the
fingerprint sensor 10, and this fingerprint sensor 10 with
the acceleration sensor 40 (board 12) is mounted to the
rubber platform 39 in the L-shape. Additionally, an upper
end 39a of the L-shaped rubber platform 39 and the sam-
pling surface 11 of the fingerprint sensor 10 are exposed
to the outside through an opening portion 13a of an en-
closure 13 of this device. At this time, the sampling sur-
face 11 of the fingerprint sensor 10 is flush with an upper
face of the enclosure 13 or projects slightly upward from
the upper face of the enclosure 13. At this time, in the
sixth example, the sampling surface 11 of the fingerprint
sensor 10 itself functions as the living-body detection sur-
face 21a/21b.
[0096] When the finger 100 is placed and sweeping of
the finger 100 is started, the board 12 of the fingerprint
sensor 10 is displaced in the horizontal direction (moving
direction of the finger 100) by a slight amount while elas-
tically deforming the rubber platform 39 by friction be-
tween the finger 100 and the sampling surface 11 of the
fingerprint sensor 10. The acceleration sensor 40 detects
the acceleration in a time series when the above dis-
placement is generated.
[0097] Also, in the sixth example, a habit at sweeping

of the finger of the person to be identified is detected/
registered as time-series change of acceleration at sam-
pling of a registered fingerprint image of the person to be
identified. And the acceleration determining means 41
compares time-series change of the acceleration of the
finger 100 detected by the acceleration sensor 40 and
the time-series change of the acceleration registered in
advance for the person to be identified, and the forged
fingerprint discriminating means 26G discriminates a liv-
ing body from a forged fingerprint based on the compar-
ison result by the acceleration determining means 41.
[0098] More specifically, at sampling of a fingerprint
image for verification from a person to be identified at
personal identification, time-series change of accelera-
tion of the finger 100 is detected by the acceleration sen-
sor 40 at the same time. Then the detected time-series
change and the time-series change registered in ad-
vance are compared by the acceleration determining
means 41, and if the difference exceeds a predetermined
range, the finger 100 is determined as a forged finger by
the forged finger discriminating means 26G, while if the
difference is within the above predetermined range, the
finger 100 is determined as a living body (hence, that the
identity of the person to be identified is confirmed) by the
forged finger discriminating means 26G.
[0099] In this way, discrimination between a living body
and a forged fingerprint is made possible also by the liv-
ing-body detecting means 20G shown in Fig. 13, and
moreover, time-series change of acceleration can be also
used as an auxiliary determining means for identity ver-
ification (personal identification), which can further im-
prove reliability of personal identification.
[0100] It is to be noted that a forged fingerprint made
by gummy substance, gelatin or the like, for example,
has a different surface friction and the acceleration is
largely different.

[2-8] Second embodiment

[0101] Fig. 14 is a schematic plan view showing a fin-
gerprint sensor in the identifying device by biometrics
information as the second embodiment of the present
invention, and Fig. 15 is a flowchart for explaining oper-
ation of the identifying device by biometrics information
as the second embodiment of the present invention.
[0102] A sweep type fingerprint sensor (biometrics in-
formation input section) 10A in the identifying device
shown in Fig. 14 basically has the same structure as that
of the sweep type fingerprint sensor 10 in the above ex-
amples and embodiment and samples a fingerprint im-
age from a finger of a person to be identified similarly to
the fingerprint sensor 10, but the sweep type fingerprint
sensor 10A of the second embodiment is different from
the sweep type fingerprint sensor 10 in the above exam-
ples and embodiment in the widths of the sampling sur-
faces 11a, 11 (longitudinal length).
[0103] That is, the sampling surface 11 of the sweep
type fingerprint sensor 10 of the above examples and
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embodiment has a width (approximately 16.1 mm as
mentioned above) capable of sampling the fingerprint im-
age from the single finger 100 of the person to be iden-
tified, while the sampling surface 11a of the sweep type
fingerprint sensor 10A of the second embodiment has a
width (35 mm or more, for example) capable of sampling/
inputting a fingerprint image of a plurality of fingers (2
fingers, a right-hand forefinger 100a and a right-hand
middle finger 100b in the eighth embodiment) as a living
body portion as biometrics information for verification at
the same time. By this, it becomes possible to sweep the
forefinger 100a and the middle finger 100b at the same
time and to sample two fingerprint images at the same
time as shown in Fig. 14, for example.
[0104] Also, in the second embodiment, a position re-
lation between the plurality of fingers (the forefinger and
the middle finger, for example) of the person to be iden-
tified is detected/registered at sampling of a registered
fingerprint image of the person to be identified.
[0105] Operation of the identifying device of second
embodiment that the fingerprint images of the plurality of
fingers (100a, 100b) are sampled at the same time in this
way will be described according to the flowchart (Steps
S11 to S19) shown in Fig. 15. First, the two fingers 100a,
100b are swept at the same time by the fingerprint sensor
10A (Step S11), a first finger (the forefinger 100a, for
example) is verified (Step S12), and a verification match-
ing rate is determined for the first finger (Step S13). If the
verification matching rate is less than a predetermined
threshold value (NO route of Step S13), it is determined
as verification failure (Step S19), while if it is equal to or
larger than the predetermined threshold value (YES route
of Step S13), a second finger (the middle finger 100b,
for example) is verified (Step S14). In this case also, as
with the above, the verification matching rate for the sec-
ond finger is determined (Step S15), and if the verification
matching rate is less than a predetermined threshold val-
ue (NO route of Step S15), it is determined as verification
failure (Step S19), while if the rate is equal to or larger
than the predetermined threshold value (YES route of
Step S15), the position relation between the first finger
and the second finger sampled at personal identification
is compared with that registered in advance for the per-
son to be identified (Step S16). Then a difference be-
tween the two position relations is determined (Step S17)
and if the difference is equal to or larger than a predeter-
mined threshold value (NO route of Step S17), it is de-
termined as verification failure (Step S19), while if the
difference is less than the predetermined threshold value
(YES of Step S17), it is determined/confirmed that the
person to be identified is the registered person himself/
herself (Step S18).
[0106] With the identifying device that can sample the
fingerprint images of the plural fingers (100a, 100b) at
the same time as mentioned above, the following oper-
ational advantages can be obtained.
[0107] First, input of forged fingerprints can be sup-
pressed by registering the relation of input positions of

at least two fingerprint images. By sampling the finger-
prints of the forefinger 100a and the middle finger 100b
at the same time, for example, the position relation of
fingerprint information of the forefinger 100a and the mid-
dle finger 100b can be also used as information to identify
the person. That is, there is an effect that difficulty of
forgery is increased than a single fingerprint.
[0108] Secondly, by sampling and verifying the two fin-
gerprint images at the same time, more accurate finger-
print identification is enabled with one action.
[0109] It is to be noted that, also in the identifying de-
vice (fingerprint sensor 10A) of the second embodiment,
the living-body detection surfaces 21a, 21 of the living-
body detecting means 20 (20A to 20G) are also arranged
as in the above examples and embodiment, and the same
operational advantages as in the above-mentioned ex-
amples and embodiment can be obtained, but even with-
out the living-body detecting means 20 (20A to 20G), the
above operational advantages specific to the identifying
device of the second embodiment can be obtained.

[2-9] Seventh Example

[0110] Fig. 16 is a block diagram showing a construc-
tion of the identifying device by biometrics information as
a seventh example, not being an embodiment of the in-
vention, and Fig. 17 is a block diagram showing a mod-
ification of the identifying device by biometrics informa-
tion as the seventh example of the invention.
[0111] As shown in Figs. 16 and 17, the identifying
device in the seventh example has a construction differ-
ent from the basic construction of the above examples
and embodiments described referring to Figs. 1(A) to 1
(C). The identifying device shown in Fig. 16 comprises a
face image camera 50, a magnifying camera 51, a face
image identifying means 60 and a regularity detecting
means 70.
[0112] The face image camera (living-body informa-
tion input section) 50 picks up/inputs the face of a person
to be identified (living body portion) so as to sample face
image information for verification (biometrics information
for verification) from the face of the person to be identified
to be compared/verified with the registered face image
information (registered biometrics information) at per-
sonal identification.
[0113] The face image identifying means 60 performs
personal identification by comparing/verifying the face
image information sampled by the face image camera
50 with the registered face image information registered
in advance for the person to be identified.
[0114] Additionally, in the seventh example, the mag-
nifying camera 51, the face image identifying means 60
and the regularity detecting means 70 function as the
living-body detecting means for detecting if the face, for
which face image information for verification is being
sampled/inputted by the face camera 50, is a living body
or not. The living-body detecting means in this ninth em-
bodiment obtains a close-up image of the face of the
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person to be identified, and when a regular color pixel
array is detected from the obtained close-up image, the
living-body detecting means determines that the face im-
age information sampled by the face image camera 50
is inputted by a forged article, not a living body.
[0115] More specifically, the magnifying camera 51
captures/obtains a close-up image (enlarged image) of
the face of the person to be identified being captured by
the face image camera 50 and it is attached to the face
image camera 50.
[0116] Moreover, the regularity detecting means 70
detects presence/absence of a regular color pixel array
from the close-up image (enlarged image) obtained by
the magnifying camera 51.
[0117] Here, component colors of the regular color pix-
el array include, for example, a combination of red (R),
green (G) and blue (B), a combination of yellow (Y), ma-
genta (M), cyan (C) and black (K), or a combination of
yellow (Y), magenta (M), cyan (C). The combination of
red (R), green (G) and blue (B) is detected when a forged
face image displayed on a high-definition liquid crystal
panel 80 is presented to the cameras 50, 51 as shown
in Fig. 16, for example. Also, the combination of yellow
(Y), magenta (M), cyan (C) and black (K) or the combi-
nation of yellow (Y), magenta (M) and cyan (C) is detect-
ed when a face image printed matter on which a high-
definition image is printed out is presented to the cameras
50, 51.
[0118] Additionally, the face image identifying means
60 determines that the face being captured is not a living
body, that is, a forged article (liquid crystal screen or high-
definition printed matter) when presence of the above-
mentioned regular color pixel array is detected by the
regularity detecting means 70, while if the presence of
the regular color pixel array is not detected, the face being
captured is determined as a living body.
[0119] In the identifying device of the seventh example,
when the face image by the high-definition liquid crystal
panel 80 is inputted through the cameras 50, 51, regular
RGB pixel arrays are detected from enlarged images by
the camera 51 and the regularity detecting means 70,
and when a face image of a printed matter on which a
high-definition image is printed out, for example, is input-
ted through the cameras 50, 51, regular pixel arrays of
YMCK or YMC are detected from enlarged images by
the camera 51 and the regularity detecting means 70.
[0120] Therefore, a living body and a forged article can
be surely discriminated by surely detecting whether or
not a face being captured by the cameras 50, 51 is a
forged article such as a display (liquid crystal panel 80)
or a printed matter, and input/personal identification by
a forged article (face, which is not a living body) can be
surely precluded. By this, the identifying device of the
ninth embodiment can also surely preclude illegal use by
impersonation using a forged article and realize more
reliable personal identification.
[0121] It is to be noted that, in the identifying device
shown in Fig. 17, in place of the magnifying camera 51

in the identifying device shown in Fig. 16, a magnifying
lens 52 (zoom function) is provided at the face image
camera 50, and the identifying device shown in Fig. 17
obtains the same close-up image (enlarged image) as
above by the magnifying lens 52 (zoom function) of the
face image camera 50. Only this point is a difference
between the identifying device shown in Fig. 16 and the
device shown in Fig. 17, and the identifying device shown
in Fig. 17 can also obtain the same operational advantage
as that of the identifying device shown in Fig. 16.
[0122] Also, in the above-mentioned seventh example,
the case where a face is captured/sampled as biometrics
information has been described. However, this example
is not limited to this but may be applied to the case where
an image of an iris, blood vessel pattern, auricle, finger-
print, palm print or hand print is sampled/inputted in the
noncontact manner using a camera or the like and used
as biometrics information, and the same operational ad-
vantage as that of the above ninth embodiment can be
obtained.

Industrial Applicability

[0123] As mentioned above, according to the present
invention, since the living-body detection surface of the
living-body detecting means is arranged in contact with
or in the proximity to a living body portion being moved
with respect to the biometrics information input section,
whether the living body portion, for which biometrics in-
formation is being sampled, is a living body or not can
be surely detected, illegal use by impersonation using a
forged fingerprint or the like is surely precluded and more
reliable personal identification can be realized.
[0124] Therefore, the present invention is suitable to
be used for an identification system which performs a
personal identification using biometrics information , and
its usability is considered to be extremely high.

Claims

1. An identifying device by biometrics information com-
prising:

a biometrics information input section (10; 10A)
for sampling biometrics information for verifica-
tion, which is used for comparison/verification
with registered biometrics information at person-
al identification, from a living body portion of a
person to be identified and inputting the sampled
biometrics information for verification; and
a living-body detecting means (20F) for detect-
ing if the living body portion, for which the bio-
metrics information for verification is being sam-
pled/inputted by the biometrics information input
section, is a living body or not,
wherein:
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the biometrics information input section
comprises a sweep type fingerprint sensor
of a capacitance type or an electric-field de-
tection type and is operable to sample/input
the biometrics information for verification as
image information from the living body por-
tion moving relatively with respect to the bi-
ometrics information input section;
a living-body detection surface in the living-
body detecting means is arranged in con-
tact with or in the proximity to the living body
portion being moved with respect to the bi-
ometrics information input section so as to
input the biometrics information for verifica-
tion;
the living body portion is a finger (100; 100a,
100b) of the person to be identified, the bi-
ometrics information input section is oper-
able to sample/input a fingerprint image of
the finger as the biometrics information for
verification, and the living-body detecting
means is for detecting a forged fingerprint;
the living-body detecting means samples a
blood vessel pattern in the finger by irradi-
ating light to the finger and discriminates a
living body from a forged fingerprint based
on the absence or presence of the sampled
blood vessel pattern;
the blood vessel pattern sampled by the liv-
ing-body detecting means and the finger-
print image sampled by the biometrics in-
formation input section are compared/veri-
fied with said registered biometrics informa-
tion; and
the living-body detecting means samples a
blood vessel pattern in the finger by a line
sensor, and an image of the blood vessel
pattern in the finger is reconfigured from a
partial image sampled by the line sensor
based on a fingerprint image sampled by
the biometrics information input section.

2. The identifying device by biometrics information ac-
cording to claim 1, wherein the biometrics informa-
tion input section has a width capable of simultane-
ously sampling/inputting fingerprint images as the
biometrics information for verification of a plurality of
fingers as the living body portion.

Patentansprüche

1. Vorrichtung zum Identifizieren durch biometrische
Informationen, umfassend:

eine Eingabesektion biometrischer Informatio-
nen (10; 10A), zum Abtasten biometrische In-
formationen zur Verifizierung, die zum Verglei-

chen/Verifizieren mit registrierten biometri-
schen Informationen bei der Personenidentifi-
zierung verwendet werden, von einem Anschnitt
eines lebenden Körpers einer Person, die zu
identifizieren ist, und Eingeben der abgetaste-
ten biometrischen Informationen zur Verifizie-
rung; und
ein Mittel zur Detektion eines lebenden Körpers
(20F), zum Detektieren, ob der Abschnitt des
lebenden Körpers, für den die biometrischen In-
formationen zur Verifizierung durch die Einga-
besektion biometrischer Informationen abgeta-
stet/eingegeben werden, ein lebender Körper ist
oder nicht,
bei der:

die Eingabesektion biometrische Informa-
tionen einen Fingerabdrucksensor des
Überstreichtyps umfasst, der ein Kapazi-
tätstyp oder ein Typ zur Detektion eines
elektrischen Feldes ist, und betriebsfähig
ist, um die biometrischen Informationen zur
Verifizierung als Bildinformationen von dem
Abschnitt des lebenden Körpers abzuta-
sten/einzugeben, der sich bezüglich der
Eingabesektion biometrischer Informatio-
nen relativ bewegt;
eine Oberfläche zur Detektion des leben-
den Körpers in dem Mittel zur Detektion ei-
nes lebenden Körpers in Kontakt mit oder
in der Nähe zu dem Abschnitt des lebenden
Körpers angeordnet ist, der bezüglich der
Eingabesektion biometrischer Informatio-
nen bewegt wird, um die biometrischen In-
formationen zur Verifizierung einzugeben;
der Abschnitt des lebenden Körpers ein Fin-
ger (100; 100a, 100b) der zu identifizieren-
den Person ist, die Eingabesektion biome-
trischer Informationen betriebsfähig ist, um
ein Fingerabdruckbild des Fingers als bio-
metrische Informationen zur Verifizierung
abzutasten/cinzugeben, und das Mittel zur
Detektion eines lebenden Körpers zum De-
tektieren eines gefälschten Fingerabdruk-
kes dient;
das Mittel zur Detektion eines lebenden
Körpers ein Blutgefäßmuster in dem Finger
durch Einstrahlen von Licht auf den Finger
abtastet und einen lebenden Körper von ei-
nem gefälschten Fingerabdruck auf der Ba-
sis des Nichtvorhandenseins oder Vorhan-
denseins des abgetasteten Blutgefäßmu-
sters unterscheidet;
das durch das Mittel zur Detektion eines le-
benden Körpers abgetastete Blutgefäßmu-
ster und das durch die Eingabesektion bio-
metrischer Informationen abgetastete Fin-
gerabdruckbild mit den registrierten biome-
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trischen Informationen verglichen/verifiziert
werden; und
das Mittel zur Detektion eines lebenden
Körpers ein Blutgefäßmuster in dem Finger
durch einen Liniensensor abtastet und ein
Bild des Blutgefäßmusters in dem Finger
von einem partiellen Bild, das durch den Li-
niensensor abgetastet wurde, auf der Basis
eines Fingerabdruckbildes rekonfiguriert
wird, das durch die Eingabesektion biome-
trischer Informationen abgetastet wurde.

2. vorrichtung zum Identifizieren durch biometrische In-
formationen nach Anspruch 1, bei der die Eingabe-
sektion biometrischer Informationen eine Breite hat,
mit der Fingerabdruckbilder als biometrische Infor-
mationen zur Verifizierung von einer Vielzahl von
Fingern als Abschnitt eines lebenden Körpers
gleichzeitig abgetastet/eingegeben werden können.

Revendications

1. Dispositif d’identification par des informations bio-
métriques comprenant :

une section d’entrée d’informations biométri-
ques (10 ; 10A) pour échantillonner des infor-
mations biométriques pour une vérification, les-
quelles sont utilisées à des fins de comparai-
son/vérification avec des informations biométri-
ques enregistrées d’une identification de per-
sonne, d’une partie de corps vivant d’une per-
sonne à identifier et pour entrer les informations
biométriques échantillonnées pour une
vérification ; et
des moyens de détection de corps vivant (20F)
pour détecter si la partie de corps vivant, pour
laquelle les informations biométriques pour une
vérification sont échantillonnées/entrées par la
section d’entrée d’informations biométriques,
est un corps vivant ou non,
dans lequel :

la section d’entrée d’informations biométri-
ques comprend un capteur d’empreinte di-
gitale du type à balayage d’un type à capa-
citance ou d’un type à détection de champ
électrique et peut être utilisée pour échan-
tillonner/entrer les informations biométri-
ques pour une vérification en tant qu’infor-
mations d’image de la partie de corps vivant
se déplaçant de manière relative par rap-
port à la section d’entrée d’informations
biométriques ;
une surface de détection de corps vivant
dans les moyens de détection de corps vi-
vant est agencée en contact avec la partie

de corps vivant ou à proximité de celle-ci
qui est déplacée par rapport à la section
d’entrée d’informations biométriques de
manière à entrer les informations biométri-
ques pour une vérification ;
la partie de corps vivant est un doigt (100 ;
100a, 100b) de la personne à identifier, la
section d’entrée d’informations biométri-
ques peut être utilisée pour échantillonner/
entrer une image d’empreinte digitale du
doigt en tant qu’informations biométriques
pour une vérification, et les moyens de dé-
tection de corps vivant servent à détecter
une empreinte digitale contrefaite ;
les moyens de détection de corps vivant
échantillonnent un motif de vaisseaux san-
guins dans le doigt en rayonnant une lumiè-
re vers le doigt et distinguent un corps vivant
d’une empreinte digitale contrefaite sur la
base de l’absence ou de la présence du mo-
tif de vaisseaux sanguins échantillonné ;
le motif de vaisseaux sanguins échantillon-
né par les moyens de détection de corps
vivant et l’image d’empreinte digitale échan-
tillonnée par la section d’entrée d’informa-
tions biométriques sont comparés/vérifiés
avec lesdites informations biométriques
enregistrées ; et
les moyens de détection de corps vivant
échantillonnent un motif de vaisseaux san-
guins dans le doigt au moyen d’un capteur
linéaire, et une image du motif de vaisseaux
sanguins dans le doigt est reconfigurée à
partir d’une image partielle échantillonnée
par le capteur linéaire sur la base d’une ima-
ge d’empreinte digitale échantillonnée par
la section d’entrée d’informations biométri-
ques.

2. Dispositif d’identification par des informations bio-
métriques selon la revendication 1, dans lequel la
section d’entrée d’informations biométriques a une
largeur permettant d’échantillonner/d’entrer simulta-
nément des images d’empreinte digitale en tant
qu’informations biométriques pour une vérification
d’une pluralité de doigts en tant que partie de corps
vivant.
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