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(54) Systems and methods for data insurance

(57) An agreement is created between a first entity
and a second entity under which the second entity agrees
to provide data protection services for use by a third en-
tity. A backup copy of the third entity’s data is created
and maintained at a location controlled by the second
entity. If the third entity suffers a data loss, a replacement
copy of the data is generated from the backup copy. The
first entity provides compensation for the second entity’s
efforts to restore the third entity’s lost data. If the second
entity is unable to restore the data, the third entity is com-
pensated for its data loss.
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Description

[0001] The present invention relates generally to meth-
ods and systems for restoring electronic data after a loss
of such data and more specifically to methods and sys-
tems for compensating data owners and data backup
service providers for the costs of restoring data after a
loss of data.
[0002] Electronic data are stored on a wide variety of
storage media including electronic disks, hard drives, and
tapes, and other media. Data stored on any of these me-
dia may be lost for any number of reasons, including
physical damage to the storage media in disasters such
as fire, tornados, earthquakes, or terrorism. Data may
also be lost when storage media or associated computer
systems fail after prolonged use. Data may also be lost
inadvertently through user error.
[0003] It has been standard practice for some time to
make periodic "backup" copies of stored data to mitigate
financial and similar harm caused by data loss. When
data are lost, they may be restored from the backup copy
thereby minimizing disruptions to the data owner’s busi-
ness or other activities that would otherwise result from
the loss of the data.
[0004] A backup copy may be made by the data’s own-
er and stored at or near the location at which the original
data storage media are located. This is obviously risky,
though, in that a single catastrophic event such as a fire
or tornado may easily destroy not only the original stored
data but the backup copy as well.
[0005] Backup copies are often stored, therefore, at a
location remote from the media that hold the original data.
This, though, can create logistical and transportation dif-
ficulties, particularly where backup copies have to be
physically moved from the original storage site to the
backup copies’ remote storage location.
[0006] Methods have been developed in which copies
of the electronic data are transmitted electronically (using
a modem or over the Internet, for example) and archived
as backup copies at a remote location. In the event data
are lost at the original storage site, the data can be rec-
reated from a backup copy. The backup data can be
transferred back to the original location by substantially
the same means by which the data were initially trans-
mitted to the remote location for backup. Such methods
substantially reduce the inconvenience that arises when
physical storage media are shipped or otherwise physi-
cally transported from the original data storage location
to the remote backup locations.
[0007] Existing methods for electronic transfer and re-
mote storage of backup copies are still less than ideal,
though. When data are lost at the original location, costs
are necessarily incurred in retrieving the data from the
remote location’s backup copy and transferring it back
to the original site. These costs may include, for example,
technicians’ time and the costs of restoring physical stor-
age media that may have been damaged at the original
site.

[0008] In other cases, it may be impossible to fully re-
store the lost data from a backup copy. The remotely
located backup copy may not be current, for example, or
the backup copy may never have been properly created,
it may itself have become damaged or corrupted, or it
may otherwise be incomplete or unavailable to restore
the original data. In that case, the owner of the data may
naturally incur further losses and inconvenience from the
unavailability of a complete backup copy to restore the
lost data.
[0009] It would be advantageous, therefore, if im-
proved methods and systems were devised to protect
data owners out of losses or inconvenience incurred in
restoring lost data from backup copies at remote loca-
tions, and for other losses and inconvenience that might
arise in the event the lost data could not be restored. The
inventions described in this document satisfy those ob-
jectives.

SUMMARY OF THE INVENTION

[0010] A method for providing data insurance includes
the creation of an agreement between a first entity and
a second entity under which the second entity agrees to
provide data protection services for use by a third entity.
An insurance agreement is also created, under which the
third entity is authorized to use the second entity’s data
protection service. The insurance agreement may spec-
ify the type or level of services that the third entity is re-
quired to use. In some embodiments, the second entity
provides a data backup service in which a backup copy
of the third entity’s data is created and maintained at a
location controlled by the second entity. If the third entity
suffers as data loss, a further copy of the data is gener-
ated from the backup copy. Compensation will then be
provided for the second entity’s services in attempting to
restore the lost data from the backup copy. If the second
entity cannot restore the data, compensation may be paid
to the third entity for its lost data. The first entity may also
pay the second entity for providing data protection serv-
ices to the third entity. The first entity may, moreover elect
not to charge the third entity any special premium or ad-
ditional charge for providing the data protection service,
beyond the usual premium that the first entity would or-
dinarily charge for providing its insurance without the pro-
vision of the data protection services.
[0011] The invention thus can provide a system under
which a data owner is protected against expenses it might
incur to restore lost data and other losses that might fol-
low a loss of the data owner’s data. In some embodi-
ments, the insured is not charged for the data protection
services, the service provider instead being compensat-
ed by the insurer. In other embodiments the insured pur-
chases the data protection service directly from the pro-
vider, but the insurer discounts the premium it would or-
dinarily charge for insuring the insured against losses
arising from loss of its data. In still other embodiments,
the data protection service provider may pay the insurer
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for requiring the use of its services, or the provider may
agree to provide its services to the insurer’s insured at a
price that is discounted in comparison to what the pro-
vider would normally charge for services of that type.

BRIEF DESCRIPTION OF DRAWINGS

[0012] The following discussion may be best under-
stood with reference to the various drawings, which form
a part of this disclosure.

FIG. 1 is a flow chart illustrating data insurance meth-
ods according to embodiments of the invention.
FIG. 2 is a block diagram further illustrating the meth-
ods of FIG. 1.
FIG. 3 is a flow chart illustrating data insurance meth-
ods according to alternative embodiments.
FIG. 4 is a block diagram further illustrating the meth-
ods of FIG. 3.
FIG. 5 is a block diagram that illustrates other alter-
native embodiments.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0013] The invention is described here with reference
to the accompanying drawings, in which preferred em-
bodiments of the invention are shown. The invention
may, however, be embodied in many different forms and
should not be construed as limited to these examples.
[0014] When an element such as a block or unit is
shown in the figures connected to another element, it can
be directly connected to the other element or intervening
elements may also be present. Terms such as "entity"
and "data protection service" can include one or more of
the indicated element.
[0015] "Data" includes any information that has value
to its owner. "Insurance" is a financial arrangement for
redistributing the costs of unexpected losses according
to a contract in which an insurer agrees to compensate
an insured for those losses. A "loss" is an undesired,
unplanned reduction in economic value. "Data loss" can
include, for example, events in which no current copy of
the data exists, or events in which only a partial but pos-
sibly or certainly corrupted copy of the data is available.
[0016] A "data protection service" can include data pro-
tection tools and techniques for reproducing information.
These can include functions such as copying data and
maintaining backups of data at previous times and dates.
Data protection services can also include other protective
services such as virus scanning. Particular data protec-
tion services might include local data mirroring, remote
data mirroring, operating-system-supported data object
replication, or file-by-file data archiving, and these might
be supplemented by virus scanning or other data protec-
tion services. Such data protection services may be pro-
vided at a single facility or at a plurality of facilities, locally
at the data owner’s site, or remotely at another location.

[0017] The data insurance methods and systems de-
scribed here can apply in situations where a first entity
insures a third entity via an insurance agreement. The
first entity may purchase a data protection service from
a second entity for use by customers of the first entity.
Insurance agreements according to these methods can
provide insurance to the third entity and include, among
other things, provisions for providing data insurance to
protect against economic losses arising out of the in-
sured’s loss of data.
[0018] FIG. 1 is a flow chart illustrating a data insurance
method. Block 140 represents a contract between a first
entity 110 and a second entity 120. This contract can
include an agreement obligating then second entity to
provide data protection services to a third entity 130. The
second entity could, for example, create a backup copy
of the third entity’s data and retain it at the second entity’s
location. If the third entity’s data is lost, the second entity
can restore the data from the backup copy. The second
entity may provide an online data backup service in which
the third entity’s data is transmitted to a location control-
led by the second entity over the Internet, a private net-
work or similar means for copying and backup by the
second entity. Virtual Backup, Inc. is a provider of such
services.
[0019] Block 150 represents an insurance agreement
between the first entity 110 and the third entity 130. The
insurance agreement obligates the first entity 110 to in-
sure the third entity against losses to the third entity’s
data. The insurance agreement permits, and may re-
quire, the third entity to use the data protection service
provided by the second entity 120. The insurance agree-
ment might, for example, require the third entity to install,
set up, and use the data protection services. Recovery
under the policy can be made contingent, in whole or in
part, on the third entity’s compliance with these require-
ments. If, for example, the third party fails to use or fails
properly to cooperate in the use of the data protection
services, then the third party’s recovery under the policy
might be eliminated or reduced. Block 160 represents
the second entity’s provision of data protection services
to protect the third entity’s data.
[0020] The first entity 110 insures the third entity 130
against losses arising from its loss of data. The first entity
pays or otherwise compensates the second entity 120
for its data protection services. The third entity’s use of
the data protection services can be made a condition of
the insurance policy. The first entity insurer will not make
good the third entity’s losses unless the third entity has
used the second entity’s data protection services as re-
quired.
[0021] When the third entity suffers a loss of data, the
first entity will compensate the third entity, for that loss.
That compensation can take several forms. The insur-
ance contract between the first and third entities may, for
example, require the third entity to pay the second entity
for a technician’s time or other expenses incurred in con-
nection with the second entity’s efforts to restore the third
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entity’s data, from a backup copy stored at the second
entity’s facility or otherwise as described in this docu-
ment.
[0022] A contract might be structured to provide for
both replacement of damaged or destroyed hardware
and lost data. After an incident resulting in damaged hard-
ware and lost data, the insurance contract between the
first and third entities might, for example, require the first
entity to pay the second entity to place a copy of the third
entity’s data on new computer hardware and deliver that
hardware to the third entity’s office, place of business, or
another location controlled by the third entity. The third
entity’s data can be placed onto the new hardware from
a backup copy stored at a location controlled by the sec-
ond entity, or otherwise as described in this document.
[0023] Some contracts might specify that, in the event
the data cannot be restored from a backup copy, the first
entity will pay to have the third entity’s data restored by
another method. The first entity may be obligated, for
example, to pay the expenses incurred in having the third
entity’s data reconstructed from paper records or other
alternate storage means to replace the lost computer da-
ta.
[0024] If the data cannot be restored either from a
backup copy, paper records, or any other alternative
means, then the insurance policy may provide for a pay-
ment from the first entity to the third entity. The payment
might be in an amount agreed upon between the parties
at the time of the contract and stipulated between them
in the contract.
[0025] FIG. 2 illustrates a data insurance system. The
arrow extending from the first entity insurer 110 to the
third entity insured 120 represents insurance provided
by the first entity, and in particular, compensation paid
by the first entity to the third entity for data loss. The arrow
that extends back from the third entity insured to the first
entity insurer represents the premium or other compen-
sation paid by the insured in return for the insurance.
[0026] The arrow extending from the second entity da-
ta protection service 120 to the first entity insurer 110
represents the data protection service’s agreement with
the insurer to allow the third entity insured 130 to use the
data protection service. In essence, the first entity insurer
110 purchases data protection services on behalf of its
insured customers. This can be viewed as the purchase
of a license for the benefit of the third entity insured, and
this license is represented by the arrow from the second
entity data protection service to the third entity insured.
The first entity insurance provider 110 compensates the
second entity 120 for providing the data protection serv-
ice to the insured 130. This compensation is represented
by the arrow from the first entity insurer to the data pro-
tection service.
[0027] Significantly, there is no arrow in this figure from
the third entity insured 130 to the second entity data pro-
tection service 120. The third entity does not make any
separate payment to the data protection service for the
use of its service. Provision of such services is part of

the third entity’s agreement with its insurer, and payment
for the services is from the insurer to the service provider.
[0028] With conventional data insurance plans, the in-
sured may or may not purchase data protection services.
Many insureds will forgo the extra expense of acquiring
such services; others may cut costs by contracting with
services of dubious quality or effectiveness. Even when
an insured does purchase data protection services, the
insured may not take all of the steps required - such as
installing required software, using it as directed, or mak-
ing backups at the recommended frequency - to use the
service effectively.
[0029] In the scheme described here, though, the in-
sured 130 does not pay anything directly to the data pro-
tection service provider 120, and the insurer 110 typically
will not charge any additional or special premium in ex-
change for the insurer’s arranging for the data protection
service. The insured, moreover, can be required by the
terms of the policy to cooperate with the service to install,
maintain, and use the data protection service to provide
the specified protection for the data. If the insured fails
to do what is required, recovery may be denied by the
insurer in the event of data loss.
[0030] An insured thus has a very substantial incentive
to maintain and use the data protection service. By in-
creasing the number of insureds that use the data pro-
tection service, and by ensuring that the data protection
service provides a service of acceptable quality, the in-
surance provider can expect to reduce the amounts it
must pay out in claims for data loss.
[0031] FIGS. 3 and 4 illustrate a variant in which an
"offset method" is utilized to pay for the data protection
services. In this method, the first entity insurer 110 (see
FIG. 3) provides insurance 145 to the third entity insured
130 for a premium that is reduced in comparison with the
premium ordinarily charged for the same level of insur-
ance. To qualify for the reduced premium, the third entity
130 must agree to purchase data protection services 160
- the agreement between the third entity insured and the
second entity data protection service provider 120 being
represented by block 155 in FIG. 3. Though the third en-
tity must pay the second entity for the data protection
services, the third entity’s expense in doing so can be
offset by the reduced insurance premium charged by the
first entity insurer.
[0032] In FIG. 4, the arrow from the first entity insurer
110 to the third entity insured 130 represents the insur-
ance provided by the insurer to the third entity. The arrow
from the insured to the insurer represents the premium
the third entity pays to purchase the insurance. This pre-
mium is reduced in comparison with what the insurer
would normally have charged for the insurance. The re-
duced premium is typically offered on the condition that
the third entity purchase data protection services from a
second entity data protection service provider 120. The
identity of the provider and the type and degree of data
protection services may be specified in the insurance
agreement.
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[0033] The purchase by the third entity insured 130 of
data protection services from the data protection service
provider 120 is illustrated in FIG. 4. The arrow from the
second entity data protection service provider to the third
entity insured represents the provision of the data pro-
tection services by the provider. The arrow from the in-
sured to the service provider represents the insured’s
payment for those services.
[0034] FIG. 5 illustrates another variant. This method
includes the same elements as those of the variant illus-
trated in FIGS. 3 and 4. This variant, though, includes a
further agreement between the first entity insurer 110
and the second entity data protection service provider
120. In FIG. 5, the arrow from the first entity insurer to
the second entity data protection service provider repre-
sents a promise by the insurer to include in its policies a
provision requiring its insureds to purchase data protec-
tion services from that provider. The arrow from the serv-
ice provider to the insurer represents a promise by the
provider to pay the insurer money or other compensation
for requiring use of the provider’s services, or to provide
its services to the insurer’s insured at a discount to what
it would normally charge for the same level of service.
[0035] While aspects of the invention have been de-
scribed in terms of certain preferred embodiments, those
of ordinary skill in the art will appreciate that various
changes and additions might be made without varying
from the basic principles of the invention. Aspects of the
present invention can be implemented in a variety of im-
plementations, and are not limited to any one particular
implementation. Moreover, although the aspects of the
invention described herein are described with reference
to a first entity insurer, a second entity data protection
service, and a third entity insured, the parties to the meth-
ods described here need not be formally denominated
as such, so long as they act as described in the appended
claims. The invention could also be embodied in insur-
ance models in which other parties are present that act
as brokers, agents, contractors, vendors, or other inter-
mediaries in transactions between an insurer, an insured,
and a data protection service provider. The inventions
are thus not limited to the specific and exemplary em-
bodiments described in this document. The scope of the
invention should instead be determined from the append-
ed claims, including the full scope of equivalents to which
those claims are legally entitled.

Claims

1. A method for providing data insurance comprising:

storing, by a first processing device, data of a
third entity on a storage medium of the third en-
tity;
creating an agreement between a first entity and
a second entity to provide data protection serv-
ice to a third entity, wherein the first entity ar-

ranges for a data protection service to be pro-
vided by the second entity for the third entity’s
data stored on a storage medium of the third
entity;
creating an insurance agreement between the
first entity and the third entity, because the data
of the third entity was stored on the storage me-
dium of the third entity, that authorizes the third
entity to use the data protection service provided
by the second entity for the third entity’s data
stored on the storage medium of the third entity
without the third entity being charged for use of
the data protection service of the second entity;
storing, by a second processing device, an elec-
tronic backup copy of the third entity’s data, as
required by the data protection service agree-
ment, on a storage medium of the second entity
such that the electronic backup copy of the third
entity’s data stored on the storage medium of
the second entity is insured against loss accord-
ing to the insurance agreement;
upon loss of data stored on the storage medium
of the third entity, providing the backup copy of
data from the second entity to the third entity in
an attempt to restore the third entity’s data;
providing compensation from the first entity to
the second entity for the data protection servic-
es; and
providing compensation from the first entity to
restore the third entity’s data from an alternate
source in the event the second entity cannot suc-
cessfully restore the third entity’s data from an
electronic backup copy.

2. The method of claim 1 further comprising providing
compensation to the third entity if the second entity
is unable to restore the third entity’s lost data.

3. The method of claim 2, wherein the compensation
provided to the third entity if the second entity is un-
able to restore the third entity’s lost data is specified
in the insurance agreement.

4. The method of claim 1, wherein the insurance agree-
ment requires the third entity to use the data protec-
tion service provided by the second entity.

5. The method of claim 1, wherein the first entity’s in-
surance of the third entity against losses arising out
of data loss is at least partially contingent upon the
third entity’s using predetermined services provided
by the second entity.

6. The method of claim 1, wherein the data protection
service is a data backup service, and further com-
prising:

storing the electronic backup copy of the third
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entity’s data while at a location controlled by the
second entity; and
generating, after a loss of the third entity’s data,
a further copy of the third entity’s data from the
backup copy.

7. A method for providing data insurance comprising:

storing, by a first processing device, data of a
third entity on a physical storage medium of the
third entity;
creating an agreement between a first entity and
a second entity to provide electronic data pro-
tection service to the third entity, wherein the
first entity arranges for a data protection service
to be provided by the second entity for the third
entity’s data stored on the physical storage me-
dium of the third entity;
creating an insurance agreement between the
first entity and the third entity, because the data
of the third entity was stored on the physical stor-
age medium of the third entity, that authorizes
the third entity to use the electronic data protec-
tion service provided by the second entity for the
third entity’s data stored on the physical storage
medium of the third entity without the first entity
and the second entity charging the third entity
for use of the electronic data protection service
of the second entity;
storing, by a second processing device, an elec-
tronic backup copy of the third entity’s data, as
required by the data protection service agree-
ment, on a storage medium of the second entity
such that the electronic backup copy of the third
entity’s data stored on the storage medium of
the second entity is insured against loss accord-
ing to the insurance agreement; and
upon loss of data stored on the physical storage
medium of the third entity, attempting to deliver
to the third entity the electronic backup copy.

8. The method of claim 7, wherein the insurance agree-
ment requires the third entity to use the data protec-
tion service provided by the second entity.

9. The method of claim 7, wherein the first entity’s in-
surance of the third entity against losses arising out
of data loss is at least partially contingent upon the
third entity’s using predetermined services provided
by the second entity.

10. The method of claim 7, wherein the data protection
service is a data backup service, and further com-
prising:

wherein the backup copy of the third entity’s data
is stored while at a location controlled by the
second entity; and

generating the restored copy of the third entity’s
data from the backup copy.

11. An insurance system comprising:

a data protection service provider that provides
data protection services to an insurer for use by
the insurer’s insured and that has a processing
device configured to store an electronic backup
of the insured’s data on a storage medium;
wherein the data protection services are ac-
quired by the insurer and used by the insured
that is insured by the insurer against losses aris-
ing out of lost data from the electronic backup
copy of the insured’s data based on an insur-
ance agreement between the insurer and the
insured created because the insured’s data was
stored on a storage medium and without the in-
surer and the data protection service provider
charging for the use of the data protection serv-
ice of the data protection service provider;
wherein following a loss of data by the insured,
the data protection service provider is obligated
to attempt to restore the insured’s data; and
wherein the data protection service provider is
compensated by the insurer for its efforts to re-
store the insured’s data.

12. The insurance system of claim 11, wherein the in-
surer’s insurance of the insured against losses aris-
ing out of data loss is at least partially contingent
upon the insured using predetermined services pro-
vided by the data protection service provider.

13. The insurance system of claim 11, wherein the elec-
tronic backup copy of the insured’s data is stored
while at a location controlled by the data protection
service provider and wherein the data protection
service provider’s attempts to restore the insured’s
lost data include attempting to generate a further
copy of the insured’s data from the backup copy.

14. A method for providing data insurance and protecting
data, the method comprising:

storing, by a first processing device, data of an
insured on a storage medium of the insured;
creating an insurance agreement between an
insurer and the insured because the data of the
insured was stored on the storage medium of
the insured, wherein the insurance agreement
provides that the insurer will insure the insured
for losses arising out of lost data stored on the
storage medium of the insured, and wherein the
insurance agreement requires the insured to
use a data protection service provided by a data
protection service provider;
creating a data protection service agreement

9 10 
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between the insured and the data protection
service provider, wherein the data protection
service agreement provides that the data pro-
tection service provider will provide a data pro-
tection service for the insured’s data stored on
the storage medium of the insured without the
insurer and the data protection service provider
charging the insured for the use of the data pro-
tection service of the data protection service pro-
vider;
storing, by a second processing device, an elec-
tronic backup copy of the insured’s data, as re-
quired by the data protection service agreement,
on a storage medium of the data protection serv-
ice provider such that the electronic backup copy
of the insured’s data stored on the storage me-
dium of the data protection service provider is
insured against loss according to the agree-
ments; and
upon loss of data by the insured, providing the
backup copy data from the storage medium of
the data protection service provider to the in-
sured in an attempt to restore the insured’s data.

15. The method of claim 14, wherein the backup copy
of the insured’s data is stored while at a location con-
trolled by the data protection service provider, further
comprising generating, after a loss of data by the
insured, a further copy of the insured’s data from the
backup copy.
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