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(57) A user-manager server device includes: regis-
tration information on a local group including a domain
user separately from a domain group managed by a di-
rectory server device, and authorization information on
the domain group, the domain user, and/or the local
group. When a logged-in user belongs to the local group,
an authorization processing unit transmits the authoriza-
tion information on the local group to a multifunction pe-
riphery (MFP) as the authorization information corre-
sponding to the logged-in user. When the logged-in user
does not belong to the local group, the authorization
processing unit transmits the authorization information
on one of the domain group and the domain user to the
MFP as the authorization information corresponding to
the logged-in user.
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Description

BACKGROUND

1. Field of the invention

[0001] The present invention relates to an image form-
ing system, an image forming apparatus and an image
forming method.

2. Description of the Related Art

[0002] In recent years, directory services such as Ac-
tive Directory and e-Directory have been introduced to
manage users and devices in a networked system. Some
image forming apparatuses such as a printer, a copier,
and a multifunction peripheral (MFP) have a network
function, which performs management of users and
groups by the directory service. To perform the manage-
ment of the users by the directory service, a user authen-
tication for a user who has performed a login operation
to the image forming apparatus is performed on the serv-
er device for the directory service.
[0003] On the image forming apparatus, an authoriza-
tion process using only a function permitted to a logged-
in user among various functions is performed. In the au-
thorization process, authorization information specifying
a function which is permitted or prohibited for use has
been previously set on the image forming apparatus for
each user, and some functions to be used by the logged-
in user are limited by the authorization information.
[0004] In addition, there is a system providing the im-
age forming apparatus with the authorization information
corresponding to the logged-in user, by an intermediate
server device including the authorization information for
each user. In this system, the intermediate server device
performs centralized management of the authorization
information for each user, but it is difficult to flexibly set
the authorization information on users and groups.
[0005] For example, in a case of setting the authoriza-
tion information on a group different from a domain group
in the directory service, the authorization information can-
not be set collectively, and hence the authorization infor-
mation must be set for each of a plurality of users be-
longing to the group. This makes work of setting the au-
thorization information complicated. It is possible to ad-
ditionally set the authorization information in the directory
service on a group basis, but there is a fear that bad
influence maybe exerted upon the directory service that
is already in operation in a company or the like.

SUMMARY

[0006] The present disclosure relates to an image
forming system, an image forming apparatus, and an im-
age forming method that may set authorization informa-
tion flexibly for users and groups while centrally manag-
ing the authorization information.

[0007] An image forming system according to an as-
pect of the present disclosure includes an image forming
apparatus, a directory server device, an authorization in-
formation registration device, and a user-manager server
device that are connected to a network. The directory
server device includes registration information data on
one of a domain group and domain user. The authoriza-
tion information registration device acquires list data
based on the registration information data on the one of
the domain group and domain user from the directory
server device, determines information on the one of the
domain group and domain user within the list data, and
registers the determined authorization information to the
user-manager server device in association with the one
of the domain group and domain user as authorization
information data. The user-manager server device trans-
mits, to the image forming apparatus, the authorization
information on a logged-in user to the image forming ap-
paratus based on the authorization information data on
the one of the domain group and domain user.
[0008] An image forming apparatus according to an
aspect of the present disclosure includes: an input device
that receives an input of authentication information cor-
responding to a logged-in user; a determination unit that
specifies function(s) that are permitted or not permitted
for use by the logged-in user among the functions that
the image forming apparatus provides, based on author-
ization information, and stores data indicating whether
or not the function (s) are permitted for use; and a control
unit that causes the logged-in user to use only the func-
tion(s) that are permitted for use based on the data. The
authentication information corresponding to the logged-
in user is transmitted by a user-manager server device
connected to a network from the image forming appara-
tus to a directory server device connected to the network.
User information corresponding to the logged-in user is
transmitted to the user-manager server device if the au-
thentication information is determined to be valid by the
directory server device. The authorization information
corresponding to the user information corresponding to
the logged-in user is specified and transmitted to the im-
age forming apparatus from the user-manager server de-
vice.
[0009] An image forming method according to an as-
pect of the present disclosure includes: transmitting, by
an image forming apparatus connected to a network, au-
thentication information corresponding to a logged-in us-
er to a user-manager server device connected to the net-
work; transmitting, by the user-manager server device,
the authentication information received from the image
forming apparatus and an authentication request to a di-
rectory server device connected to the network; deter-
mining, by the directory server device, whether or not the
authentication information received from the user-man-
ager server device is valid, and if the authentication in-
formation is valid, transmitting user information corre-
sponding to the logged-in user to the user-manager serv-
er device as a response to the authentication request;
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specifying, by the user-manager server device, authori-
zation information corresponding to the logged-in user
based on the user information corresponding to the
logged-in user received from the directory server device,
and transmitting the authorization information to the im-
age forming apparatus; and setting, by the image forming
apparatus, data indicating whether or not the logged-in
user is permitted to use a function that the image forming
apparatus provides based on the authorization informa-
tion received from the user-manager server device, and
referencing the set data to receive only a job that uses
the function permitted to the logged-in user, and execute
the job.

BRIEF DESCRIPTION OF FIGURES

[0010] In the accompanying drawings:
[0011] FIG. 1 is a block diagram illustrating a configu-
ration of an image forming system according to an em-
bodiment of the present disclosure;
[0012] FIG. 2 is a block diagram illustrating a configu-
ration of a multifunction peripheral (MFP);
[0013] FIG. 3 is a block diagram illustrating a configu-
ration of a user-manager server device;
[0014] FIG. 4 is a diagram illustrating an example of
authorization policy data;
[0015] FIG. 5 is a block diagram illustrating a configu-
ration of a directory server device;
[0016] FIG. 6 is a block diagram illustrating a configu-
ration of a terminal device;
[0017] FIG. 7 is a sequence diagram illustrating an op-
eration of devices when a user logs in to the MFP in the
image forming system of FIG. 1;
[0018] FIG. 8 is a flowchart illustrating an operation of
the terminal device when authorization information is reg-
istered to the user-manager server device in the image
forming system of FIG. 1;
[0019] FIG. 9 is a diagram illustrating an example of a
main screen displayed on the terminal device;
[0020] FIG. 10 is a diagram illustrating an example of
display contents of a display area on the main screen
when a group is selected from a tree of FIG. 9;
[0021] FIG. 11 is a diagram illustrating another exam-
ple of display contents of a display area on the main
screen when the group is selected from the tree of FIG. 9;
[0022] FIG. 12 is a diagram illustrating another exam-
ple of display contents of a display area on the main
screen when the group is selected from the tree of FIG. 9;
[0023] FIG. 13 is a diagram illustrating an example of
an input screen displayed when an authorization policy
assignment to a group or user is registered on the termi-
nal device; and
[0024] FIG. 14 is a diagram illustrating an example of
an input screen displayed when the authorization policy
is registered on the terminal device.

DETAILED DESCRIPTION

[0025] FIG. 1 is a block diagram illustrating a configu-
ration of an image forming system according to an em-
bodiment of the present disclosure. A pluralityof multi-
function peripherals (MFPs) 1A and 1B are connected to
a network 2. Further connected to the network 2 are a
user-manager server device 3, a directory server device
4, and a terminal device 5 (an example of an authorization
information registration device).
[0026] The MFP 1A is an image forming apparatus
having a printer function, a scanner function, a copy func-
tion, a facsimile function, and the like, that uses those
functions to execute various kinds of jobs responsive to
receiving an instruction from an operation panel on the
MFP 1A or from a host device (not illustrated) connected
to the network 2. The MFP 1B is an image forming ap-
paratus having a same or similar configuration.
[0027] The user-manager server device 3 receives a
user authentication request from the MFPs 1A and 1B,
and provides authorization information on a logged-in us-
er to the MFPs 1A and 1B. The directory server device
4 provides a directory service such as Active Directory
or e-Directory.
[0028] FIG. 2 is a block diagram illustrating a configu-
ration of the MFP 1A of FIG. 1. The MFP 1B includes a
same or similar configuration. The MFP 1A includes an
operation panel 21, a modem 22, a network interface 23,
a printer 24, a scanner 25, and a control device 26.
[0029] The operation panel 21 is installed onto the
MFP 1A, and includes a display device 21a that presents
various kinds of information to the user and an input de-
vice 21b that receives a user operation. The display de-
vice 21a may include, for example, a liquid crystal display
and various kinds of indicators. The input device 21b may
include, for example, a touch panel and key switches.
[0030] The modem 22 is a communication device that
is connected to a subscriber’s telephone line network
such as a public switched telephone network (PSTN) and
performs transmission/reception of facsimile data.
[0031] The network interface 23 is connected to the
computer network 2 in a wired and/or wireless manner,
and performs data communications with other devices
(for example, the user-manager server device 3 and the
host device) connected to the network 2.
[0032] The printer 24 performs printing on a paper
sheet by a print request and delivers a printed paper
sheet. In an electro photographic process, by causing a
light source to emit light based on printing data after
charging a photoconductor drum, the printer 24 forms an
electrostatic latent image on the photoconductor drum
surface, develops the electrostatic latent image by toner,
transfers a toner image onto the paper sheet, fixes the
toner image, and delivers the printed paper sheet.
[0033] The scanner 25 applies light to one side surface
or both side surfaces of a document fed from an auto-
matic document feeder or a document placed by the user,
receives reflected light, and outputs corresponding im-
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age data reflecting the document.
[0034] The control device 26 controls processing units
of the MFP 1A and performs data process. The control
device 26 is configured as a computer including, for ex-
ample, a central processing unit (CPU), a read only mem-
ory (ROM), and a random access memory (RAM). On
the control device 26, the CPU implements various kinds
of processing units by loading a program stored in the
ROM or other storagedevice (forexample, aflashmemo-
ry) into the RAM and executing the program. The control
device 26 implements a FAX communication unit 31, a
network communication unit 32, a control unit 33, and a
determination unit 34.
[0035] The FAX communication unit 31 controls the
modem 22 to receive the facsimile data. Upon reception
of the facsimile data, the FAX communication unit 31
supplies the print request to the control unit 33.
[0036] The network communication unit 32 controls
the network interface 23 to perform data communications
with the devices on the network 2 using various kinds of
communication protocols. For example, the network
communication unit 32 transmits, to the user-manager
server device 3, a user name (user ID) and a password
input through the operation panel 21 upon user login, and
receives the authorization information corresponding to
the logged-in user from the user-manager server device
3. Further, the network communication unit 32 receives
the print request for page description language (PDL)
data or the like from the host device, and supplies the
print request to the control unit 33.
[0037] The control unit 33 receives a job request in
response to a user operation to the operation panel 21
or a job request received from the host device through
the network interface 23 and the network communication
unit 32, and controls the processing units within the MFP
1A to execute a job corresponding to the job request.
Possible job requests include a print request, a scan re-
quest, and a facsimile transmission request. Further,
when a login operation occurs, the control unit 33 causes
the network communication unit 32 to request user au-
thentication, authorization information, and the like from
the user-manager server device 3.
[0038] Further, the control unit 33 generates job log
information when a job is executed for the logged-in user
who has succeeded in the user authentication, and trans-
mits the job log information to the user-manager server
device 3 in association with the logged-in user.
[0039] Based on the authorization information corre-
sponding to the logged-in user received from the user-
manager server device 3 through the network interface
23 and the network communication unit 32, the determi-
nation unit 34 specifies a function which is prohibited or
permitted for use by the logged-in user from among the
functions that the MFP 1A provides, and stores data in-
dicating whether or not the use of each of the functions
is permitted in RAM. The control unit 33 references the
data to limit the use of the MFP 1A by the logged-in user.
For example, when the use of a color copy function is

limited for a particular logged-in user, a menu of the copy
function may be displayed on the operation panel 21 so
as to prevent the color copy function from being chosen
by the particular logged-in user. For example, a button
for choosing a color copy may be grayed out.
[0040] FIG. 3 is a block diagram illustrating a configu-
ration of the user-manager server device 3 of FIG. 1. The
user-manager server device 3 includes a storage device
41, a network interface 42, and a processor 43.
[0041] The storage device 41 stores a program and
data. The storage device 41 may include a nonvolatile
semiconductor memory, a hard disk drive, or the like.
The storage device 41 may store authorization policy da-
ta 51, local user data 52, and local group data 53.
[0042] The authorization policy data 51 includes au-
thorization information data having the authorization in-
formation used for specifying the function which is per-
mitted for use by the logged-in user at the MFPs 1A and/or
1B. The authorization policy data 51 includes the author-
ization information on a user and/or group basis. The
authorization information on users may be applied to a
user, and the authorization information on groups may
be applied to a user belonging to a group. As the author-
ization information on users, the authorization policy data
51 includes the authorization information on domain us-
ers registered on the directory server device 4 and the
authorization information on local users registered on the
user-manager server device 3. As the authorization in-
formation on groups, the authorization policy data 51 in-
cludes the authorization information on domain groups
registered on the directory server device 4 and the au-
thorization information on local groups registered on the
user-manager server device 3. The authorization infor-
mation on users includes an ID of a user and information
on a function (for example, an ID of the function) which
is permitted or prohibited for use by the user. The author-
ization information on groups includes an ID of a group
and information on a function (for example, an ID of the
function) which is permitted or prohibited for use by a
user belonging to the group. For example, the function
which is permitted or prohibited for use may include up-
per-levelfunctionssuch asprinting,scanning,copying,fac-
simile transmission, and/or lower-level items (for exam-
ple, a color/black choosing function) accompanying each
of the upper-level items.
[0043] FIG. 4 is a diagram illustrating a structural ex-
ample of the authorization policy data 51 of FIG. 3.
[0044] As shown in FIG. 4, a domain group A includes
domain users A, B, C, and D. A local group A includes
local users A and B and domain users B and D. An au-
thorization policy #1 (policy data including authorization
information) is set for the domain group A. An authoriza-
tion policy #2 is set for the domain user A belonging to
the domain group A. An authorization policy #3 is set for
the local group A. An authorization policy #4 is set for the
local user A belonging to the local group A. An authori-
zation policy #5 is set for the domain user B belonging
to the domain group A. An authorization policy #6 is set
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for a domain user E. An authorization policy #7 is set for
a local user C.
[0045] The local user data 52 is registration information
data including the authentication information on local us-
ers (for example, the user ID and the password) . The
local user is registered on the user-manager server de-
vice 3 separately from the domain user registered on the
directory server device 4.
[0046] The local group data 53 is registration informa-
tion data including the authentication information on local
groups (the group ID and the user IDs of the users be-
longing to the group) . The local group is registered on
the user-manager server device 3 separately from the
domain group registered on the directory server device
4. The local group includes the local users and the do-
main users. In other words, the local group consisting of
only the local users, the local group consisting of only
the domain users, and the local group consisting of the
local users and the domain users are set.
[0047] The network interface 42 is connected to the
computer network 2 in a wired and/or wireless manner,
and performs data communications with other devices
(for example, MFPs 1A and 1B and directory server de-
vice 4) connected to the network 2.
[0048] The processor 43 is configured as a computer
including a CPU, a ROM, and a RAM, and implements
various kinds of processing units by loading a program
stored in the ROM or the storage device 41 into the RAM
and causing the CPU to execute the program. The proc-
essor 43 implements a network communication unit 61,
a user authentication processing unit 62, an authorization
processing unit 63, and a job tracking processing unit 64.
[0049] The network communication unit 61 controls
the network interface 42 to perform data communications
with the devices on the network 2 using various kinds of
communication protocols. The network communication
unit 61 may receive the user name (user ID) and the
password from the MFP 1A, and transmit the authoriza-
tion information on the user to the MFP 1A. The network
communication unit 61 may also transmit the user au-
thentication request to the directory server device 4, and
receive an authentication result and user information
from the directory server device 4.
[0050] The user authentication processing unit 62 us-
es the network interface 42 to cause the directory server
device 4 to perform authentication of the logged-in users
to the MFPs 1A and/or 1B.
[0051] When the logged-in user to the MFP 1A and/or
the MFP 1B who has succeeded in the user authentica-
tion belongs to the local group, the authorization process-
ing unit 63 extracts the authorization information on local
groups from the authorization policy data 51, and trans-
mits the authentication information as the authorization
information corresponding to the logged-in user to the
MFP 1A and/or the MFP 1B through the network interface
42. On the other hand, when the logged-in user who has
succeeded in the user authentication does not belong to
any local group, the authorization processing unit 63 ex-

tracts the authorization information on domain users or
domain groups to which the logged-in user belongs from
the authorization policy data 51, and transmits the au-
thentication information as the authorization information
corresponding to the logged-in user to the MFP 1A and/or
the MFP 1B through the network interface 42.
[0052] For example, in the case of FIG. 4, when the
domain user A logs in to the MFP 1A, the authorization
policy #2 and the authorization policy #1 are transmitted
to the MFP 1A. If a conflict occurs between the authori-
zation information on the user and on the group (for ex-
ample, authorization policy #2 and authorization policy
#1), the predetermined authorization information on the
groups or users is applied.
[0053] When the domain user B logs in to the MFP 1A,
the authorization policy #5, the authorization policy #3,
and the authorization policy #1 are transmitted to the MFP
1A. If a conflict occurs between the authorization infor-
mation on domain groups and local groups (for example,
authorization policy #1 and authorization policy #3), the
predetermined authorization information on domain
groups or local groups is applied.
[0054] When the domain user C logs in to the MFP 1A,
the authorization policy #1 is transmitted to the MFP 1A.
Further, when the domain user D logs in to the MFP 1A,
the authorization policy #1 and the authorization policy
#3 are transmitted to the MFP 1A.
[0055] When the domain user E logs in to the MFP 1A,
the authorization policy #6 is transmitted to the MFP 1A.
[0056] When the local user A logs in to the MFP 1A,
the authorization policy #4 and the authorization policy
#3 are transmitted to the MFP 1A.
[0057] When the local user B logs in to the MFP 1A,
the authorization policy #3 is transmitted to the MFP 1A.
[0058] 1 When the local user C logs in to the MFP 1A,
the authorization policy #7 is transmitted to the MFP 1A.
[0059] It should be noted that, when there is a plurality
of authorization information corresponding to a logged-
in user, the user-manager server device 3 may cause
the authorization processing unit 63 to generate one au-
thorization information by combining those authorization
information and may transmit the generated authoriza-
tion information. In this case, if a conflict occurs among
the plurality of authorization information, one of the au-
thorization information selected according to a predeter-
mined rule is applied.
[0060] For example, when there are a plurality of au-
thorization information to be applied to the logged-in user
(for example, the authorization information on local
groups and domain users, the authorization information
on domain groups and local groups, or the authorization
information on local users and local groups), the user-
manager server device 3 causes the authorization
processing unit 63 to generate one authorization infor-
mation by combining those authorization information,
and transmits the generated authorization information.
[0061] Further, it should be noted that, when there are
a plurality of authorization information to be applied to
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the logged-in user, the authorization processing unit 63
may generate user-authorization information that permits
the use of the function which is permitted for use by any
one of those authorization information. In other words,
the authorization processing unit 63 may generate user-
authorization information that prohibits the use of the
function which is prohibited for use by at least one of
those authorization information.
[0062] The job tracking processing unit 64 receives the
job log information from the MFPs 1A and 1B through
the network interface 42, and sums up the job log infor-
mation as a user job history for each of the domain users
and the local users. When the local user is not set, the
job log information is summed up as the user job history
for each of the domain users. The job log information
includes information generated in the MFPs 1A and/or
1B when the job is executed for the logged-in user who
has succeeded in the user authentication, and includes
the user ID of the logged-in user, a job type (printing,
scanning, copying, facsimile transmission, and the like),
attribute information (color, monochrome, double-sided
printing, and the like), and a counter value of the number
of pages (additional information) for each of the job type
and/or each of the attribute information. For example, in
FIG. 4, the user job history including the user ID for each
of the domain users A to E and each of the local users
A to C is summed up. Therefore, by causing the user job
history to be viewed or transmitted to a predetermined
address by electronic mail, file transfer protocol, or the
like, it is possible to confirm what kind of jobs the user
executed in the past.
[0063] FIG. 5 is a block diagram illustrating a configu-
ration of the directory server device 4 of FIG. 1. The di-
rectory server device 4 includes a storage device 71, a
network interface 72, and a processor 73.
[0064] The storage device 71 stores a program and
data. The storage device 71 may be, for example, a non-
volatile semiconductor memory, a hard disk drive, or the
like. A directory database (DB) 91 for a directory service
is built on the storage device 71. The directory database
91 may include user data 91a and group data 91b. The
user data 91a may include registration information data
having authentication information (for example, the user
ID and the password) and user information (for example,
contact information such as a telephone number, a fac-
simile transmission number, or an electronic mail ad-
dress and other attribute information) . The group data
91b may include registration information data having the
authentication information (for example, a group ID, user
IDs of users belonging to the group) and group informa-
tion (for example, contact information, a manager, and
other attribute information) .
[0065] The network interface 72 is connected to the
computer network 2 in a wired or wireless manner, and
performs data communications with other devices (for
example, the user manager server device 3) connected
to the network 2.
[0066] The processor 73 includes a CPU, a ROM, and

a RAM, and implements various processing units by load-
ing a program stored in the ROM or the storage device
71 into the RAM and causing the CPU to execute the
program. For example, the processor 73 may implement
a network communication unit 81 and a directory service
processing unit 82.
[0067] The network communication unit 81 controls
the network interface 72 to perform data communications
with the devices on the network 2 using various kinds of
communication protocols. For example, the network
communication unit 81 may receive the user authentica-
tion request, and transmit the authentication result and
the user information.
[0068] The directory service processing unit 82 man-
ages the domain user and the domain group. The direc-
tory service processing unit 82 performs registration and
deletion of the domain user and the domain group, user
authentication, and provision of the user information on
the domain user and the group information on the domain
group. The user authentication may include lightweight
directory access protocol (LDAP) authentication, Ker-
beros authentication, or the like. When a directory service
is Active Directory, the directory service processing unit
82 may operate as a domain controller.
[0069] FIG. 6 is a block diagram illustrating a configu-
ration of the terminal device 5 (example of the authori-
zation information registration device) of FIG. 1. The ter-
minal device 5 includes a storage device 101, a network
interface 102, a display device 103, an input device 104,
and a processor 105. The terminal device 5 may be, for
example, a personal computer in which a predetermined
program is installed.
[0070] The storage device 101 stores a program and
data. The storage device 101 may include a nonvolatile
semiconductor memory, a hard disk drive, or the like.
The storage device 101 stores a policy management pro-
gram 101a.
[0071] The network interface 102 is connected to the
computer network 2 in a wired and/or wireless manner,
and performs data communications with other devices
(for example, the user manager server device 3 and the
directory server device 4) connected to the network 2.
[0072] The display device 103 (for example, a liquid
crystal display) displays various kinds of information to
the user. When the registration of the authorization infor-
mation is executed, the display device 103 displays a
tree, a list of the authorization information, and the like.
The input device 104 (for example, a keyboard and/or a
mouse) receives a user operation, and outputs an elec-
trical signal corresponding to the user operation to the
processor 105.
[0073] The processor 105 includes a CPU, a ROM,
and a RAM, and implements various processing units by
loading a program stored in the ROM or the storage de-
vice 101 into the RAM and causing the CPU to execute
the program. The processor 105, executing the policy
management program 101a, may implement a network
communication unit 111, a graphical user interface (GUI)
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processing unit 112, a search processing unit 113, a reg-
istration processing unit 114, and a login processing unit
115.
[0074] The network communication unit 111 controls
the network interface 102 to perform data communica-
tions with the devices on the network 2 using various
communication protocols.
[0075] The GUI processing unit 112 causes the display
device 103 to display various kinds of GUI screens, and
detects user operation (s) input to the input device 104.
The GUI processing unit 112 causes the display device
103 to display the tree that presents superior-subordinate
relationships among the domain and/or the local groups
and/or users and to display the list of authorization poli-
cies including an authorization setting value regarding
the function. The tree and the list are displayed based
on the information collected from the user-manager serv-
er device 3 and the directory server device 4.
[0076] The search processing unit 113 causes the net-
work communication unit 111 and the network interface
102 to search the directory server device 4 via the net-
work 2 for the domain group and/or the domain user and
acquire list data based on registration information data
on the domain groups and/or domain users. The list data
may include domain group names, domain user names,
domain group IDs and/or domain user IDs . The search
processing unit 113 causes the network communication
unit 111 and the network interface 102 to search the user-
manager server device 3 via the network 2 for the local
group and/or the local user and acquire list data based
on registration information data on local groups and/or
local users. The list data includes local group names,
local user names, local group IDs and/or local user IDs).
[0077] The registration processing unit 114 deter-
mines the authorization information on domain groups
and/or domain users in the list data acquired by the
search processing unit 113. The registration processing
unit 114 causes the network communication unit 111 and
the network interface 102 to register the authorization
information on domain groups and/or domain users to
the user-manager server device 3 via the network 2 in
association with the domain group and/or the domain us-
er as authorization information data on domain groups
and/or domain users. The registration processing unit
114 determines the authorization information on local
groups and local users in the list data acquired by the
search processing unit 113. The registration processing
unit 114 registers the authorization information on local
groups and/or local users to the user-manager server
device 3 via the network 2 in association with the local
group and/or the local user as authorization information
data on local groups and/or local users. Further, the reg-
istration processing unit 114 sets the authorization infor-
mation data on domain groups and/or domain users by
associating the authorization policy selected from the list
of the authorization policies displayed on the display de-
vice 103 with the domain group and/or the domain user
selected from the tree displayed on the display device

103.
[0078] 1 The login processing unit 115 causes the di-
rectory server device 4 to perform the user authentication
on the user of the terminal device 5 . The loginprocessin-
gunit 115 permits only an administrator user who has
succeeded in the user authentication on the user of the
terminal device 5 to execute registration process for the
authorization information or the like.
[0079] FIG. 7 is a sequence diagram illustrating the
operation of each of the apparatuses and the devices
when the user logs in to the MFP 1A in the image forming
system illustrated in FIG. 1. Each of the apparatuses and
the devices illustrated in FIG. 7 would operate in a same
or similar matter when a user logs in to the MFP 1B.
[0080] The operation panel 21 of the MFP 1A detects
an operation of inputting a user name (the user ID) and
a password performed by the user (S1). The control unit
33 causes the network communication unit 32 and the
network interface 23 to transmit the user name and/or
the password to the user-manager server device 3 (S2) .
[0081] On the user-manager server device 3, the user
authentication processing unit 62 causes the network
communication unit 61 and the network interface 42 to
receive the user name and/or the password and transmit
the user name, the password, and an authentication re-
quest to the directory server device 4 using a predeter-
mined protocol (for example, LDAP) (S3).
[0082] On the directory server device 4, the directory
service processing unit 82 causes the network commu-
nication unit 81 and the network interface 72 to receive
the user name, the password, and the authentication re-
quest by the predetermined protocol, and references the
directory database 91 to determine whether or not the
user name and/or the password belongs to a valid user
(S4).
[0083] The directory service processing unit 82 causes
the network communication unit 81 and the network in-
terface 72 to transmit a determination (authentication)
result (and, if the authentication is successful, the user
information on the user), to the user-manager server de-
vice 3 as a response to the authentication request (S5).
[0084] On the user-manager server device 3, the user
authentication processing unit 62 causes the network
communication unit 61 and the network interface 42 to
receive the authentication result as the response to the
authentication request. If the authentication has been
successful, the user authentication processing unit 62
receives the user information, and the authorization-
processingunit 63 references the authorization policy da-
ta 51 to specify the authorization information on the user
(authorization policy to be applied to the user) (S6). The
authorization processing unit 63 causes the network
communication unit 61 and the network interface 42 to
transmit a response indicating the successful authenti-
cation to the MFP 1A (and/or MFP 1B) in addition to the
authorization information and the user information (S7).
[0085] 1 On the MFP 1A, the control unit 33 causes
the network communication unit 32 and the network in-

11 12 



EP 2 336 934 A2

8

5

10

15

20

25

30

35

40

45

50

55

terface 23 to receive the authorization information and
the user information, and provides the authorization in-
formation to the determination unit 34 (S8). Based on the
authorization information, the determination unit 34 sets,
in the RAM, data indicating whether or not the user is
permitted to use each of the functions that the MFP 1A
provides.
[0086] 1 The user is then permitted to use the MFP 1A
with the functions limited according to the authorization
information (S9) . On the MFP 1A, the control unit 33
references the data set by the determination unit 34 to
allow only a job that uses the functions permitted to the
user, and executes the allowed job.
[0087] It should be noted that, if the user authentication
has failed, only a response indicating an authentication
failure is transmitted from the user-manager server de-
vice 3 to the MFP 1A. Upon reception of the response
indicating the authentication failure, the MFP 1a may dis-
play a message indicating the authentication failure onto
the operation panel 21, and prohibit the user from using
the MFP 1A.
[0088] On the MFP 1A, the control unit 33 generates
job log information each time a job is executed for a
logged-in user who has succeeded in the user authenti-
cation. The control unit 33 causes the network commu-
nication unit 32 and the network interface 23 to transmit
the job log information to the user-manager server device
3 (S10) .
[0089] The job tracking processing unit 64 causes the
network communication unit 61 and the network interface
42 to receive the job log information, and stores the job
log information into the RAM or the storage device 41 .
The job tracking processing unit 64 sums up the job log
information on each of the domain users and the local
users automatically or in response to requests made by
the host device (not illustrated), the MFPs 1A and 1B,
and the like (S11) . For example, when the logged-in user
performs a designated operation to the MFP 1A, the con-
trol unit 33 of the MFP 1A transmits a request to sum up
the job log information to the user-manager server device
3 with the user ID. Upon reception of the request, the job
tracking processing unit 64 of the user-manager server
device 3 sums up the job log information corresponding
to the logged-in user having the user ID received with
the request as the user job history, and transmits the
summed up job log information to the MFP 1A as a re-
sponse to the request. Upon reception of the job log in-
formation, the control unit 33 of the MFP 1A causes the
job log information to be displayed on the operation panel
21.
[0090] According to the above-described embodi-
ment, without affecting the registration information data
including the authentication information on domain
groups and domain users in the directory server device,
a user-manager server device provided separately from
the directory server device may create a new group (the
local group) including the domain user in the directory
server device and set the authorization information on

the new group. The authorization information may be
centrally managed and the authorization information may
be flexibly set. Further, it is possible to collectively man-
age the user job histories for all the users who use image
forming apparatuses via the network.
[0091] FIG. 8 is a flowchart illustrating an operation of
the terminal device 5 (an example of the authorization
information registration device) when the authorization
information is registered to the user-manager server de-
vice 3 in the image forming system illustrated in FIG. 1.
[0092] When the policy management program 101a is
executed, the login processing unit 115 executes login
process (S21). The login processing unit 115 causes the
GUI processing unit 112 to display a dialog box including
input fields for the user ID (or user name) and the pass-
word in the display device 103, and prompts inputs of the
user ID (or user name) and the password. When the login
processing unit 115 causes the GUI processing unit 112
to detect the inputs of the user ID (or user name) and the
password to the input device 104, the login processing
unit 115 causes the network communication unit 111 and
the network interface 102 to transmit the user authenti-
cation request to the directory server device 4 with the
user ID (or user name) and the password and receive a
result of the user authentication from the directory server
device 4. If the user authentication is successful as the
administrator user, the login processing unit 115 permits
execution of the following process. If the user authenti-
cation has failed as the administrator user, the login
processing unit 115 terminates the process without per-
mitting the execution of the following process.
[0093] If the user authentication is successful as the
administrator user, the search processing unit 113 ac-
cesses the directory server device 4 to acquire the list
data on the domain groups and/or the domain users, and
accesses the user-manager server device 3 to acquire
the list data on the local groups and/or the local users
and the authorization policy data 51 that are currently set
(S22) . The search processing unit 113 transmits re-
quests for those list data and the authorization policy data
51 to the directory server device 4 and the user-manager
server device 3 via the network 2. Upon reception of the
requests, the directory service processing unit 82 of the
directory server device 4 transmits the list data on the
domain groups and/or the domain users, and the author-
ization processing unit 63 of the user-manager server
device 3 transmits the list data on the local groups and/or
the local users and the authorization policy data 51, to
the search processing unit 113.
[0094] Based on those list data and the authorization
policy data 51 acquired in Step S22, the GUI processing
unit 112 causes the display device 103 to display a main
screen (S23). FIG. 9 is a diagram illustrating an example
of the main screen displayed on the terminal device 5 of
FIG. 1. The main screen includes three display areas
201, 202 and 203. Amain menu is displayed in the display
area 201. The main menu of the main screen includes
items of "File", "Edit", "Manage," and "Help". Each of the
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items is formed of a pull-down menu, and an item for a
desired operation can be selected from the pull-down
menu. For example, the pull-down menu for the item
"Manage" may include items for addition and deletion of
the authorization policy, the local group, and the local
user. When the items included in the item "Manage" are
selected, the addition and deletion of the authorization
policy, the local group, and the local user are respectively
executed. Displayed in the display area 202 are the list
of the authorization policies, the tree within the domain
group ("aaa.com" in the example of FIG. 9), and the tree
within the local group. Displayed in the display area 203
are the list of the authorization policies and a current set-
ting state regarding the item selected in those trees by a
cursor 211. In addition, displayed in the display area 203
is a GUI input section including a selection menu and an
input field for changing the setting state for the selected
item. In FIG. 9, the title of the list of the authorization
policies is selected by the cursor 211, and hence the list
of the registered authorization policies is displayed in the
display area 203.
[0095] After displaying the main screen, when the user
operates the input device 104 to select another item from
the list of the authorization policies and the trees, the GUI
processing unit 112 detects the operation for selection
(S24), and changes display contents of the display area
203 corresponding to the selected another item (S25).
[0096] FIG. 10, FIG. 11, and FIG. 12 are diagrams il-
lustrating examples of the display contents of the display
area 203 when a group <OUI> is selected from the tree
of FIG. 9. When the group <OUI> is selected from the
tree, a policy tab 221, a group tab 222, and a user tab
223 are displayed on the display area 203. As illustrated
in FIG. 10, when the policy tab 221 is selected, a list 231
of the authorization policies applied to the group and a
list 232 of the authorization policies inherited from an
upper-level group than the group <OUI> are displayed
based on the current authorization settings acquired in
Step 522. As illustrated in FIG. 11, when the group tab
222 is selected, a list of lower-level groups (sub groups)
than the group <OUI> is displayed based on the current
authorization settings acquired in Step 522. As illustrated
in FIG. 12, when the user tab 223 is selected, a list of
users belonging to the group <OUI> is displayed based
on the current authorization settings acquired in Step
S22.
[0097] When an edit operation including the addition,
change, and deletion of the authorization policy and the
addition, change, and deletion of an authorization policy
assignment is detected based on the user’s input to the
main menu 201 or the GUI input section of the display
area 203, the GUI processing unit 112 changes the dis-
play contents of the main screen based on the edit op-
eration. When a confirming operation for confirming con-
tents of the edit operation is detected (S26), the registra-
tion processing unit 114 transmits, to the user-manager
server device 3, a request to execute any one of the ad-
dition, change, and deletion of the authorization policy

and the addition, change, and deletion of the authoriza-
tion policy assignment that is specified based on the edit
operation (S27). Upon reception of the request, the user-
manager server device 3 updates the authorization policy
data 51 by the request. On the user-manager server de-
vice 3, the authorization processing unit 63 receives the
request and edits the authorization policy data 51. When
the addition or change of the authorization policy or the
authorization policy assignment, contents of a new au-
thorization policy or new authorization policy assignment
are transmitted with the request, while on the user-man-
ager server device 3, the authorization policy data 51 is
updated based on the contents.
[0098] After displaying the main screen, when the GUI
processing unit 112 detects a termination operation
(S28), the execution of the policy management program
101a is terminated.
[0099] The registration of the authorization policy as-
signment and the authorization policy to the group or the
user are described in the following.
[0100] (a) Registration of the authorization policy as-
signment to the group or the user
[0101] FIG. 13 is a diagram illustrating an example of
an input screen displayed when the authorization policy
assignment to the group or the user is registered on the
terminal device 5 of FIG. 1. The authorization policy to
be assigned is selected by the cursor 211 from the list of
authorization policies in the display area 202. Upon de-
tection of the operation for selection, the GUI processing
unit 112 displays three expandable panels 241, 242, and
243, an apply button 251, and a return button 252 in the
display area 203.
[0102] In a case of the registration of the authorization
policy assignment to the group, a panel 241 is opened.
Upon detection of the operation for selection, as illustrat-
ed in FIG. 13, the GUI processing unit 112 displays in
the panel 241 information regarding the selected author-
ization policy (<policy>) in the example of FIG. 13) in-
cluding a policy name, a list 261 of groups and users to
which the authorization policy is to be assigned, policy
assignment buttons 262 and 263, and a policy assign-
ment cancellation button 264.
[0103] When the policy assignment button 262 is de-
pressed, the GUI processing unit 112 displays a list of
users (domain users and local users). Upon detection of
an operation for selection of a user to which the author-
ization policy is to be assigned, the GUI processing unit
112 adds the selected user to the list 261. When the
policy assignment button 263 is depressed, the GUI
processing unit 112 displays a list of groups (domain
groups and local groups) . Upon detection of an operation
for selection of a group to which the authorization policy
is to be assigned, the GUI processing unit 112 adds the
selected group to the list 261. When the policy assign-
ment cancellation button 264 is depressed, the GUI
processing unit 112 deletes, from the list 261, the select-
ed group and/or the selected user from the list 261.
[0104] When the apply button 251 is depressed and
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the GUI processing unit 112 detects the operation for
depression, the registration processing unit 114 trans-
mits a request to change the assignment of the authori-
zation policy to the user-manager server device 3 with
the list of the groups and/or the users included in the list
261. The depression of the apply button 251 corresponds
to a confirming operation.
[0105] (b) Registration of the authorization policy
[0106] FIG. 14 is a diagram illustrating an example of
an input screen displayed when the authorization policy
is registered on the terminal device 5 of FIG. 1.
[0107] The authorization policy to be assigned is se-
lected by the cursor 211 from the list of authorization
policies in the display area 202. Upon detection of the
operation for selection, the GUI processing unit 112 dis-
plays the three expandable panels 241, 242, and 243,
the apply button 251, and the return button 252 in the
display area 203.
[0108] In a case of the registration of the authorization
policy, the panels 242 and 243 are opened. Upon detec-
tion of the operation for selection, as illustrated in FIG.
14, the GUI processing unit 112 displays in the panel 242
an access level (general user or administrator user) re-
garding the selected authorization policy (<policy1> in
the example of FIG. 14) . The access level indicates an
access right level of the logged-in user to the MFPs 1A
and 1B in such a manner that a current setting value of
the access level can be changed by operation of a combo
box and/or a pull-down menu. The GUI processing unit
112 displays a job execution limitation in the panel 243.
The job execution limitation indicates the limitation of the
function that MFPs 1A and 1B include, in such a manner
that the current setting value of the job execution limita-
tion can be changed by operation of a combo box and/or
a pull-down menu. In the example of FIG. 14, one of the
current setting values "off", "limited", and "unspecified"
is set for each of the job execution limitations. When the
current setting value "unspecified" is set, the current set-
ting value set for the same job execution limitation re-
garding the upper-level group is inherited.
[0109] When the apply button 251 is depressed and
the GUI processing unit 112 detects the operation, the
registration processing unit 114 transmits a request to
change the assignment of the authorization policy to the
user-manager server device 3 with the current setting
values set in the panels 242 and 243. The depression of
the apply button 251 corresponds to a confirming oper-
ation.
[0110] According to the above-described embodi-
ment, an authorization information registration device au-
tomatically collects the groups and the users for which
the authorization information data is to be set, and hence
it is possible to register the authorization information data
to the user-managerserver device 3 more easily.
[0111] The present disclosure includes various other
embodiments. For example, other designs can be used
in which the above-described components are each per-
formed.

[0112] In the image forming system according to the
present disclosure, an ID card (for example, an IC card)
assigned to a user may be used instead of the user in-
putting his or her user name into the MFP 1A during user
login.
[0113] An IC card reader may be connected to the MFP
1A, and when the ID card is brought to the IC card reader,
the control unit 33 may use the IC card reader to read a
card ID from the ID card. The control unit 33 may then
transmit the card ID to the user-manager server device
3 with the password input in the same manner as in the
above-described embodiment.
[0114] In the storage device 41 of the user-manager
server device 3, conversion data is stored in which the
card ID is associated with a user ID of the user to which
the ID card is assigned. Upon reception of the card ID
and the password, the user authentication processing
unit 62 references the conversion data to specify the user
ID corresponding to the card ID, and causes the directory
server device 4 to perform the user authentication based
on the specified user ID and the received password.
[0115] While the IC card is used as the ID card in the
above described example, a card including a recording
medium of another format (for example, a magnetic card)
may also or alternatively be used. In this case, a reader
that can read the card ID from the card of the another
format is used instead of the IC card reader. Further,
biometric information such as a fingerprint may be used
instead of the ID card. In this case, a reader that can
acquire the biometric information from the user is used
instead of the IC card reader, and a characteristic of a
feature obtained from the biometric information is used
as a biometric ID.
[0116] According to the above-description, the storage
device 41 of the user-manager server device 3 includes
the conversion data including an association between
the card ID and the user ID of the user to which the ID
card is assigned. The user authentication processing unit
62 receives the card ID and the password of the ID card
from each of the MFPs 1A and 1B, specifies the user ID
of the logged-in user from the received card ID with the
conversion data, and uses the user ID to perform the
user authentication.
[0117] Accordingly, the card ID is managed on the us-
er-manager server device 3, and hence it is not neces-
sary to manage the card ID in the directory server device
4 . In a system in which the directory service has already
been operating, it is possible to add a login system using
the ID card easily.
[0118] In the above-described embodiment, the local
users and the domain users coexist in the local group,
but the local group may be formed of only local users or
the local group may be formed of only domain users, or
some combination thereof.
[0119] In the above-described embodiment, the user-
manager server device 3 and the directory server device
4 may be configured to perform data communications via
another network different from the network 2 by connect-

17 18 



EP 2 336 934 A2

11

5

10

15

20

25

30

35

40

45

50

55

ing the user-manager server device 3 to the another net-
work instead of being connected to the network 2.
[0120] In the above-described embodiment, the MFPs
1A and 1B are used as the image forming apparatuses,
but a printer, a copier, and the like may additionally or
alternatively be used. Further, while the illustrated image
forming system includes two image forming apparatuses,
the image forming system may alternatively include less
than two or more than two image forming apparatuses.
[0121] The access right level to the MFP may be in-
cluded in the authorization information. For example, one
of the administrator and the general user is set as the
access right level. In a case of the administrator, it is
possible to use a function such as maintenance, which
cannot be used by the general user.
[0122] It should be understood that various changes
and modifications to the presently preferred embodi-
ments described herein will be apparent to those skilled
in the art. Such changes and modifications can be made
without departing from the spirit and scope of the present
subject matter and without diminishing its intended ad-
vantages. It is therefore intended that such changes and
modifications be covered by the appended claims.

Claims

1. An image forming system, comprising:

an image forming apparatus (1A; 1B) configured
to connect to a network (2);
a directory server device (4) configured to con-
nect to the network and to include registration
information data (91a; 91b) on at least one of a
domain group and a domain user;
an authorization information registration device
(5) configured to (i) acquire list data based on
the registration information data on the at least
one domain group and domain user from the
directory server device, (ii) determine authoriza-
tion information on the at least one domain group
and domain user within the list data, and (iii) reg-
ister the determined authorization information to
a user-manager server device (3) in association
with at least one of the domain group and domain
user as authorization information data; and
the user-manager server device configured to
connect to the network and to transmit, to the
image forming apparatus, user-authorization in-
formation corresponding to a logged-in user to
the image forming apparatus based on the au-
thorization information data on the at least one
of the domain group and the domain user.

2. The image forming system according to claim 1,
wherein:

the image forming apparatus (1A; 1B) is further

configured to transmit authentication informa-
tion corresponding to the logged-in user to the
user-manager server device (3);
the user-manager server device is further con-
figured to transmit the received authentication
information to the directory server device (4);
and
the directory server device is further configured
to perform authentication of the logged-in user
based on the authentication information and the
registration information data (91a; 91b) on the
domain user, and transmit an authentication re-
sult and user information corresponding to the
logged-in user to the user-manager server de-
vice as the list data.

3. The image forming system according to claims 1 or
2, wherein the user-manager server device (3) in-
cludes second registration information data (52; 53)
on at least one of a local group and local user that
is separate from the registration information on the
at least one domain group and domain user on the
directory server device (4) .

4. The image forming system according to claim 3,
wherein the authorization information registration
device (5) is further configured to (i) acquire second
list data based on the second registration information
data (52; 53) from the user-manager server device
(3), (ii) determine the authorization information on
the at least one local group and/or the local user
within the second list data, and (iii) register the de-
termined authorization information to the user-man-
ager server device in association with the at least
one local group and local user as the authorization
information data.

5. The image forming system according to claim 4,
wherein the user-manager server device (3) is fur-
ther configured to transmit, (i) when the logged-in
user belongs to the local group, the authorization
information on the at least one local group and local
user to the image forming apparatus (1A; 1B) as the
user-authorization information, and (ii) when the
logged-in user does not belong to the local group,
the authorization information on the at least one of
the domain group and domain user to the image
forming apparatus as the user-authorization infor-
mation.

6. The image forming system according to claim 4,
wherein the user-manager server device (3) is fur-
ther configured to generate, when there is a plurality
of the authorization information corresponding to the
logged-in user, the user-authorization information by
combining the plurality of the authorization informa-
tion.
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7. The image forming system according to one or more
of the preceding claims, wherein:

the image forming apparatus (1A; 1B) is further
configured to generate job log information when
executing a job for the logged-in user, and to
transmit the job log information to the user-man-
ager server device (3) in association with the
logged-in user; and
the user-manager server device (3) is further
configured to receive the job log information
from the image forming apparatus, and sum up
the job log information as a user job history for
each domain user.

8. The image forming system according to claim 7,
wherein the user-manager server device (3) includes
the registration information data (52; 53) on the local
user separately from the registration information da-
ta (91a; 91b) on the domain user registered on the
directory server device (4), and is further configured
to separately sum up the job log information as the
user job history for each of the domain user and the
local user.

9. The image forming system according to claim 3,
wherein the authorization information registration
device (5) is further configured to display a tree in-
dicating superior-subordinate relationships among
the domain groups, domain users, local groups, and
local users, and a list of available functions that the
image forming apparatus (1A; 1B) provides, and sets
authorization information data responsive to a selec-
tion made from the list in association with one of the
domain groups, domain users, local groups, and lo-
cal users selected from the tree.

10. An image forming apparatus (1A; 1B), which is con-
nected to a network (2), comprising:

an input device (21a) configured to receive an
input of authentication information correspond-
ing to a logged-in user;
a determination unit (34) configured to specify
functions that are permitted for use by the
logged-in user among possible functions that
the image forming apparatus provides based on
authorization information, and to store data in-
dicating whether or not each function is permit-
ted for use by the logged-in user; and
a control unit (33) configured to cause the
logged-in user to use only the permitted func-
tions permitted for use based on the data,
wherein, the authentication information corre-
sponding to the logged-in user is transmitted via
a user-manager server device (3) connected to
the network from the image forming apparatus
to a directory server device (4) connected to the

network, user information corresponding to the
logged-in user is transmitted to the user-man-
ager server device from the directory server de-
vice if the authentication information is deter-
mined to be valid by the directory server device,
and user-authorization information correspond-
ing to the user information is specified and trans-
mitted to the image forming apparatus from the
user-manager server device.

11. The image forming apparatus (1A; 1B) according to
claim 10, wherein the user-authorization information
includes authorization information on at least one of
a local group and local user registered on the user-
manager server device (3) that is separate from au-
thorization information on at least one of a domain
group and domain user registered on the directory
server device (4).

12. The image forming apparatus (1A; 1B) according to
claim 10 or 11, further comprising an ID card reader,
wherein:

the authentication information includes a card
ID of an ID card; and
the user-manager server device (3) (i) includes
conversion data including an association be-
tween the card ID of the ID card and a user ID,
(ii) receives the authentication information cor-
responding to the logged-in user from the image
forming apparatus, (iii) specifies the user ID of
the logged-in user from the authentication infor-
mation with the conversion data, and (iv) per-
forms a user authentication with the user ID.

13. An image forming method, comprising:

transmitting, via an image forming apparatus
(1A; 1B) connected to a network (2), authenti-
cation information corresponding to a logged-in
user to a user-manager server device (3) con-
nected to the network;
transmitting, via the user-manager server de-
vice, the authentication information received
from the image forming apparatus and an au-
thentication request to a directory server device
(4) connected to the network;
determining, via the directory server device,
whether or not the authentication information re-
ceived from the user-manager server device is
valid, and if the authentication information is val-
id, transmitting user information corresponding
to the logged-in user to the user-manager server
device as a response to the authentication re-
quest;
specifying, via the user-manager server device,
user-authorization information based on the us-
er information received from the directory server
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device, and transmitting the user-authorization
information to the image forming apparatus; and
setting, via the image forming apparatus, data
indicating whether or not the logged-in user is
permitted to use a function that the image form-
ing apparatus provides based on the authoriza-
tion information received from the user-manager
server device, and referencing the set data to
allow only those jobs that use permitted func-
tions to be executed.

14. The image forming method according to claim 13,
further comprising (i) acquiring, via an authorization
information registration device (5) connected to the
network (2), list data on at least one of a domain
group and a domain user from the directory server
device (4), (ii) determining the authorization informa-
tion on the at least one of the domain group and
domain user within the list data, and (iii) registering
the determined authorization information to the user-
manager server device (3).

15. The image forming method according to claim 14,
further comprising (i) acquiring, by the authorization
information registration device (5), second list data
on at least one of a local group and local user from
the user-manager server device (3), (ii) determining
second authorization information on the at least one
local group and local user within the second list data,
and (iii) registering the determined second authori-
zation information to the user-manager server de-
vice.
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