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(54) Network system and network apparatus

(57) In a virtual network apparatus, even when a fault
occurs on a private line 112 connecting plural physical
network apparatuses 101, 102 to communicate a control
signal, the redundancy is maintained, and the lower for-
warding capability is prevented. In this network system,
a control signal for virtualization to be transmitted and
received between plural physical network apparatuses
101, 102 is relayed via a unit spanning LA connecting
each physical network apparatus 101, 102 and an adja-
cent network apparatus 119 in the adjacent network ap-
paratus. Thereby, even when a fault occurs in the private
line 112, it is possible to continue to communicate the
control signal between the physical network apparatuses
101, 102 and continuously operate the virtual network
apparatus.
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Description

CLAIM OF PRIORITY

[0001] The present application claims priority from
Japanese patent application JP 2010-121874 filed on
May 27, 2010, the contents of which are hereby incorpo-
rated by reference into this application.

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0002] The present invention relates to a network sys-
tem and a network apparatus, and particularly to a tech-
nology for improving the redundancy and the forwarding
capability by enabling plural network apparatuses to op-
erate virtually as one network apparatus. More particu-
larly, the invention relates to a technology for maintaining
the redundancy and preventing the lower forwarding ca-
pability even when a fault occurs on a private line con-
necting plural network apparatuses through which the
control signal is exchanged.

2. Description of the Related Art

[0003] In recent years, the number of links to accom-
modate and the forwarding capability required for the net-
work apparatus such as a router switch have been im-
proved. Therefore, there is a demand that the number of
links to accommodate and the forwarding capability can
be easily extended without greatly changing the existent
network configuration as the scale of an office network
increases, for example. In this background, a network
system to extend the number of links to accommodate
and the forwarding capability by enabling plural network
apparatuses to operate as one virtual network apparatus
has been proposed.
[0004] For example, in a network system called a Vir-
tual Switching System (VSS) as described in non-patent
document 1, two chassis-type layer 3 switches (herein-
after referred to as a physical switch) can be operated
as one virtual switch (hereinafter a virtual switch). In the
VSS, a control plane (for performing the apparatus con-
trol and the protocol process) of two physical switches is
divided into active and standby, and a data plane (for
performing the packet forwarding) for either is used in
the active state, as shown in Fig. 2 of non-patent docu-
ment 1. Also, in the VSS, it is recommended as a method
for connecting to an adjacent server or network appara-
tus that an adjacent apparatus and each physical switch
of the VSS are connected via an individual physical line,
and the line is laid by a link aggregation (LA), the LA
spanning the physical switch of the VSS. By adopting
this connection method, traffic is distributed over two
physical switches in transmitting the packets owing to a
load balance function of the LA, whereby the forwarding
capability for two switches can be effectively utilized. Fur-

ther, using a unit spanning LA in which each physical
switch and the adjacent apparatus are connected via the
physical line, and the physical lines are configured as the
LA, the VSS and the adjacent apparatus are connected
virtually via one line, resulting in a loop-less and redun-
dancy configuration, whereby it is unlikely that the net-
work flutters at the time of fault, as seen in the other L2
redundancy protocols.
[0005] It was described that in the VSS, to realize the
virtual switch, two physical switches are connected via a
private line called a Virtual Switch Link (VSL), as shown
in Fig. 4 of non-patent document 1, to exchange the VSS
control traffic and the ordinary data traffic (refer to page
7 of non-patent document 1, "Virtual Switch Link"). Also,
it was described that the VSS control traffic includes a
packet of the VSL control protocol called a Virtual Switch
Link Protocol (VSLP) and a control signal exchanged
within the apparatus (refer to page 51 of non-patent doc-
ument 1, "Control Traffic over VSL") . In the following
explanation, the VSS control traffic and the ordinary data
traffic via the VSL are generically called the VSL traffic.
[0006] When the VSL fails but two physical switches
do not fail, each physical switch cannot exchange the
VSL traffic as described above. Thereby, each physical
switch falsely detects that the other physical switch fails,
and the standby physical switch switches the self-unit to
active, resulting in a state where two active physical
switches exist on the network. Thereby, two network ap-
paratuses having the same address exist, and various
problems such as a packet loss and false forwarding may
possibly occur. To avoid those problems, the VSS has a
function of detecting that each physical switch does not
fail and only the VSL fails. If a VSL fault is detected using
this function, the physical switch in the active control
plane shuts down all the ports of the self-unit, and the
physical switch in the standby control plane transits to
active, thereby avoiding a state where two active appa-
ratuses exist. In the VSS, the state where all the ports
are shut down due to occurrence of the VSL fault is called
a recovery mode (refer to page 42 of non-patent docu-
ment 1, "Detection Mechanisms and Configuration"). Pri-
or Technical Documents

Non-patent Documents

[0007] Non-patent document 1: Cisco Systems, "Cisco
Catalyst 6500 Series Virtual Switching System (VSS)
1440", [Online], Internet<URL:http://www.cis-
co.com/en/US/ prod/ collateral/ switche
s/ps5718/ps9336/white_paper_c11_429338.pdf>

SUMMARY OF THE INVENTION

[0008] In non-patent document 1, when a fault occurs
in only the VSL, no alternate route of the VSL traffic exists.
Therefore, the VSS traffic cannot be exchanged between
two physical switches, so that the two physical switches
cannot be operated virtually as one switch. To avoid this
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situation, a method in which when a VSL fault occurs,
one physical switch is put in a recovery mode to dispense
with the virtualization control and the necessity of ex-
changing the VSL traffic to maintain the communication
was described in non-patent document 1.
[0009] In the VSS as described in non-patent docu-
ment 1, the following two problems exist because of the
operation in the recovery mode at the time of VSL fault
as described above.
[0010] Problem (1): Forwarding capability of the VSS
is reduced by half.
[0011] In non-patent document 1, among two physical
switches making up the VSS, the physical switch becom-
ing in the recovery mode cannot be used for the data
transfer. Therefore, there is a problem that the forwarding
capability usable over the system is decreased 50% at
maximum after the VSL fault occurs as compared with
before it occurs.
[0012] An example in which the forwarding capability
decreases is shown in Figs. 2 and 3. A VSS 300 is com-
posed of the physical switches 301 and 302, and the
physical switches 301 and 302 are connected via a VSL
313. Also, a network apparatus 303 is connected to the
physical switch 301 via a line 317 and connected to the
physical switch 302 via a line 318, in which the lines 317
and 318 provide a unit spanning LA. A network apparatus
304 is connected to the physical switch 301 via a line 319
and connected to the physical switch 302 via a line 320,
in which the lines 319 and 320 provide a unit spanning
LA. A terminal 305 is connected to the network apparatus
303, a terminal 306 is connected to the physical switch
301, and a network 308 is connected to the network ap-
paratus 304. In Fig. 2, a case is considered in which the
traffic via the line 318, the physical switch 302 and the
line 320 flows as indicated in the traffic 314 and the traffic
via the line 317, the physical switch 301 and the line 319
flows as indicated in the traffic 315-1. If a VSL fault occurs,
the physical switch 302 becomes active, and the physical
switch 301 transits to the recovery mode to close the
ports 309, 311 and 312, disabling the lines 317, 319 and
321, as shown in Fig. 3. Therefore, a fault switching proc-
ess of the unit spanning LA is performed to switch the
route so that the traffic via the lines 317 and 319 may be
passed via the lines 318 and 320 that are continuously
operative. For example, the route is switched so that the
traffic 315-1 before the VSL fault occurs may be passed
via the line 318, the physical switch 302 and the line 320,
as indicated in the traffic 315-2, after the VSL fault occurs.
However, before the VSL fault occurs, the forwarding ca-
pability corresponds to two physical switches 301 and
302, and two physical lines can be used between the
VSS 300 and the network apparatus 303 and between
the VSS 300 and the network apparatus 304, but after
the fault occurs, the forwarding capability corresponds
to one physical switch, and one physical line can be used.
Hence, the forwarding capability of the overall VSS de-
creases after the VSL fault occurs. If the traffic is evenly
distributed by allocation of the unit spanning LA, the for-

warding capability decreases 50% at maximum.
[0013] Problem (2): the communication via the physi-
cal switch becoming in the recovery mode cannot be
made.
[0014] In non-patent document 1, it is recommended
that the unit spanning LA is used as a method for con-
necting each physical switch making up the VSS and the
adjacent apparatus. If the apparatus not supporting the
LA is connected to the VSS, there is a form that it is
connected to only one physical switch. In this case, there
is a problem that when the connected physical switch
becomes in the recovery mode due to the VSL fault, the
communication with the other apparatus is disconnected.
[0015] An example in which a communication interrup-
tion between the terminals occurs is shown in Figs. 2 and
3. In Fig. 2, the terminals 305 and 306 can communicate
via the network apparatus 303, the line 317, the physical
switch 301 and the line 321, as indicated in the traffic
316-1. However, in Fig. 3, due to the fault switching op-
eration of the LA, the route is switched to pass via the
network apparatus 303, the line 318, and the physical
switch 302, as indicated in the traffic 316-2. The physical
switch 301 closes the ports 309, 311 and 312 because
of transition to the recovery mode, so that there is no
route connecting the terminals 305 and 306, whereby the
packet is discarded. In non-patent document 1, it was
described that the specific port can be set to out of block-
age in the recovery mode. However, it is recommended
that the out of blockage port is set to only the manage-
ment interface of the physical unit.
[0016] As an example, it is supposed that to maintain
the communication between the terminals 305 and 306,
the ports 309 and 311 on the route of the traffic 316-1
are set to out of blockage, trying to maintain the commu-
nication on the traffic 316-1. In this case, if a protocol
packet such as BGP is transmitted from the network ap-
paratus 303 to the VSS 300, the packet may be trans-
mitted to the physical switch 301 by LA allocation, be-
cause the port 309 is out of blockage in the line 317. In
this case, there is no method for transmitting this packet
to the physical switch 302 that is newly active, because
of the VSL fault. Hence, even if the communication be-
tween the terminals 305 and 306 can be maintained, us-
ing a function of setting the specific port to out of block-
age, there is another problem that the protocol packet
destined to the VSS 300 cannot be treated.
[0017] In the light of the above-mentioned problems,
it is an object of the invention to provide a network system
and a network apparatus in which even when a fault oc-
curs on a private line connecting plural network appara-
tuses to communicate a control signal, the redundancy
is maintained and the lower forwarding capability is pre-
vented.

[Application example 1]

[0018] A network system having at least two physical
units that are a first network apparatus and a second
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network apparatus for exchanging a virtualization packet
with each other to operate as a virtual network apparatus,
a virtual machine that is a virtual network apparatus con-
stituted by at least a first physical unit and a second phys-
ical unit, a subordinate apparatus that is a network ap-
paratus connected to the virtual machine, a unit-to-unit
link that is a private line for connecting at least the first
physical unit and the second physical unit to exchange
the virtualization packet, and/or a unit spanning LA that
is a virtual line connecting at least the first physical unit
and the subordinate apparatus and/or the second phys-
ical unit and the subordinate apparatus via the physical
lines, and/or integrating those physical lines, in which the
first physical unit or second physical unit includes a phys-
ical unit identifier that is a value for identifying the first or
second physical unit, a virtualization control section for
learning the physical unit identifier except for the self-unit
by transmitting and/or receiving the virtualization packet
between the first physical unit and the second physical
unit, an apparatus information table for holding the phys-
ical unit identifier of the self-unit, and/or a unit-to-unit data
forwarding section for adding a transmitting destination
physical unit identifier to the virtualization packet in the
first physical unit in transmitting the virtualization packet
from the first physical unit to the second physical unit via
the unit spanning LA, and/or performing a receiving proc-
ess for the virtualization packet if the physical information
identifier within the apparatus information table and the
transmitting destination physical unit identifier within the
virtualization packet are matched in receiving the virtu-
alization packet in the second physical unit, when a fault
occurs in the unit-to-unit link, and/or the subordinate ap-
paratus includes a virtualization control section for col-
lecting the physical unit identifier that is the information
for identifying the physical unit from at least the first phys-
ical unit and the second physical unit, an LA information
table for storing a correspondence table of the physical
unit identifier collected by the virtualization control sec-
tion and the connection with each physical line on the
unit spanning LA, and/or a forwarding plane for deter-
mining to which physical line on the unit spanning LA the
physical unit identifier added to the virtualization packet
received from the physical unit is connected by searching
the LA information table, and/or outputting the packet to
the physical line of search result.
[0019] A specific example is given below. For example,
the virtual machine is constituted by the physical unit A
and the physical unit B. The physical unit identifier "A" is
assigned to the physical unit A and the physical unit iden-
tifier "B" is assigned to the physical unit B. The physical
unit A and the physical unit B are connected via the unit-
to-unit link. The subordinate apparatus is connected via
the line 1 to the physical unit A and connected via the
line 2 to the physical unit B, in which the line 1 and the
line 2 make up the unit spanning LA. The subordinate
apparatus holds beforehand the identifier "A" of the phys-
ical unit connected to the line 1 and the identifier "B" of
the physical unit connected to the line 2 in the LA infor-

mation table. In the above network system, when a fault
occurs in the unit-to-unit link, if the physical unit A tries
to transmit the virtualization packet to the physical unit
B, the physical unit A adds "B" as the information on the
transmitting destination physical unit to the virtualization
packet, and transmits it to the subordinate apparatus,
using the line 1. The subordinate apparatus, upon receiv-
ing the virtualization packet from the line 1, searches the
LA information table, determines that the physical unit
identifier "B" designated as the transmitting destination
physical unit is connected to the line 2, and outputs the
virtualization packet to the line 2. The physical unit B,
upon receiving the virtualization packet from the line 2,
determines the virtualization packet destined to the self-
unit, because the information of the transmitting destina-
tion physical unit added to the virtualization packet is "B",
and performs the receiving process for the virtualization
packet.
[0020] For example, reference is made to Figs. 18 to
20 as will be described later.

[Application example 2]

[0021] A network system having at least two physical
units that are a first network apparatus and a second
network apparatus for exchanging a virtualization packet
with each other to operate as a virtual network apparatus,
a virtual machine that is a virtual network apparatus in-
cluding at least a first physical unit and a second physical
unit, a subordinate apparatus that is a network apparatus
connected to the virtual machine, and/or a unit spanning
LA that is a virtual line connecting at least the first physical
unit and the subordinate apparatus and/or the second
physical unit and the subordinate apparatus via the phys-
ical lines, and/or integrating those physical lines, in which
the first physical unit or second physical unit includes a
physical unit identifier that is a value for identifying the
first or second physical unit, a virtualization control sec-
tion for learning the physical unit identifier except for the
self-unit by transmitting and/or receiving the virtualization
packet between the first physical unit and the second
physical unit, an apparatus information table for holding
the physical unit identifier of the self-unit, and/or a unit-
to-unit data forwarding section for adding a transmitting
destination physical unit identifier to the virtualization
packet in the first physical unit in transmitting the virtual-
ization packet from the first physical unit to the second
physical unit via the unit spanning LA, and/or performing
a receiving process for the virtualization packet if the
physical information identifier within the apparatus infor-
mation table and the transmitting destination physical unit
identifier within the virtualization packet are matched in
receiving the virtualization packet in the second physical
unit, and/or the subordinate apparatus includes a virtu-
alization control section for collecting the physical unit
identifier that is the information for identifying the physical
unit from at least the first physical unit and the second
physical unit, an LA information table for storing a corre-
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spondence table of the physical unit identifier collected
by the virtualization control section and the connection
with each physical line on the unit spanning LA, and/or
a forwarding plane for determining to which physical line
on the unit spanning LA the physical unit identifier added
to the virtualization packet received from the physical unit
is connected by searching the LA information table,
and/or outputting the packet to the physical line of search
result.
[0022] Specifically, the unit-to-unit link is not provided
in the specific example of the application example 1, in
which the virtualization packet is exchanged between the
physical unit A and the physical unit B through the sub-
ordinate apparatus connected via the unit spanning LA
at any time.

[Application example 3]

[0023] The network system as defined in application
example 1 or 2, wherein the first physical unit or second
physical unit includes a virtual machine identifier that is
the number assigned inherently to each virtual machine,
a unit-to-unit data forwarding section for adding the virtual
machine identifier to the virtualization packet in transmit-
ting the virtualization packet, and confirming the virtual
machine identifier added to the virtualization packet in
receiving the virtualization packet, in which if there is
match with the virtual machine identifier of the virtual ma-
chine to which the second physical unit belongs, the unit-
to-unit data forwarding section performs a receiving proc-
ess for the virtualization packet, and a forwarding plane
for performing the same process as the packet transmit-
ting and receiving process performed by the subordinate
apparatus, if the virtual machine identifier of the virtual
machine to which the self-unit belongs is unmatched in
receiving the virtualization packet.
[0024] Specifically, in the specific example of the ap-
plication example 1, the subordinate apparatus is made
up of the physical unit C and the physical unit D, and
connected with the virtual machine via the unit-to-unit
link, and holds the LA information table, like the subor-
dinate apparatus of the application example 1. The phys-
ical unit A and the physical unit C are connected via the
line 1, and the physical unit B and the physical unit D are
connected via the line 2, in which the line 1 and the line
2 make up the unit spanning LA, whereby the virtual ma-
chine identifier "X" is assigned to the virtual machine
made up of the physical units A and B, and the virtual
machine identifier "Y" is assigned to the virtual machine
made up of the physical units C and D. When the physical
unit A transmits the virtualization packet to the physical
unit B, the physical unit A adds "B" as information of the
transmitting destination physical unit and "X" as the trans-
mitting destination virtual machine information to the vir-
tualization packet, and outputs the virtualization packet
to the line 1, thereby transmitting the virtualization packet
to the physical unit C. The physical unit C receives the
virtualization packet, determines that "X" is added to in-

formation of the transmitting destination virtual machine,
searches the LA information table to relay the virtualiza-
tion packet to the physical unit B, and outputs the virtu-
alization packet to the line 2 via the unit-to-unit link and
the physical unit D. The physical unit B receives the vir-
tualization packet, and performs the receiving process
for the virtualization packet, because both information of
the transmitting destination virtual machine and informa-
tion of the physical unit are matched with the identifiers
assigned to the self-unit.
[0025] For example, reference is made to Fig. 37 as
will be described later.

[Application example 4]

[0026] The network system as defined in application
example 1 or 2, wherein of the first physical unit and the
second physical unit, the first physical unit for performing
a receiving process for the packet destined to the virtual
machine has a virtualization control section for transmit-
ting the address information possessed by the virtual ma-
chine to the subordinate apparatus, in which the subor-
dinate apparatus includes a virtual machine address in-
formation table for storing the address information re-
ceived from the virtual machine, and a forwarding plane
for searching the virtual machine address information ta-
ble in receiving the packet and relaying the packet to the
virtual machine, and searching the LA information table,
and outputting the packet to the physical line connected
to the first physical unit on the unit spanning LA, if the
information matched with the transmitting destination ad-
dress of the packet is found.
[0027] Specifically, in the specific example of the ap-
plication example 1, when the address E is added to the
virtual machine and the physical unit A performs the re-
ceiving process for the packet destined to the virtual ma-
chine, the subordinate apparatus holds the address E
set to the virtual machine on the virtual machine address
table. The subordinate apparatus outputs the packet to
the line 1 and transmits thereof to the physical unit A, if
the transmitting destination address of the packet is E,
in relaying the packet to the virtual machine.
[0028] For example, reference is made to Fig. 27 in
the second example as will be described later.

[Application example 5]

[0029] The network system as defined in application
example 1 or 2, wherein the subordinate apparatus in-
cludes an exception address table that is the table for
storing the correspondence between the transmitting
destination address of the packet and the transmitting
destination physical unit identifier of the virtualization
packet, if the packet to be subjected to the relay process
in the virtual machine is included in the virtualization
packet, in receiving the virtualization packet from the first
physical unit or second physical unit, and a forwarding
plane for searching the LA exception table to check
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whether or not the transmitting destination address of the
packet is included in the LA exception table, if the output
target port is the unit spanning LA line connected to the
virtual machine in the route search in receiving the pack-
et, and if it is included, searching the LA information table,
using the physical unit identifier corresponding to the ad-
dress, thereby deciding the physical line connected to
the physical unit as indicated as the transmitting desti-
nation, and transmitting the packet.
[0030] Specifically, in the specific example of the ap-
plication example 1, when the subordinate apparatus re-
ceives the virtualization packet from the physical unit A,
and relays it to the physical unit B, if the data packet with
the address F set as the transmitting destination address
is included within the virtualization packet, the subordi-
nate apparatus holds the correspondence between the
address F and the physical unit identifier "B" in the LA
exception table. After that, if the transmitting destination
address information of the packet is F in relaying the
packet to the virtual machine in the subordinate appara-
tus, the subordinate apparatus outputs the packet to the
line 2 and transmits it to the physical unit B.
[0031] For example, reference is made to Fig. 28 in
the third example as will be described later.

[Application example 6]

[0032] The network system as defined in application
example 1 or 2, including a network apparatus connected
to the virtual machine, in which the first physical unit or
second physical unit includes a virtualization control sec-
tion for discriminating whether or not the unit spanning
LA line of the virtual machine is connected to the subor-
dinate apparatus by communicating the information with
the virtualization control section of the subordinate ap-
paratus, an LA information table section for holding the
correspondence between the LA group number that is
the number for identifying each unit spanning LA and the
presence or absence of the connection with the subor-
dinate apparatus determined by the virtualization control
section, and a unit-to-unit data forwarding section for de-
termining the LA group number connected to the subor-
dinate apparatus by searching the LA information table,
selecting the physical line existing in the first physical
unit from among the physical lines of the LA group, and
transmitting the virtualization packet to the selected phys-
ical line, if the first physical unit is required to transmit
the packet received from the network apparatus to the
second physical unit.
[0033] Specifically, in the specific example of the ap-
plication example 1, in the case where the network ap-
paratus G is connected via the line 3 to the physical unit
A and via the line 4 to the physical unit B, and the line 3
and the line 4 make up the unit spanning LA, if the packet
is relayed from the network apparatus G to the physical
unit B, and the output target port is located on the physical
unit A, the physical unit B transmits the virtualization
packet to the subordinate apparatus using the line 2 by

adding "A" as information of the transmitting destination
physical unit to the virtualization packet. The subordinate
apparatus searches the LA information table, and outputs
the virtualization packet to the line 1 to be transmitted to
the physical unit A. The physical unit A receives the vir-
tualization packet to take the data packet out of it, and
performs the relay process for the data packet.
[0034] For example, reference is made to Fig. 34 in
the fourth example as will be described later.

[Application example 7]

[0035] A network apparatus, connected to a network
system via an LA, including a forwarding plane for trans-
mitting a packet to the second network apparatus using
the physical line on the designated LA line, regarding the
LA line as individual physical line in accordance with the
information, if the information indicating whether or not
the LA line is regarded as individual physical line and the
information indicating to which physical line on the LA
line the packet is outputted are included in the header
information of the packet transmitted from the network
system.
[0036] Specifically, in a configuration in which there
are the apparatus A and the network system B that are
connected via the LA made up of the line 1 and the line
2, if the packet that the network system B transmits to
the apparatus A using the line 1 has the information with
the line 2 as the output port added, the apparatus A out-
puts the packet received from the line 1 to the line 2 and
transmits the packet to the network apparatus B.
[0037] For example, reference is made to the subor-
dinate apparatus in the first example as will be described
later.

[Application example 8]

[0038] A network apparatus, connected to a network
system via an LA, including an exception address table
section for storing the network address and information
of the transmitting destination line in receiving any net-
work address and/or information of the transmitting des-
tination line indicating which physical line of the LA is
used to transmit the packet with the any network address
as the transmitting destination from the network system,
and/or a forwarding plane for searching the exception
address table section in receiving the packet, and/or
transmitting the received packet to the physical line des-
ignated within the entry, if the entry matched with the
transmitting destination network address is found.
[0039] Specifically, there are the apparatus A and the
network system B that are connected via the LA made
up of the line 1 and the line 2, the network system B
instructs the apparatus A to output the packet having the
address X to the line 2, and the apparatus A holds the
designated information in the exception address table.
The apparatus A confirms the transmitting destination
address of the packet in relaying the packet to the appa-
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ratus B, and if the transmitting destination address is the
address X, selects the line 2 as the output target port and
outputs the packet.
[0040] For example, reference is made to the subor-
dinate apparatus in the second and third examples as
will be described later.
[0041] According to the first solving means of this in-
vention, there is provided a network system comprising:

a virtual machine being virtually one network appa-
ratus constituted by at least a first physical unit and
a second physical unit; and/or
a subordinate apparatus being a network apparatus
connected to the virtual machine and/or, connected
to the first physical unit and the second physical unit
via physical lines, the physical lines constituting an
apparatus spanning link aggregation that is a virtual
line integrating the physical lines;

wherein each of the first physical unit and the second
physical unit includes:

a unit-to-unit data forwarding section adding identi-
fication information of a destination physical unit for
specifying the physical unit of transmitting destina-
tion to a virtualization packet and, transmitting the
virtualization packet to the subordinate apparatus via
any of the physical lines constituting the apparatus
spanning link aggregation; and/or

wherein the subordinate apparatus includes:

a link aggregation information table storing, with be-
ing associated, identification information of a physi-
cal unit which is the first physical unit or the second
physical unit, and identification information of the
physical line which is connected to the physical unit
and constitutes the apparatus spanning link aggre-
gation; and/or
a forwarding plane searching the link aggregation
information table, based on the identification infor-
mation of the destination physical unit added to the
virtualization packet, for the virtualization packet re-
ceived from either the first or second physical unit,
specifying a corresponding physical line in the ap-
paratus spanning link aggregation, and outputting
the virtualization packet via specified physical line to
either the first or second physical unit which is a
transmission destination.

[0042] According to the second solving means of this
invention, there is provided a network system according
to the network system described above wherein the vir-
tual machine has a unit-to-unit link for exchanging the
virtualization packet between the first physical unit and
the second physical unit, the virtualization packet includ-
ing a virtualization control packet for virtualization control
and a data packet transmitted and received between the

first and second physical units; and
the unit-to-unit data forwarding section, when a fault oc-
curs in the unit-to-unit link, adds the identification infor-
mation of the destination physical unit for specifying the
physical unit of transmitting destination to the virtualiza-
tion packet and, transmits the virtualization packet to the
subordinate apparatus via any of the physical lines con-
stituting the apparatus spanning link aggregation.
[0043] According to the third solving means of this in-
vention, there is provided a network apparatus connected
to a network system via a link aggregation and transmit-
ting a packet to the network system via the link aggrega-
tion, comprising
a forwarding plane that, in a case where information in-
dicating whether or not a link aggregation line is to be
regarded as individual physical lines and information in-
dicating a physical line to which the packet is output in
the link aggregation line are included in a header infor-
mation of the packet transmitted from the network sys-
tem, regards the link aggregation line as the individual
physical lines in accordance with the information and
transmits the packet using the physical line in a desig-
nated link aggregation line.
[0044] According to the fourth solving means of this
invention, there is provided a network apparatus con-
nected to a network system via a link aggregation and
transmitting a packet to the network system via the link
aggregation, comprising:

an exception address table section for storing, when
receiving an arbitrary network address and informa-
tion of a transmitting destination line indicating which
physical line of the link aggregation is used to trans-
mit the packet with the arbitrary network address as
the transmitting destination from the network sys-
tem, an entry in which the network address and the
information of the transmitting destination line are
associated; and
a forwarding plane searching the exception address
table section when receiving the packet and trans-
mitting received packet to the physical line according
to the information of the transmitting destination line
in the entry, in a case of being found the entry of
which the transmitting destination network address
is matched.

[0045] According to the present invention, it is possible
to provide a network system and a network apparatus in
which even when a fault occurs on a private line connect-
ing plural network apparatuses to communicate a control
signal, the redundancy is maintained and the lower for-
warding capability is prevented.
[0046] In the above application example 1, when a fault
occurs in the unit-to-unit link connecting each physical
unit making up the virtual machine, each physical unit
transmits the virtualization packet to the unit spanning
LA line connected to the subordinate apparatus, and re-
lays the virtualization packet in the subordinate appara-
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tus, whereby after the fault of the unit-to-unit link, it is
possible to continue the exchange of the virtualization
packet between each physical unit. Thereby, it is unnec-
essary to take a workaround of shutting down all the ports
on one physical unit in the recovery mode as described
in non-patent document 1, and it is possible to continue
to maintain the control of the virtual machine. Thereby,
as for the problem (1) , with the invention, each physical
unit can continuously operate while maintaining the sys-
tem state even at the time of fault of the unit-to-unit link,
whereby it is possible to minimize a decrease in the for-
warding capability of the overall virtual machine, before
and after the fault of the unit-to-unit link. Also, as for the
problem (2), with the invention, it is unnecessary to take
a workaround of shutting down all the ports of the physical
unit at the time of fault of the unit-to-unit link, whereby it
is possible to continue to maintain the communication
with the apparatus not connected to each physical unit
via the unit spanning LA.
[0047] Also, in the application example 2, the virtuali-
zation packet can be exchanged via the unit spanning
LA line, whereby the virtual machine can be constituted
even if the unit-to-unit link is not provided.
[0048] In the application example 1 or 2, when the vir-
tual network apparatus having the equivalent function to
the virtual machine is used as the subordinate apparatus,
if the virtualization packet is transmitted from the physical
unit to the subordinate apparatus, the subordinate appa-
ratus performs the receiving process for the virtualization
packet. Thus, using the application example 3, the virtu-
alization packet can be identified for each virtual ma-
chine. Hence, it is possible that the virtual machines are
connected, and one virtual machine is operated as the
subordinate apparatus.
[0049] Also, in the application example 4, when the
subordinate apparatus relays the packet destined to the
virtual machine to the virtual machine, the output target
physical line on the unit spanning LA is selected to be
unnecessary to pass the packet between the physical
units, whereby it is possible to reduce the virtualization
packets via the unit spanning LA and lower the consump-
tion of the band in the unit spanning LA.
[0050] Also, in the application example 5, there is pro-
vided a correspondence table between the transmitting
destination network address and the unit spanning LA
physical line connected to the physical unit capable of
forwarding the packet having the network address with-
out passing it to another physical unit. Thereby, it is pos-
sible to lower the consumption of the band in the appa-
ratus spanning L by preventing the packet relayed by the
virtual machine from being exchanged between the phys-
ical units using the virtualization packet.
[0051] Also, in the application example 6, in the envi-
ronment where the adjacent apparatus connected to the
virtual machine via the unit spanning LA is mixed with
not only the subordinate apparatus but also the network
apparatus having no function of the subordinate appara-
tus, when a fault occurs in the unit-to-unit link, if the data

packet transmitted from the network apparatus to the first
physical unit is required to forward to the physical unit
other than the first physical unit, it is possible to contin-
uously forward the data packet between the physical
units by using the unit spanning LA line between the sub-
ordinate apparatus and each physical unit. Thereby, in
the network system of the application example 1 or 2, if
at least one of plural network apparatuses connected to
the virtual machine via the unit spanning LA has the func-
tion of the subordinate apparatus, the other network ap-
paratuses having no function of the subordinate appara-
tus can make use of the forwarding capability corre-
sponding to the physical units making up the virtual ma-
chine, whereby the flexible network configuration can be
effected.
[0052] Also, in the application example 7, the LA can
be regarded as another physical line under the specific
conditions. Thereby, in the case where the network ap-
paratus and the network system are composed of the
unit spanning LA, the control packet communicated on
the network system can be exchanged via the network
apparatus, using the unit spanning LA.
[0053] Also, in the application example 8, when the
packet having the specific address as the transmitting
destination address is transmitted to the LA, the specific
physical line on the LA can be selected as the output
target port. Thereby, when the connection between the
network apparatus and the network system is provided
via the unit spanning LA, the packet can be transmitted
to the port in which the receiving process and the relay
process are simplified for the network system connected
by the LA, whereby the forwarding capability can be im-
proved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0054]

Fig. 1 is an explanatory view showing a schematic
configuration in a first example of the present inven-
tion.
Fig. 2 is an explanatory view showing one example
of the VSS operation in non-patent document 1.
Fig. 3 is an explanatory view showing one example
of the VSS operation when a VSL fault occurs in non-
patent document 1.
Fig. 4 is an explanatory view showing one example
of the packet relay operation during normal operation
of a unit-to-unit link in each example of the invention.
Fig. 5 is an explanatory view showing the operation
of transmitting and receiving the virtualization control
packet under normal conditions in each example of
the invention.
Fig. 6 is an explanatory view showing the packet
forwarding operation in a subordinate apparatus in
each example of the invention.
Fig. 7 is an explanatory view showing one example
of the operation of a unit passing data packet in each
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example of the invention.
Fig. 8 is an explanatory view showing the operation
of forwarding a data packet destined to a virtual ma-
chine from a standby physical unit to an active phys-
ical unit in each example of the invention.
Fig. 9 is an explanatory view showing the operation
of forwarding the data packet for performing the relay
process in the virtual machine between the physical
units in each example of the invention.
Figs. 10A and 10B are explanatory views showing
one example of an apparatus information table dur-
ing normal operation of the unit-to-unit link in each
example of the invention.
Figs. 11A and 11B are explanatory views showing
one example of the apparatus information table at
the time of fault of the unit-to-unit link in each exam-
ple of the invention.
Fig. 12 is an explanatory view showing the frame
format of an LA relay packet in the first example of
the invention.
Fig. 13 is an explanatory view showing one example
of the values stored in a transmitting source appa-
ratus type and a transmitting destination apparatus
type in Fig. 12.
Fig. 14 is an explanatory view showing one example
of an LA information table of the subordinate appa-
ratus in the first example of the invention.
Fig. 15 is a flowchart showing the procedure of an
LA relay packet transmitting process in a unit-to-unit
data forwarding section when a unit-to-unit link fails
in each example of the invention.
Fig. 16 is a flowchart showing the procedure of an
LA relay packet receiving process in the unit-to-unit
data forwarding section in each example of the in-
vention.
Fig. 17 is a flowchart showing the procedure of an
LA relay packet relaying process in a forwarding
plane of the subordinate apparatus in each example
of the invention.
Fig. 18 is an explanatory view showing one example
of a virtualization control packet transmitting process
when the unit-to-unit link fails in the first example of
the invention.
Fig. 19 is an explanatory view showing a forwarding
operation to the active apparatus when a packet des-
tined to the virtual machine is transmitted to the
standby physical unit in the first example of the in-
vention.
Fig. 20 is an explanatory view showing the forward-
ing operation for a packet not destined to the virtual
machine between the physical units in the first ex-
ample of the invention.
Fig. 21 is an explanatory view showing a schematic
configuration in a second example.
Fig. 22 is an explanatory view showing the frame
format of an LA relay packet in the second example.
Fig. 23 is an explanatory view showing one example
of the value stored in a data type in Fig. 22.

Fig. 24 is an explanatory view showing the frame
format of the LA relay packet storing the virtual ma-
chine address information in the second example of
the invention.
Figs. 25A and 25B are explanatory views showing
one example of a virtual machine address in the sec-
ond example of the invention.
Fig. 26 is a flowchart showing the procedure of a
packet forwarding process in the subordinate appa-
ratus in the second example of the invention.
Fig. 27 is an explanatory view showing the operation
of a relaying process for a packet destined to the
virtual machine when the unit-to-unit link fails in the
second example of the invention.
Fig. 28 is an explanatory view showing a schematic
configuration in a third example of the invention.
Fig. 29 is an explanatory view showing the frame
format of an LA relay packet in the third example of
the invention.
Fig. 30 is a flowchart showing the procedure of a
creation process for an LA exception table in the third
example of the invention.
Fig. 31 is an explanatory view showing one example
of the value stored in the data type in Fig. 29.
Figs. 32A and 32B are explanatory views showing
one example of the LA exception table in the third
example of the invention.
Fig. 33 is a flowchart showing the procedure of a
packet relay process in the subordinate apparatus
in the third example of the invention.
Fig. 34 is an explanatory view showing a schematic
configuration in a fourth example of the invention.
Fig. 35 is an explanatory view showing one example
of the information stored in an LA information table
in the fourth example of the invention.
Fig. 36 is a flowchart showing the procedure of an
LA relay packet transmitting process in the unit-to-
unit data forwarding section in the fourth example of
the invention.
Fig. 37 is a system configuration view of a modifica-
tion in which the subordinate apparatus is composed
of the virtual machine.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0055] The embodiments of the present invention will
be described below based on the examples in the follow-
ing order.

A. First example (first exemplary embodiment)
A-1. Configuration of the example
A-2. Operation when the unit-to-unit link is normal
A-3. Operation when the unit-to-unit link fails
A-4. Effects of the example
B. Second example (second exemplary embodi-
ment)
B-1. Configuration of the example
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B-2. Operation when the unit-to-unit link is normal
B-3. Operation when the unit-to-unit link fails
B-4. Effects of the example
C. Third example (third exemplary embodiment)
C-1. Configuration of the example
C-2. Operation when the unit-to-unit link is normal
C-3. Operation when the unit-to-unit link fails
C-4. Effects of the example
D. Fourth example (fourth exemplary embodiment)
D-1. Configuration of the example
D-2. Operation when the unit-to-unit link is normal
D-3. Operation when the unit-to-unit link fails
D-4. Effects of the example
E. Modification
A. First example
A-1. Configuration of the example

[0056] Fig. 1 shows a schematic configuration of a first
example.
[0057] A virtual machine 100 is made up of two physical
units 101 and 102, for example, and virtually operates
as one network apparatus. A subordinate apparatus 119
is directly connected to the virtual machine 100. An ap-
propriate network apparatus, for example, may be used
as the subordinate apparatus. The subordinate appara-
tus 119 is connected to the virtual machine 100 via a line
117 and a line 118. The line 117 connects between the
subordinate apparatus 119 and the physical unit 101,
and the line 118 connects between the subordinate ap-
paratus 119 and the physical unit 102, in which two phys-
ical lines 117 and 118 are virtually operated as one line
owing to an LA. That is, a unit spanning LA that spans
two physical units is constructed. In the first example, it
is supposed that whether or not each port on the physical
unit operates as the port on the unit spanning LA is preset
in the apparatus by configuration.
[0058] The physical unit 101 making up the virtual ma-
chine 100 includes a control plane (control section) 103
and a forwarding plane (forwarding section) 104. Simi-
larly, the physical unit 102 also includes a control plane
103 and a forwarding plane 104.
[0059] A virtualization control section 107 operating on
the control plane 103 decides which of the physical units
101 and 102 performs the overall control of the virtual
machine 100 based on the priority setting by configura-
tion. In the first example, it is decided that the virtualiza-
tion control section 107 operating in the physical unit 101
takes care of the overall control by configuration. Which
of the physical units takes care of the overall control at
the time of initialization may be dynamically arranged and
decided between the apparatuses.
[0060] The control plane 103 on the physical unit 101
for performing the overall control of the virtual machine,
there are operating plural units includes a route manage-
ment section 105 for controlling the route by communi-
cating the packet with the other apparatus in a routing
protocol such as a BGP (Boarder Gateway Protocol) or
OSPF (Open Shortest Pass First) and a protocol

processing section 106 for processing the other network
protocols. In this embodiment, among the physical units,
each physical unit in which the virtualization control sec-
tion 107 for controlling the overall virtual machine, the
route management section 105, and the protocol
processing section 106 operate is represented as an ac-
tive system. In the first embodiment, the physical unit 101
is the active system.
[0061] Also, in the control plane 103 on the physical
unit 102, the virtualization control section 107 also oper-
ates. The virtualization control section 107 of the physical
unit 102 does not perform the overall control of the virtual
machine 100, but communicates with the virtualization
control section 107 on the physical unit 101 that is the
active system, and controls the operation of the physical
unit 102 in accordance with the instructions of the virtu-
alization control section 107 on the physical unit 101.
Also, in a standby system, the route management section
and the protocol processing section may be provided,
but do not operate. In this embodiment, among the phys-
ical units, the physical unit in which only the virtualization
control section operates in the control plane is represent-
ed as a standby system. In the first example, the physical
unit 102 is the standby system.
[0062] To enable the physical units 101 and 102 to
operate virtually as one unit, it is required to exchange
the control information between the virtualization control
sections 107 of the physical units. For example, the con-
trol information may be the configuration information, or
the routing information learned by the route management
section 105. A packet to be exchanged between the phys-
ical units for this virtualization control is called a virtuali-
zation control packet. To transmit or receive the virtual-
ization control packet between the virtualization control
sections 107, the physical units 101 and 102 are con-
nected via a private line. This line is called a unit-to-unit
link 112.
[0063] The forwarding plane 104 on the physical unit
101, 102 has a unit-to-unit data forwarding section 108,
the routing information 110, and a route deciding section
111 . Inside the unit-to-unit data forwarding section 108,
an apparatus information table 109 storing a system state
of the physical unit and a state of the unit-to-unit link is
held (e.g., see Figs. 10A and 10B). The routing informa-
tion 110 stores the route learned by the route manage-
ment section 105. The route deciding section 111 re-
trieves the route on a transmitting destination layer 2 ad-
dress or a transmitting destination layer 3 address from
the routing information 110 in receiving the packet, and
performs a packet relay based on the applicable routing
information. Also, the unit-to-unit data forwarding section
108 transmits a virtualization control packet to the phys-
ical unit 102 via the unit-to-unit link 112 in accordance
with an instruction from the virtualization control section
107 or the route deciding section 111 at the normal time
(when there is no fault in the unit-to-unit link 112). Also,
in a packet relay process of the physical unit, an output
port of the packet received by a self-unit may be a port
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of the other physical unit. In this case, the packet is
passed between the physical units, using the unit-to-unit
link 112. This is hereinafter called a unit passing data
packet (as will be detailed later in A-2). Also, the virtual-
ization control packet and the unit passing data packet
are generically called a virtualization packet.
[0064] The routing information 110 of the physical unit
101, 102 stores the same routing information through the
synchronization process by the virtualization control sec-
tion 107 of each physical unit. The routing information
that the route management section 105 on the physical
unit 101 that is the active system delivers to the virtuali-
zation control section 107 is not only registered in the
routing information 110 of the self-unit, but also transmit-
ted via the unit-to-unit link 112. The virtualization control
section 107 of the physical unit 102 that is the standby
system receives the routing information from the unit-to-
unit link 112, and registers it in the routing information
110 of the self-unit, whereby the routing information of
the physical units 101 and 102 are synchronized.
[0065] The subordinate apparatus 119 connected to
the virtual machine 110 via the unit spanning LA, like the
physical units 101 and 102, has a control plane 125 and
a forwarding plane 120.
[0066] In the control plane 125 of the subordinate ap-
paratus 119, a virtualization control section 126 operates.
The virtualization control section 126 acquires a system
state of each physical unit from the virtualization control
section 107 operating on the physical unit 101, 102 of
the virtual machine 100 and stores it in an LA information
table 123. The LA information table 123 will be described
later in A-3.
[0067] The forwarding plane 120 has a route deciding
section 122 and the routing information 124. Also, the
forwarding plane 120 has an LA allocation section 121
for allocating the relay packet to the lines 117 and 118
of the unit spanning LA, based on a specific algorithm
(such as Hash computation), and the LA information table
123 storing the information of each physical line making
up the LA.

A-2. Operation when the unit-to-unit link is normal

[0068] Fig. 4 shows an example of a packet forwarding
process at the normal time (when there is no fault in the
unit-to-unit link 112) in the first example.
[0069] In this example, in addition to the virtual ma-
chine 100, the physical units 101 and 102, and the sub-
ordinate apparatus 119 in Fig. 1, a subordinate apparatus
200 connected via the unit spanning LA to the virtual
machine 100, a network apparatus 201 connected via
one line to the virtual machine 100, a network 220 con-
nected to the subordinate apparatus 200, a network 221
connected to the network apparatus 201, and the termi-
nals 202 and 203 connected to the subordinate appara-
tus 119 are arranged. In this example, the subordinate
apparatuses 119 and 200 are connected to both the phys-
ical units 101 and 102 via the unit spanning LA, and the

network apparatus 201 is connected to the physical unit
102 only. In the virtual machine 100, each of the ports
216 and 217, and the ports 210 and 211 is set as the port
on the unit spanning LA by configuration. Also, the inter-
nal configuration of the subordinate apparatus 200 is the
same as that of the subordinate apparatus 119 in Fig. 1.
In the first example, it is presupposed that the apparatus
connected via the unit spanning LA to the virtual machine
is the subordinate apparatus only.
[0070] As previously described in A-1, a virtualization
control packet, like a packet 253 in Fig. 4, is exchanged
between the physical units 101 and 102 in the unit-to-
unit link 112.
[0071] In Fig. 5, an example where the packet 253 is
transmitted via the unit-to-unit link 112 is shown. In this
example, the virtualization control packet is transmitted
to synchronize the route learned in the route manage-
ment section 105 of the active physical unit 101 with the
physical unit 102. The route management section 105 of
the physical unit 101 transmits the learned routing infor-
mation to the virtualization control section 107. The vir-
tualization control section 107 reflects the routing infor-
mation to the routing information 110 on the physical unit
101, and instructs the unit-to-unit data forwarding section
108 to transmit the routing information to the physical
unit 102. Upon receiving this, the unit-to-unit data for-
warding section 108 generates the packet 253 that is the
virtualization control packet including the routing infor-
mation, and transmits it to the physical unit 102 via the
unit-to-unit link 112. The forwarding plane 104 of the
physical unit 102, receiving the packet 253, instructs the
unit-to-unit data forwarding section 108 to perform the
packet process. The unit-to-unit data forwarding section
108 on the physical unit 102 takes the routing information
out of the virtualization control packet, and transmits it to
the virtualization control section 107 of the self-unit. The
virtualization control section 107 reflects this routing in-
formation to the routing information 110 of the self-unit,
whereby the routing synchronization between the phys-
ical units 101 and 102 is completed.
[0072] In the case where a packet is transmitted to the
apparatus (not shown) existing on the network 220 from
the terminal 202, like a packet 250 as shown in Fig. 4,
the packet 250 transmitted from the terminal 202 is trans-
mitted to the subordinate apparatus 119, and the subor-
dinate apparatus 119 receiving this packet performs a
relay process a1.
[0073] Fig. 6 shows the details of a1. The subordinate
apparatus 119, receiving the packet from the terminal
202, instructs the route deciding section 122 to decide
an output target port of the received packet. The route
deciding section 122 searches the routing information
124 and the LA information table 123 in order, and selects
an LA port composed of the ports 218 and 219 as the
output target port. Then, the packet is passed to the LA
allocation section 121 to select the port 218 or 219 to
which the packet is allocated using a specific algorithm,
based on the header information of the packet. If the port
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218 is selected, the packet arrives at the port 216 of the
physical unit 101.
[0074] The physical unit 101, receiving the packet from
the subordinate apparatus 119, performs the route
search to decide the output target port. In the relay proc-
ess of the packet in which the apparatus on the network
220 is the destination, like the packet 250 of Fig. 4, the
LA composed of the ports 210 and 211 is selected as the
output target port. At this time, if the port 210 is selected,
the port 210 is selected as the output target port and the
packet is transmitted to the subordinate apparatus 200,
because the packet can be relayed not via the unit-to-
unit link 112.
[0075] In the case where the packet is transmitted to
the apparatus (not shown) existing on the network 221
from the terminal 203, like a packet 252 of Fig. 4, the
same relay process as the relay process a1 is performed
in the subordinate apparatus 119. If the port 219 is se-
lected by LA allocation, the relay process is performed
in the physical unit 102. The physical unit 102, receiving
the packet from the subordinate apparatus 119, performs
the route search. As a result of search, the port 213 is
selected as the output target port, and the packet is trans-
mitted to the network apparatus 201.
[0076] Also, in the case where the packet (such as a
protocol packet) , like a packet 251 as shown in Fig. 4,
is transmitted from the terminal 202 to the virtual machine
100 and the port 218 is selected through the LA allocation
process of the subordinate apparatus 119, the active
physical unit 101 receives the data packet and performs
the packet process.
[0077] Fig. 7 shows an example of communicating the
unit passing data packet on the unit-to-unit link 112. If
the data packet destined to the virtual machine 100, like
a packet 254, is received in the standby physical unit
102, it is transmitted to the physical unit 101 via the unit-
to-unit link 112. Also, if the data packet destined to the
apparatus on the network 221, like a packet 255, is re-
ceived in the physical unit 101, the packet is relayed via
the unit-to-unit link 112 to the physical unit 102 and the
network apparatus 201 in order.
[0078] Fig. 8 shows an example of transmitting the
packet 254 destined to the virtual machine 100 from the
standby physical unit 102 to the active physical unit 101
via the unit-to-unit link.
[0079] The data packet to be processed in the protocol
processing section 106 of the physical unit 101 is trans-
mitted from the terminal 203 to the subordinate apparatus
119. The subordinate apparatus 119, receiving this data
packet, performs the LA allocation process. Herein, an
example in which the packet is relayed via the line 118
to the physical unit 102 will be described below. The phys-
ical unit 102, receiving the data packet, searches the rout-
ing information 110 in the route deciding section 111, and
determines the data packet destined to the virtual ma-
chine 100. The route deciding section 111 instructs the
unit-to-unit data forwarding section 108 to transmit the
received data packet to the active physical unit 101. The

unit-to-unit data forwarding section 108 encapsulates the
received data packet by adding a header exclusive for
the unit-to-unit link to it and generates a unit passing data
packet. This exclusive header stores the information of
instructing the physical unit 101 to receive the data in-
cluded in the unit passing data packet in the physical unit
101. The unit passing data packet is passed via the unit-
to-unit link 112 to the unit-to-unit data forwarding section
108 of the physical unit 101. The unit-to-unit data for-
warding section 108 takes the data packet out of the unit
passing data packet, and selects the protocol processing
section 106 for receiving the data packet from the header
information (such as TCP, UDP header, etc.) included in
the data packet to give an instruction for the packet proc-
ess.
[0080] Fig. 9 shows an example of relaying a packet
255 via the unit-to-unit link.
[0081] If the packet 255 is transmitted from the terminal
203, the subordinate apparatus 119, receiving it, relays
it to the physical unit 101, via the line 117 here, through
the LA allocation process. The physical unit 101, receiv-
ing the data packet, searches the routing information 110
in the route deciding section 111, and selects the port
213 on the physical unit 102 as the output target port. If
the output target port is the port of another physical unit,
the route deciding section 111 requests the unit-to-unit
data forwarding section 108 to transmit the packet via
the unit-to-unit link 112. The unit-to-unit data forwarding
section 108 encapsulates the data packet received from
the route deciding section 111 by adding a header ex-
clusive for the unit-to-unit link to it and generates a unit
passing data packet. This exclusive header stores the
information of instructing the physical unit 102 to output
the packet to the port 213. The unit passing data packet
is passed via the unit-to-unit link 112 to the unit-to-unit
data forwarding section 108 of the physical unit 102. The
unit-to-unit data forwarding section 108 takes the data
packet out of the unit passing data packet, and transmits
it to the port 213 based on the information of the output
target port stored in the header.
[0082] The above is the operation when the unit-to-unit
link is normal.

A-3. Operation when the unit-to-unit link fails

[0083] Herein, in the configuration as described in A-
1 and A-2, a method for solving the previously-mentioned
problems (1) and (2) when a fault occurs in the unit-to-
unit link 112 will be described below.
[0084] In the first example, the unit spanning LA line
between the virtual machine and the subordinate appa-
ratus is used as an alternate route in detecting a fault of
the unit-to-unit link 112. For example, in the configuration
example as shown in Figs. 4 and 7, the unit spanning LA
line between the virtual machine 100 (physical units 101,
102) and the subordinate apparatus (subordinate appa-
ratus 119, subordinate apparatus 200) applies. However,
when a normal process for LA line is performed, it is re-

21 22 



EP 2 391 073 A1

13

5

10

15

20

25

30

35

40

45

50

55

garded as the loop of the same line. Therefore, in the
first example, for the data to be transmitted via the unit-
to-unit link, a process using the unit spanning LA line as
individual physical line is performed. To perform this
process, the unit-to-unit data forwarding section 108
adds an LA relay header of original header and makes
the encapsulation. The packet with the LA relay header
added is hereinafter called an LA relay packet. The sub-
ordinate apparatus 119 or 200, in receiving the LA relay
packet from each physical unit 101, 102 of the virtual
machine 100, performs the relay process for the packet,
not as the unit spanning LA, but as two different physical
lines, based on the information included in the LA relay
header. For a method for detecting the fault of the unit-
to-unit link may be the same as described in non-patent
document 1, or any other appropriate method may be
employed.
[0085] To use the unit spanning LA line as the alternate
line when the unit-to-unit link fails, the unit-to-unit data
forwarding section 108 of each physical unit 101, 102
performs an encapsulation and de-capsulation process
with the LA relay header. In each physical unit 101, 102,
a table as shown in Figs. 10 and 11 is held on the unit-
to-unit data forwarding section 108 to carry out this proc-
ess. This table is called an apparatus information table
109. The apparatus information table 109 holds two kinds
of states, including a system state of the self-unit indicat-
ing the active or standby system and a unit-to-unit link
state, for example. The virtualization control section 107
operating in the control plane 103 of the self-unit man-
ages these states, in which the state is changed at any
time upon switching between the active system and the
standby system, or the occurrence of fault in the unit-to-
unit link.
[0086] Figs. 10A and 10B are examples of table infor-
mation at the normal time when there is no fault in the
virtual machine 100. If a fault occurs in the unit-to-unit
link 112, the virtualization control section 107 of each
physical unit detects the occurrence of the fault, and in-
structs the unit-to-unit data forwarding section 108 to
change the unit-to-unit link state to "fault", for example,
as shown in Figs. 11A and 11B.
[0087] Fig. 12 shows the frame format of an LA relay
packet that is communicated via the unit spanning LA.
In the case where the Ethernet II (registered trademark)
standard is used for the layer 2 protocol, a transmitting
destination MAC address, a transmitting source MAC ad-
dress and a Type field are arranged. In the MAC address,
any MAC address such as a MAC address inherent to
the maker, an apparatus MAC address of each appara-
tus, or a multi-cast address may be stored, as far as the
adjacent apparatus starts the receiving process at the
MAC address. Also, in the Type field, a value for identi-
fying the protocol following the Ethernet header is stored.
In the first example, an inherent value for identifying the
LA relay packet is stored in the Type field. If the layer 2
protocol for use is other than the Ethernet II, the header
conforming to the protocol is employed. In the first ex-

ample, a transmitting source apparatus type 501 and a
transmitting destination apparatus type 502 are stored in
the LA relay header, directly after the layer 2 header.
Each physical unit and the subordinate apparatus can
identify the transmitting source and destination of the LA
relay packet from the transmitting source apparatus type
501 and the transmitting destination apparatus type 502.
In the first example, it is required that the active physical
unit 101, the standby physical unit 102, and the subordi-
nate apparatus 119 can be identified, in which it suffices
that the bit width is 2 bits. As one example, a bit sequence
of values stored in the transmitting source apparatus type
501 and the transmitting destination apparatus type 502
is associated with the apparatus type, as shown in Fig.
13. Following the transmitting destination apparatus type
502, the packet (virtualization control packet, unit passing
data packet) normally communicated via the unit-to-unit
link is encapsulated and stored. The case where three
or more physical units make up the virtual machine will
be described later in E. modification.
[0088] In the subordinate apparatus 119, the informa-
tion on to which of the active physical unit and the standby
physical unit of the virtual machine 100 each physical
line making up the unit spanning LA is connected is need-
ed to relay the LA relay packet. In the first example, a
field indicating the system state of the connection target
physical unit is added to the LA information table 123
held in the subordinate apparatus 119, 200, to discrimi-
nate the physical unit type of connection target.
[0089] Fig. 14 shows an example in which the infor-
mation of the system state of the connection target ap-
paratus is added to the LA information table 123. The LA
information table 123 stores, with being associated, the
physical port number, the LA group number (LA identifi-
er), and the system information of the connection target
apparatus (information of physical unit), for example. The
ports 218 and 219 of the subordinate apparatus store the
information indicating the connection to the active system
and the standby system, respectively. The system state
field stored in the LA information table 123 is updated at
the time of initialization of the virtual machine 100 or in
the event of switching between the active system and
the standby system because the virtualization control
section 107 of the physical unit 101, 102 and the virtual-
ization control section 126 of the subordinate apparatus
119, 200 exchange the information.
[0090] Fig. 15 is a flowchart showing a process of gen-
erating an LA relay packet and transmitting it to the unit
spanning LA line if an instruction of transmitting the pack-
et via the unit-to-unit link is given from the virtualization
control section 107 or the route deciding section 111 to
the unit-to-unit data forwarding section 108 of the phys-
ical unit 101, 102, when the unit-to-unit link fails. Fig. 16
is a flowchart showing a process in the unit-to-unit data
forwarding section 108 when the physical unit 101, 102
receives the LA relay packet. Fig. 17 is a flowchart show-
ing a process for relaying the packet to the physical unit
having the system state as designated by the transmitting
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destination apparatus type 502 within the header when
the LA relay packet is received in the subordinate appa-
ratus.

(Forwarding of virtualization control packet)

[0091] Fig. 18 is an explanatory view showing one ex-
ample of a virtualization control packet transmitting proc-
ess when the unit-to-unit link fails.
[0092] A method for forwarding the virtualization con-
trol packet when the unit-to-unit link fails in the first ex-
ample will be described below by way of example. In this
example with the network configuration as shown in Fig.
4, the virtualization control packet is transmitted from the
active system to the standby system in making the route
synchronization as shown in Fig. 18. In the physical unit
101 operating as the active system in the virtual machine
100, if the route management section 105 learns the new
route, it notifies the route information to the virtualization
control section 107. The virtualization control section 107
registers the route in the routing information 110, and
instructs the unit-to-unit data forwarding section 108 to
transmit the routing information via the unit-to-unit link
112 to the standby physical unit 102. First of all, a process
in the unit-to-unit data forwarding section 108 is shown
in Fig. 15.
[0093] The unit-to-unit data forwarding section 108 re-
ceives a packet transmitting instruction via the unit-to-
unit link 112 from the virtualization control section 107,
for example (step 403). The unit-to-unit data forwarding
section 108 acquires the apparatus type of the self-unit
by referring to the apparatus information table 109 pos-
sessed by itself. According to the apparatus type, the
following process branches into two (step 404). If the
apparatus type of the self-unit is active, the information
indicating "active" is stored in the transmitting source ap-
paratus type 501 and the information indicating "standby"
is stored in the transmitting destination apparatus type
502 for the LA relay header as shown in Fig. 12. Using
the example as shown in Fig. 13, "00" in binary is stored
in the transmitting source apparatus type 501 and "01"
in binary is stored in the transmitting destination appara-
tus type 502 (step 405-a). On the other hand, if the ap-
paratus type of the self-unit is standby, the information
indicating "standby" is stored in the transmitting source
apparatus type 501 and the information indicating "ac-
tive" is stored in the transmitting destination apparatus
type 502 (step 405-b). In the example of Fig. 18, since
the apparatus type of the physical unit 101 is active, the
operation branches to step 405-a.
[0094] After the LA relay header is generated at step
405-a, the process branches, depending on whether the
packet transmitting instruction source to the unit-to-unit
data forwarding section is the virtualization control sec-
tion 107 or the route deciding section 111 (step 406). In
the example of Fig. 18, since the instruction source is the
virtualization control section 105, the packet, to which
the LA relay header is added, is transmitted to any port

on the unit spanning LA of the self-unit (step 408-a). In
the example of Fig. 18, the unit-to-unit data forwarding
section 108 selects the port 216 as the output target port,
and transmits the LA relay packet to the subordinate ap-
paratus 119.
[0095] The subordinate apparatus 119 receives the LA
relay packet from the physical unit 101, and requests the
forwarding plane 120 to perform the process. The oper-
ation of the forwarding plane 120 in receiving the LA relay
packet will be described below along Fig. 17.
[0096] If the LA relay packet is received from any one
of the physical units 101 and 102 connected via the unit
spanning LA, the receiving process is started in the for-
warding plane 120 (step 413). The forwarding plane 120
searches the LA information table 123 with the number
of the port receiving the LA relay packet as the key and
acquires the LA group number of the unit spanning LA
connected to the virtual machine 100 (step 414). Then,
the process branches into two, depending on whether
the transmitting destination apparatus type 502 included
within the header of the received LA relay packet is active
or standby (step 415). If it is active, the forwarding plane
120 searches the LA information table 123 again, and
selects the physical port having the LA group number
obtained at step 412 and data in which the system state
of the connection target apparatus is active (step 416-a).
On the other hand, if it is standby, the forwarding plane
120 searches the LA information table 123 again, and
selects the physical port having the LA group number
obtained at step 412 and data in which the system state
of the connection target apparatus is standby (step 416-
b). In the example of Fig. 18, since the transmitting des-
tination apparatus type 502 is standby, step 416-b is ex-
ecuted, whereby the port 219 is selected as the physical
port number. Step 437 after steps 416-a and 416-b is not
performed in the first example. Step 437 will be described
later in C. third example. Finally, the received LA relay
packet is relayed to the physical port number obtained
at step 416-a or 416-b (step 417).
[0097] The physical unit 102 receives the LA relay
packet from the subordinate apparatus 119. The opera-
tion of the physical unit 102 at this time will be described
below along Fig. 16.
[0098] The unit-to-unit data forwarding section 108 of
the physical unit 102 receives an instruction of performing
the receiving process for the LA relay packet from the
forwarding plane 104 (step 409). The unit-to-unit data
forwarding section 108 confirms the transmitting desti-
nation apparatus type 502 of the LA relay header, where-
by the process branches into two, depending on whether
the transmitting destination apparatus type 502 is active
or standby, or any other value (step 410). If any other
value is stored, the packet is discarded, for example. If
the system is active or standby, it is checked whether the
transmitting destination apparatus type 502 within the LA
relay header and the system state of the self-unit stored
in the table indicated by the apparatus information table
109 of the unit-to-unit data forwarding section 108 are
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matched (step 411). In the example of Fig. 18, since they
are matched with "standby", the operation proceeds to
the following step. If unmatched, the packet is discarded,
for example. Finally, the LA relay packet is de-capsulat-
ed, and the same receiving process is performed for the
taken-out packet as when using the unit-to-unit link (step
412).
[0099] With the method as described using the exam-
ple of Fig. 18, since the virtualization control packet can
be exchanged between the physical units after the unit-
to-unit link fails, the control of the virtual machine 100
can be maintained. Hence, the communication not via
the unit-to-unit link can be maintained by the above meth-
od, as shown in Fig. 4 and described in A-2.

(Forwarding 1 of unit passing data packet)

[0100] To enable the virtual machine 100 to perform
the same operation as before the unit-to-unit link fails, it
is necessary to have a method for communicating the
unit passing data packet via the unit-to-unit link between
the physical units, using the alternate apparatus, as
shown in Fig. 7. In the following, a method for forwarding
the unit passing data packet when the unit-to-unit link
fails will be described below.
[0101] Fig. 19 is an explanatory view showing the for-
warding operation to the active apparatus when the data
packet destined to the virtual machine is transmitted to
the standby physical unit.
[0102] A method for forwarding the unit passing data
packet to the active physical unit when the data packet
destined to the virtual machine 100 is transmitted to the
standby physical unit will be described below, using the
example as shown in Fig. 19. The terminal 202 transmits
the packet having the address of the virtual machine 100
as the destination address, and the forwarding plane 120
of the subordinate apparatus 119 receives it. The for-
warding plane 120 instructs the route deciding section
122 to perform the process for the received packet. The
route deciding section 122 searches the routing informa-
tion 124, and selects the LA port composed of the ports
218 and 219 as the output target port. The route deciding
section 122 instructs the LA allocation section 121 to al-
locate the packet. The LA allocation section 121 selects
the port 218 or 219 to which the packet is allocated by
referring to the header information of the packet and us-
ing a specific algorithm. As a result of the LA allocation
process, if the port 219 is selected, the packet is trans-
mitted to the physical unit 102.
[0103] The physical unit 102 receives the packet from
the port 217, and performs the relay process in the for-
warding plane 104. The forwarding plane 104 instructs
the route deciding section 111 to perform the packet proc-
ess, and performs the route search by referring to the
routing information 110. As a result, it is found that the
received packet is destined to the virtual machine 100,
and needs to be processed in the control plane 103 of
the active physical unit 101. The route deciding section

111 instructs the unit-to-unit data forwarding section 108
to perform the packet process to transmit the data packet
to the physical unit 101.
[0104] A process in the unit-to-unit data forwarding
section 108 will be described below along Fig. 15. The
unit-to-unit data forwarding section 108 on the standby
physical unit 102 receives a packet transmitting instruc-
tion from the route deciding section 111 via the unit-to-
unit link 112 (step 403). The unit-to-unit data forwarding
section 108 acquires that the apparatus type of the self-
unit is "standby" by referring to the apparatus information
table 109 possessed by the self-unit (step 404). If the
apparatus type is standby, the unit-to-unit data forward-
ing section 108 stores the information indicating "stand-
by" in the transmitting source apparatus type 501 of the
LA relay header and stores the information indicating "ac-
tive" in the transmitting destination apparatus type 502
(step 405-b). Then, the process branches into two, de-
pending on the transmitting instruction source. In the ex-
ample of Fig. 19, since the instruction source is the route
deciding section 111, the operation goes to step 407 (step
406). The unit-to-unit data forwarding section 108 deter-
mines whether the port (hereinafter a packet receiving
port) at which the forwarding plane 104 receives the pack-
et is the port on the unit spanning LA or not, using the
setting information such as configuration, whereby the
process branches depending on the determination result
(step 407). If the packet receiving port is the port on the
unit spanning LA, the unit-to-unit data forwarding section
108 adds the LA relay header created at step 405-b to
the packet and outputs the LA relay packet to the packet
receiving port (step 408-b). On the other hand, if it is not
the port on the unit spanning LA, the unit-to-unit data
forwarding section 108 adds the LA relay header to the
packet and outputs it to any port of the unit spanning LA
ports of the self-unit (step 408-a) . In the example of Fig.
19, since the packet receiving port is the port 217 and it
is preset that the port 217 is the port on the unit spanning
LA, step 408-b is executed, whereby the LA relay header
is added to the received packet and the LA relay packet
is outputted to the port 217. The LA relay packet arrives
at the subordinate apparatus 119 through the above
process.
[0105] The subordinate apparatus 119 receives the LA
relay packet from the physical unit 102, and instructs the
forwarding plane 120 to perform the packet process. A
process in the forwarding plane 120 will be described
below along Fig. 17. The subordinate apparatus 119 re-
ceives the LA relay packet from the physical unit 102,
and starts the receiving process in the forwarding plane
120 (step 413) . The forwarding plane 120 searches the
LA information table 123 with the port number of the port
219 receiving the LA relay packet as the key, and ac-
quires the LA group number to which the port 219 belongs
(step 414). Then, it is determined that the transmitting
destination apparatus type 502 included within the head-
er of the received LA relay packet is "active" (step 415).
The forwarding plane 120 searches the LA information
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table 123 again for the physical port having the LA group
number obtained at step 414 and data in which the sys-
tem state of the connection target apparatus is active,
and selects the port 218 (step 416-a). Finally, the LA
relay packet is transmitted to the selected port 218 (step
417).
[0106] The forwarding plane 104 of the physical unit
101 receives the LA relay packet relayed by the subor-
dinate apparatus 119, and instructs the unit-to-unit data
forwarding section 108 to perform the packet process. A
receiving process in the unit-to-unit data forwarding sec-
tion 108 will be described below along Fig. 16. The unit-
to-unit data forwarding section 108 receives an instruc-
tion of performing the receiving process for the LA relay
packet from the forwarding plane 104 (step 409). The
unit-to-unit data forwarding section 108 confirms the
transmitting destination apparatus type of the LA relay
header, and determines that the transmitting destination
apparatus type is "active", whereby the operation pro-
ceeds to the following step (step 410). After confirming
that the transmitting destination apparatus type within
the LA relay header and the system state of the self-unit
stored in the table as indicated in the apparatus informa-
tion table 109 are matched with "active", the operation
proceeds to the following step (step 411). Finally, the LA
relay packet is de-capsulated, and the packet is taken
out, whereby the same receiving process is performed
as when using the unit-to-unit link 112 (step 412).

(Forwarding 2 of unit passing data packet)

[0107] A method for forwarding the unit passing data
packet where the data packet relayed to the network ap-
paratus connected to one physical unit is relayed to the
other physical unit will be described below using an ex-
ample as shown in Fig. 20. The terminal 203 transmits a
packet having the apparatus (not shown) on the network
before the network apparatus 201 as the destination ad-
dress. The subordinate apparatus 119 receiving this
packet performs the route search and the LA allocation
in the same way as shown in Fig. 19, wherein it is as-
sumed that the packet is transmitted from the port 218.
The physical unit 101 receives the packet from the sub-
ordinate apparatus 119 at the port 216, and decides the
port 213 on the physical unit 102 as the output target port
by referring to the routing information 110 in the route
deciding section 111. Since the output target port is other
than the self-unit, the route deciding section 111 instructs
the unit-to-unit data forwarding section 108 to transmit
the packet to the physical unit 102.
[0108] A process in the unit-to-unit data forwarding
section 108 receiving this packet will be described below
along Fig. 15. The unit-to-unit data forwarding section
108 receives a packet transmitting instruction via the unit-
to-unit link 112 from the route deciding section 111 (step
403). The unit-to-unit data forwarding section 108 ac-
quires that the apparatus type of the self-unit is "active"
by referring to the apparatus information table 109 pos-

sessed by itself (step 404). If the apparatus type is active,
the information indicating "active" is stored in the trans-
mitting source apparatus type 501 and the information
indicating "standby" is stored in the transmitting destina-
tion apparatus type 502 for the LA relay header shown
in Fig. 12 (step 405-a). Since the transmitting instruction
source is the route deciding section 111 in Fig. 20, the
operation goes to step 407 (step 406). Since the packet
receiving port is the port 216 and located on the unit span-
ning LA, the operation proceeds to step 408-b (step 407).
Finally, the LA relay header created at step 405-a is add-
ed to the received packet and outputted to the port 216
that is the packet receiving port (step 408-a). The LA
relay packet arrives at the subordinate apparatus 119
through the above process.
[0109] The subordinate apparatus 119 receives the LA
relay packet at the port 218, and instructs the forwarding
plane 120 to perform the packet process. A process for
relaying the LA relay packet in the forwarding plane 120
will be described below along Fig. 17. The subordinate
apparatus 119 receives the LA relay packet from the
physical unit 101, and starts the receiving process in the
forwarding plane 120 (step 413). The forwarding plane
120 searches the LA information table 123 with the port
number of the port 218 receiving the LA relay packet as
the key and acquires the LA group number (step 414).
Then, it is determined that the transmitting destination
apparatus type 502 included within the header of the re-
ceived LA relay packet is "standby" (step 415). If the
transmitting destination apparatus type 502 is standby,
the forwarding plane 120 searches the LA information
table 123 again for the physical port having the LA group
number obtained at step 412 and data in which the sys-
tem state of the connection target apparatus is standby
to select the port 219 (step 416-b). Finally, the LA relay
packet is relayed to the port 219 (step 417).
[0110] The forwarding plane 104 of the physical unit
102 receives the LA relay packet transmitted from the
subordinate apparatus 119, and instructs the unit-to-unit
data forwarding section 108 to perform the process. An
LA relay packet receiving process in the unit-to-unit data
forwarding section 108 is shown in Fig. 16. The unit-to-
unit data forwarding section 108 receives an instruction
of performing the receiving process for the LA relay pack-
et from the forwarding plane 104 (step 409). The unit-to-
unit data forwarding section 108 confirms the transmitting
destination apparatus type of the LA relay header and
determines that it is "standby", whereby the process pro-
ceeds to the following step (step 410). Then, it is deter-
mined that the transmitting destination apparatus type
within the LA relay header and the system state of the
self-unit stored in the table indicated by the apparatus
information table 109 are matched with "standby", and
the operation proceeds to the next step (step 411). Fi-
nally, the LA relay packet is de-capsulated, and the pack-
et is taken out, whereby the same receiving process is
performed for the packet as when using the unit-to-unit
link (step 412).
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A-4. Effects of the example

[0111] With the first example, even when a fault occurs
in the unit-to-unit link 112, the virtualization packet is re-
layed by the subordinate apparatus using the unit span-
ning LA line, whereby it is possible to continue to com-
municate the virtualization packet between the physical
units. Thereby, it is unnecessary to take a workaround
of shutting down all the ports of one physical unit, so that
the physical units 101 and 102 can be continuously op-
erated as the virtual machine 100.
[0112] When the unit-to-unit link fails, each physical
unit can continue to operate while the system state is
kept, whereby it is possible to solve the previously-men-
tioned problem (1) that the forwarding capability is re-
duced by half. Further, since it is unnecessary to shut
down all the ports of one physical unit, it is possible to
solve the previously-mentioned problem (2) that the com-
munication with the apparatus not connected to each
physical unit via the unit spanning LA is disconnected.

B. Second example

[0113] The first example is the method for encapsulat-
ing the virtualization packet communicated between the
physical units with the LA relay header and transmitting
the packet via the unit spanning LA line when the unit-
to-unit link fails. However, in the first example, when the
traffic of the unit passing data packet increases due to a
situation of LA allocation from the subordinate apparatus
to the virtual machine, the band of the unit spanning LA
line may be pressed by the LA relay packet, so that the
forwarding capability may be lower than at the normal
time.
[0114] A second example is a method in which among
the unit passing data packets encapsulated in the LA
relay packets and transmitted via the unit spanning LA,
the virtual machine destined data packet (see Fig. 19 of
the first example) transmitted from the standby system
to the active system is forcefully allocated to the active
system in the subordinate apparatus to dispense with the
unit passing data packet, thereby solving the problem of
the first example. In the second example, the address
information possessed by the virtual machine is acquired
in the subordinate apparatus, and held as the table in the
forwarding plane of the self-unit. This address informa-
tion is called information of the virtual machine address.
In relaying the packet destined to the virtual machine in
the forwarding plane of the subordinate apparatus, the
information of the virtual machine address and the infor-
mation of the LA information table used in the first exam-
ple are combined and the packet destined to the virtual
machine is transmitted to the active physical unit by ig-
noring the LA allocation process, thereby making it pos-
sible to decrease the LA relay packets including the unit
passing data packet, and reduce the pressure on the
band of the unit spanning LA line.

B-1. Configuration of the example

[0115] Fig. 21 shows a schematic configuration of the
second example.
[0116] In addition to the configuration of the first ex-
ample, a virtual machine address information table 130
is arranged in the control plane of the active physical unit
101. This table is a list of layer 2 and layer 3 addresses
assigned to the whole of the virtual machine 100. In the
subordinate apparatus 119, a virtual machine address
information table 131 is added to the forwarding plane
120. This table stores the same information as the virtual
machine address information table 130 possessed by
the active physical unit 101. A method for creating the
virtual machine address information table 131 in the sub-
ordinate apparatus 119 will be detailed later in B-2.

B-2. Operation when the unit-to-unit link is normal

[0117] If the unit-to-unit link is normal and there is no
fault in the system, the relay process for data packet is
not different from the first example, whereby its explana-
tion is omitted here.
[0118] A method for adding the virtual machine ad-
dress information table 131 in the subordinate apparatus
119 will be described below using Fig. 21. The virtuali-
zation control section 107 on the active physical unit 101
transmits the virtual machine address information table
130 as the LA relay packet to the subordinate apparatus
119, in starting the operation as the active system of the
virtual machine by configuration. The subordinate appa-
ratus 119 receiving this LA relay packet performs the
process in the virtualization control section 126. The vir-
tualization control section 126 adds the address informa-
tion included in the packet to the virtual machine address
information table 131 of the self-unit.
[0119] Fig. 22 shows the frame format of the LA relay
packet for use in transmitting information of the virtual
machine address. The transmitting source apparatus
type 501 and the transmitting destination apparatus type
502 store the values of identifying the "active", "standby"
and "subordinate apparatus" as in the first example. In
transmitting the information of the virtual machine ad-
dress, the value indicating the "active" is stored in the
transmitting source apparatus type 501 and the value
indicating the "subordinate apparatus" is stored in the
transmitting destination apparatus type 502. The data
type 503 stores the type of data stored after the LA relay
header. In the second example, three data types of "vir-
tual machine address information", "virtualization control
packet" and "unit passing data packet" are assigned to
the 2-bit fields, as exemplified in Fig. 23.
[0120] Fig. 24 shows an example of storing the infor-
mation of the virtual machine address in the LA relay
packet. Herein, the layer 2 protocol uses the Ethernet II
and the layer 3 protocol uses the IPv4. Following the LA
relay header as shown in Fig. 22, a MAC address number
504 and an IPv4 address number 505 included in the
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packet are stored. In Fig. 24, an unused area of 10 bits
is provided directly after the IPv4 address number 505
as an example, though this area is intended to simplify
the software process within the apparatus and may be
deleted, if unnecessary. Following this area, the MAC
addresses 506-1, 506-2, .. corresponding to the number
of addresses as indicated in the MAC address number
504 are stored. Following the MAC addresses, the IPv4
addresses 507-1, 507-2, .. corresponding to the number
of addresses as indicated in the IPv4 address number
505 are stored. When other layer 2 and layer 3 protocol
is used, the information stored in the MAC address and
IPv4 address information field is changed according to
the protocol for use. If the information of the virtual ma-
chine address is large, there is possibility that the packet
size that can be transmitted at a time is exceeded in the
line connecting the physical unit and the subordinate ap-
paratus. In this case, the packet is fragmented and divid-
ed into the transmittable size, and transmitted. On this
occasion, the information for fragmenting the packet is
stored in its own control header. A fragmentation process
may be the same as the fragmentation performed in the
IP protocol. In this case, the information equivalent to the
fragment information within the IP header is added to the
header.
[0121] Figs. 25A and 25B show examples of the virtual
machine address information table 131 held in the sub-
ordinate apparatus 119. In the case where the virtual
machine 100 holds 255 IPv4 addresses and 255 MAC
addresses, the table is created as shown in Figs. 25A
and 25B. The virtual machine address information table
131 is divided into information of the layer 3 address and
information of the layer 2 address, which are called a
layer 3 address table 131-1 and a layer 2 address table
131-2, respectively. In the second example, the IPv4 ad-
dress table is prepared as the layer 3 address table 131-1
and the MAC address table is prepared as the layer 2
address table 131-2. In a packet relay process in the
subordinate apparatus as will be described later, which
of the tables to search is decided depending on the layer
2 relay or layer 3 relay.
[0122] Except for the initialization time of the virtual
machine address information table 130 and the virtual
machine 100, the virtual machine address information
table 130 is transmitted from the active physical unit to
the subordinate apparatus 119 at the moment when the
address information is changed by changing the config-
uration, or the like. The virtualization control section 126
of the subordinate apparatus 119 updates the virtual ma-
chine address information table 131 of the self-unit every
time of receiving the information of the virtual machine
address.

B-3. Operation when the unit-to-unit link fails

[0123] Fig. 26 is a flowchart showing the packet relay
process in the subordinate apparatus when the unit-to-
unit link 112 fails.

[0124] Fig. 27 is an explanatory view for explaining the
relay process for the virtual machine destined data pack-
et when the unit-to-unit link fails in the second example.
The terminal 202 transmits the packet destined to the
virtual machine 100 to the subordinate apparatus 119. A
packet forwarding process of the subordinate apparatus
119 will be described below along Fig. 26. The subordi-
nate apparatus 119 receiving the packet searches the
routing information 124 for the destination port in the
route deciding section 122 (step 418). The process
branches into two, depending on whether the destination
port of the search result is the LA port connected to the
virtual machine or not (step 419). If the destination port
is not the LA port connected to the virtual machine 100,
the subordinate apparatus 119 performs the normal
packet forwarding process (as in Fig. 6) and ends the
relay process (step 420). On the other hand, if the des-
tination port is the LA port connected to the virtual ma-
chine 100, the process branches, depending on whether
the layer 2 forwarding or the layer 3 forwarding is deter-
mined by the route deciding section 122 (step 421). If the
layer 2 forwarding is determined, the subordinate appa-
ratus 119 searches the layer 2 table 131-2 of the virtual
machine address information table 131 with the destina-
tion MAC address stored in the header of the received
packet as the key (step 422-a). Also, if the layer 3 for-
warding is determined, the subordinate apparatus 119
searches the layer 3 table 131-1 of the virtual machine
address information table 131 with the destination IP ad-
dress stored in the header of the received packet as the
key (step 422-b). The process branches into two, de-
pending on whether the address information matched
with the destination address is included (address infor-
mation present), or not included (no address information)
by searching at step 422-a or step 422-b (step 423). If
the address information is present, the LA information
table 123 is confirmed in the LA allocation section 121,
and the physical port connected to the active physical
unit 101 is selected on the LA port at the destination,
whereby the packet is transmitted (step 424-a). If the
address information is not present, the destination port
is decided based on the header information in the LA
allocation section 121, and the packet is transmitted (step
424-b). In the example of Fig. 27, step 424-a is per-
formed, and the port 218 is selected. The subordinate
apparatus 119 transmits the packet from the port 218,
and the active physical unit 101 processes this packet in
the route deciding section 111. In the route deciding sec-
tion 111, the destination of the received packet is deter-
mined as the virtual machine, and the protocol process-
ing section 106 for receiving the packet is selected based
on the header information (such as the port number of
the TCP/UDP header) and instructed to receive the pack-
et.

B-4. Effects of the example

[0125] In the second example, when receiving the vir-
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tual machine destined packet to be processed in the ac-
tive physical unit, the subordinate apparatus transmits
the packet to the physical line on the unit spanning LA
connected to the active physical unit by ignoring the LA
allocation process. Owing to this process, it is unneces-
sary that the unit passing data packet from the standby
system to the active system is encapsulated with the LA
relay header and transmitted when the virtual link fails.
Hence, by combining the second example with the first
example, it is possible to reduce the influence on the
band of the unit spanning LA line caused by the increased
LA relay packets, which is the problem of the first em-
bodiment.

C. Third example

[0126] A third example is a method for relieving the
pressure on the band of the unit spanning LA line, which
is the problem of the first example, by combination with
the first example. In the third example, when receiving
the LA relay packet in which the unit passing data packet
is encapsulated, the subordinate apparatus manages in-
formation of the destination address of the encapsulated
packet and the information of the transmitting destination
apparatus type included in the LA relay header together
as an LA exception table. In the subordinate apparatus,
after the LA exception table is registered, in relaying the
packet to the same destination as the encapsulated pack-
et, the LA exception table is searched with the destination
address of the packet as the key, whereby the packet is
transmitted to the physical unit that does not need the
encapsulation. Thereby, it is possible to dispense with
the encapsulation of the data packet after adding it to the
LA exception table and reduce the pressure on the band
of the unit spanning LA line with the LA relay packet.

C-1. Configuration of the example

[0127] Fig. 28 shows a schematic configuration of the
third example. In addition to the configuration of the first
example, the LA exception table 132 is added to the for-
warding plane 120 on the subordinate apparatus 119. In
receiving the LA relay packet in which the unit passing
data packet is encapsulated from the physical unit 101
or 102, the forwarding plane takes the destination ad-
dress out of the header information of the encapsulated
packet and registers it in the LA exception table. At this
time, the information of the transmitting destination ap-
paratus type 502 included in the LA relay header is also
confirmed. A method for creating the LA exception table
will be detailed below in C-3.

C-2. Operation when the unit-to-unit link is normal

[0128] When the unit-to-unit link is normal, the virtual-
ization control packet is transmitted or received and the
data packet is relayed in the same way as in the first
example.

C-3. Operation when the unit-to-unit link fails

[0129] Fig. 29 shows the format of an LA relay packet
communicated on the unit spanning LA line in the third
example. The kind of the encapsulated "unit passing data
packet" can be identified in the third example. For exam-
ple, the unit passing data packets are classified into three,
the "data packet destined to other (layer 2 relay)", the
"data packet destined to other (layer 3 relay)" and the
"data packet destined to itself". Herein, the "destined to
itself" designates destined to the virtual machine, and the
"destined to other" designates destined to other than the
virtual machine. Among these, for the "data packet des-
tined to itself", the second example is used, or the third
example is used to perform the same process as the data
packet destined to other. In the third example, the data
packet destined to itself is not dealt with. Fig. 31 shows
an example of the values of the data type 503, including
the example of the values of the data type as shown in
the second example. As compared with the first example,
the values of three bits are required to make use of the
second and third examples at the same time as shown
in Fig. 31.
[0130] In the third example, when the unit-to-unit link
112 fails, the LA exception table 131 is created in the
subordinate apparatus 119 to prevent frequent encapsu-
lation of the data packet. A creation example of the LA
exception table is shown in Figs. 32A and 32B. The LA
exception table 131 is divided into a layer 3 address table
132-1 and a layer 2 address table 132-2. In each entry
of the table, the "exception transmitting destination ad-
dress" subjected to the LA exception process and the
physical port number" indicating to which port the packet
having that address is outputted without making the LA
allocation are stored correspondingly.
[0131] In the subordinate apparatus 119, an update
process for the LA exception table 132 is performed in
performing the relay process for the LA relay packet in
the first example. An update method for the LA exception
table 132 will be described below along Fig. 30. Fig. 30
is a detailed flowchart showing the processing at step
437 in Fig. 17. The step 437 is the step performed in the
third example, and not performed in the case of using
the first example.
[0132] The subordinate apparatus 119, after perform-
ing the process up to step 416-a or 416-b in Fig. 17,
confirms the data type 503 within the LA relay header,
and the process branches into three, depending on the
"data packet destined to other (layer 2) ", the "data packet
destined to other (layer 3)" or the "others" (step 425) . In
the case of the "data packet destined to other (layer 2)",
the subordinate apparatus 119 creates a new field in the
LA exception table 132-2, and registers the transmitting
destination MAC address within the encapsulated data
packet in the exception transmitting destination address
(MAC address) field. At this time, the physical port
number field is made empty (step 426-b). In the case of
the "data packet destined to other (layer 3) ", the subor-
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dinate apparatus 119 registers the transmitting destina-
tion IP address within the encapsulated data packet in
the LA exception table 132-1 (step 426-b) . In the case
of the "others", the process is ended, and step 415 of
Fig. 17 is executed. After step 426-a or step 426-b, the
subordinate apparatus 119 confirms the transmitting
destination apparatus type 502 within the header, and
ascertains the "active" or "standby" (step 427). In the
case of "active", the subordinate apparatus 119 searches
the LA information table 123 with the LA group number
to which the port receiving the packet belongs as the key,
acquires the port number of the physical port connected
to the active system and registers it in the physical port
number field which is made empty at step 426-a or step
426-b (step 428-a). In the case of "standby", the subor-
dinate apparatus 119 searches the LA information table
123 with the LA group number to which the port receiving
the packet belongs as the key, acquires the port number
of the physical port connected to the standby system and
registers it in the physical port number field which is made
empty at step 426-a or step 426-b (step 428-b). With the
above, the processing at step 437 is completed, and the
operation returns to the process of Fig. 17.
[0133] A packet relay process in the subordinate ap-
paratus 119 in the configuration example of Fig. 28 will
be described below along Fig. 33. In the third example,
the layer 2 protocol uses the Ethernet II and the layer 3
protocol uses the IPv4. If a packet is transmitted from the
terminal 203 to the apparatus (not shown) on the network
connected to the network apparatus 201, the packet is
received in the subordinate apparatus 119. The route
deciding section 122 of the subordinate apparatus 119
receives an instruction of performing the packet receiving
process from the forwarding plane 120. The route decid-
ing section 122 searches the routing information 124,
and decides the transmitting destination port (step 429).
Then, the process branches depending on whether the
transmitting destination port is the LA port connected to
the virtual machine or not by referring to the LA informa-
tion table 123 (step 430) . In the case of the LA port con-
nected to the virtual machine, the operation proceeds to
step 432. In other cases (normal physical port, the LA
port not connected to the virtual machine), the operation
proceeds to step 431, where the exception address proc-
ess is not performed but the ordinary packet relay proc-
ess is performed. In the example of Fig. 28, the port of
the unit spanning LA composed of the physical ports 218
and 219 is selected as the transmitting destination port,
whereby the operation proceeds to step 432. Then, the
process branches, depending on whether the packet is
treated as the layer 2 relay or the layer 3 relay in the route
deciding section 122 (step 432). In the case of the layer
2 relay, the subordinate apparatus 119 searches the LA
exception table 132-2 with the transmitting destination
MAC address of the received packet as the key (step
433-a) . In the case of the layer 3 relay, the subordinate
apparatus 119 searches the LA exception table 132-1
with the transmitting destination layer 3 address of the

received packet as the key (step 433-b). The process
branches, depending on the "exception address regis-
tered" or the "exception address not registered" from the
search result of step 433-a or 433-b (step 434) . In the
case of the exception address registered, the subordi-
nate apparatus 119 transmits the packet to the physical
port as indicated in the entry in which its exception ad-
dress is included, whereby the relay process is complet-
ed (step 435-a). In the case of the exception address not
registered, the subordinate apparatus 119 instructs the
LA allocation section 121 to perform the packet process,
as in the first example, and the LA allocation section 121
performs the packet allocation using a specific algorithm
based on the header information of the packet, whereby
the relay process is completed.

C-4. Effects of the example

[0134] In the third example, it is possible to decrease
the LA relay packets communicated via the unit spanning
LA between the virtual machine 100 and the subordinate
apparatus 119 (encapsulated unit passing data packets
communicated between the physical units to be relayed
from the virtual machine to the other apparatus), as com-
pared with the first example. Hence, it is possible to re-
duce the pressure on the band of the unit spanning LA
line, which is the problem of the first example.
[0135] In the second and third examples, there is pro-
vided means for relieving the pressure on the band of
the unit spanning LA line, which is the problem of the first
example. One or both of the second and third examples
may be combined with the first example.

D. Fourth example

[0136] In a fourth example, for the network apparatus
connected via the unit spanning LA to the virtual machine
100, a case in which an apparatus for processing the LA
relay packet, like the subordinate apparatus 119, (here-
inafter referred to as a subordinate apparatus with func-
tion) and an apparatus without a function of processing
the LA relay packet (hereinafter referred to as a subor-
dinate apparatus without function) are mixed will be de-
scribed. In the case where the subordinate apparatus
with function and the subordinate apparatus without func-
tion are mixed, if a unit-to-unit link fault occurs, the sub-
ordinate apparatus without function transmits the packet
to the virtual machine 100, whereby when the packet
needs to be treated as the unit passing data packet in
the virtual machine 100, there is a problem that the relay
process cannot be performed, because the subordinate
apparatus without function does not have the function of
treating the LA relay packet.
[0137] Thus, in the fourth example, when the unit-to-
unit link fault occurs, if the packet needing the unit pass-
ing data packet process is transmitted from the subordi-
nate apparatus without function to the virtual machine,
the unit passing data packet is transmitted and received
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between the physical units using the unit spanning LA
line via the subordinate apparatus with function.

D-1. Configuration of the example

[0138] Fig. 34 shows a schematic configuration of the
fourth example. In addition to the configuration of the first
example (see Fig. 1), an LA information table 127 is ar-
ranged on the unit-to-unit data forwarding section 104 of
each of the physical units 101 and 102 in the fourth ex-
ample. The LA information table 127 stores the informa-
tion indicating whether the connection target is the sub-
ordinate apparatus with function or the subordinate ap-
paratus without function for the unit spanning LA line on
the virtual machine 100. The subordinate apparatus 119
is connected via the line 117 to the physical unit 101 and
connected via the line 118 to the physical unit 102 to
constitute the unit spanning LA line, as in the first exam-
ple. The subordinate apparatus 119 is the subordinate
apparatus with function having a function of replaying the
LA relay packet. In addition, a subordinate apparatus 133
is connected to the virtual machine 100 in the fourth ex-
ample. The subordinate apparatus 133 is connected via
a line 222 to the physical unit 101 and connected via a
line 223 to the physical unit 102 to constitute the unit
spanning LA line. The subordinate apparatus 133 is the
subordinate apparatus without function. The subordinate
apparatus 133 has a forwarding plane 128, and has an
LA allocation section 129, a route deciding section 130
and the routing information 131, like the subordinate ap-
paratus 119. A terminal 204 is connected to the subor-
dinate apparatus 133.

D-2. Operation when the unit-to-unit link is normal

[0139] In the fourth example, a data forwarding method
when the unit-to-unit link 112 is normal is the same as in
the first example. The subordinate apparatus without
function 133 performs the same process as the relay
process of the subordinate apparatus 119 as shown in
Fig. 6.
[0140] Fig. 35 shows the information stored in the LA
information table 127 of each physical unit 101, 102. The
LA information table 127 has a physical port number field
that is the identification number of each physical port on
the virtual machine 100, a belonging physical unit field
indicating in which physical unit the physical port exists,
and an LA group number field indicating to which LA
group the physical port belongs. Further, for every same
LA group, there is provided a subordinate apparatus type
field indicating whether the subordinate apparatus of con-
nection target is the "subordinate apparatus with func-
tion" or the "subordinate apparatus without function".
[0141] The subordinate apparatus type field is set by
communicating the packet between the virtualization
control section 107 of the active physical unit and the
virtualization control section 126 of the subordinate ap-
paratus with function 119, for example, at the time of

initialization of the virtual machine 100, in which the vir-
tualization control section 126 notifies the virtualization
control section 107 that the self-unit (subordinate appa-
ratus 119) is the "subordinate apparatus with function".
Also, the subordinate apparatus type field is updated
from the "with function" to the "without function" by de-
tecting a state where the LA relay packet cannot be re-
layed in an appropriate way, such as a state where the
subordinate apparatus stops due to a fault, or a state
where a fault occurs on one side of the unit spanning LA
line. A detection method may rely on periodic keep-alive
between the virtualization control section 107 of the phys-
ical unit 101, 102 and the subordinate apparatus with
function 119, or switching at the moment of fault on the
unit spanning LA line.

D-3. Operation when the unit-to-unit link fails

[0142] In the fourth example, an LA relay packet trans-
mitting process in the unit-to-unit data forwarding section
108 is performed by replacing the process following step
406 with the process shown in the flowchart of Fig. 36,
after performing the process up to step 405-a or step
405-b in Fig. 15 in the first example.
[0143] In the fourth example, a relay process for trans-
mitting the packet needing the unit passing data packet
from the subordinate apparatus without function to the
virtual machine when a unit-to-unit link fault occurs will
be described below using an example of Fig. 34. Fig. 34
shows an example in which the packet is transmitted from
the terminal 204 to an apparatus (not shown) on the net-
work connected to the network apparatus 201. The pack-
et transmitted from the terminal 204 is processed in the
forwarding plane 128 of the subordinate apparatus with-
out function 133 in the same way as shown in Fig. 6, and
transmitted to any one of the physical units 101 and 102
by performing the LA allocation process. In this example,
a case where the packet is allocated to the physical unit
101 will be described below. The forwarding plane 104
of the physical unit 101, receiving the packet, retrieves
the output target port, based on the routing information
110, in the route deciding section 111, and determines
that it is the port 213 of the physical unit 102. Since the
port 213 is not present on the physical unit 101, the route
deciding section 111 of the physical unit 101 instructs
the unit-to-unit data forwarding section 108 of the self-
unit to transmit the packet to the physical unit 102. In the
unit-to-unit data forwarding section, the process up to
step 405-a or step 405-b in Fig. 15 is performed, and
subsequently, the process unique to the fourth example
as shown in Fig. 36 is performed.
[0144] The unit-to-unit data forwarding section 108 of
the physical unit 101 searches the LA information table
127 for the LA group number in which the subordinate
apparatus type field is "with function" (step 438). The
following process branches, depending on whether the
LA group number is found or not (step 439). If not found,
it is required to degenerate two physical units to one,
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because there is no subordinate apparatus with function.
Therefore, the virtualization control section 107 instructs
the execution of a degeneration operation. The degen-
eration operation may be performed through the same
process in the recovery mode of non-patent document 1
(step 440-b). In the example of Fig. 34, the LA group
number (e.g., 10) of the unit spanning LA composed of
the lines 117 and 118 is obtained by performing the
searching process of step 438. In this case, among the
physical ports within the LA group, the physical port be-
longing to the self-unit (physical unit 101) becomes the
port connected to the subordinate apparatus with func-
tion. In the example of Fig. 35, the port 1 applies. This
port is selected as the port for transmitting the LA relay
packet (step 440-a). Finally, the LA relay packet is out-
putted to the selected port (step 441). Through the above
process, the LA relay packet arrives at the subordinate
apparatus 119.
[0145] The following process in the subordinate appa-
ratus 119 and the physical unit 102 is the same as in the
first example.

D-4. Effects of the example

[0146] In the fourth example, in combination with the
first example, it is possible to maintain the packet for-
warding from the subordinate apparatus without function,
even when a fault of the unit-to-unit link occurs, in the
environment where the subordinate apparatus with func-
tion and the subordinate apparatus without function are
mixed. Thereby, if at least one of the apparatuses adja-
cent to the virtual machine has the function of the sub-
ordinate apparatus, the other network apparatuses with-
out having the function of the subordinate apparatus can
also make use of the forwarding capability corresponding
to the physical units making up the virtual machine,
whereby the flexible network configuration can be made.

E. Modification

[0147] The invention is not limited to the above exam-
ples, but may be carried out in various modes without
departing from the spirit or scope of the invention.

(Omission of the unit-to-unit link)

[0148] In the first to fourth examples as described
above, the physical units are connected via the unit-to-
unit link, and when the unit-to-unit link is normal, the vir-
tualization control packet or the unit passing data packet
is transmitted via the unit-to-unit link. However, using a
method for communicating the virtualization control
packet or unit passing data packet via the unit spanning
LA as described in the first example, two physical units
can be virtualized into one virtual machine by using the
unit spanning LA line even in the system configuration
without having the unit-to-unit link, such as when the unit-
to-unit link cannot be prepared due to a reason on the

facilities.

(Modified configuration of the virtual machine)

[0149] Also, in the first to fourth examples as described
above, the virtual machine is made up of two physical
units. The invention is also applicable to the case where
the virtual machine is made up of three or more physical
units. For this purpose, for example, the field may be
expanded to store a characteristic value (hereinafter re-
ferred to as a physical unit identifier) for identifying plural
physical units in the transmitting source apparatus type
501 and the transmitting destination apparatus type 502
included in the frame format of the LA relay packet in
each example, as shown in Fig. 12 in the first example.
For example, in Fig. 13 of the first example, "0" is defined
as the active system, and any other value than 0 may be
assigned to the standby system of the other units. Also,
for the system state of the connection target apparatus
in Fig. 14, the physical unit identifier for use in the trans-
mitting source apparatus type 501 and the transmitting
destination apparatus type 502, not the value of active
or standby, is stored. When the unit-to-unit link fails, if
each physical unit is required to transmit the LA relay
packet via the subordinate apparatus to the other phys-
ical unit, it is necessary that the physical unit identifier of
the physical unit to which a transmitting source wants to
transmit the data is designated in the transmitting desti-
nation apparatus type of the LA relay header, whereby
it is possible to relay the packet to the physical unit in-
tended by the transmitting source in the subordinate ap-
paratus. A method for deciding the physical unit identifier
assigned to each physical unit may be statically defined
by configuration, or dynamically settled by communica-
tion between the virtualization control sections of the
physical units. In either case of static or dynamic deter-
mination, if the physical unit identifier is decided, each
physical unit learns the physical unit identifier of the other
physical unit, and decides which physical unit identifier
is for the active system.

(Virtualization of the subordinate apparatus)

[0150] The subordinate apparatus in the first to fourth
examples as described above is also applicable to the
virtual machine made up of plural physical units.
[0151] Fig. 37 shows an example of the system con-
figuration. For example, the subordinate apparatus con-
nected to the virtual machine 100 is a virtual machine
600 made up of the physical units 601 and 602 in the
configuration of the first example as shown in Fig. 1. Each
of the physical units 601 and 602, like the physical units
101 and 102, includes a control plane 603 and a forward-
ing plane 604.
[0152] The forwarding plane 604 has a unit-to-unit data
forwarding section 608, an apparatus information table
609 and the routing information 610. In this case, if the
virtual machine 600 receives an LA relay packet trans-
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mitted from the physical unit on the virtual machine 100,
there is a problem that it is misrecognized as the virtual-
ization control packet or apparatus passing data for the
self-unit, so that the improper route synchronization or
false forwarding may occur. Thus, the virtual machine is
provided with the same LA relay packet relay function as
the subordinate apparatus, and further a characteristic
value (hereinafter referred to as a virtual machine iden-
tifier) for identifying the virtual machine is assigned to
each virtual machine, whereby it is possible to solve the
above problem. For example, in the first example, the
virtual machine identifier assigned to the virtual machine
to which the self-unit belongs is stored in the frame format
of the LA relay packet to be transmitted in the LA relay
packet transmitting process as shown in Fig. 15. Each
virtual machine performs the receiving process for the
LA relay packet as shown in Fig. 16, if the virtual machine
identifier included in the header and the virtual machine
identifier of the self-unit are matched in receiving the LA
relay packet. If there is not match with its own virtual
machine identifier, it operates as the subordinate appa-
ratus to perform the relay process for the LA relay packet
as shown in Fig. 17. To perform the process as shown
in Fig. 17, the LA information table 611 is arranged in
each of the physical units 601 and 602, to store the same
information as the LA information table 123 on the sub-
ordinate apparatus 119 in the first example. With the
above method, the virtual machine can operate as the
subordinate apparatus.

(Application to the redundancy system)

[0153] The physical unit in the first to fourth examples
as described above is also applicable to the case where
it is connected to not only the network system in which
two or more apparatuses virtually operate as one appa-
ratus, like the virtual machine, but also the network sys-
tem (hereinafter a redundancy system) in which each
apparatus independently operates by making the redun-
dancy control over two or more network apparatuses. As
an example, a case where the subordinate apparatus
and two or more network apparatuses making up the
redundancy system are connected via the physical lines,
each physical line being operated as the unit spanning
LA, will be described below. In the redundancy system,
when a control packet for keep-alive is transmitted and
received between the network apparatuses, the control
packet can be relayed via the unit spanning LA in the
subordinate apparatus through the process of the sub-
ordinate apparatus in the first example. Thereby, in the
redundancy system using the private line to communi-
cate the control packet, it is possible to continue to trans-
mit or receive the control packet via the unit spanning
LA, even when a fault occurs in the private line. Also, the
operation is enabled without preparing the private line.
Further, the packet destined to the specific address can
be transmitted to the specific network apparatus on the
redundancy system in accordance with an instruction

from the redundancy system by performing the process
of the subordinate apparatus in the examples 2 and 3.
Thereby, when the packet is relayed to the apparatus
connected to the specific network apparatus only, the
procedure for passing the packet between the network
apparatuses on the redundancy system can be omitted,
and the packet can be relayed in the shortest route.

(Configuration example of the subordinate apparatus)

[0154] The above-mentioned subordinate apparatus
is a network apparatus connected to a network system
via a link aggregation and transmitting a packet to the
network system via the link aggregation, and can com-
prise
a forwarding plane that, in a case where information in-
dicating whether or not a link aggregation line is to be
regarded as individual physical lines and information in-
dicating a physical line to which the packet is output in
the link aggregation line are included in a header infor-
mation of the packet transmitted from the network sys-
tem, regards the link aggregation line as the individual
physical lines in accordance with the information and
transmits the packet using the physical line in a desig-
nated link aggregation line.
[0155] Moreover, the above-mentioned subordinate
apparatus is a network apparatus connected to a network
system via a link aggregation and transmitting a packet
to the network system via the link aggregation, and can
comprise
an exception address table section for storing, when re-
ceiving an arbitrary network address and information of
a transmitting destination line indicating which physical
line of the link aggregation is used to transmit the packet
with the arbitrary network address as the transmitting
destination from the network system, an entry in which
the network address and the information of the transmit-
ting destination line are associated; and
a forwarding plane searching the exception address table
section when receiving the packet and transmitting re-
ceived packet to the physical line according to the infor-
mation of the transmitting destination line in the entry, in
a case of being found the entry of which the transmitting
destination network address is matched.
[0156] In each example as described above, each ta-
ble may be stored in an appropriate storage section. Also,
each table may be stored in a storage area in any appro-
priate form other than the table organization.

Industrial Applicability

[0157] The invention is applicable to a network system
in which plural network apparatuses are virtually operat-
ed as one network apparatus, for example.
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Claims

1. A network system comprising:

a virtual machine (100) being virtually one net-
work apparatus constituted by at least a first
physical unit (101) and a second physical unit
(102); and
a subordinate apparatus (119) being a network
apparatus connected to the virtual machine
(100) and, connected to the first physical unit
(101) and the second physical unit (102) via
physical lines (117, 118), the physical lines (117,
118) constituting an apparatus spanning link ag-
gregation that is a virtual line integrating the
physical lines (117, 118);

wherein each of the first physical unit (101) and the
second physical unit (102) includes:

a unit-to-unit data forwarding section (108) add-
ing identification information of a destination
physical unit for specifying the physical unit of
transmitting destination to a virtualization packet
and, transmitting the virtualization packet to the
subordinate apparatus (119) via any of the phys-
ical lines (117, 118) constituting the apparatus
spanning link aggregation; and

wherein the subordinate apparatus (119) includes:

a link aggregation information table (123) storing
identification information of a physical unit which
is the first physical unit (101) or the second phys-
ical unit (102) and identification information of
the physical line (117, 118) which is connected
to the physical unit and constitutes the appara-
tus spanning link aggregation, wherein said
identification information of a physical unit which
is the first physical unit (101) or the second phys-
ical unit (102) and said identification information
of the physical line (117, 118) which is connect-
ed to the physical unit and constitutes the appa-
ratus spanning link aggregation are associated
with each other; and
a forwarding section (120) searching the link ag-
gregation information table (123), based on the
identification information of the destination
physical unit added to the virtualization packet,
for the virtualization packet received from either
the first or second physical unit (101, 102), spec-
ifying a corresponding physical line (117, 118)
in the apparatus spanning link aggregation, and
outputting the virtualization packet via specified
physical line (117, 118) to either the first or sec-
ond physical unit (101, 102) which is a transmis-
sion destination.

2. The network system according to claim 1, wherein
the virtual machine (100) has a unit-to-unit link (112)
for exchanging the virtualization packet between the
first physical unit (101) and the second physical unit
(102), the virtualization packet including a virtualiza-
tion control packet for virtualization control and a da-
ta packet transmitted and received between the first
and second physical units (101, 102); and
the unit-to-unit data forwarding section (108), when
a fault occurs in the unit-to-unit link (112), adds the
identification information of the destination physical
unit for specifying the physical unit of transmitting
destination to the virtualization packet and, transmits
the virtualization packet to the subordinate appara-
tus (119) via any of the physical lines (117, 118) con-
stituting the apparatus spanning link aggregation.

3. The network system according to claim 1 or 2, where-
in each of the first physical unit (101) and the second
physical unit (102) has a control section (103),
wherein one control section (103) is active to perform
a route control and/or a network protocol process,
and the other control section (103) is standby not to
perform the route control and/or the network protocol
process, and
the identification information of the physical unit is
system information indicating that the control section
(103) of either the first physical unit (101) or the sec-
ond physical unit (102) is active or standby.

4. The network system according to at least one of
claims 1 to 3, wherein the subordinate apparatus
(119) further comprises
a virtualization control section (126) collecting iden-
tification information of the physical unit that is infor-
mation for identifying the physical unit from the first
physical unit (101) and the second physical unit (102)
via the physical lines (117, 118) respectively, and
storing identification information of the physical line
(117, 118) and collected information of the physical
unit in the link aggregation information table (123)
respectively, wherein said identification information
of the physical line (117, 118) and said collected in-
formation of the physical unit are associated with
each other.

5. The network system according to at least one of
claims 1 to 4, wherein
the subordinate apparatus (119) is virtually one net-
work apparatus constituted by at least a third phys-
ical unit and a fourth physical unit, and a second
virtual machine having a second unit-to-unit link for
exchanging the packet between third and fourth
physical units,
a virtual machine identifier is uniquely assigned to
each of the virtual machine (100) and the second
virtual machine,
the unit-to-unit data forwarding section (108) of each
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of the first physical unit (101) and second physical
unit (102) transmits the virtualization packet by add-
ing the virtual machine identifier of the virtual ma-
chine, to which a self-unit belongs, to the virtualiza-
tion packet when transmitting the virtualization pack-
et, and
the forwarding section (120) of the subordinate ap-
paratus (119), when receiving the virtualization
packet, outputs the virtualization packet to the phys-
ical line (117, 118) specified by referring to the link
aggregation information table (123), in a case where
the virtual machine identifier added to the virtualiza-
tion packet is unmatched with the virtual machine
identifier of the second virtual machine to which the
self-unit belongs.

6. The network system according to claim 5, wherein
the subordinate apparatus (119), in which the virtu-
alization packet is forwarded from the third physical
unit receiving the virtualization packet via the second
unit-to-unit link to the fourth physical unit, outputs
the virtualization packet to specified physical line
which is connected to the fourth physical unit.

7. The network system according to at least one of
claims 1 to 6, wherein
among the first physical unit (101) and the second
physical unit (102), the first physical unit (101) per-
forming a receiving process for the packet destined
to the virtual machine (100) further comprises a vir-
tualization control section (107) transmitting address
information of the virtual machine (100) to the sub-
ordinate apparatus (119),
the subordinate apparatus (119) further comprises
a virtual machine address information table storing
the address information received from the virtualiza-
tion control section (107) of the virtual machine, and
the forwarding section (120) specifies the physical
line (117) connected to the first physical unit (101)
by referring to the link aggregation information table
(123), and outputs received packet to specified phys-
ical line (117), in a case where address information
matched with a transmitting destination address of
the packet is found by referring to the virtual machine
address information table when receiving the packet.

8. The network system according to at least one of
claims 1 to 7, wherein
the subordinate apparatus (119) further comprises
a link aggregation exception address table storing
transmitting destination address information of the
data packet and an identification information of the
physical line (117, 118) specified by referring the link
aggregation information table (123), in a case where
a data packet relayed between the first physical unit
(101) and the second physical unit (102) is included
in the virtualization packet when receiving the virtu-
alization packet from either the first physical unit

(101) or the second physical unit (102), wherein said
transmitting destination address information of the
data packet and said identification information of the
physical line (117, 118) specified by referring the link
aggregation information table (123) are associated
with each other,
wherein the forwarding section (120) searches the
link aggregation exception address table to check
whether or not the transmitting destination address
information of the packet is stored in the link aggre-
gation exception address table, in a case where an
output destination is the apparatus spanning link ag-
gregation line connected to the virtual machine (100)
in the route search at a time of receiving the packet,
and transmits the packet in accordance with identi-
fication information of the corresponding physical
line (117, 118), if stored.

9. The network system according to at least one of
claims 1 to 8, further comprising
a second subordinate apparatus (200) that is the net-
work apparatus connected to the virtual machine
(100), and does not have a relay function of the vir-
tualization packet achieved by the link aggregation
information table (123) and the forwarding section
(120),
wherein each of the first physical unit (101) and sec-
ond physical unit (102) has a link aggregation infor-
mation table section storing a link aggregation iden-
tifier for identifying the apparatus spanning link ag-
gregation and information of subordinate apparatus
type indicating whether or not the apparatus con-
nected by the apparatus spanning link aggregation
has the relay function, wherein said link aggregation
identifier for identifying the apparatus spanning link
aggregation and said information of subordinate ap-
paratus type indicating whether or not the apparatus
connected by the apparatus spanning link aggrega-
tion has the relay function are associated with each
other, and
the unit-to-unit data forwarding section (108) deter-
mines the link aggregation identifier connected to
the subordinate apparatus (119) having the relay
function by referring to the link aggregation informa-
tion table (123), and outputs the packet to the phys-
ical line (117, 118) constituting the link aggregation,
in a case where one of the first physical unit (101)
and second physical unit (102) transmits the packet
received from the second subordinate apparatus
(200) to the other of the first physical unit (101) and
second physical unit (102).

10. The network system according to claim 9, wherein
the first physical unit (101) receives information in-
dicating that the subordinate apparatus (119) has
the relay function from the subordinate apparatus
(119, 200), and stores the information in the link ag-
gregation information table section.
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11. The network system according to at least one of
claims 1 to 6, wherein
the identification information of the physical unit for
identifying the first physical unit (101) and the second
physical unit (102) is predetermined,
wherein the first physical unit (101) and second phys-
ical unit (102) further comprises
a virtualization control section (107) learning the
identification information of the physical unit except
for the self-unit by transmitting and receiving the vir-
tualization packet between the first physical unit
(101) and the second physical unit (102), and
an apparatus information table holding the identifi-
cation information of the physical unit of the self-unit.

12. The network system according to claim 11, wherein
the unit-to-unit data forwarding section (108) of the
second physical unit (102) performs a receiving proc-
ess for the virtualization packet in a case where the
identification information of the physical unit in the
apparatus information table and the identification in-
formation of the physical unit of transmitting desti-
nation in the virtualization packet are matched when
receiving the virtualization packet from the subordi-
nate apparatus (119).

13. A network apparatus connected to a network system
via a link aggregation and transmitting a packet to
the network system via the link aggregation, com-
prising
a forwarding section (104; 120) that, in a case where
information indicating whether or not a link aggrega-
tion line is to be regarded as individual physical lines
and information indicating a physical line to which
the packet is output in the link aggregation line are
included in a header information of the packet trans-
mitted from the network system, regards the link ag-
gregation line as the individual physical lines in ac-
cordance with the information and transmits the
packet using the physical line in a designated link
aggregation line.

14. A network apparatus connected to a network system
via a link aggregation and transmitting a packet to
the network system via the link aggregation, com-
prising:

an exception address table section for storing,
when receiving an arbitrary network address
and information of a transmitting destination line
indicating which physical line of the link aggre-
gation is used to transmit the packet with the
arbitrary network address as the transmitting
destination from the network system, an entry
in which the network address and the informa-
tion of the transmitting destination line are as-
sociated; and
a forwarding section (104; 120) searching the

exception address table section when receiving
the packet and transmitting received packet to
the physical line according to the information of
the transmitting destination line in the entry, in
a case of being found the entry of which the
transmitting destination network address is
matched.
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