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Description

BACKGROUND

[0001] 1. Field of the Invention
[0002] This invention is related to digital systems and,
more particularly, to credit management for credit-based
flow control mechanisms for interfaces in digital systems.
[0003] 2. Description of the Related Art
[0004] Digital systems often include flow-controlled in-
terfaces between integrated circuits (ICs) in the system,
between systems, and sometimes even within an IC. The
flow-control mechanism generally exists to prevent buffer
overruns or other loss of data situations from occurring
in a receiver. For example, a common flow control mech-
anism is credit-based. A receiver on the interface may
broadcast the number of credits it has available for var-
ious types of transmissions, and a transmitter may record
the credits. The transmitter can then transmit on the in-
terface and deduct credits for each transmission. Once
the credits run out, the transmitter must cease transmit-
ting. The receiver, as it completes processing of received
transmissions, frees the credits consumed by each trans-
mission and transmits freed credits back to the transmit-
ter.
[0005] The credits advertised by the receiver may gen-
erally be constrained by the available resources at the
receiver for handling the transmissions. For example,
buffers are generally provided to store received trans-
missions. The available buffers indicate how many cred-
its can be advertised for each transmission type. In some
cases, the buffers are implemented as a memory. If the
memory cannot be allocated at the same granularity as
the credits (or at a finer granularity), then inefficiencies
in the use of the memory result. Generally, a full memory
granule must be allocated to store any amount of data
up to the full memory granule. Because data can be trans-
mitted at less than the memory granule (or at some non-
integer multiple of the memory granule), the number of
credits that can be advertised is less than one might
guess based on knowledge of the size of the memory.
The achievable bandwidth on the interface is thus less
than would be possible if the memory could be allocated
with more granularity.

SUMMARY

[0006] In an embodiment, an apparatus comprises a
receiver coupled to a buffer memory. The receiver com-
prises a credit management unit configured to manage
flow control credits for an interface to which the receiver
is coupled during use. Each packet received on the in-
terface comprises a packet header and optionally packet
data. The packet data is measured in terms of data credits
in the flow control credits dependent on a size of the
packet data, wherein each data credit represents a fixed
number of data bytes. The buffer memory is configured
to store packet headers and packet data corresponding

to packets that are received on the interface by the re-
ceiver, wherein the buffer memory is allocable by the
receiver in buffer units which are N times the size of the
data credit, wherein N is an integer greater than one. A
total number of data credits is equal to N times a number
of buffer units in the buffer memory that are available to
store packet Is data, and the credit management unit is
configured to reserve a plurality of the total data credits
based on a maximum number of data credits that are
unusable if packet data does not fill a buffer unit and
further based on a number of packets that are permitted
to be in flight concurrently. The credit management unit
is configured to free one or more data credits in response
to receiving packet data for a given packet that incurs
fewer than the maximum number of unusable data cred-
its. The credit management unit is configured to free the
one or more data credits prior to the given packet being
consumed. A corresponding method is also contemplat-
ed.
[0007] In an embodiment, an apparatus comprises a
receiver coupled to a buffer memory. The receiver com-
prises a credit management unit configured to manage
flow control credits for an interface to which the receiver
is coupled during use. Each packet received on the in-
terface comprises a header and optionally data. The
header is measured in terms of one or more header cred-
its for flow control on the interface, and data is measured
in terms of one or more data credits for flow control on
the interface. Each data credit represents a fixed number
of data bytes. The buffer memory is configured to store
packet headers and packet data corresponding to pack-
ets that are received on the interface by the receiver. The
credit management unit is configured to dynamically ad-
just a first amount of the buffer memory used to store
packet headers and a second amount of the buffer mem-
ory used to store the packet data responsive to a size of
the packet data in one or more received packets, and
wherein the credit management unit is configured to free
data credits and header credits to a transmitter on the
interface responsive to the dynamic adjustments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The following detailed description makes refer-
ence to the accompanying drawings, which are now brief-
ly described.
[0009] FIG. 1 is a block diagram of one embodiment
of a digital system.
[0010] FIG. 2 is a block diagram of one embodiment
of memory buffer allocation.
[0011] FIG. 3 is a block diagram of one embodiment
of a receiver shown in FIG. 1.
[0012] FIG. 4 is a flowchart illustrating operation of one
embodiment of the receiver shown in FIG. 3 during ini-
tialization of the system shown in FIG. 1.
[0013] FIG. 5 is a flowchart illustrating operation of one
embodiment of the receiver shown in FIG. 3 in response
to receiving a packet in the system shown in FIG. 1.
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[0014] FIG. 6 is a flowchart illustrating operation of one
embodiment of the receiver shown in FIG. 3 in response
to a packet being consumed by a target in the system
shown in FIG. 1.
[0015] FIG. 7 is a block diagram of another embodi-
ment of a receiver shown in FIG. 1.
[0016] FIG. 8 is a flowchart illustrating additional op-
eration of one embodiment of the receiver shown in FIG.
7 during initialization of the system shown in FIG. 1.
[0017] FIG. 9 is a flowchart illustrating additional op-
eration of one embodiment of the receiver shown in FIG.
7 in response to receiving a packet in the system shown
in FIG. 1.
[0018] FIGS. 10 and 11 are pseudocode illustrating
additional details of one embodiment of the receiver
shown in FIG. 7.
[0019] While the invention is susceptible to various
modifications and alternative forms, specific embodi-
ments thereof are shown by way of example in the draw-
ings and will herein be described in detail. It should be
understood, however, that the drawings and detailed de-
scription thereto are not intended to limit the invention to
the particular form disclosed, but on the contrary, the
intention is to cover all modifications, equivalents and
alternatives falling within the spirit and scope of the
present invention as defined by the appended claims.
The headings used herein are for organizational purpos-
es only and are not meant to be used to limit the scope
of the description. As used throughout this application,
the word "may" is used in a permissive sense (i.e., mean-
ing having the potential to), rather than the mandatory
sense (i.e., meaning must). Similarly, the words "in-
clude", "including", and "includes" mean including, but
not limited to.

DETAILED DESCRIPTION OF EMBODIMENTS

[0020] Turning now to FIG. 1, a block diagram of one
embodiment of a system 10 is shown. In the illustrated
embodiment, the system 10 includes a transmitter 12, a
receiver 14, a buffer memory 16, and optionally a packet
target 18. The transmitter is coupled to an interface 20
to which the receiver 14 is also coupled. The buffer mem-
ory 16 is coupled to the receiver 14 and the target 18.
[0021] The transmitter 12 is configured to maintain
header credits and data credits, which indicate how much
packet header and packet data traffic the receiver 14 is
currently able to accept. For example, in FIG. 1, the trans-
mitter 12 may include a header credit register 22 and a
data credit register 24. During initialization of the system
10, and possibly at other points during operation at which
the interface 20 is reset, the receiver 14 may determine
the number of header credits and data credits to advertise
to the transmitter 12. The transmitter 12 may initialize the
registers 22 and 24 with the advertised credits. As the
transmitter 12 transmits packet headers and packet data,
the transmitter 12 may deduct the credits consumed by
the transmitted headers and data. The receiver 14 may

transmit freed credits back to the transmitter 12, which
may add the freed credits to the registers 22 and 24.
Thus, at any given point in time, the transmitter 12 may
control how much information is transmitted over the in-
terface 20 responsive to the credits in the registers 22
and 24. If not enough credits are available for a given
transmission, for example, the transmitter 12 may delay
transmission until the needed number of credits become
available.
[0022] Generally, advertising credits refers to any
mechanism for the receiver 14 to informing the transmit-
ter 12 of the number of credits that are available. Simi-
larly, freeing credits may refer to any mechanism for de-
termining that credits consumed via a transmission on
the interconnect 20 are available to be returned to the
transmitter 12, and the mechanism for returning them.
The mechanisms for performing the advertisement and
the freeing are implementation-specific based on the def-
inition of the interface 20, but may generally include trans-
mitting on the interface 20 from the receiver 14 to the
transmitter 12. For example, a packet may be defined
that transmits freed credits, or fields in the headers used
for all packets may include freed credits. Packets that
transmit freed credits may be transmitted during initiali-
zation to advertise the desired number of credits. If more
credits are being advertised than can be transmitted in
the fields of the packets, then multiple packets may be
transmitted.
[0023] Generally, packets transmitted on the interface
20 may include a header (which defines the type of packet
and may provide other control information) and may op-
tionally include data (or a "payload"). The header may
be fixed in size, and thus each header may consume one
header credit when it is transmitted by the transmitter 12.
Other embodiments may implement variable sized head-
ers and the number of header credits needed for a given
packet may depend on the size of its header. The data
payload may be variable in size. Accordingly, a data cred-
it may be defined to represent a fixed number of data
bytes (referred to as a "data unit"), and the number of
data credits required for a given packet may be the size
of the payload divided by the size of the data credit. The
size of the data credit may be part of the interface 20
definition. For example, in one embodiment, the interface
20 may be the Peripheral Component Interconnect Ex-
press (PCIe) interface, and a data credit may represent
16 bytes.
[0024] The receiver 14 comprises a credit manage-
ment unit 26, and may comprise one or more credit reg-
isters 28 to store values used by the credit management
unit 26 to manage the credits for the transmitter 12. Ad-
ditional details of various embodiments are provided be-
low. The receiver 14 may also include various other cir-
cuitry to communicate on the interface 20, to communi-
cate with the buffer memory 16, etc. Additionally, while
FIG. 1 illustrates the transmitter 12 transmitting to the
receiver 14, communication may be bidirectional on the
interface 20. That is, the transmitter functionality may ex-
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ist on both sides of the interface 20, and the receiver
functionality may also exist on both sides. For simplicity
in the discussion, the present description will refer to the
transmitter 12 transmitting to the receiver 14, but it is
understood that packets may be transmitted from the re-
ceiver 14 side in FIG. 1 to the transmitter 12 side.
[0025] In the illustrated embodiment, the interface 20
may comprise a pair of unidirectional, point to point links.
Packets may be transmitted on the links. In other em-
bodiments, the interface 20 may have other definitions.
For example, the interface 20 could be a bus, having
address and data transmissions. The address transmis-
sions may be flow-controlled by address credits (similar
to header credits), and the data transmissions may be
flow-controlled by data credits. Any set of credits may be
used, based on the definition of the interface 20. Gener-
ally, the sets of credits may be referred to as flow control
credits.
[0026] The target 18 may generally refer to any circuit-
ry that consumes packets from the buffer memory 16.
The target 18 may be part of a device that includes the
receiver 14 (e.g. an IC) or may be separate. For example,
the receiver 14 may be a switch that receives packets
and forwards them on another interface, in which case
the consumption of the packet from the buffer memory
16 may be the forwarding of the packet on the other in-
terface.
[0027] The buffer memory 16 may comprise any type
of memory accessible to the receiver 14. For example,
the buffer memory 16 may comprise system memory,
such a dynamic random access memory (DRAM) cou-
pled to a memory controller configured to interface to the
DRAM. For example, various DRAM memory modules,
such as single inline memory modules (SIMMs), dual in-
line memory modules (DIMMs), etc., may be supported.
Any DRAM technology may be used (e.g. synchronous
DRAM (SDRAM), dual data rate (DDR) SDRAM, DDR2
SDRAM, DDR3 SDRAM, Rambus DRAM (RDRAM),
etc.). In such embodiments, the receiver 14 may gener-
ate write commands to the memory controller to write
packet headers and packet data to the memory 16. The
target 18 may generate read commands to the memory
controller to read the packet headers and packet data.
In other embodiments, the buffer memory 16 may com-
prise memory private to the receiver 14, or shared by the
receiver 14 and one or more other receivers and/or trans-
mitters in the system 10. The buffer memory 16 may com-
prise, for example, a cache memory or other dedicated
buffer memory. The buffer memory 16 may comprise
static RAM (SRAM) in some embodiments.
[0028] The buffer memory 16 may be allocated to store
packet headers and packet data. Specifically, the buffer
memory 16 may be allocated at a coarser granularity
than the data credits (and/or header credits, in some em-
bodiments). The buffer memory 16 may be allocated in
granules referred to as buffer units (BUs) herein. Thus,
in FIG. 1, header BUs 30 and data BUs 32 are shown.
The remainder of this description may use an embodi-

ment in which header credits have the same granularity
as BUs, and data credits which are finer in granularity.
However, embodiments are contemplated in which head-
er credits are finer in granularity than BUs as well and a
similar mechanism to the data credit mechanism may be
used for header credits.
[0029] Because the BU granularity is coarser than the
DU granularity, the buffer memory 16 may not be fully
utilized to store data. FIG. 2 is a block diagram of an
example illustrating less than full utilization, for a case in
which the BU is 4 times the size of a DU. Other embod-
iments may generally include a BU that is N times the
size of a DU, where N is an integer greater than one. In
some embodiments, N may be a power of 2.
[0030] In general, the data payload of various packets
may be between o and M DUs, where M is an integer
greater than o. The size of M may be implementation
dependent, and may depend on the definition of the in-
terface 20 (e.g. the interface 20 may define a maximum
data payload size per packet). However, M may not nec-
essarily have any particular relationship to N. That is,
M/N need not be an integer for a given packet.
[0031] FIG. 2 illustrates BUs on the right side, with dot-
ted lines extending inward to the data payloads stored in
the example. On the left side, solid lines illustrate the
DUs. As mentioned above, there are 4 DUs per BU in
this example. A5 DU payload 40 is shown in FIG. 2. The
first 4 DUs are stored in BUo, and occupy the full BU.
The fifth DU is stored in BU1. Since buffer memory 16 is
allocated to store payload data at the BU granularity, the
entirety of BU1 is allocated to the payload 40, leaving 3
DUs unused in BU1. Viewed in another way, 3 DUs of
the buffer memory are unusable until the packet corre-
sponding to the payload 40 is consumed, and may es-
sentially constitute an accounting error with respect to
the number of DUs (and thus data credits) consumed by
the transmitter 12 to transmit the payload 40. That is, the
transmitter 12 consumed 5 credits to transmit the payload
40, but the payload 40 actually occupies 8 credits of buffer
memory 16.
[0032] Another payload 42 is illustrated in FIG. 2, which
is 4 DUs in this example Accordingly, the payload 42 is
stored in BU2, and there are no unused DUs. A third
payload 44 is also shown, which is 6 DUs, occupying
BU3 and 2 DUs of BU4 in FIG. 2. Accordingly, 2 more
DUs in the buffer memory 16 are unused. In general, a
packet may occupy up to P BUs, where one or more DUs
in the last-occupied BU may be unused if the payload is
not an even multiple of N DUs. In other cases, the unused
DUs may exist at the beginning of the BUs occupied by
a payload (e.g. if the payload is not required to align to
the beginning of a BU), or both the beginning and the
end. In any case, a maximum possible error for a data
payload may be defined, based on the number of DUs
that correspond to a BU (N). The maximum error occurs
if one DU occupies a BU, and thus the maximum error
for a given payload is N-1 DUs (or N-1 data credits).
[0033] Accordingly, for a given number Y of BUs that
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are allocable to store packet data, fewer than Y*N data
credits are advertised to the transmitter 12. The credit
management unit 26 may reserve data credits that could
otherwise be advertised to ensure that overflow does not
occur in the buffer memory 16. Specifically, the worst
case total error may occur when each data payload incurs
the maximum error (N-1). If up to C packets may be trans-
mitted (e.g. the number of header credits is C), then the
worst case overall error may be C-1 times N-1. C-1 is
used because the last data payload’s error is not detect-
able, since the transmitter 12 cannot transmit another
packet when the header credits are exhausted.
[0034] When a given packet having a data payload is
received, if the payload incurs less than the maximum
error, some data credits may be freed immediately (be-
fore the packet is consumed). That is, the unused DUs
in the buffer memory 16 for the data payload are less
than the amount accounted for by the reserved credits
that the credit management unit 26 did not broadcast to
the transmitter 12. For example, in FIG. 2, the payload
42 realizes zero error, and thus three (N-1-0) data credits
may be freed in response to receiving the payload 42.
The payload 44 realizes 2 errors, and thus one (N-1-2)
data credits may be freed in response to receiving the
payload 44.
[0035] Once the packet is consumed, the reserved
credits may be needed again (since the next packet that
is received may have a payload that realizes the maxi-
mum number of unused DUs). Accordingly, the remain-
ing credits that were actually consumed by the transmitter
may be freed when the packet is consumed. That is, the
number of credits freed at the time the packet is con-
sumed is equal to the number of actual credits corre-
sponding to the payload minus the number of credits
freed when the packet was received.
[0036] By freeing credits corresponding to unrealized
errors, it may be possible to transmit additional packets
that would otherwise be delayed due to a lack of available
data credits. That is, the bandwidth on the interface 20
may be more efficiently utilized.
[0037] FIG. 3 is a block diagram of one embodiment
of the receiver 14 in more detail to implement early freeing
of data credits for data payloads that incur fewer unused
DUs than the maximum number of unused DUs. In the
illustrated embodiment, the credit management unit 26
is shown, and is coupled to a maximum DU error register
28A and a released data credits (DCrs) register 28B. The
registers 28A-28B may be part of the Cr registers 28
shown in FIG. 1. Also shown in FIG. 3 is a DCr FIFO 28C,
which may be implemented as one or more Cr registers
28 or as a FIFO memory or other memory. Alternatively,
the DCr FIFO 28C may not be implemented, and instead
the data stored therein may be queued with the received
packets (e.g. in the buffer memory 16).
[0038] The credit management unit 26 may refer to the
maximum number of unused DUs to calculate credits to
free at various points. The maximum DU error register
28A may store this value. Either the credit management

unit 26 may generate the value, or the value may be
programmed into the register 28A by software. In some
embodiments, both the DU and the BU may be fixed and
may be hard coded into the credit management unit 26,
and the register 28A may be eliminated.
[0039] In one embodiment, the credit management
unit 26 may accumulate freed credits to be transmitted
to the transmitter 12 in the released data credits register
28B. The credit management unit 26 may use any mech-
anism to determine when to transmit the freed credits.
For example, the freed credits may be transmitted once
a certain number of credits have been accumulated (e.g.
over a programmable threshold), after a certain period
of time has elapsed since the last transmission of freed
credits, a combination of elapsed time and number of
freed credits, etc. A similar register may be used to ac-
cumulate freed header credits, or fields in the same reg-
ister may be used.
[0040] The DCr FIFO 28C may store a number of data
credits (#DCrs) for each packet that is stored in the buffer
memory 16. As the packets are consumed from the buffer
memory, the corresponding number of data credits may
be read from the DCr FIFO 28C and freed. The credit
management unit 26 may calculate the number of data
credits for each received packet based on the total
number of data credits consumed to transmit the packet
and the number of data credits freed in response to re-
ceiving the packet.
[0041] FIG. 4 is a flowchart illustrating operation of one
embodiment of the receiver 14 during initialization of the
system 10. While the blocks are shown in a particular
order for ease of understanding, other orders may be
used. Blocks may be performed in parallel in combina-
torial logic within the receiver 14. Blocks, combinations
of blocks, and/or the flowchart as a whole may be pipe-
lined over multiple clock cycles.
[0042] The credit management unit 26 may determine
a total potential DU error (DU_Err) based on the number
of header credits to be advertised to the transmitter 12
(header_credits) and the number of DUs per BU (N). Spe-
cifically, the DU_Err is given by (N-1)*(header_credits-
1) (block 50). The credit management unit 26 may deter-
mine the number of DUs (data credits) to advertise to the
transmitter 12 (DU_Adv). Specifically, DU_Adv may be
calculated as the total number of DUs in the buffer mem-
ory 16 (N*the number of BUs allocated to store packet
data) minus the DU_Err determined in block 50 (block
52). Effectively, the DU Err may be the number of data
credits reserved to handle the unused DUs that may oc-
cur in the BUs within the buffer memory 16. The credit
management unit 26 may advertise the header credits
and the DU_Adv for the data credits (block 54). Addition-
ally, the credit management unit 26 may set the Max_
DU_Err in the register 28A to N-1 and may also initialize
the released data credits in the register 28B to zero (block
56).
[0043] FIG. 5 is a flowchart illustrating operation of one
embodiment of the receiver 14 in response to receiving
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a packet on the interface 20. While the blocks are shown
in a IS particular order for ease of understanding, other
orders may be used. Blocks may be performed in parallel
in combinatorial logic within the receiver 14. Blocks, com-
binations of blocks, and/or the flowchart as a whole may
be pipelined over multiple clock cycles.
[0044] The credit management unit 26 may determine
the realized data error in the payload (i.e. the number of
DUs that are unused in the BU(s) storing the payload
data) (block 60). The credit management unit 26 may
determine the unrealized data error =Max_DU_Err-real-
ized data error (block 62). The unrealized data error is
the number of data credits that may be freed upon receipt
of the packet. The credit management unit 26 may add
the unrealized data error to the released data credits in
the released DCr register 28B (block 64). Additionally,
the credit management unit 26 may store the number of
data credits to be freed when the packet is consumed
from the buffer memory 16 in the DCr FIFO 28C (block
66). Specifically, the number written to the FIFO is the
actual number of data credits corresponding to the pay-
load minus the unrealized data error.
[0045] FIG. 6 is a flowchart illustrating operation of one
embodiment of the receiver 14 in response to a packet
being consumed from the buffer memory 16. Generally,
a packet is consumed when it has been read from the
buffer memory 16 by the target 18 or the packet otherwise
does not need to be stored in the buffer memory 16 any
longer (e.g. the packet has been dropped). While the
blocks are shown in a particular order for ease of under-
standing, other orders may be used. Blocks may be per-
formed in parallel in combinatorial logic within the receiv-
er 14. Blocks, combinations of blocks, and/or the flow-
chart as a whole may be pipelined over multiple clock
cycles.
[0046] The credit management unit 26 may read the
number of data credits from the entry in the DCr FIFO
28C, and may add the number of data credits to the re-
leased data credits in the register 28B, thus freeing the
data credits (blocks 70 and 72). In one embodiment,
packets may be consumed in the order received and the
number of data credits may be read from the head of the
FIFO. If packets are consumed in a different order, an
offset into the FIFO to the desired entry may be provided.
[0047] It is noted that FIGS. 4-6 illustrate operations
related to the early freeing of data credits based on the
actual number of unused DUs in a BU as compared to
the maximum number that is reserved for each payload.
The receiver 14 and/or the credit management unit 26
may include additional operation at each point described
above as well.
[0048] Another embodiment of the receiver 14 may im-
plement adaptive credit management, in addition to or
instead of the early freeing of data credits discussed
above. With adaptive credit management, the receiver
14 attempts to match the buffer memory 16 that is allo-
cated to headers and the buffer memory 16 that is allo-
cated to data to the traffic that is actually being received

on the interface 20. That is, as the size of the data pay-
loads increase, having more data credits and fewer head-
er credits may permit more efficient use of the interface
bandwidth (since each packet still only requires one
header credit, but multiple data credits for the payload).
As the size of the data payloads decrease, having fewer
data credits and more header credits may be permit more
efficient use of the interface bandwidth (since the ratio
of required header credits to required data credits for
each packet is increasing).
[0049] Accordingly, the credit management unit 26
may monitor the size of the data payloads received by
the receiver 14, and may dynamically modify the amount
of buffer memory allocated to headers (e.g. the size of
the header BUs 30) and the amount of buffer memory
allocated to data payload (e.g. the size of the data BUs
32). Alternatively, the amount of memory allocated to
headers may be large enough to accommodate the larg-
est number of headers desired, but the credits may be
managed to increase or decrease the number of header
credits and the number of data credits available to the
transmitter. Such dynamic credit management may still
permit more efficient usage of the buffer memory 16,
since the number of header credits affects the number
of data credits to be reserved based on the unused DUs
in the BUs, as discussed previously.
[0050] In one embodiment, header and data credits
(and corresponding buffer memory allocations) may be
initialized for packets having data payloads approximate-
ly in the middle of the expected size of the payloads. For
example, in one embodiment, the interface 20 may be
the PCIe interface, and the size of the data payloads may
be between 0 and 256 bytes, and the credits may be
initialized for 128 byte payloads. Then, dynamic adjust-
ment may be performed responsive to the actual size of
payloads experienced during operation.
[0051] FIG. 7 is a block diagram of one embodiment
of the receiver 14 in more detail for implementing one
embodiment of the dynamic credit management along
with the early freeing of data credits discussed previous-
ly. The embodiment of FIG. 7 may include the registers
28A and 28B, and the FIFO 28C, as previously dis-
cussed. Additionally, a released header credits (HCrs)
register 28D, a maximum extra header credit (MaxEx-
Head) register 28E, a maximum recalled header credit
(MaxRecHead) register 28F, a pending header credit
(PendHeadCr) register 28G, a pending data credit (Pend-
DataCr) register 28H, a realized data credit (RlzdDataCr)
register 281, and a realized header credit (RlzdHeadCr)
register 28J are included, all coupled to the credit man-
agement unit 26 as shown in FIG. 7.
[0052] The released header credit register 28D may
be similar to the register 28B, but may accumulate header
credits that have been freed. Alternatively, as mentioned
previously, the released header credits and released da-
ta credits may be accumulated in two fields of the same
register, if desired. The MaxExHead and MaxRecHead
registers 28E-28F may set bounds on the dynamic credit
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management. These registers may be automatically set
by the credit management unit 26, as discussed below,
or may be programmed by software, as desired. Specif-
ically, the maximum number of additional header credits
that may be allocated by withholding data credits is indi-
cated by the MaxExHead register 28E. The maximum
number of header credits that may be withheld to release
additional data credits is indicated by the MaxRecHead
register 28F.
[0053] The pending header credit and pending data
credit registers 28G-28H may accumulate planned head-
er and data credit adjustments as well as the freed header
or data credits requested for satisfying the planned ad-
justments. These accumulations may be performed as
dynamic adjustments occur, to capture credits that are
not handled in the dynamic adjustment. For example, in
one embodiment, an increase of one header credit re-
quires a decrease of 3 data credits. If three data credits
are not yet available, the available data credits may be
accumulated in the register 28H. The pending header
and data credits may be signed values to permit the cap-
ture of needed credits that may be obtained via subse-
quently freed credits. The realized data credit and header
credit registers 28I-28J store signed realized header
credit adjustments and data credit adjustments.
[0054] Turning now to FIG. 8, a high level flowchart
illustrating operation of one embodiment of the receiver
14 during initialization of the system 10 to perform adap-
tive credit management is shown. The operation of FIG.
8 may be in addition to the operation of FIG. 4, for em-
bodiments that also implement early freeing of data cred-
its. While the blocks are shown in a particular order for
ease of understanding, other orders may be used. Blocks
may be performed in parallel in combinatorial logic within
the receiver 14. Blocks, combinations of blocks, and/or
the flowchart as a whole may be pipelined over multiple
clock cycles.
[0055] The credit management unit 26 may initialize
the MaxExHead register 28A to be the maximum number
of headers permitted (#CMD) minus the number of head-
er credits allocated for a medium sized packet (header
credits). The #CMD may be a hardware maximum, or
may be programmed by software based on the allocation
of header BUs 30. The number of header credits may,
e.g., be equal to the number of data BUs divided by two
for a medium sized packet. Thus, the maximum number
of additional header credits may be the remaining, unal-
located space in the header BUs 30 (block 80). The max-
imum number of recalled header credits (header credits
that are dynamically removed to permit additional data
credits-MaxRecHead) may be initialized as the minimum
of half the current header credits or the header credits
minus the integer portion of the total number of data BUs
in the buffer memory 16 divided by 4 (block 82). Half of
the number of header credits may be selected as being
a reasonable number for the largest packets. The number
of data BUs divided by 4 may be a minimum for this em-
bodiment because the maximum data payload is 4 BUs.

It is noted that, in one embodiment, the maximum recalled
header credits may be set to zero if the initial number of
header credits is less than or equal to 2. When there are
two or one header credits, no benefit may be achievable
by reducing the header credits since the lack of header
credits may prevent the use of additional data credits.
The credit management unit 26 may advertise the
number of header credits and the DU_Adv data credits
(block 84).
[0056] Turning now to FIG. 9, a high level flowchart
illustrating operation of one embodiment of the receiver
14 in response to receiving a packet is shown. The op-
eration of FIG. 9 may be in addition to the operation of
FIG. 5, for embodiments that also implement early freeing
of data credits. While the blocks are shown in a particular
order for ease of understanding, other orders may be
used. Blocks may be performed in parallel in combina-
torial logic within the receiver 14. Blocks, combinations
of blocks, and/or the flowchart as a whole may be pipe-
lined over multiple clock cycles.
[0057] Generally, the credit management unit 26 may
categorize the packet into one of 4 categories based on
the size of its data payload, and may adjust credits ac-
cording to the category. Thus, the present embodiment
may make adjustments based on each received packet.
Other embodiments may monitor packet size over two
or more packets to make adjustments, as desired.
[0058] If the packet does not include a data payload
(decision block 90, "yes") leg, the packet is a Cat0 packet
and no adjustments are made. If the packet includes a
data payload that is less than or equal to [1/2] of the
midsize packet data payload (e.g. 64 bytes in the PCIe
embodiment mentioned above) (decision block 92, "yes"
leg), the packet is a Cat1 packet. The data payload is
relatively small for Cat1 packets, and thus reducing data
credits and increasing header credits may lead to better
interface bandwidth usage (block 94). If the packet in-
cludes a data payload that is between [1/2] of the midsize
packet and 1[1/2] of the midsize packet (decision block
96, "yes" leg), the packet is a Cat2 packet. In Cat2, the
packet data payload is approximately in the middle size.
In the Cat2 size range, the initial header and data credits
are approximately correct. If the pending and realized
credits are not zero, the credit management unit may
adjust credits in the opposite direction of the most recent
adjustment (block 98). That is, if the most recent adjust-
ment was to increase header credits and decrease data
credits, the credit management unit may increase data
credits and decrease header credits. If the most recent
adjustment was to decrease header credits and increase
data credits, the credit management unit may decrease
data credits and increase header credits. Lastly, if the
data payload is large (greater than 1.5 times the midsize
packet, decision block 96, "no" leg), the packet is a Cat3
packet. The large payload (Cat3) packets may be benefit
from more data credits and fewer header credits, and
thus the credit management unit 26 may reduce header
credits and increase data credits (block 100).
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[0059] It is noted that, if the MaxHeadCr and MaxRec-
Head registers 28F-28G are used to put bounds on the
dynamic credit adjustments, the operation of FIG. 9 may
be subject to the limits (i.e. credits may not be adjusted
as shown if the adjustments would violate the bounds set
by the MaxHeadCr and MaxRecHead registers 28F-
28G).
[0060] FIGS. 10 and 11 show pseudocode that illus-
trates the operation of FIG. 9 in greater detail, for one
embodiment. The register names shown in FIG. 7 are
illustrated in the pseudocode. Additionally, for conven-
ience in the pseudocode, a vectorized notation for header
and data credits is used. Specifically, adaptive_credits
is defined to be{adaptive_header_credits, adaptive_data
credits} and pending_credits is defined to be {PendHead-
Cr, PendDataCr}. The adaptive_credits are the (poten-
tially adjusted) header and data credits. The releasing_
header_credits and releasing_data_credits are the cred-
its currently being freed. The releasing_data_credits may
include data credits freed early when realized data error
is less than the maximum error for a given packet, as
described previously. Both releasing credits variables al-
so include credits released due to packet consumption
from the buffer memory 16.
[0061] FIG. 10 illustrates the generation of the
adaptive_credits. Generally, the adaptive_credits are
equal to the pending_credits if the bounds have been
reached. Otherwise, the adaptive_credits may include
the pending_credits plus or minus credits depending on
the category of the received packet (and depending on
the most recent adjustments, in the case of Cat2 pack-
ets). In the present embodiment, the most recent adjust-
ment is detected by summing the pending header credits
and realized header credits and comparing them to zero.
[0062] As can be seen in FIG. 10, in the present em-
bodiment, 1 header credit is equal to 3 data credits. Thus,
increasing the header credits by 1 decreases the data
credits by 3, and vice versa. Other embodiments may
have different ratios of header credits to data credits,
based on the N-1.
[0063] Finally, in FIG. 10, the intermediate value re-
maining pending_d is calculated. The remaining
pending_d should be less than or equal to 0 and less
than 3. In one embodiment, if the PendHeadCr is nega-
tive, remaining pending_d is o.
[0064] FIG. 11 illustrates the calculation of the realiz-
able credits, based on the adaptive credits determined
in FIG. 10 and the releasing credits. Again, the example
of FIG. 11 is based on 3 data credits being equal to one
header credit, which permits 1 or 2 data credits to be
pending at any given point in time. Finally, the update of
the registers 28B, 28D, and 28G-28J is shown in FIG.
11, where "+=" stands for incrementing the current value
of the register by the right hand side of the equal sign,
and "-=" stands for decrementing the current value of the
register by the right hand side of the equal sign.
[0065] Numerous variations and modifications will be-
come apparent to those skilled in the art once the above

disclosure is fully appreciated. It is intended that the fol-
lowing claims be interpreted to embrace all such varia-
tions and modifications.
Although the invention can be defined as stated in the
attached claims, it is to be understood that the present
invention can alternatively also be defined as stated in
the following embodiments:

1. An apparatus comprising:

a receiver comprising a credit management unit
configured to manage flow control credits for an
interface to which the receiver is coupled during
use, wherein each packet received on the inter-
face comprises a packet header and optionally
packet data, and wherein the packet data is
measured in terms of data credits in the flow
control credits dependent on a size of the packet
data, wherein each data credit represents a fixed
number of data bytes; and
a buffer memory coupled to the receiver and
configured to store packet headers and packet
data corresponding to packets that are received
on the interface by the receiver, wherein the buff-
er memory is allocable by the receiver in buffer
units which are N times the size of the data cred-
it,
wherein N is an integer greater than one; and
wherein a total number of data credits is equal
to N times a number of buffer units in the buffer
memory that are available to store packet data,
and wherein the credit management unit is con-
figured to reserve a plurality of the total data
credits based on a maximum number of data
credits that are unusable if packet data does not
fill a buffer unit and further based on a number
of packets that are permitted to be in flight con-
currently, and wherein the credit management
unit is configured to free one or more data credits
in response to receiving packet data for a given
packet that incurs fewer than the maximum
number of unusable data credits, wherein the
credit management unit is configured to free the
one or more data credits prior to the given packet
being consumed.

2. The apparatus as recited in embodiment 1 wherein
the credit management unit is configured to free ad-
ditional data credits in response to consumption of
the given packet, wherein a number of the additional
data credits is equal to a number of data credits cor-
responding to the packet data of the given packet
minus the one or more data credits freed in response
to receiving the given packet.

3. The apparatus as recited in embodiment 1 wherein
the receiver is configured to advertise a number of
data credits to a transmitter on the interface during
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initialization of the apparatus, wherein the number
of data credits advertised is no greater than the total
number of data credits minus the reserved data cred-
its.

4. The apparatus as recited in embodiment 1 wherein
the maximum number of data credits that are unus-
able for a given packet is equal to N-1.

5. The apparatus as recited in embodiment 1 wherein
the credit management unit is configured to dynam-
ically adjust a first amount of the buffer memory used
to store packet headers Is and a second amount of
the buffer memory used to store packet data respon-
sive to monitoring a size of the packet data included
in received packets.

6. A method comprising:

receiving a packet from an interface, wherein
the packet comprises packet data that con-
sumes one or more data credits at a transmitter
on the interface based on a size of the packet
data, wherein each data credit represents a fixed
number of data bytes;
storing the packet data in a buffer memory,
wherein the buffer memory is allocable to store
packet data in buffer units which are N times the
size of the data credit, wherein N is an integer
greater than one, and wherein up to N-1 data
credits are unusable responsive to the packet
data not filling a buffer unit allocated to store the
packet data; and
responsive to receiving the packet and prior to
the packet being consumed, determining that
the packet data incurs fewer than N-1 unusable
data credits, and freeing one or more data cred-
its that are useable responsive to the determin-
ing.

7. The method as recited in embodiment 6 further
comprising reserving a plurality of data credits from
a total number of data credits, wherein the total
number of data credits is equal to N times a number
of buffer units in the buffer memory that are available
to store packet data, wherein a number of the plu-
rality of data credits is based on N-1 data credits that
are unusable if packet data does not fill a buffer unit
and is further based on a number of packets that are
permitted to be in flight concurrently.

8. The method as recited in embodiment 7 further
comprising advertising a number of data credits to a
transmitter on the interface during initialization,
wherein the number of data credits advertised is no
greater than the total number of data credits minus
the reserved data credits.

9. The method as recited in embodiment 6 further
comprising freeing additional data credits in re-
sponse to consumption of the packet, wherein a
number of the additional data credits is equal to a
number of data credits corresponding to the packet
data of the given packet minus the one or more data
credits freed in response to receiving the given pack-
et.

10. The method as recited in embodiment 6 further
comprising transmitting an indication of the freed da-
ta credits to a transmitter.

11. An apparatus comprising:

a receiver comprising a credit management unit
configured to manage flow control credits for an
interface to which the receiver is coupled during
use, wherein each packet received on the inter-
face comprises a header and optionally data,
and wherein the header is measured in terms of
one or more header credits for flow control on
the interface, and
wherein data is measured in terms of one or
more data credits for flow control on the inter-
face, each data credit representing a fixed
number of data bytes; and
a buffer memory coupled to the receiver and
configured to store packet headers and packet
data corresponding to packets that are received
on the interface by the receiver; and
wherein the credit management unit is config-
ured to dynamically adjust a first amount of the
buffer memory used to store packet headers and
a second amount of the buffer memory used to
store the packet data responsive to a size of the
packet data in one or more received packets,
and wherein the credit management unit is con-
figured to free data credits and header credits
to a transmitter on the interface responsive to
the dynamic adjustments.

12. The apparatus as recited in embodiment 11
wherein the credit management unit is to increase
the first amount and decrease the second amount,
and wherein the credit management unit is config-
ured to withhold one or more data credits corre-
sponding to a consumed packet and to instead free
one or more header credits to effect the modification.

13. The apparatus as recited in embodiment 12
wherein a header credit represents N-1 times the
fixed number of data bytes that are represented by
a data credit, and wherein the credit management
unit is configured to withhold N-1 data credits to free
one header credit.

14. The apparatus as recited in embodiment 12
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wherein the credit management unit is configured to
increase the first amount and decrease the second
amount responsive to receiving one or more packets
having packet data smaller in size than a first thresh-
old.

15. The apparatus as recited in embodiment 11
wherein the credit management unit is to decrease
the first amount and increase the second amount,
and wherein the credit management unit is config-
ured to withhold one or more header credits corre-
sponding to a consumed packet and to instead free
one or more data credits to effect the adjustment at
the transmitter.

16. The apparatus as recited in embodiment 15
wherein the credit management unit is configured to
decrease the first amount and increase the second
amount responsive to receiving one or more packets
having packet data larger in size than a second
threshold.

17. The apparatus as recited in embodiment 11
wherein the credit management unit is configured to
perform an opposite adjustment than a most recently
performed adjustment responsive to receiving one
or more packets having packet data larger is size
than a first threshold and smaller in size than a sec-
ond threshold.

18. The apparatus as recited in embodiment 11
wherein the credit management unit is configured to
determine a minimum size of the first amount and a
maximum size of the first amount, and wherein the
credit management unit is configured to limit the dy-
namic modification of the first amount and the sec-
ond amount based on the minimum size and the
maximum size.

19. A method, in a receiver configured to manage
flow control credits for an interface to which the re-
ceiver is coupled during use, wherein each packet
received on the interface comprises a header and
optionally data, and wherein the header is measured
in terms of a header credit for flow control on the
interface, and wherein data is measured in terms of
one or more data credits for flow control on the in-
terface, each data credit representing a fixed number
of data bytes, the method comprising:

dynamically adjusting a first amount of the head-
er credits and a second amount of the data cred-
its, the dynamically adjusting responsive to a
size of the packet data in one or more received
packets; and
freeing data credits and header credits to a
transmitter on the interface responsive to the dy-
namic adjustments.

20. The method as recited in embodiment 19 wherein
the dynamically adjusting comprises increasing the
first amount and decreasing the second amount, and
wherein the freeing comprises withholding one or
more data credits corresponding to a consumed
packet and instead freeing one or more header cred-
its to effect the adjustment at the transmitter.

21. The method as recited in embodiment 19 wherein
the dynamically adjusting comprises decreasing the
first amount and increasing the second amount, and
wherein the freeing comprises withholding one or
more header credits corresponding to a consumed
packet and instead freeing one or more data credits
to effect the adjustment at the transmitter.

Claims

1. An apparatus comprising:

a receiver comprising a credit management unit
configured to manage flow control credits for an
interface to which the receiver is coupled during
use, wherein each packet received on the inter-
face comprises a header and optionally data,
and wherein the header is measured in terms of
one or more header credits for flow control on
the interface, and
wherein data is measured in terms of one or
more data credits for flow control on the inter-
face, each data credit representing a fixed
number of data bytes; and
a buffer memory coupled to the receiver and
configured to store packet headers and packet
data corresponding to packets that are received
on the interface by the receiver; and
wherein the credit management unit is config-
ured to dynamically adjust a first amount of the
buffer memory used to store packet headers and
a second amount of the buffer memory used to
store the packet data responsive to a size of the
packet data in one or more received packets,
and wherein the credit management unit is con-
figured to free data credits and header credits
to a transmitter on the interface responsive to
the dynamic adjustments, and wherein the credit
management unit is configured to increase the
first amount and decrease the second amount,
and wherein the credit management unit is con-
figured to withhold one or more data credits cor-
responding to a consumed packet and to instead
free one or more header credits to effect the
modification at the transmitter.

2. The apparatus as recited in claim 1 wherein a header
credit represents N-1 times the fixed number of data
bytes that are represented by a data credit, and
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wherein the credit management unit is configured to
withhold N-1 data credits to free one header credit.

3. The apparatus as recited in claims 1 or 2 wherein
the credit management unit is configured to increase
the first amount and decrease the second amount
responsive to receiving one or more packets having
packet data smaller in size than a first threshold.

4. The apparatus as recited in any of claims 1-3 wherein
the credit management unit is configured to de-
crease the first amount and increase the second
amount, and wherein the credit management unit is
configured to withhold one or more header credits
corresponding to a consumed packet and to instead
free one or more data credits to effect the adjustment
at the transmitter.

5. The apparatus as recited in claim 4 wherein the credit
management unit is configured to decrease the first
amount and increase the second amount responsive
to receiving one or more packets having packet data
larger in size than a second threshold.

6. The apparatus as recited in any of claims 1-5 wherein
the credit management unit is configured to perform
an opposite adjustment than a most recently per-
formed adjustment responsive to receiving one or
more packets having packet data larger in size than
a first threshold and smaller in size than a second
threshold.

7. The apparatus as recited in any of claims 1-6 wherein
the credit management unit is configured to deter-
mine a minimum size of the first amount and a max-
imum size of the first amount, and wherein the credit
management unit is configured to limit the dynamic
modification of the first amount and the second
amount based on the minimum size and the maxi-
mum size.

8. A method, in a receiver configured to manage flow
control credits for an interface to which the receiver
is coupled during use, wherein each packet received
on the interface comprises a header and optionally
data, and wherein the header is measured in terms
of a header credit for flow control on the interface,
and wherein data is measured in terms of one or
more data credits for flow control on the interface,
each data credit representing a fixed number of data
bytes, the method comprising:

dynamically increasing a first amount of the
header credits and
decreasing a second amount of the data credits
responsive to a size of the packet data in one or
more received packets; and
freeing data credits and header credits to a

transmitter on the interface responsive to the dy-
namic adjustments, wherein the freeing com-
prises withholding one or more data credits cor-
responding to a consumed packet and instead
freeing one or more header credits to effect the
adjustment at the transmitter.

9. The method as recited in claim 8 further comprising
receiving one or more packets having packet data
smaller in size than a first threshold, wherein dynam-
ically increasing the first amount and decreasing the
second amount is responsive to the receiving.

10. The method as recited in claims 8 or 9 further com-
prising:

dynamically decreasing the first amount and in-
creasing the second amount; and
the freeing comprises withholding one or more
header credits corresponding to a consumed
packet and instead freeing one or more data
credits to effect the adjustment at the transmit-
ter.

11. The method as recited in claim 10 further comprising
receiving one or more packets having packet data
larger in size than a second threshold, wherein the
dynamically decreasing the first amount and increas-
ing the second amount responsive to the receiving.

12. The method as recited in any of claims 8-11 further
comprising performing an opposite adjustment than
a most recently performed adjustment responsive to
receiving one or more packets having packet data
larger in size than a first threshold and smaller in size
than a second threshold.

13. The method as recited in any of claims 8-12 further
comprising:

determining a minimum size of the first amount
and a maximum size of the first amount; and
limiting the dynamic modification of the first
amount and the second amount based on the
minimum size and the maximum size.
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