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(54) Method and system for routing data to a mobile node in a foreign network

(57) A method for delivering at least one data packet
is disclosed originating from a corresponding node in a
corresponding network to a mobile node having a home
network and being connected to a foreign network differ-
ent from said home network, the mobile node having a
long term IP address belonging to said home network
and a care-of-address being the address of an foreign
network access router of said foreign network, said net-
works being connected to an IP network comprising at
least one data storage, by respectively a home network

access router, a corresponding network access router,
and said foreign network access router, the method com-
prising:
a. intercepting said at least one data packet and detecting
the destination IP address thereof;
b. consulting said at least one data storage, whereby said
care-of-address of said mobile node is retrieved by using
the destination IP address of said at least one packet;
c. forwarding said at least one data packet directly to said
care-of-address, and indicating said long term IP address
to said foreign network access router.
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Description

Technical field of the invention

[0001] The present invention relates to network rout-
ing, and more particularly to a system and method for
managing connectivity for a mobile node entering a for-
eign network different from the mobile node’s home net-
work.

Background

[0002] The mobile Internet Protocol (IP) enables a mo-
bile node to move freely from one point of connection to
another in different networks which are visited along its
route. More specifically, the mobile IP protocol describes
those actions that enable a mobile node to maintain con-
nectivity during a handover from one access router to
another access router.
[0003] Mobile IP is described in specifications that may
be found from the Internet Engineering Task Force
(IETF), and the like, as for instance in RFC (Request For
Comments) 3344 and RFC 3776. Mobile IP enables the
mobile node to be identified by its home address, regard-
less of its current point of attachment to the Internet.
When the mobile node is away from the home network,
it is also associated with a care-of-address, which pro-
vides information about the mobile node’s current loca-
tion. Typically, during a handover between access rout-
ers the care-of-address changes but the home address
remains the same.
[0004] The following provides a rough outline of oper-
ation of the state of the art mobile IP protocol:

- Mobility agents (i.e., foreign agents and home
agents) advertise their presence via Agent Adver-
tisement messages. A mobile node may optionally
solicit an Agent Advertisement message from any
locally attached mobility agents through an Agent
Solicitation message.

- A mobile node receives these Agent Advertisements
and determines whether it is on its home network or
a foreign network.

- When the mobile node detects that it is located on
its home network, it operates without mobility serv-
ices. If returning to its home network from being reg-
istered elsewhere, the mobile node deregisters with
its home agent, through exchange of a Registration
Request and Registration Reply message with it.

- When a mobile node detects that it has moved to a
foreign network, it obtains a care-of address on the
foreign network.

- The mobile node operating away from home then
registers its new care-of address with its home agent
through exchange of a Registration Request and
Registration Reply message with it, possibly via a
foreign agent.

- Datagrams sent to the mobile node’s home address

are intercepted by its home agent, tunneled by the
home agent to the mobile node’s care-of address,
received at the tunnel endpoint, and finally delivered
to the mobile node.

- In the reverse direction, datagrams sent by the mo-
bile node are generally delivered to their destination
using standard IP routing mechanisms, not neces-
sarily passing through the home agent.

[0005] When away from home, Mobile IP uses protocol
tunneling to hide a mobile node’s home address from
intervening routers between its home network and its cur-
rent location. The tunnel terminates at the mobile node’s
care-of address. The care-of address must be an address
to which datagrams can be delivered via conventional IP
routing. At the care-of address, the original datagram is
removed from the tunnel and delivered to the mobile
node.
[0006] The problem with this state of the art approach,
is that the so called triangular routing is not data transport
efficient, as all traffic to a mobile node in a foreign network
is routed via the home agent in the home network of the
mobile node. The use of the long term IP address be-
longing to the home network of the mobile node has made
such a scheme necessary.

Summary

[0007] Throughout the specification and claims, the
following terms take the meanings explicitly associated
herein, unless the context clearly dictates otherwise.
[0008] The term "router" refers to a dedicated network
element that receives packets and forwards them to-
wards a destination. In particular, a router is used to ex-
tend or segment networks by forwarding packets from
one subnet to another. A router typically operates at layer
3 TCP/IP of the Open Systems Interconnection (OSI) ref-
erence model for networking. However, some routers can
provide additional functionality that operates above layer
3 of TCP/IP or OSI reference model.
[0009] The term "access router" refers to a router that
is associated with a mobile node for providing IP connec-
tivity between the mobile node and other nodes on an IP
network, such as a correspondent node. Although the
access router is a dedicated network element coupled to
an IP network, it may also be in communication with one
or more points of attachment for a wireless network.
[0010] The term "Mobile Node" refers to a (e.g. wire-
less) device that changes its point of attachment from
one network or sub-network to another. A mobile node
may change its location without losing connectivity and
without changing its IP address; it may continue to com-
municate with other Internet nodes at any location using
its (constant or long-term) IP address, assuming link-lay-
er connectivity to a point of attachment is available. A
mobile node is given a long-term home IP address on a
home network. This home address is administered in
substantially the same way as a "permanent" IP address
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is provided to a stationary host. A mobile node can
change its point of attachment from one link to another,
while still being reachable via its home address.
[0011] The term "link-layer," also referred to as data-
link layer, or network interface layer, refers to a device
driver within an operating system, and a corresponding
network interface card, that are configured to enable
physical interfacing to a network media, such as a cable,
wireless media, or the like. The link-layer typically oper-
ates at layer 2 of the Open Systems Interconnection (OSI)
reference model for networking.
[0012] The term "IP connectivity" refers to the ability
to send and receive normal IP packets.
[0013] The term "flow" refers to a flow of packets.
[0014] The term "Care-of Address" refers to the termi-
nation point of a tunnel towards a mobile node, for dat-
agrams forwarded to the mobile node while it is away
from home.
[0015] The term "Correspondent Node" refers to a peer
with which a mobile node is communicating. A corre-
spondent node may be either mobile or stationary.
[0016] The term "Foreign Network" refers to any net-
work other than the mobile node’s Home Network.
[0017] The term "Home Address" refers to an IP ad-
dress that is assigned for an extended period of time to
a mobile node. It remains unchanged regardless of where
the node is attached to the Internet.
[0018] The term "Home Network" refers to a network,
possibly virtual, having a network prefix matching that of
a mobile node’s home address. Note that standard IP
routing mechanisms will deliver datagrams destined to a
mobile node’s Home Address to the mobile node’s Home
Network.
[0019] The term "Link" refers to a facility or medium
over which nodes can communicate at the link layer. A
link underlies the network layer.
[0020] The term "Link-Layer Address" refers to the ad-
dress used to identify an endpoint of some communica-
tion over a physical link. Typically, the Link-Layer address
is an interface’s Media Access Control (MAC) address.
[0021] The term "Mobility Agent" refers to Either a
home agent or a foreign agent.
[0022] The term "Node" refers to a host or a router.
[0023] The term "Tunnel" refers to the path followed
by a datagram while it is encapsulated. The model is that,
while it is encapsulated, a datagram is routed to a knowl-
edgeable decapsulating agent, which decapsulates the
datagram and then correctly delivers it to its ultimate des-
tination.
[0024] The term "Visited Network" refers to a network
other than a mobile node’s Home Network, to which the
mobile node is currently connected.
[0025] The term "Agent Discovery" refers to Home
agents and foreign agents advertising their availability
on each link for which they provide service. A newly ar-
rived mobile node can send a solicitation on the link to
learn if any prospective agents are present.
[0026] The term "Registration" refers to when the mo-

bile node is away from home, it registers its care-of ad-
dress with its home agent. Depending on its method of
attachment, the mobile node will register either directly
with its home agent, or through a foreign agent which
forwards the registration to the home agent.
[0027] It is an object of the present invention to provide
a method and systems which remove the need for trian-
gular routing in mobile IP.
[0028] According to a first aspect of the present inven-
tion a method is disclosed for delivering at least one data
packet originating from a corresponding node in a corre-
sponding network to a mobile node having a home net-
work and being connected to a foreign network different
from the home network, the mobile node having a long
term IP address belonging to the home network and a
care-of-address being the address of an foreign network
access router of the foreign network, the home network,
the corresponding network and the foreign network being
coupled to each other by means of an IP network com-
prising at least one data storage, the networks being con-
nected to the IP network by respectively a home network
access router, a corresponding network access router,
and the foreign network access router, the method com-
prising performing by the corresponding network access
router:

a. intercepting the at least one data packet and de-
tecting the destination IP address thereof;
b. consulting the at least one data storage, whereby
the care-of-address of the mobile node is retrieved
by using the destination IP address of the at least
one packet;
c. forwarding the at least one data packet directly to
the care-of-address, and further indicating the long
term IP address of the mobile node to the foreign
network access router, such that the foreign network
access router can forward the at least one data pack-
et to the mobile node.

[0029] According to embodiments of the present in-
vention the method is performed on a per data packet
basis.
[0030] According to embodiments of the present in-
vention the method further comprises receiving notifica-
tions of changes in the care-of-address of the mobile
node, such that consulting the data storage is not nec-
essary on a per packet basis.
[0031] According to embodiments of the present in-
vention the data storage comprises a DNS server.
[0032] According to embodiments of the present in-
vention forwarding the at least one data packet by the
corresponding network access router directly to the care-
of-address is based on Layer 3 connectivity of the ISO
reference model.
[0033] According to embodiments of the present in-
vention the method comprises tunneling the at least one
data packet between the corresponding network access
router and the foreign network access router.
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[0034] According to embodiments of the present in-
vention the long term IP address is a public address.
[0035] According to a second aspect of the present
invention a method is disclosed for updating internet lo-
cation information for a mobile node on a storage by an
access router of a network, the storage being accessible
through the internet, comprising sending a care-of-ad-
dress of the mobile node and a long term IP address of
the mobile node to the storage over the IP network.
[0036] According to embodiments of the present in-
vention the access router is a home network access rout-
er of the mobile node.
[0037] According to embodiments of the present in-
vention the access router is a foreign network access
router of the mobile node.
[0038] According to a third aspect of the present in-
vention an access router for an IP network is disclosed,
arranged for forwarding long term IP address and care-
of-address of a mobile node belonging to its domain to
a DNS server in the IP network to which it provides ac-
cess.
[0039] According to a fourth aspect of the present in-
vention an access router for an IP network is disclosed,
which is arranged for intercepting data packets originat-
ing from nodes within its domain and directed towards
nodes outside its domain, extracting destination address-
es of the packets, and retrieving care-of-addresses cor-
responding to the destination addresses of the packets
from a storage in the IP network.
[0040] Further aspects of the present invention are de-
scribed by the dependent claims. The features from the
dependent claims, features of any of the independent
claims and any features of other dependent claims may
be combined as considered appropriate to the person of
ordinary skill, and not only in the particular combinations
as defined by the claims.

Description of the figures

[0041] The accompanying drawings are used to illus-
trate embodiments of the present invention.

Fig. 1 depicts a scheme of a typical network archi-
tecture in which the mobile IP mechanism is applied.

Fig. 2 illustrates the state of the art mobile IP routing
mechanisms.

Fig. 3 illustrates an improved mobile IP routing mech-
anism according to aspects of the present invention.

[0042] Reference signs are chosen such that they are
the same for similar or equal elements or features in dif-
ferent figures or drawings.

Detailed description

[0043] The above and other advantageous features

and objects of the invention will become more apparent
and the invention will be better understood from the fol-
lowing detailed description when read in conjunction with
the respective drawings.
[0044] The description of aspects of the present inven-
tion is performed by means of particular embodiments
and with reference to certain drawings but the invention
is not limited thereto. Depicted figures are only schematic
and should not be considered as limiting. E.g. certain
elements or features may be shown out of proportion or
out of scale with respect to other elements.
[0045] In the description of certain embodiments ac-
cording to the present invention, various features are
sometimes grouped together in a single embodiment, fig-
ure, or description thereof for the purpose of aiding in the
understanding of one or more of the various inventive
aspects. This is not to be interpreted as if all features of
the group are necessarily present to solve a particular
problem. Inventive aspects may lie in less than all fea-
tures of such a group of features present in the descrip-
tion of a particular embodiment.
[0046] In Fig. 1 a scheme of a typical network archi-
tecture in which the mobile IP mechanism is applied, is
depicted. Multiple access networks, namely a corre-
sponding network (CN), a home network (HN), and a
foreign network (FN), are interconnected by means of
the internet network. Terminals are connected by means
of access networks. The terminal typically has a layer 2
connectivity up to the layer 3 node, being for instance an
edge router in the access network to which the terminal
is attached (called domain). Each of the networks is con-
nected by means of a respective access router to the
internet; a corresponding network access router (CNAR),
a home network access router (HNAR), and a foreign
network access router (FNAR).
[0047] In a typical situation a corresponding node (C),
for instance belonging to the corresponding network do-
main, forwards a packet to a mobile node (M). This mobile
node (M) belongs to the home network (HN) from which
it acquired a long-term IP address. When the mobile node
is travelling and attaches to foreign networks, delivering
of data packets sent from the corresponding node to the
mobile node is based on the long-term IP address and a
care-of-address of the mobile node. A care-of-address
can typically be the IP address access router of the for-
eign network.
[0048] Fig. 2 illustrates the mechanism of "triangular
routing", which is a result of the state of the art mobile IP
mechanisms. When sending a packet from the corre-
sponding node towards the mobile node, the packet is
directed towards the long-term IP address of the mobile
node. The home network access router (HNAR) inter-
cepts the packet which is destined for the mobile node,
and has been made aware by the mobile node or by the
access router of the foreign network (FNAR) of the mobile
node’s care-of-address, typically being the IP address of
the FNAR. The HNAR then forwards the packets to the
FNAR, by tunneling it to the care-of-address of the mobile
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node. In the FNAR, the tunnel is ended, and an associ-
ation exists between the long-term IP address of the mo-
bile node and the link layer (or layer 2) address of the
mobile node, such that the FNAR can forward the infor-
mation to the mobile node M. This form of packet routing
is not data transport efficient, as all traffic to the mobile
network in a foreign network is routed via the home agent
in the home network of the mobile node.
[0049] In Fig. 3 an improved mobile IP routing mech-
anism is illustrated according to embodiments of the
present invention. The required basic architecture is very
similar to the state of the art architecture, but comprises
further a data storage, for instance a domain name server
(DNS). The proposed use of the DNS server avoids the
need for triangular routing of packets between a corre-
sponding node and a mobile node, as follows: when the
corresponding node sends this packets over the corre-
sponding network and the corresponding network access
router (CNAR), towards the mobile node, the CNAR in-
tercepts the package and consults the storage means
(for instance DNS server) in order to retrieve location
data based on the long-term IP address of the mobile
node. In the DNS the long-term IP address of the mobile
node is linked with (or bound with) the care-of-address
of the mobile node. The care-of-address of the mobile
node can be returned to the CNAR, such that the CNAR
can forward the packet to the access router of the foreign
network, corresponding to the care-of-address of the mo-
bile node by tunneling the packet over the internet. At
the FNAR the tunnel is ended, and the destination ad-
dress of the original IP packet is associated with a link
layer address of the mobile node in the foreign network.
Then the packet can be forwarded to the mobile node
based on link layer connectivity. This procedure allows
avoiding the triangular routing and is thus more transport
efficient than the state of the art mechanism. It does re-
quire the maintenance of a data storage, for instance a
DNS, in which the long-term IP address (which is pref-
erably a public IP address) is stored and linked with the
current care-of-address of the mobile node.
[0050] When a mobile node is travelling along different
foreign networks, the registration of the node with each
of those foreign networks comprises the acquisition of a
care-of-address in each of those network. Once a care-
of-address is acquired by state of the art mechanisms,
the care-of-address is typically forwarded to the home
network access router, directly by the mobile node, or
indirectly via the foreign network access router. Accord-
ing to the standardized mobile IP protocol the foreign
network access router and the home network access
router (or foreign agent and home agent) are aware of
the care-of-address of the mobile node at any time. The
updating of the DNS can thus preferably be performed
by the home network access router (or home agent) as
this party is typically a trusted party. If the foreign network
access router (or foreign agent) is a trusted party, the
maintenance of the binding information between the
long-term IP address and the care-of-address of the mo-

bile node in the DNS can be performed by the FNAR (or
foreign agent).
[0051] It can be noted that the standard notion as de-
scribed in the mobile IP standards of a foreign agent (FA)
and a home agent (HA) remain the same, but their func-
tions are different:

- the foreign agent (FA) is aware of the position of the
mobile node visiting his domain;

- the home agent (HA) is aware of the location of all
mobile nodes belonging to his domain; meaning that
the home agent is the preferred trusted entity to man-
age the terminal and update information in the DNS
for a terminal in its domain.

[0052] The registration process for a mobile node in
foreign networks can correspond to the state of the art
registration process. The foreign agent and home agent
are located on the edge of the layer 2 domain.
[0053] For the communication from the corresponding
node to the mobile node;

- if the mobile node is in his home network, all routing
occurs via the home agent of the "mobile" node, and
the packet is forwarded without modification. This
corresponds to normal mobile IP behavior.

- if the mobile node is in the visited (or foreign) network
direct routing is possible wherein the packet is tun-
neled from the access router of the corresponding
network to the access router of the foreign network
(or foreign agent). This means that the foreign agent
can behave according to the mobile IP V4 specifica-
tion.

[0054] Advantages of embodiments of the present in-
vention are that the mechanism fits or is technically com-
patible with the current IP V4 architecture and that no
modifications to the terminals is necessary. An important
advantage is that triangular routing can be avoided and
that a more efficient data transport can be achieved.
[0055] According to embodiments of the present in-
vention a consultation of the DNS may be necessary for
each of the packets forwarded from the corresponding
node to the mobile node, as the mobile node may change
access network and may therefore change care-of-ad-
dress.
[0056] According to preferred embodiments of the
present invention the DNS server comprising the binding
information between the long-term IP address of the mo-
bile node and the care-of-address of the mobile node
may forward (and may be adapted therefor) the new care-
of-address automatically to the corresponding network
access router whenever a change in care-of-address oc-
curs for the mobile node. Applying such a mechanism in
the DNS server allows the removal of the active consul-
tation step of the DNS server by the access router of the
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corresponding network for every packet. After the con-
sultation for the first packet of a data stream, such a
mechanism may further not be necessary anymore.
[0057] While some embodiments described herein in-
clude some but not other features included in other em-
bodiments, combinations of features of different embod-
iments are meant to be within the scope of the invention,
and form different embodiments, as would be understood
by the skilled person.
[0058] While the principles of the invention have been
set out above in connection with specific embodiments,
it is to be clearly understood that this description is merely
made by way of example and not as a limitation of the
scope of protection which is determined by the appended
claims.

Claims

1. A method for delivering at least one data packet orig-
inating from a corresponding node in a correspond-
ing network to a mobile node having a home network
and being connected to a foreign network different
from said home network, the mobile node having a
long term IP address belonging to said home network
and a care-of-address being the address of an for-
eign network access router of said foreign network,
said home network, said corresponding network and
said foreign network being coupled to each other by
means of an IP network comprising at least one data
storage, said networks being connected to said IP
network by respectively a home network access rout-
er, a corresponding network access router, and said
foreign network access router, the method compris-
ing performing by said corresponding network ac-
cess router:

a. intercepting said at least one data packet and
detecting the destination IP address thereof;
b. consulting said at least one data storage,
whereby said care-of-address of said mobile
node is retrieved by using the destination IP ad-
dress of said at least one packet;
c. forwarding said at least one data packet di-
rectly to said care-of-address, and further indi-
cating said long term IP address of said mobile
node to said foreign network access router, such
that said foreign network access router can for-
ward said at least one data packet to said mobile
node.

2. A method according to claim 1, performed on a per
data packet basis.

3. A method according to claim 1, further comprising
receiving notifications of changes in said care-of-ad-
dress of said mobile node, such that consulting said
data storage is not necessary on a per packet basis.

4. A method according to any of the previous claims,
wherein said data storage comprises a DNS server.

5. A method according to any of the previous claims,
wherein said forwarding said at least one data packet
by said corresponding network access router directly
to said care-of-address is based on Layer 3 connec-
tivity of the ISO reference model.

6. A method according to claim 5, comprising tunneling
said at least one data packet between said corre-
sponding network access router and said foreign net-
work access router.

7. A method according to any of the previous claims,
wherein said long term IP address is a public ad-
dress.

8. A method for updating internet location information
for a mobile node on a storage by an access router
of a network, said storage being accessible through
the internet, comprising sending a care-of-address
of said mobile node and a long term IP address of
said mobile node to said storage over said IP net-
work.

9. A method according to claim 8, wherein said access
router is a home network access router of said mobile
node.

10. A method according to claim 8, wherein said access
router is a foreign network access router of said mo-
bile node.

11. An access router for an IP network, arranged for for-
warding long term IP address and care-of-address
of a mobile node belonging to a domain of said ac-
cess router to a DNS server in the IP network to
which it provides access.

12. An access router for an IP network, which is arranged
for intercepting data packets originating from nodes
within a domain of said access router and directed
towards nodes outside a domain of said access rout-
er, extracting destination address of said packets,
and retrieving care-of-addresses corresponding to
said destination addresses of said packets from a
storage in said IP network.

Amended claims in accordance with Rule 137(2)
EPC.

1. A method for delivering at least one data packet
originating from a corresponding node (C) in a cor-
responding network (CN) to a mobile node (M) hav-
ing a home network (HN) and being connected to a
foreign network (FN) different from said home net-
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work (HN), the mobile node (M) having a long term
IP address belonging to said home network (HN) and
a care-of-address being the address of an foreign
network access router (FNAR) of said foreign net-
work (FN), said home network (HN), said corre-
sponding network (CN) and said foreign network
(FN) being coupled to each other by means of an IP
network comprising at least one data storage (DNS),
said networks being connected to said IP network
by respectively a home network access router, a cor-
responding network access router (CNAR), and said
foreign network access router (FNAR), character-
ized in that the method comprises performing by
the corresponding network access router (CNAR):

a. intercepting said at least one data packet and
detecting the destination IP address thereof;
b. consulting said at least one data storage
(DNS), whereby said care-of-address of said
mobile node (M) is retrieved by using the desti-
nation IP address of said at least one packet;
c. forwarding said at least one data packet di-
rectly to said care-of-address, and further indi-
cating said long term IP address of said mobile
node (M) to said foreign network access router
(FNAR), such that said foreign network access
router (FNAR) can forward said at least one data
packet to said mobile node (M).

2. A method according to claim 1, performed on a
per data packet basis.

3. A method according to claim 1, further comprising
receiving notifications of changes in said care-of-ad-
dress of said mobile node (M), such that consulting
said data storage (DNS) is not necessary on a per
packet basis.

4. A method according to any of the previous claims,
wherein said data storage (DNS) comprises a DNS
server.

5. A method according to any of the previous claims,
wherein said forwarding said at least one data packet
by said corresponding network access router
(CNAR) directly to said care-of-address is based on
Layer 3 connectivity of the ISO reference model.

6. A method according to claim 5, comprising tun-
neling said at least one data packet between said
corresponding network access router (CNAR) and
said foreign network access router (FNAR).

7. A method according to any of the previous claims,
wherein said long term IP address is a public ad-
dress.

8. A method for updating internet location information

for a mobile node (M) on a data storage (DNS) by
an access router of a network, said data storage
(DNS) being accessible through the internet, char-
acterized in that said method comprises sending a
care-of-address of said mobile node (M) and a long
term IP address of said mobile node (M) to said data
storage (DNS) over said IP network.

9. A method according to claim 8, wherein said ac-
cess router is a home network access router (HNAR)
of said mobile node (M).

10. A method according to claim 8, wherein said ac-
cess router is a foreign network access router
(FNAR) of said mobile node (M).

11. An access router for an IP network, character-
ized in that said access router is arranged for for-
warding long term IP address and care-of-address
of a mobile node (M) belonging to a domain of said
access router to a DNS server in the IP network to
which it provides access.

12. An access router for an IP network,
characterized in that said access router is arranged
for intercepting data packets originating from nodes
within a domain of said access router and directed
towards nodes outside a domain of said access rout-
er, extracting destination address of said packets,
and retrieving care-of-addresses corresponding to
said destination addresses of said packets from a
storage in said IP network.
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