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Description

FIELD OF THE INVENTION

[0001] The invention relates to a method of reading
data from a first transponder into a transceiver, a trans-
ponder for communication with a further transponder via
a transceiver, a transceiver for controlling the communi-
cation of two transponders, a poster equipped with a
transponder, and a poster wall equipped with a poster
and a transponder.

BACKGROUND OF THE INVENTION

[0002] Identification products such as smart cards and
RFID ("Radio Frequency Identification") tags (hereinafter
referred to as "transponder") are widely used in the field
of transport (ticketing, road tolling, baggage tagging), fi-
nance (debit and credit cards, electronic purse, merchant
card), communication (SIM cards for GSM phones), and
tracking (access control, inventory management, asset
tracking). International standard ISO144443A is an in-
dustry standard for contactless smart cards. ISO14443A-
compliant products such as MIFARE™ provide RF com-
munication technology for transmitting data between a
card or a tag and a reader device (hereinafter referred
to as "transceiver"). For example, in electronic ticketing
for public transport, travelers just wave their card over a
reader at the turnstiles or entry point, benefiting from im-
proved convenience and speed in the ticketing process.
Such products are set to be the key to individual mobility
in the future, supporting multiple applications including
road tolling, airline tickets, access control and many
more.
[0003] Evolving from a combination of contactless
identification and networking technologies, Near Field
Communication (NFC) is a very short-range wireless
technology for distances measured in centimeters, and
is optimized for intuitive, easy and secure communication
between various devices without user configuration. In
order to make two devices communicate, users bring
them close together or even make them touch each other.
The NFC interfaces of these devices will automatically
connect and configure themselves to form a peer-to-peer
network. NFC can also bootstrap other protocols like
Bluetooth™ or Wireless Ethernet (WiFi) by exchanging
the configuration and session data. NFC is compatible
with contactless smart card platforms. This enables NFC
devices to read information from these cards, making
contactless smart cards the ideal solution for bringing
information and vouchers into the NFC world. NFC inter-
faces are nowadays widely used in mobile phones and
other mobile devices.
[0004] For example, "smart posters" are known as ar-
bitrary or advertising poster placards, which are equipped
with a transponder, such as a passive RFID tag. The data
stored on the transponder can be read by using a trans-
ceiver, which may be embodied as a traditional smart

card reader/writer or as an NFC-enabled mobile device
such as a mobile phone.
[0005] The data may be stored directly on the trans-
ponder or - in a typical smart poster application - the
"data" are stored in the form of a URL ("Uniform Resource
Locator") on the transponder, which URL represents a
link or a reference to a designated service, resource or
to the "real" data. By touching the smart poster with the
transceiver, the phone automatically establishes a con-
nection (for example, a GPRS connection) to a remote
web server and loads the content/data as referenced by
the URL to the transceiver.
[0006] Specific solutions sometimes make it neces-
sary that a transponder, such as the above-mentioned
RFID tag or a contactless smart card, only works at a
specific position/location or in a specific, defined region.
Especially a smart poster as mentioned above will only
work at specific, designated locations, and must not work
anywhere else. For example, if a transponder (or the cor-
responding smart poster) is used in a public transporta-
tion system for a check-in into this system, a user has to
"touch" a smart poster to check in. Using this procedure,
the user "buys" a ticket for the public transportation sys-
tem.
[0007] For such an application, it is mandatory that the
check-in process only works at the specific location
where the smart poster has been installed by the public
transport operator. If this requirement were not realized,
a malicious user could remove the smart poster with the
transponder for the check-in (or the transponder from the
poster), then enter the public transportation system, and
if he recognized a conductor, he could check in by touch-
ing the stolen smart poster or the stolen smart poster
transponder. In such a situation, it must be guaranteed
that the smart poster or the smart poster transponder
must not work if it has been removed from its designated
location, and it must be guaranteed that the check-in
process is bound to the designated location.
[0008] In another example, in which it is necessary that
a transponder (on, for example, a poster) only works at
a specific location, the operator of said transponder,
which may have stored certain information for different
consumers, etc., is interested in measuring and evaluat-
ing the number and/or the frequency of touches to a cer-
tain transponder at a specific location, so that the oper-
ator can identify attractive locations for installing such
transponders/posters. Here, the functionality of the smart
poster tags must also be location-dependent.
[0009] A state-of-the-art solution for preventing misuse
of such transponders or smart posters which must oper-
ate only at a specific, designated location is to protect
the smart poster or at least the transponder against illegal
theft by structural (hardware) means, for example, by pro-
viding theft protection in the form of proof glass, so that
the smart poster/transponder is protected against theft
and vandalism. This solution has the disadvantage that
it is very costly for the operator of the transponder.
[0010] Especially when the smart poster applications
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are time-terminated applications, i.e. the data provided
by the transponder are only valid for a certain period of
time, it is required that the smart posters or the trans-
ponder are removed or that at least the transponder has
to be deactivated when the smart poster application has
been terminated. Structural (hardware) means for pro-
tecting the transponder/smart poster against theft has to
consider this aspect, which also affects the operational
costs.

OBJECT AND SUMMARY OF THE INVENTION

[0011] It is an object of the invention to provide a meth-
od, and a transceiver of the type mentioned in the opening
paragraph, which obviate the drawbacks described
above.
[0012] In particular, it is an object of the invention to
provide a cheap and easy-to-install solution which allows
preventing misuse of such transponders or smart posters
which must operate only at a specific, designated loca-
tion.
[0013] To achieve the object described above, a meth-
od according to the invention has such characteristic fea-
tures that it can be characterized as follows:

A method of reading data from a first transponder
into a transceiver, wherein the transceiver performs
the following steps when said first transponder and
a second transponder are within the RFID commu-
nication range of the transceiver at the same time:

- receiving exchange information from the first
transponder after sending a request for trans-
mitting data to said first transponder,

- transmitting said exchange information to said
second transponder,

- receiving encrypted information from the second
transponder, which encrypted information rep-
resents the exchange information of the first
transponder, scrambled with a key of the second
transponder,

- transmitting said encrypted information to the
first transponder, and

- provided that the first transponder permits ac-
cess to the data, receiving the requested data
from the first transponder.

Also disclosed is a transponder for communicating
with a further transponder via a transceiver, wherein
the transponder comprises

- means for generating exchange information,
- means for transmitting said exchange informa-

tion to a transceiver,
- means for receiving encrypted information from

said transceiver,
- means for decrypting said encrypted informa-

tion, and

- means for comparing the resulting information
of the decryption of the encrypted information
with the exchange information generated with
the generating means.

Further disclosed is a transponder for communicat-
ing with a further transponder via a transceiver,
wherein the transponder comprises

- means for receiving exchange information from
a transceiver,

- means for encrypting said exchange informa-
tion, and

- means for transmitting encrypted information re-
sulting from the encryption of said exchange in-
formation to the transceiver.

Further there is disclosed a transponder for commu-
nicating with a further transponder via a transceiver,
wherein the transponder comprises

- means for generating exchange information,
- means for transmitting said exchange informa-

tion and for transmitting encrypted information
resulting from the encryption of received ex-
change information to the transceiver,

- means for receiving encrypted information and
for receiving exchange information from a trans-
ceiver,

- means for decrypting said encrypted informa-
tion,

- means for comparing the resulting information
of the decryption of the encrypted information
with the exchange information generated with
the generating means, and

- means for encrypting said exchange informa-
tion.

[0014] To achieve the object of the invention also a
transceiver for controlling the communication of two
transponders according to claim 7 is disclosed.
[0015] Also disclosed is a transceiver, which compris-
es means for receiving data from one of the transponders.
[0016] The provision of the characteristic features ac-
cording to the invention creates the advantage that the
transceiver is provided with data from a first transponder
only if said transponder is close to a second transponder,
i.e. both transponders have to be within the communica-
tion range of the transceiver. In this case, communication
of the transponders via the transceiver will take place
when the transceiver comes close to the transponders.
The first transponder which carries the data verifies if the
second transponder is present and access is granted to
the data stored on said first transponder only if the pres-
ence of the second transponder can be verified. Access
to the data stored on the first transponder is automatically
disabled when the first transponder is removed from the
second one.
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[0017] The invention offers the advantage that it is not
necessary to secure the first transponder against theft
by using other cost-intensive solutions such as structural
means. The invention therefore allows mobility of the first
transponder.
[0018] The solution according to the invention uses
standardized communication between a transponder
and a transceiver as well as a standard authentication
procedure which is well-known in the state of the art be-
tween a transponder and a transceiver so that the inven-
tion may be realized within an existing transceiver infra-
structure. However, since such an authentication works
at any place where the transponder and the transceiver
come close together, a second transponder is used, so
that an authentication is only possible if both transpond-
ers are within the communication range of the transceiver
at the same time.
[0019] It is also known in the state of the art that a
further server which is capable of communicating with
the transponder via the transceiver is used for an authen-
tication procedure, and US 6,717,507 discloses a method
of accessing and controlling a media source by reading
out information from a transponder with a reader.
[0020] However, all of these known solutions are not
suitable to avoid removal of a transponder from a specific
location because the functioning of the authentication of
a transponder or access to, or control of, a media source
does not depend on the position of the transponder with
respect to the server or on the position of the media
source with respect to the position of the transponder.
[0021] However, concerning the invention as claimed,
it is necessary that both transponders are within the RFID
communication range at the same time so that the au-
thentication procedure can work. When a transponder is
removed from its position, the authentication will not work
anymore and access to the data stored on the first trans-
ponder is denied.
[0022] It is advantageous when the transceiver per-
forms the following steps after sending the request to the
first transponder and before receiving said exchange in-
formation from the first transponder:

- receiving further, first exchange information from the
second transponder,

- transmitting said first exchange information to the
first transponder,

- receiving first encrypted information from the first
transponder, which first encrypted information rep-
resents the exchange information of the second
transponder, scrambled with a key of the first trans-
ponder, and

- transmitting said first encrypted information to the
second transponder.

[0023] This provides an additional authentication pro-
cedure between the two transponders. Such an authen-
tication procedure makes it possible that the first trans-
ponder and the second transponder are operated by dif-

ferent persons, organizations or enterprises, because
the service offered by the second transponder, namely
that the first transponder only provides data to a reader
when the second transponder is close to the first trans-
ponder, may only be claimed if the first transponder au-
thenticates itself to the second transponder.
[0024] It is also advantageous when the second trans-
ponder is a stationary, immobile transponder. This pro-
vides the advantage that it is not possible for a malicious
person to remove the first and the second transponder
together. Providing structural means against theft of the
second transponder will involve additional costs. How-
ever, since in contrast to the first transponder, the second
transponder usually has to be installed only once, these
measures increase security at relatively low cost.
[0025] Yet another beneficial solution is a method
wherein the exchange information is a random number.
The security of communication can thereby be improved
because the use of a random number as exchange in-
formation provides the advantage that so-called "replay
attacks" are not possible.
[0026] Furthermore, it is advantageous when both
transponders are passive transponders and/or when the
first and the second transponder are identical. This pro-
vides the advantage of low cost.
[0027] It is also beneficial when the transponder com-
prises memory means for storing data and/or for storing
keys being used in the encryption and/or decryption of
exchange/encrypted information. The authentication
process can thus take place very fast as keys do not have
to be fetched from a remote location.
[0028] It is also advantageous when the transceiver
comprises means for receiving data from one of the trans-
ponders.
[0029] These and other aspects of the invention are
apparent from and will be elucidated with reference to
the embodiments described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] The invention will be described in greater detail
hereinafter, by way of nonlimiting example, with refer-
ence to the embodiments shown in the drawings.

Fig. 1 shows a possible application of the invention.
Fig. 2 shows a first and a second transponder com-
municating via a transceiver according to the inven-
tion.
Fig. 3 is a flow chart of a first embodiment of the
method according to the invention.
Fig. 4 is a flow chart of a second embodiment of the
method according to the invention.

DESCRIPTION OF EMBODIMENTS

[0031] Fig. 1 shows a poster POS with the schedule
of a public transportation system. A first transponder
TAG1 is attached to said poster POS. To buy a ticket for
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the public transportation system, a user brings his trans-
ceiver REA close to the first transponder TAG1 so that
the relevant data dat (See Fig. 2) may be transferred from
the first transponder TAG1 to the transceiver REA.
[0032] It should be noted that the relevant data dat may
be stored directly on the first transponder TAG1. How-
ever, it is also possible that only a reference, such as a
URL to said data dat is stored on the first transponder
TAG1 and that the data itself are stored on a remote
server. The reader REA may then obtain said data from
the server using said reference such as a URL, for ex-
ample, by establishing a GPRS connection to said refer-
ence. In the context of this document, both situations will
be covered by the phrase "data dat being stored on the
first transponder TAG 1".
[0033] The poster POS is attached to a poster wall
WAL. A second transponder TAG2 is attached to said
poster wall WAL so that the first transponder TAG1 and
the second transponder TAG2 are close together. Both
transponders TAG1, TAG2 are RFID-tags which are pref-
erably passive. Furthermore, it is possible that identical
transponders TAG1, TAG2 are used.
[0034] A user who wants to read data dat from the first
transponder TAG1 has to "touch" the first transponder
TAG1 with his transceiver REA, which means that he has
to bring his transceiver REA close to the first transponder
TAG1 so that the first transponder TAG1 is within the
RFID communication range of the transceiver REA.
[0035] Since the first transponder TAG1 and the sec-
ond transponder TAG2 are close together, both trans-
ponders TAG 1, TAG2 are powered and operated within
one electromagnetic field generated by the transceiver
REA. The transceiver REA is capable of communicating
to each transponder TAG1, TAG2 individually and com-
munication of the two transponders TAG1, TAG2 can be
realized via the reader REA. The transceiver REA thus
controls the communication of the two transponders
TAG1, TAG2.
[0036] The second transponder TAG2 is non-detach-
ably arranged on the poster wall WAL which is protected
against theft and vandalism of the second transponder
TAG2, e.g. the second transponder TAG2 is positioned
in a concrete block of the poster wall WAL or the second
transponder TAG2 is protected against theft and/or van-
dalism by other structural means such as proof glass.
[0037] The essential idea of the invention is that the
first transponder TAG1 declines communication access
to the transceiver REA as long as the second transponder
TAG2 has not authenticated the first transponder TAG1.
Thus the first transponder TAG1 only grants access to
the data stored on it if the second transponder TAG2
authenticates the first transponder TAG1 by applying
proper cryptographic protocols. This arrangement binds
the first transponder TAG1 to the designated location by
logical means rather than by structural means.
[0038] The poster POS and the corresponding first
transponder TAG1 and the poster wall WAL with the sec-
ond transponder TAG2 may be operated by the same

operator. However, the poster POS and the poster wall
WAL will usually be operated by different operators. The
first transponder TAG1 may be operated by a first enter-
prise ("application provider") which offers a certain appli-
cation by storing corresponding data dat on the first trans-
ponder TAG1, which data dat can be read from the first
transponder. In the present case, the application provider
allows buying a mobile ticket for the public transportation
system. The second transponder TAG2 is operated by a
second enterprise ("service provider").
[0039] Before communication according to the inven-
tion may be established, it is necessary to "personalize"
the different transponders. This means that the key or
keys of the "application provider" and the "service pro-
vider" necessary for a positive authentication procedure
have to be stored on the corresponding transponders.
[0040] The personalization of the first transponder
TAG1 should be carried out in a safe and secure envi-
ronment, for example, in the poster printing plant, in the
poster delivery station or during placement of the poster
POS at the poster wall WAL ("Pre-Issuance personali-
zation in a secure environment").
[0041] Fig. 2 shows, in greater detail, a first transpond-
er TAG1 and a second transponder TAG2 communicat-
ing via a transceiver REA. The first transponder TAG1
comprises sending/receiving means SER1 for sending
information such as exchange information C2 and en-
crypted information R1 to the transceiver REA. Further-
more, said sending/receiving means SER1 are adapted
to receive information such as exchange information C1
and encrypted information R2 from the transceiver REA.
[0042] The first transponder TAG1 also comprises
means RAN1 for generating exchange information C2,
which exchange information C2 is usually a random
number. Furthermore, encoding/decoding means
ENC/DEC1 are provided for encrypting exchange infor-
mation C1 received from the second transponder TAG2
via the transceiver REA into encrypted information R1
and for decrypting encrypted information R2 received
from the second transponder TAG2 via the transceiver
REA into decrypted information C2’.
[0043] The first transponder TAG1 further comprises
means COMP1 for comparing the exchange information
C2, generated with the exchange information-generating
means RAN1, and the above-mentioned decrypted in-
formation C2’. Finally, memory means MEM1 are provid-
ed for storing data dat and keys K1 s K2p which are nec-
essary for the authentication procedures according to the
invention.
[0044] The second transponder TAG2 comprises
sending/receiving means SER2 for sending information
such as exchange information C1 and encrypted infor-
mation R2 to the transceiver REA. Furthermore, said
sending/receiving means SER2 are adapted to receive
information such as exchange information C2 and en-
crypted information R1 from the transceiver REA.
[0045] The second transponder TAG2 also comprises
means RAN2 for generating exchange information C1
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which is usually a random number. Furthermore, encod-
ing/decoding means ENC/DEC2 are provided for en-
crypting exchange information C2 received from the first
transponder TAG1 via the transceiver REA into encrypt-
ed information R2 and for decrypting encrypted informa-
tion R1 received from the first transponder TAG1 via the
transceiver REA into decrypted information C1’.
[0046] The second transponder TAG2 further compris-
es means COMP2 for comparing the exchange informa-
tion C1, generated with the exchange information-gen-
erating means RAN2, and the above-mentioned decrypt-
ed information C1’. Finally, memory means MEM2 are
provided for storing keys K1p, K2s which are necessary
for the authentication procedures according to the inven-
tion.
[0047] Asymmetric ciphering as well as symmetric ci-
phering may be used in the communication process be-
tween the two transponders TAG1, TAG2. In the case of
symmetric ciphering, the keys for encrypting and decrypt-
ing are identical, which makes it necessary that the keys
are exchanged in a secure environment. Symmetric ci-
phering provides the advantage that only little "computing
power" is necessary and that there are only small mem-
ory requirements as far as the memory of the transpond-
ers is concerned. However, asymmetric ciphering pro-
vides the advantage that it is not necessary that keys are
exchanged in a secure environment.
[0048] In Fig. 2, it is assumed that asymmetric cipher-
ing is used, with a first pair of a public key K1p and a
secret key K1s of the first transponder TAG1 and a sec-
ond pair of a public key K2p and a secret key K2s of the
second transponder TAG2. The secret key K1s of the
first transponder TAG1 and the public key K2p of the
second transponder TAG2 are stored on the first trans-
ponder TAG1, whereas the secret key K2s of the second
transponder TAG2 and the public key K1p of the first
transponder TAG1 are stored on the second transponder
TAG2.
[0049] Fig. 2 also depicts a transceiver REA which
comprises sending/receiving means SER designed to re-
ceive and send information C1, C2, R1 R2 as well as
data dat from the first and the second transponder TAG1,
TAG2.
[0050] Fig. 3 shows the main aspects of a method ac-
cording to the invention in a simple manner. First of all,
the transceiver REA sends a request req to the first trans-
ponder TAG1, with which request req the transceiver
REA requests the transmission of data dat stored on the
first transponder TAG1. The first transponder TAG1 de-
nies this request and generates exchange information
C2 which is then transmitted to the transceiver REA. The
transceiver REA transmits the exchange information C2
to the second transponder TAG2, where said exchange
information C2 is encrypted to encrypted information R2.
Said encrypted information R2 is now transmitted to the
first transponder TAG1 via the transceiver REA.
[0051] The first transponder TAG1 decrypts said en-
crypted information R2 to decrypted information C2’. Said

decrypted information C2’ is compared with the original
exchange information C2. When the original information
C2 and the decrypted information C2’ are identical, the
first transponder TAG1 transmits the data dat requested
to the transceiver REA.
[0052] Since this authentication procedure only works
when the first transponder TAG1 and the second trans-
ponder TAG2 are close together within the RFID com-
munication range of the transceiver REA, the first trans-
ponder TAG1 will provide the data dat stored on it to a
transceiver REA only in a certain, well-defined region.
[0053] A method as described in Fig. 3 is used when
both transponders TAG1, TAG2 are operated by the
same "provider". Especially when symmetric ciphering is
used and the used key for encryption and decryption is
secret, the service of "binding the first transponder TAG1
to a specific location" can only be provided to the owner
of the secret key.
[0054] When the transponders TAG1, TAG2 are oper-
ated by different providers, an additional authentication
procedure is advantageous, which will be explained in
detail in Fig. 4. In Fig. 4, it is assumed that asymmetric
ciphering is applied. According to the method as shown
in Fig. 4, the transceiver REA sends a request req to the
first transponder TAG 1. The first transponder TAG1 re-
quests exchange information from the second trans-
ponder TAG2 by transmitting a get-signal get to the sec-
ond transponder TAG2 via the transceiver REA. The sec-
ond transponder TAG2 transmits exchange information
C1 to the first transponder TAG1 via the transceiver REA.
[0055] The first transponder TAG1 encrypts said ex-
change information C1 to encrypted information R1 with
the secret key K1s. Said encrypted information R1 is
transmitted to the second transponder TAG2 via the
transceiver REA. Furthermore, exchange information C2
of the first transponder TAG1 is transmitted to the second
transponder TAG2.
[0056] The second transponder TAG2 first decrypts
the encrypted information R1 from the first transponder
TAG1 to decrypted information C1’ with the public key
K1p, which decrypted information C1’ is then compared
with the original exchange information C1 sent to the first
transponder TAG1. When both information C1, C1’ is
identical, the authentication of first transponder TAG1 to
the second transponder TAG2 has been successful. In
the case of a successful authentication, the second trans-
ponder TAG2 then encrypts the exchange information
C2 received from the first transponder TAG1 with the
secret key K2s to encrypted information R2 which is then
transmitted to the first transponder TAG1 via the trans-
ceiver REA.
[0057] The first transponder TAG1 decrypts said en-
crypted information R2 to decrypted information C2’ with
the public key K2p. Said decrypted information C2’ is
compared with the original exchange information C2.
When the original information C2 and the decrypted in-
formation C2’ are identical, the first transponder TAG1
transmits the data dat requested to the transceiver REA.
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[0058] Since this authentication procedure only works
when the first transponder TAG1 and the second trans-
ponder TAG2 are close together within the communica-
tion range of the transceiver REA, the first transponder
TAG1 will provide the data dat stored on it to a transceiver
REA only in a certain, well-defined region.
[0059] The advantages obtained by the inventive so-
lution as compared to state-of-the-art solutions are as
follows.

- Low cost, all transponders may be passive tags.
- It is not mandatory that the second transponder

TAG2 stores application-specific data; hence, appli-
cation-specific personalization of the second trans-
ponder TAG2 is superfluous. The operational costs
for the second transponder TAG2 will be reduced to
a minimum.

- The application-specific personalization of the first
transponder TAG1 can be performed within produc-
tion time. It is not mandatory to personalize the first
transponder TAG1 in the field (post-issuance per-
sonalization). This has the advantage that erroneous
personalization in the field is not possible.

- Simplicity: The key management is simple. The easy
key management enables separate providers for the
first transponder TAG1 and the second transponder
TAG2. The operator of the first transponder TAG1
and the operator of the second transponder TAG2
do not need to work under the same trust model, i.e.
they do not need to share a common secret key. A
security-relevant key exchange and thus a compli-
cated process of key exchange are superfluous.

- Simplicity: Placement of the (smart) poster POS
does not need any mechanical protection.

- Security: The posters POS are safeguarded against
removal from the designated poster location. The
invention provides protection against placement of
posters at unwanted locations.

[0060] It should be noted that the above-mentioned
embodiments illustrate rather than limit the invention, and
that those skilled in the art will be capable of designing
many alternative embodiments without departing from
the scope of the invention as defined by the appended
claims. In the claims, any reference signs placed in pa-
rentheses shall not be construed as limiting the claims.
Use of the verb "comprise" and its conjugations does not
exclude the presence of elements or steps other than
those stated in any claim or the specification as a whole.
The singular reference of an element does not exclude
the plural reference of such elements, and vice-versa. In
a device claim enumerating several means, several of
these means may be embodied by one and the same
item of hardware or software. The mere fact that certain
measures are recited in mutually different dependent
claims does not indicate that a combination of these
measures cannot be used to advantage.

Claims

1. A method of reading data (dat) from a first transpond-
er (TAG1) into a transceiver (REA), wherein the
transceiver (REA) performs the following steps when
said first transponder (TAG1) and a second trans-
ponder (TAG2) are within the RFID communication
range of the transceiver (REA) at the same time,
wherein the first transponder (TAG1) which carries
data verifies if the second transponder (TAG2) is
present and access is granted to the data stored on
the first transponder (TAG1) only if the presence of
the second transponder (TAG2) can be verified:

- receiving exchange information (C2) from the
first transponder (TAG1) after sending a request
(req) for transmitting data (dat) to said first trans-
ponders (TAG1),
- transmitting said exchange information (C2) to
said second transponder (TAG2),
- receiving encrypted information (R2) from the
second transponder (TAG2), which encrypted
information (R2) represents the exchange infor-
mation (C2) of the first transponder (TAG1),
scrambled with a key (K2) of the second trans-
ponder (TAG2),
- transmitting said encrypted information (R2) to
the first transponder (TAG1),
and
- provided that the first transponder (TAG1) per-
mits access to the data (dat), receiving the re-
quested data (dat) from the first transponder
(TAG1).

2. A method as claimed in claim 1, wherein the trans-
ceiver (REA) performs the following steps after send-
ing the request (req) to the first transponder (TAG1)
and before receiving said exchange information (C2)
from the first transponder (TAG1):

- receiving further, first exchange information
(C1 from the second transponder (TAG2),
- transmitting said first exchange information
(C1) to the first transponder (TAG1),
- receiving first encrypted information (R1) from
the first transponder (TAG1), which first encrypt-
ed information (R1) represents the exchange in-
formation (C1) of the second transponder
(TAG2), scrambled with a key (K1) of the first
transponder (TAG1), and
- transmitting said first encrypted information
(R1) to the second transponder (TAG2).

3. A method as claimed in claim 1 or 2, wherein the
second transponder (TAG2) is a stationary, immo-
bile transponder.

4. A method as claimed in claim 1 or 2, wherein the
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exchange information (C 1, C2) is a random number.

5. A method as claimed in claim 1 or 2, wherein the first
and the second transponder (TAG1, TAG2) are pas-
sive transponders.

6. A method as claimed in claim 1 or 2, wherein the first
and the second transponder (TAG1, TAG2) are iden-
tical.

7. A transceiver (REA) for controlling the communica-
tion of two transponders (TAG1, TAG2), wherein a
first of the two transponders (TAG1; TAG2) is adapt-
ed to verify if a second of the at least two transpond-
ers (TAG2; TAG1) is present and access is granted
to the data stored on the first transponder (TAG1;
TAG2) only if the presence of the second transpond-
er (TAG2; TAG1) can be verified, the transceiver
(REA) comprises

- means (SER) for receiving exchange informa-
tion (C2; C1) from the first transponder (TAG1;
TAG2), and
- means (SER) for transmitting, to the second
transponder (TAG2 ; TAG1), said exchange in-
formation (C2, C1) received from the first trans-
ponder (TAG1; TAG2), which exchange infor-
mation (C2; C1) is intended to be transmitted to
the second transponder (TAG2), and for trans-
mitting, to the first transponder (TAG1; TAG2),
said encrypted information (R2; R1) received
from the second transponder (TAG2; TAG1),
which encrypted information (R2; R1) is intend-
ed to be transmitted to the first transponder
(TAG1; TAG2) and represents the exchange in-
formation (C2; C1) of the first transponder
(TAG1; TAG2) scrambled with a key (K2; K1) of
the second transponder (TAG2; TAG1).

Patentansprüche

1. Verfahren zum Lesen von Daten (dat) von einem
ersten Transponder (TAG1) in einen Sendeempfän-
ger (REA), wobei der Sendeempfänger (REA) die
folgenden Schritte durchführt, wenn der erste Trans-
ponder (TAG1) und ein zweiter Transponder (TAG2)
zur selben Zeit innerhalb der RFID-Kommunikati-
onsreichweite des Sendeempfängers (REA) sind,
wobei der erste Transponder (TAG1), der Daten
trägt, verifiziert, ob der zweite Transponder (TAG1)
anwesend ist, und Zugriff auf die Daten, die auf dem
ersten Transponder (TAG1) gespeichert sind, nur
gewährt wird, wenn die Anwesenheit des zweiten
Transponders (TAG2) verifiziert werden kann:

- Empfangen von Austauschinformationen (C2)
von dem ersten Transponder (TAG1) nach dem

Senden einer Anfrage (req) zum Übertragen der
Daten (dat) an den ersten Transponder (TAG 1),
- Übertragen der Austauschinformationen (C2)
zu dem zweiten Transponder (TAG2),
- Empfangen von verschlüsselten Informationen
(R2) von dem zweiten Transponder (TAG2),
welche verschlüsselten Informationen (R2) die
Austauschinformationen (C2) des ersten Trans-
ponders (TAG1) darstellen, die mit einem
Schlüssel (K2) des zweiten Transponders
(TAG2) verwürfelt sind,
- Übertragen der verschlüsselten Informationen
(R2) zu dem ersten Transponder (TAG1), und
- vorausgesetzt, dass der erste Transponder
(TAG1) Zugriff auf die Daten (dat) erlaubt, Emp-
fangen der angeforderten Daten (dat) von dem
ersten Transponder (TAG1).

2. Verfahren gemäß Anspruch 1, wobei der Sende-
empfänger (REA) die folgenden Schritte nach dem
Senden der Anfrage (req) an den ersten Transpon-
der (TAG1) und vor dem Empfangen der Austau-
schinformationen (C2) von dem ersten Transponder
(TAG1) ausführt:

- weiterhin Empfangen erster Austauschinfor-
mationen (C1) von dem zweiten Transponder
(TAG2),
- Übertragen der ersten Austauschinformatio-
nen (C1) zu dem ersten Transponder (TAG 1),
- Empfangen erster verschlüsselter Informatio-
nen (R1) von dem ersten Transponder (TAG1),
welche ersten verschlüsselten Informationen
(R1) die Austauschinformationen (C1) des zwei-
ten Transponders (TAG2) darstellen, die mit ei-
nem Schlüssel (K1) des ersten Transponders
(TAG1) verwürfelt sind, und
- Übertragen der ersten verschlüsselten Infor-
mationen (R1) zu dem zweiten Transponder
(TAG2).

3. Verfahren gemäß Anspruch 1 oder 2, wobei der
zweite Transponder (TAG2) ein stationärer, unbe-
weglicher Transponder ist.

4. Verfahren gemäß Anspruch 1 oder 2, wobei die Aus-
tauschinformationen (C1, C2) eine Zufallszahl sind.

5. Verfahren gemäß Anspruch 1 oder 2, wobei der erste
und der zweite Transponder (TAG l, TAG2) passive
Transponder sind.

6. Verfahren gemäß Anspruch 1 oder 2, wobei der erste
und der zweite Transponder (TAG1, TAG2) iden-
tisch sind.

7. Sendeempfänger (REA) zum Steuern der Kommu-
nikation von zwei Transpondern (TAG1; TAG2), wo-
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bei ein erster der zwei Transponder (TAG1; TAG2)
geeignet ist, um zu verifizieren, ob ein zweiter der
zumindest zwei Transponder (TAG2; TAG1) anwe-
send ist, und Zugriff auf die Daten, die auf dem ersten
Transponder (TAG1; TAG2) gespeichert sind, nur
gewährt wird, wenn die Anwesenheit des zweiten
Transponders (TAG2; TAG1) verifiziert werden
kann, wobei der Sendeempfänger (REA) aufweist

- Mittel (SER) zum Empfangen von Austau-
schinformationen (C2; C1) von dem ersten
Transponder (TAG1; TAG2), und
- Mittel (SER) zum Übertragen, zu dem zweiten
Transponder (TAG2; TAG1), der Austauschin-
formationen (C2; C1), die von dem ersten Trans-
ponder (TAG1; TAG2) empfangen wurden, wel-
che Austauschinformationen (C2; C1) vorgese-
hen sind, um zu dem zweiten Transponder
(TAG2; TAG1) übertragen zu werden, und zum
Übertragen zu dem ersten Transponder (TAG1;
TAG2) von verschlüsselten Informationen (R2;
R1), die von dem zweiten Transponder (TAG2;
TAG1) empfangen wurde, welche verschlüssel-
ten Informationen (R2; R1) vorgesehen sind, um
zu dem ersten Transponder (TAG1; TAG2)
übertragen zu werden und die Austauschinfor-
mationen (C2; C1) des ersten Transponders
(TAG1; TAG2) darstellen, die mit einem Schlüs-
sel (K2; K1) des zweiten Transponders (TAG2;
TAG1) verwürfelt sind.

Revendications

1. Procédé de lecture de données (dat) d’un premier
transpondeur (TAG1) dans un émetteur-récepteur
(REA), dans lequel l’émetteur-récepteur (REA) réa-
lise les étapes suivantes lorsque ledit premier trans-
pondeur (TAG1) et un deuxième transpondeur
(TAG2) sont dans la portée de communication RFID
de l’émetteur-récepteur (REA) en même temps,
dans lequel le premier transpondeur (TAG1) qui por-
te des données vérifie si le deuxième transpondeur
(TAG2) est présent et dans lequel l’accès n’est ac-
cordé aux données stockées sur le premier trans-
pondeur (TAG1) que si la présence du deuxième
transpondeur (TAG2) peut être vérifiée :

- recevoir des informations d’échange (C2) de
la part du premier transpondeur (TAG1) après
envoi d’une requête (req) de transmission de
données (dat) auxdits premiers transpondeurs
(TAG1),
- transmettre lesdites informations d’échange
(C2) audit deuxième transpondeur (TAG2),
- recevoir des informations chiffrées (R2) de la
part du deuxième transpondeur (TAG2), les-
quelles informations chiffrées (R2) représentent

les informations d’échange du premier trans-
pondeur (TAG1), embrouillées avec une clé
(K2) du deuxième transpondeur (TAG2),
- transmettre lesdites informations chiffrées (R2)
au premier transpondeur (TAG1), et
- sous réserve que le premier transpondeur
(TAG1) permette l’accès aux données (dat), re-
cevoir les données demandées (dat) en prove-
nance du premier transpondeur (TAG1).

2. Procédé selon la revendication 1, dans lequel l’émet-
teur-récepteur (REA) réalise les étapes suivantes
après l’envoi de la requête (req) au premier trans-
pondeur (TAG1) et avant de recevoir lesdites infor-
mations d’échange (C2) de la part du premier trans-
pondeur (TAG1) :

- recevoir en outre des premières informations
d’échange (C1) en provenance du deuxième
transpondeur (TAG2),
- transmettre lesdites premières informations
d’échange (C1) au premier transpondeur
(TAG1),
- recevoir des premières informations chiffrées
(R1) de la part du premier transpondeur (TAG1),
lesquelles premières informations chiffrées (R1)
représentent les informations d’échange (C1)
du deuxième transpondeur (TAG2), em-
brouillées avec une clé (K1) du premier trans-
pondeur (TAG1), et
- transmettre lesdites premières informations
chiffrées (R1) au deuxième transpondeur
(TAG2).

3. Procédé selon les revendications 1 ou 2, dans lequel
le deuxième transpondeur (TAG2) est un transpon-
deur stationnaire immobile.

4. Procédé selon les revendications 1 ou 2, dans lequel
les informations d’échange (C1, C2) sont des nom-
bres aléatoires.

5. Procédé selon les revendications 1 ou 2, dans lequel
le premier et le deuxième transpondeurs (TAG1,
TAG2) sont des transpondeurs passifs.

6. Procédé selon les revendications 1 ou 2, dans lequel
le premier et le deuxième transpondeurs (TAG1,
TAG2) sont identiques.

7. Emetteur-récepteur (REA) pour contrôler la commu-
nication de deux transpondeurs (TAG1, TAG2),
dans lequel un premier transpondeur parmi les deux
transpondeurs (TAG1 ; TAG2) est agencé de ma-
nière à vérifier si un deuxième transpondeur parmi
les deux transpondeurs (TAG2 ; TAG1) au moins est
présent et dans lequel l’accès n’est accordé aux don-
nées stockées sur le premier transpondeur (TAG1,
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TAG2) que si la présence du deuxième transpondeur
(TAG2 ; TAG1) peut être vérifiée, l’émetteur-récep-
teur (REA) comprenant :

- des moyens (SER) pour recevoir des informa-
tions d’échange (C2 ; C1) en provenance du
premier transpondeur (TAG1 ; TAG2), et
- des moyens (SER) pour transmettre au deuxiè-
me transpondeur (TAG2 ; TAG1) lesdites infor-
mations d’échange (C2 ; C1) reçues en prove-
nance du premier transpondeur (TAG ; TAG2),
lesquelles informations d’échange (C2 ; C1)
sont destinées à être transmises au deuxième
transpondeur (TAG2 ; TAG1), et pour transmet-
tre au premier transpondeur (TAG1 ; TAG2) des
informations chiffrées (R2, R1) reçues en pro-
venance du deuxième transpondeur (TAG2 ;
TAG1), lesquelles informations chiffrées (R2,
R1) sont destinées à être transmises au premier
transpondeur (TAG1 ; TAG2) et représentent
les informations d’échange (C2 ; C1) du premier
transpondeur (TAG1 ; TAG2), embrouillées
avec une clé (K2 ; K1) du deuxième transpon-
deur (TAG2 ; TAG1).
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