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Description

FIELD OF THE INVENTION

[0001] This invention relates generally to the field of photography and image signals obtained from photographs.
More particularly, the present invention relates to a system and method by which image signals corresponding to
hardcopy photographs, can be readily distributed to third parties with specified access rights as desired by a user, and
by which the specified third parties receive automatic notification of granted access rights.

BACKGROUND OF THE INVENTION

[0002] In conventional photography, a user exposes a photographic film in a camera and conveys (either personally,
by mail, or some other delivery service) the exposed film to any convenient processing center. The processing center
then processes the film to form the hardcopy images (typically in the form of photographic negatives on the original
film and/or photographic prints, or photographic positives in the case of reversal processed film). The hardcopy images
are then conveyed back to the user (often by the user personally picking them up at the processing center). If a user
desires to share the images with others without giving up their own hardcopies, they typically go through the highly
tedious and time consuming effort of designating which hardcopy images are desired to be shared, returning the des-
ignated hardcopy images to the processor to produce further hardcopies, and conveying the further hardcopies to the
person(s) with whom they wish to share. If later it is desired to share the images with other persons, the same process
must typically be repeated. In fact, so much effort and time is required that most users will simply not bother with
multiple image sharing.
[0003] It has been appreciated that users can conveniently distribute multiple image copies in little time, by scanning
the hardcopy image on a home scanner to generate corresponding digital image signals, and then forwarding one or
more copies of the digital image signal to others by means of electronic mail (such as over the Internet). Furthermore,
the recent advent of services such as KODAK PICTURE DISK available from Eastman Kodak Company and many
processors, which allows a user to obtain a digital image signal of images of processed film on a disk for a modest
price, even eliminates the need for the user to own a scanner. The availability of a digital image signal additionally
allows a user to conveniently store, manipulate, and display or print copies of the images as desired at the user's
location using conventional computer equipment.
[0004] US 5,272,549 discloses a system in which a customer can connect his computer to a remote print or copy
center to retrieve digital image signals of the customer's images. Those digital image signals are described as having
been obtained on a scanner at the customer's location with the storage media then being shipped to the print or copy
center, or obtained on a scanner at the remote print or copy center. Similarly, subsequent US 5,477,353 describes a
system in which one or more photographer units can connect to a centralized laboratory unit (containing a film proc-
essor, scanner, and printer). The '353 patent system is constructed with the purpose that a given user's films are
processed and scanned at one central processing center, each assigned a unique identification code, and retrieved
by that user at his remote terminal using the identification code. The retrieved images can then be manipulated by the
user and printed at the central processing center.
[0005] The systems of the `549 or `353 patents require that all digital image storage media (in the '549 patent) or
hardcopy film (in the case of the '353 patent) carrying images from multiple users, must be conveyed to only one central
processing center. This is inconvenient and may cause delays in such a system implemented on a country wide basis.
Furthermore, neither of the foregoing systems provide a means by which one user can readily distribute stored digital
images to others with specified access rights as desired by a user.
[0006] It would be desirable to provide a system with a central hub at which images in the form of image signals,
can be stored, which allows a user to readily distribute the stored images to third parties at remote terminals, with
limited access rights as desired by a user, and which automatically informs such third parties of the granting of the
access rights and their limitations.

SUMMARY OF THE INVENTION

[0007] The present invention then, provides a method, of distributing an image set stored as an image set signal at
a hub station, comprising:

selecting, at a first terminal remote from the hub station, from among a plurality of possible access rights to generate
a granted access right set which contains a set of access rights to the stored image set;
transmitting from the first terminal to the hub station, the granted access right set in association with an electronic
address for a third party;
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storing the granted access right set and an associated access identification at the hub station;
automatically transmitting from the hub station to the third party electronic address: an electronic address for the
hub station, a listing of the access rights of the granted set associated with the third party electronic address, and
the access identification;
transmitting to the hub station from a second terminal remote from the first terminal and hub station, the access
identification and a request to access the image set in accordance with one of the granted access rights;
allowing, at the hub terminal, the second terminal to access the image set only in accordance with the granted
access right set.

[0008] The present invention further provides an image distribution system which comprises:

(a) a first terminal remote from the hub station, having:

means for selecting from among a plurality of possible access rights to generate a granted access right set
which contains a set of access rights to a remotely stored image set;
input means for allowing input of a third party electronic address associated with the granted access right set;
communication means for transmitting the granted access right set and associated third party electronic ad-
dress; and

(b) a hub station remote from the first terminal, comprising:

means for storing the image set;
means for receiving the transmission from the first remote terminal;
means for storing the granted access right set and associated access identification;
means for automatically transmitting from the hub station to the third party electronic address: an electronic
address for the hub station, a listing of the access rights of the granted set associated with the third party
electronic address, and the associated access identification;
means for allowing a third party to access the image set from a terminal remote from the hub, only in accordance
with the granted access right set.

[0009] The method and system of the present invention allow a user to store images at the central hub, and to share
those images with one or more third parties in a limited manner as controlled by the user, while automatically notifying
such third parties of their granted access rights to the images. Further, the present invention allows a user to modify
the granted access rights to third parties and the automatic notification of such third parties of the changes in access.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

FIG. 1 is a diagram schematically illustrating the present invention;
FIG. 2 illustrates a typical screen by which a user can select access privileges to be granted to a third party;
FIG. 3 is block diagram illustrating a particular image handling system in which the present invention can be used;
FIG. 4 is a data flow diagram illustrating the operation of some aspects of the system of FIG. 3;
FIG. 5 is a diagram illustrating the components of an identification generated for an associated image set signal
in the system of FIG. 3; and
FIG. 6 is a block diagram illustrating a system of FIG. 1 with a further connection of the hub to another hub.

[0011] To facilitate understanding, identical reference numerals have been used, where possible, to designate iden-
tical elements that are common to the figures.

EMBODIMENTS OF THE INVENTION

[0012] In the present invention it will be understood that with reference to components being "remote" from one
another, is meant that they will be at least in another building, and often a mile or more (such as 10, 100 or even 1000
miles) apart. A reference to "communication" refers, unless a contrary indication is given, to transfer of a signal. Such
transfer can occur, for example, as a transmission of a signal between the sender and receiver, such as may be obtained
over a computer network such as the Internet, dedicated communication line, or over a direct dial-up connection such
as provided by a telephone line (any of which may include satellite or other non-wired links, in addition to wired and
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fiber optic links). Thus, "transmission" implies a signal transfer without a physical transfer of a storage means, such
as by suitable "connection" (that is, an actual electronic communication link including a direct connection, such as over
a telephone or an indirect connection as may occur over the Internet). In any event, due to the distances typically
encountered between scanning stations, hub station and terminals, there will typically be one or more signal repeaters
between the originator of the communication and the receiver. Alternatively, the transfer can occur by the signal being
saved on a suitable storage medium (such as magnetic or optical tape or disks) and the storage medium being physically
transferred followed by the reading of the signal from the hardcopy at the receiver. A reference to "forwarded" refers,
unless a contrary indication is given, to a transfer of both a signal (that is, a "communication") as well as to other means
of transfer, such as the physical transfer of a hardcopy (for example, a suitable medium upon which data, such as
alphanumeric characters, corresponding to a signal has been printed).
[0013] In the present invention reference is made to scanning of a hardcopy image to obtain a corresponding digital
image. Such procedures and equipment for performing scanning, are well known. Typically, a film frame is scanned
with a light beam, and the light transmitted through the film is detected, typically as three primary color light intensity
signals, and digitized. The digitized values may be formatted to a standard for video display and stored on compact
disc. magnetic media, or other suitable storage. Such image digitizers take a variety of forms and the various common
aspects of film digitizing, particularly line illumination and linear CCD-based digitizers, are described in greater detail
in US 5,012,346. Also photographic prints can be digitized using reflection scanners.
[0014] Turning first to FIGS. 1 and 2, a schematic representation of an image distribution system of the present
invention is shown. The system shown has first, second, and third terminals 202, 203 and 204, respectively which are
remote from one another. Each of terminals 202, 203 and 204 may be a desktop digital computer, with a display, a
user input means (such as a keyboard or mouse), and a microprocessor. Each terminal 202, 203, 204 is suitably
programmed to execute the steps required by it as described below. Terminals 202, 203, 204 are shown connected
through connections 210, 212, and 214 to a remote hub station 201 through a network 205 which may particularly be
the Internet. The connection may be accomplished by modem or communication card in each of the terminals. It will
be understood though that terminals 202, 203, 204 need not simultaneously be so connected, and that there may be
further or less remote terminals.
[0015] Hub station 201 may be any suitably programmed digital computer, such as a workstation or mainframe com-
puter with associated storage means (such as magnetic and/or optical disk or tape drives), communication means
(such as one or more modems or communication cards) and one or more digital processors. The component parts of
hub station 201 may be at the same location or any or all components can be remote from one another. Hub station
201 has stored in its storage means, one or more image sets. Each set may be one or more images, and are previously
loaded into hub station by either directly scanning them at the hub station location into a connected scanner (not
shown), or more preferably from remote processor-scanner stations as described below in connection with FIGS. 3 to 6.
[0016] The method which can be executed by the system of FIG. 1 will now be described. First, a user at one of the
remote terminals, for this example first terminal 202 will be used, connects with hub station 201. It will be assumed
that the user has previously had stored, or has access to, at least one image signal set stored in hub station 201, and
desires to share such images with other, such as third parties at remote terminals 203 and 204. Hub station 201 will
communicate over the connection to first terminal 202, a menu which allows the user to select the image signal set or
sets to be shared with others, and the identity of those others (which can be obtained in the form of nicknames, such
as "John", "Sue", "Mom" and "George" from an e-mail address stored at hub station 201 or first remote terminal 202).
Hub station 201 will then present first terminal 202 with a screen 220 of FIG. 2, which displays a plurality of possible
access rights which the user at first terminal 202 can grant to the designated third parties. Such access rights can
include the right to view the designated image set signal(s), print, copy, or e-mail them. The user merely checks the
boxes for those access rights to be selected for each third party using a suitable pointing device (such as the keyboard
or mouse). Thus, in FIG. 2 the user has selected to give the third party "John" only the right to view the image signal
set, while selecting to give the third party "Sue" the right to only view, print, and e-mail the same image set signal.
[0017] The selected access rights for each third party constitute a granted access right set, which the user transmits
from first terminal 202 to hub station 201 by clicking on the "Apply" button 222 with the pointing device. Each granted
access right set is then stored at hub station 201 in association with the corresponding third party's electronic address
and an access identification for that third party. The access identification may be an access code assigned by the user
or hub station 201, or may simply be the third party's electronic mail ("e-mail") address, or may be an electronic address
in the form of the user identification of another user of the system.
[0018] At this point there is nothing further that the user at first terminal 202 need do. Hub station 201 is programmed
so as to automatically transmit a message to each third party's electronic address (in this example, the electronic
addresses for second and third remote terminals 203 and 204). This message will include an electronic address for
the hub station (such as a URL designation for a World Wide Web site on the Internet for hub station 201) by which
each third party can connect to hub station 201, a listing of the access rights of the granted access right set which the
user has granted to that third party, and the access identification (which again may simply be that third party's e-mail
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address). Optionally, hub station 201 could include in the message an identification of the user, and/or an identification
of the digital image set to which the third party has been granted access. This latter identification could be in the form
of a description which the user provided, or could include a low-resolution version (such as one or more thumbnail
images) of all or some of the images from the actual digital image set to which the third party has been granted access
(although the actual digital image set would not be included, since it would typically be of a higher resolution which
would require more time for transmission).
[0019] Due to the above automatic notification, the user need not create separate e-mails to the third parties, nor
manually keep any records of who they are and the access right sets granted.
[0020] Each of the third parties would receive the above e-mail message and may then connect to hub station 201.
For example, the third party at second terminal 203 would have second terminal 203 transmit to hub station 201, the
access identification indicated in the previously received e-mail message from hub station 201, along with a request
to access the image set in accordance with one of the granted access rights. This request could be accomplished
through a series of interactive menus presented to third terminal 203 upon it connecting with hub station 201. Hub
station 201 is suitably programmed to check that the selected image signal set, access identification and request to
access are all permitted under the saved set of access rights previously granted by the user and stored at hub station
201. If any one of these is incorrect, second terminal 203 will be refused access in accordance with the request to
access from it. If all are correct, second terminal 203 will be granted the requested access.
[0021] It will be seen that since the message sent to each of the third parties includes a listing of the access rights
granted, the third party need not waste time trying to perform tasks with an image set signal which are not permitted
by the associated access right set for that third party.
[0022] In a manner similar to the above, the user at terminal 202 can modify (including completely revoking) a granted
access right set for a given third party, which is stored at hub station 201, at any time. Following such modification,
hub station 201 automatically transmits a message to the third party electronic address associated with the modified
access right set, a listing of the modified access right set or the modifications. When the third party contacts hub station
201 with the associated access code, she will only be permitted requests for access in accordance with the modified
access right set.
[0023] In order to assist a user in deciding whether to share further digital image sets with particular third parties,
hub station 201 can be programmed to keep track of information on how often each third party to which an access
right set has been granted, accesses the image set they are permitted to access, and further particulars on the access
(for example, the images were e-mailed by the third party, and to whom, how often they were viewed or printed, and
the like). Hub station 201 can then automatically periodically e-mail the user a report on this activity or have a report
available for selected time periods for the user to view upon accessing hub station 201.
[0024] The details of a particular system which incorporates a hub station and multiple remote terminals, and which
further allows a particularly useful means by which digital images can be obtained, saved, and traced, from a hub
station, will now be described in connection with FIGS. 3-6. Such a system, when programmed to execute the method
of the present invention, can act as an image distribution apparatus of the present invention. It will be appreciated in
FIGS. 3-6 that any one of the disclosed remote terminals can act as a first terminal, while any other ones can act as
a second terminal.
[0025] Referring now to FIG. 5 in particular, the illustrated embodiment of the image handling system includes a
plurality of processor-scanner stations 2A, 2B, 2C to 2N which are remote from one another, as best seen in FIG. 3.
Each processor-scanner station includes a film processor 4 which can process exposed photographic film and produce
hardcopy images in the form of both print sets 50 and corresponding negative sets 52 (only one of which is shown in
FIG. 4). Negative image set 52 will typically be the developed negative film obtained from exposed film roll 48, while
each print set 50 will typically be reflective prints of the negative set 52. However each set 50 and 52 can consist of
one or more images.
[0026] Each processor-scanner station 2A to 2N further includes a high volume scanner system 6 which includes a
suitable scanner for scanning the hardcopy images on each image set 52 to obtain a corresponding digital image set
signal. High volume scanner system 6 may be a digital computer in the form of a workstation or desktop computer
equipped with a suitable digital scanner for scanning negative set 52. Additionally, each scanner system 6 can assign
an associated identification signal to each image set signal so obtained. This assignment may be accomplished by
suitable software running on scanner system 6, and is described further below. However, it will be noted at this point
that each identification signal is unique in that it includes a scanner location identification which is unique for each
processor-scanner station 2A to 2N.
[0027] As to the details of the identification assigned to each associated image set signal, this is shown more fully
in FIG. 5. The components of the assigned identification are as follows:

• Bit Sum 100: the unsigned sum of the binary identification ("ID") data including ID version, Scanner ID, Date Code
and Sequence Number (8 bits binary). The bit sum will be calculated after encryption but prior to conversion to
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the ASCII representation. The purpose of this Bit Sum is to identify data entry errors without querying the data
base of hub station 20 for an associated image set signal.

• ID Version 102: revision number of this ID number (8 bits binary). This maps to the encryption key, a new version
should accompany any change in the key.

• Scanner ID 104, unique identifier for each processor-scanner station 2A to 2N (28 bits binary), which therefore
serves as the scanner location identification.

• Date Code 106, date a scan of a hardcopy image set began on (16 bits binary - 9 bits for day of year and 7 bits
for year). Year 0 will be any year in which the system of FIGS. 3 and 4 is first activated.

• Sequence Number 108, incremented for each roll scanned within a day (20 bits binary).

[0028] The actual ID signal will be created from the binary representation of the Bit Sum 100, ID Version 102, Scanner
ID 104, Date Code 106 and Sequence Number 108 as shown below in FIG. 5 (note that the ID Version 102 and Bit
Sum 100 must not be encrypted):
[0029] The ID, minus the Bit Sum 100 and ID Version 102 , will be encrypted prior to conversion to its ASCII form
by using DES (Data Encryption Standard) functions with a 56 bit key. DES is described in "Applied Cryptography;
Protocols, Algorithms, and Source in C", by Bruce Schneier, 1994, John Wiley & Sons, Inc. The key will be non-obvious
and known to the hub station 20 (that is, saved in a storage at hub station 20). The key will be provided to valid scanner
sites when the key is changed allowing them to begin producing ID signals encrypted with the new key. This change
may be required if an old key has been recognized by someone attempting to claim images which are not theirs. A
change to the key will map to a new ID version and this association will be kept at hub station 20. The ID Version 102
facilitates the decryption process by associating the key used to encrypt a given ID Version with a non-encrypted portion
of that ID. This will allow the ID to be decrypted and its component parts associated with a roll when it is loaded (that
is, saved) by the hub station 20. The ID will result in an audit trail for all digital image sets loaded by the central hub
station 20. This audit trail can be used by hub station 20 to respond to end user queries about the status of the digital
image sets, as described below.
[0030] The ID will be presented to the user (such as by printing a hardcopy) as 16 case insensitive alphanumeric
ASCII typeable characters (i.e. 10 byte binary ID represented in base 32 using 0-9 and Aa-Vv where 0=0, 1=1, ... ,
Aa=10, ... ,Vv=31).
[0031] As can be seen from the above, the non-encrypted ID is incremented for each film roll received at a given
scanner station. If nothing further was done to the ID, a malicious user at a remote terminal could simply increment a
received ID and thereby access another's digital image set. However, due to the encryption of the ID as described
above, the resulting encrypted identifications for a series of different film rolls sequentially scanned at the same location,
no longer bear the same sequential relationship as the non-encrypted identifications. In fact, the encrypted identification
for one film roll in such a series cannot be determined from the encrypted identification of another roll, without knowledge
of the encryption or decryption algorithm. The presence of the non-encrypted bit sum 100 (sometimes referenced as
a checksum") makes it even more difficult to falsify an ID.
[0032] Each processor-scanner station 2A to 2N further includes a first communication means to communicate each
image set signal and its associated identification signal to a remote hub station 20, which is part of the image handling
system. This communication is illustrated as communication link 10 in FIG. 3. The first communication means may be
in the form of a modem (not shown) in scanner system 6, which communicates each image set signal and associated
identification over a link in the form of a connection 10a to the hub station 20, such as a telephone circuit shown in
FIG. 4. However, the first communication means could be a modem or communication card which communicates with
hub station 20 over a different type of connection, such as a dedicated line connection or a network (such as the
Internet). Of course, the various processor-scanner stations 2A to 2N in FIG. 3 may use different first communication
means, and therefore the various links 10 shown in FIG. 3 may be the same, or a combination of connections or physical
transfer links, one or more of which may be active at any given time (depending upon how many processor-scanner
stations are communicating image set signals and associated identifications to hub station 20 at any given time). It will
be appreciated that more than one processor-scanner station 2A to 2N may typically be in communication (such as
by connection) with hub station 20 at any given time.
[0033] Alternatively, as shown in FIG. 4, the first communication means can be in the form of a tape storage in
scanner system 6, which stores the digital image signal sets and associated identification signals on a data tape 54
which is physically transferred (as illustrated by physical transfer link 10b in FIG. 4) to hub station 20. In this case the
link 10 is a corresponding physical transfer link 10b as shown in FIG. 4. It will be appreciated, of course, that tape 54
could be replaced by any other suitable data storage means, such as optical or magnetic disks.
[0034] The scanner system 6 at each processor-scanner station 2A to 2N, further includes a printer 8. Printer 8 is
connected to scanner 6 so as to print out a hardcopy series of characters (shown as hardcopy identification 60 in FIG.
4) corresponding to each identification signal.
[0035] The single hub station 20 may particularly be a digital computer, such as a workstation, minicomputer or
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mainframe computer, suitably programmed to execute the steps required of hub station 20. Hub station 20 includes a
second communication means to receive image set signals and their associated identification signals from each of the
processor-scanner stations 2A to 2N. The second communication means may be a modem or suitable communication
card (not shown) in the hub station for the case where any of processor-scanner stations 2A to 2N will connect by a
link such as the telephone link connection 10a of FIG. 4, or may be a reading device (not shown) which can read a
storage medium physically conveyed to hub station 20 when such a communication means is used by any of processor-
scanner stations 2A to 2N. Of course, hub station 20 may have both such types of second communication means to
accommodate the different types of communication means used by different processor-scanner stations 2A to 2N.
[0036] Hub station 20 further has a first storage device to store the received image set signals and their associated
identification signals. Such storage device may be any suitable writeable magnetic or optical media (such as one or
more hard disks or magnetic tape or optical disks or tape). A second storage, which may or may not be the same
physical device as the first storage device, contains directory data correlating each scanner location identification with
a scanner address (such as a conventional mailing address or e-mail address).
[0037] Hub station 20 additionally has a third communication means for communicating stored image set signals to
any of a plurality of terminals 40A, 40B, 40C to 40N connected to hub 20. Such connection is illustrated as connections
30 in FIG. 3, and may, for example, be a network connection, dedicated data line connection, or telephone system
connection. Preferably, one or more of the connections 30 will be network connections using the Internet. It will be
appreciated that the second and third communication means can be the same physical element, such as a suitable
communication program operating through a modem card with one or more telephone connections, when at least one
of the processor-scanner stations 2A to 2N communicates with hub station 20 using a connection in the same manner
as at least one remote terminal 40A to 40N. Each of remote terminals 40A to 40N may also be any digital computer
42 with appropriate communication hardware and software to engage in two-way communication with hub station 20
over connections 30. The presence of such suitable hardware and software will be understood from each of the ter-
minals 40A to 40N being "connected to communicate" with hub station 20. One or more remote terminals 40A may be
connected to hub station 20 at any given time.
[0038] It will be appreciated that additional means for communicating image signals to hub station 20 can also be
provided. For example, such additional means can include a digital camera which communicates a digital image to
hub station 20, such as by a transmission over a network or telephone connection, or one or more scanner stations
which do not have processors located at the same location.
[0039] Methods which are executed on the system of FIGS. 3 and 4 will now be described. First, the user will deposit
their undeveloped exposed film 48 at any one of the processor-scanner stations 2A to 2N which the user finds most
convenient. At the selected processor-scanner station the user requests the type of processing and hardcopy images
(for example, just negatives or additionally, reflective prints) desired and requests that an image set signal correspond-
ing to the image set on film 48 be produced. These requests are made by checking appropriate boxes on a film process-
ing envelope into which film 48 will be deposited. Film 48 will be processed (that is, chemically processed to yield a
permanent image) to generate a corresponding negative set 52 and a corresponding print set 50. Different negative
sets 52 from different corresponding films 48, will be batched together with negative sets from other orders requesting
the scanning service and the batch will be scanned using high volume scanner system 6. As described earlier, each
scanner system 6 will generate from each negative set 52, a corresponding digital image set signal and will also gen-
erate an associated identification signal for each image set signal. The identification signal includes a unique scanner
location identification as discussed above, and in more detail below. The image set signal can be in any suitable format
that will be acceptable to hub station 20, such as TIFF, JFIF, BMP, PICT, GIF, PhotoCD or particularly the recently
announced FlashPix format.
[0040] A FlashPix file contains the complete image plus a hierarchy of several lower-resolution copies within the
same file. This makes a FlashPix file function like a small file when users want it and like a big file when users need
it. The FlashPix file structure employs Microsoft Corporation's OLE structured storage format, which holds image data
and related descriptive information in a standardized "wrapper." The FlashPix format also records edits to an image
as small scripts called "viewing parameters." Edits are applied to high-resolution images only when necessary--usually
when users want high-quality output. The FlashPix format supports two clearly and completely defined color space
options--a calibrated RGB color space definition and Photo YCC. The color space options are built directly into the file
format. Optional JPEG compression, along with a single-color compression option where appropriate, is also provided.
Further details of the FlashPix file format are available from Eastman Kodak Company, Rochester, NY.
[0041] Each print set 50, corresponding negative set 52, and associated identification, are forwarded to the end user
(and hence, forwarded to a remote terminal when the user accesses such a remote terminal) by a route which is
independent of hub station 20 (that is, this delivery to the end user does not go through hub station 20). Such inde-
pendent routes 12 are indicated by lines in FIG. 1. In the case of the identification, this may consist simply of printing
the identification associated with a given image set signal (and hence associated with the corresponding image set
52, 50 and film 48) with printer 8 and forwarding that printed identification with the associated hardcopy image sets



EP 0 830 005 B1

5

10

15

20

25

30

35

40

45

50

55

8

50, 52, to the user who deposited the associated film roll 48. This forwarding can simply be handing the print set 50,
corresponding negative set 52 and associated printed identification 60 the user, or sending it to the user by some other
means, such as conventional mail or courier. Alternatively, other routes independent of hub station 20 can be used as
forwarding routes 12. For example, the identification could be communicated to the user by electronic mail, facsimile
or some other means.
[0042] It is possible that, alternatively or additionally, the identification associated with a given film roll 48 could be
communicated to the user through hub station 20, such as by an electronic communication (such as electronic mail
through a connection such as the Internet). Such an electronic communication of the identification could simply be the
same electronic communication of the identification communicated to hub station 20 along with the associated image
set signal. Hub station 20 could then communicate the identification to a corresponding terminal 40A to 40N when the
user communicates with (that is, logs onto) hub station 20. Such forwarding routes are indicated as forwarding routes
14. However, such a route is less desirable than routes 12 which are independent of hub station 20. This is because
if hub station 20 does not receive the communicated image set signal and associated identification from the processor-
scanner station at which the film roll 48 was scanned, the user does not have the identification available to her to use
in determining why the associated image set signal is not available at hub station 20.
[0043] The digital image signal set corresponding to a customer's film roll 48 and an associated identification signal,
can be communicated to hub station 20 by a connection 10a or a physical transfer link 10b of a signal storage medium
such as a magnetic tape 54 as shown in FIG. 4 and discussed above. Hub station 20 receives each digital image set
and its associated identification signal communicated from each processor-scanner station 2A to 2N in the first storage
means. The identification signal is decrypted and each image set signal can be stored in the first storage and indexed
by the decrypted identification.
[0044] The user will be able to attempt to access the digital image set corresponding to film roll 48 as soon as they
receive the identification, by using any remote terminal, such as remote terminal 40A to connect to and communicate
with hub station 20 by a connection 30. At that time, the user simply enters the identification and over the connection
successfully completes a user registration process at hub station 20. The identification will allow the user to inquire of
hub system 20 as to the location and status of the digital image set signal corresponding to the identification (and film
roll 48). Hub station 20 decrypts the identification entered by the user, and can search its index for a saved digital
image of predetermined characteristics associated with the decrypted identification entered by the user. By "predeter-
mined characteristics" in this case, is referenced any suitable predetermined characteristics determined by the operator
of the system. For example, hub station 20 may be set such that any image set signal received will be stored and
indexed with its associated identification signal. Alternatively, the "predetermined characteristics" could be set so that
only a complete image set is so stored, or incomplete image sets (such as might result from an interruption of a con-
nection between a processor-scanner station 2A to 2N and hub station 20, or from corrupted data) or digital image
sets in a format not accepted by hub 20, may be stored but are identified as not meeting the predetermined charac-
teristics (for example, they are stored with an associated identification indicating incomplete or corrupted data, or a
data format not supported by hub station 20).
[0045] If such a digital image set of predetermined characteristics exists, one or more of the images in the set may
be communicated to the user at remote terminal 40A, or forwarded to another of the connected remote terminals 40B
to 40N, as instructed by the user. In the latter case, this would amount to the user forwarding one or more copies of
the digital image as desired. The user may then edit or print the images as desired, and may further communicate the
edited image back to hub station 20 for storage in addition to or instead of, the original unaltered digital image. Fur-
thermore, hub station 20 could be programmed to transmit to the user at a remote terminal, either upon request or
automatically (in the form of advertising), details of services that can be requested from hub station 20. Such services
may include various sized prints of an original or edited image stored at hub station 20 (either as prints by themselves,
or with accompanying text or graphics, such as embodying the image in a greeting card), or the incorporation of one
or more original or edited images onto a product, such as an article of clothing or other useful articles (for example,
cups or plates). For this purpose, hub station 20 may communicate (preferably by transmission) the image signal and
accompanying instructions, text, and/or graphics, to one or more printers (not shown) or other locations (not shown)
at which the user's request may be fulfilled. Such printers or other locations may or may not be remote from hub station
20.
[0046] As mentioned digital image data may be lost in transit from a processor-scanner station to hub station 20, an
error may occur during the loading of the digital image data to the hub station 20, the image quality may be poor, or
some other problem may result in hub station 20 not storing the digital image set associated with the identification
entered by the user.
[0047] If a digital image set of predetermined characteristics is not stored at hub station 20, different procedures can
be used to inquire as to the whereabouts of such digital image set. For example, the date indication of the identification
entered by the user can be compared with the current date. If the difference between the date identification of the
entered identification and the current date is less than a tolerance predetermined by the user (for example, less than
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5 days), hub station 20 may communicate a second message to the user at the remote terminal 40A stating that
insufficient time has been allowed for receipt of the scanned image set, and to check again later. Additionally, hub
station 20 could indicate to the user upon such an inquiry that an electronic mail message will be sent from hub station
20 to the electronic mail address of terminal 40A within an additional predetermined number of days (for example 10)
when a digital image set associated with that identification is received at hub station 20, or by the end of that additional
predetermined period if no such digital image set is received. Hub station 20 can then index the additional predetermined
date and automatically send the foregoing messages when, or if no, digital image set associated with the identification
is received at hub station 20 by the predetermined date.
[0048] If the difference between the two dates exceeds the predetermined tolerance, hub station 20 can then deter-
mine from the directory database in the second storage, the scanner address associated with the user entered iden-
tification. In the particular example above, this would be scanner 2A. Hub station 20 can then forward a first message
in the form of an inquiry to the determined scanner address to inquire as to the particulars of the communication of the
digital image set associated with that identification, or in the form of a request to repeat the communication if possible
(for example, where the determined processor-scanner station has stored a copy of the digital image set). Hub station
20 can connect to the determined processor-scanner station 2A to deliver the first message as, for example, be an
electronic mail message or facsimile, if the processor-scanner station has the capacity to receive such a message. In
the case of the electronic message in particular, the processor-scanner stations 2A to 2N may optionally be equipped
with a storage which stores particulars of when and how each digital image set and associated identification was
communicated to hub station 20. In this case, a processor-scanner station to which an inquiry was sent, could access
such particulars of digital image set status and disposition in response to the inquiry, and communicate them to hub
station 20 through a connection, for communication to a connected terminal 40A to 40N. Alternatively, the first message
can be printed at hub station 20 and forwarded by conventional mail or courier to the determined processor-scanner
station such as processor-scanner station 2A.
[0049] Of course, the sequences in the foregoing paragraph can optionally be executed upon receipt of a user inquiry,
without the described comparing of the difference in the two dates.
[0050] It will be appreciated from the above, that the end user is able to drop off multiple film rolls at different ones
of the processor-scanner stations 2A to 2N and access the corresponding digital image sets, without ever having to
keep track of which film rolls were dropped off at which processor-scanner stations, and accesses all scanned image
sets at the one hub station 20. Furthermore, the unique scanner location identification aids in tracing a digital image
set if for any reason it is not available from hub station 20 by the user.
[0051] Referring to FIG. 6, there is illustrated the situation where more than one hub is present in the overall system,
each hub serving different geographical regions (such as different countries). In FIG. 6, hub station 20 is only shown
with processor-scanner stations 2A and 2B communicating therewith, although it will be understood that further proc-
essor-scanner stations 2C to 2N can be present. A second hub station 21, which may be the same as hub station 20,
is in communication with processor-scanner stations 3A, 3B to 3N over communication links 11, in any of the manners
hub station 20 is in communication with processor-scanner stations 2A to 2N, as described above. A plurality of user
terminals (not shown) may further be connected to hub station 21. There may, of course, be a further connections of
hub station 20 to other hub stations (not shown) each with their own associated processor-scanner stations and ter-
minals (not shown). Hub station 20 may communicate with each over a data network or other connection, such as hub
station 20 communicates with hub station 21 over image data network 120. The communication connection from one
hub station to hub station 20 can be through one or more other hub stations or not.
[0052] In FIG. 6, each of the multiple hub stations, such as hub station 20 and 21, would have directory data in their
respective second storages which correlates each scanner location identification with a scanner address and the ad-
dress of the hub with which that processor-scanner station normally communicates. With this arrangement, a user can
drop off a film for processing and scanning at any processor-scanner station which normally communicates with an
associated hub, and automatically retrieve digital images at any terminal by communicating at another hub. As partic-
ularly shown in FIG. 6, the user drops off a film for processing and scanning at processor-scanner station 3B. The print
set and associated unique identification are returned to the user. Processor-scanner station will communicate the digital
image set of that film to hub station 21, with which it is normally associated. When the user attempts to retrieve the
digital image set from a terminal 40A connected to hub station 20, hub station 20 will compare the decrypted identifi-
cation transmitted to it by the user with its directory data and ascertains that the film associated with that identification
was scanned at processor-scanner station 3B, which processor-scanner station normally communicates with hub sta-
tion 21. Hub station 20 will then forward a request to hub station 21 (preferably a transmitted request over network
120) for the associated digital image set to be communicated to hub 20. Preferably this communication occurs also as
a transmission from hub 21 to hub 20. In this example then, it will be seen that the communication from processor-
scanner station 3B to hub station 20, was an indirect communication through hub station 21.
[0053] The invention has been described with reference to a preferred embodiment. However, it will be appreciated
that variations and modifications can be effected by a person of ordinary skill in the art without departing from the scope
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of the invention.

PARTS LIST

[0054]

2A, 2B, 2C to 2N Processor-Scanner Stations
3A, 3B to 3N Processor-Scanner Stations
4 Film Processor
6 Scanner System
8 Printer
10, 11 Communication Links
10a Connection
10b Transfer Link
12, 14 Routes
20, 21 Hub Stations
30 Connections
40A, 40B, 40C to 40N Terminals
42 Digital Computer
48 Film Roll
50 Print Sets
52 Negative Set
54 Tape
60 Identification
100 Bit Sum
102 ID Version
104 Scanner ID
106 Date Code
108 Sequence Number
120 Network
201 Hub Station
202, 203, and 204 Terminals
205 Network
210, 212, and 214 Connections
220 Screen
222 "Apply" Button

Claims

1. A method of distributing an image set stored as an image set signal at a hub station, comprising:

selecting, at a first terminal remote from the hub station, from among a plurality of possible access rights to
generate a granted access right set which contains a set of access rights to the stored image set;
transmitting from the first terminal to the hub station, the granted access right set in association with an elec-
tronic address for a third party;
storing the granted access right set and an associated access identification at the hub station;
automatically transmitting from the hub station to the third party electronic address: an electronic address for
the hub station, a listing of the access rights of the granted set associated with the third party electronic address,
and the access identification;
transmitting to the hub station from a second terminal remote from the first terminal and hub station, the access
identification and a request to access the image set in accordance with one of the granted access rights;
allowing, at the hub terminal, the second terminal to access the image set only in accordance with the granted
access right set.

2. A method according to claim 1 additionally comprising, from a terminal remote from the hub, modifying a granted
access right set stored at the hub station.
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3. A method according to claim 2 additionally comprising:

storing at the hub station the third party electronic address in association with the granted access right set
and access identification;
following a granted access right set being modified, the hub station automatically transmitting to the third party
electronic address associated with the granted access right set, a listing of the modifications or modified access
right set.

4. A method according to claim 1 wherein the plurality of possible access rights comprises rights for the third party
to, at a terminal remote from the hub and the first terminal, view, print, download or forward to another terminal
remote from the hub, an image of the image set,

5. A method according to claim 1 wherein the access identification is the third party electronic address.

6. A method according to claim 1 wherein the access identification is a password generated at the hub station.

7. A method according to claim 1 wherein:

a plurality of sets of granted access rights are selected at the first terminal and transmitted from the first terminal
to the hub station in association with respective electronic addresses for third parties;
the plurality of access right sets and respective associated access identifications are stored at the hub station;
the hub station automatically transmits to each third party electronic address, the electronic address for the
hub station, a listing of the granted access rights associated with that electronic address and the associated
access identification;
multiple remote terminals remote from the first terminal and hub station, transmit respective access identifi-
cations and requests to access the image set in accordance with an access right of the associated granted
set; and
the hub terminal allows each of the remote terminals to access the image set only in accordance with the
granted access right set associated with the access identification received from that terminal.

8. An image distribution system, comprising:

(a) a first terminal remote from the hub station, having:

means for selecting from among a plurality of possible access rights to generate a granted access right
set which contains a set of access rights to a remotely stored image set;
input means for allowing input of a third party electronic address associated with the granted access right
set;
communication means for transmitting the granted access right set and associated third party electronic
address; and

(b) a hub station remote from the first terminal, comprising:

means for storing the image set;
means for receiving the transmission from the first remote terminal;
means for storing the granted access right set and associated access identification;
means for automatically transmitting from the hub station to the third party electronic address: an electronic
address for the hub station, a listing of the access rights of the granted set associated with the third party
electronic address, and the associated access identification;
means for allowing a third party to access the image set from a terminal remote from the hub, only in
accordance with the granted access right set.

9. An image distribution system according to claim 8, additionally comprising:

means for storing at the hub station, the third party electronic address in association with the granted access
right set and access identification; and
means for automatically transmitting to the third party electronic address associated with the granted access
right set, a listing of modifications made to the granted access right set from a remote terminal or a listing of
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the modified access right set.

Patentansprüche

1. Verfahren zur Verteilung eines als Bildsatzsignal an einer Verteilerstation gespeicherten Bildsatzes mit folgenden
Schritten:

Auswählen eines Satzes von gewährten Zugangsrechten an einem ersten, von der Verteilerstation entfernten
Endgerät, aus einer Vielzahl möglicher Zugangsrechte, wobei der Satz wiederum einen Satz von Zugangs-
rechten zu dem gespeicherten Bildsatz enthält;

Übertragen des Satzes von gewährten Zugangsrechten von dem ersten Endgerät zur Verteilerstation gemäß
einer elektronischen Adresse für einen Dritten;

Speichern des Satzes von gewährten Zugangsrechten und einer zugehörigen Zugangskennung an der Ver-
teilerstation;

automatisches Übertragen von der Verteilerstation an die elektronische Adresse des Dritten von: einer elek-
tronischen Adresse für die Verteilerstation, einer Liste von Zugangsrechten des Satzes an gewährten Zu-
gangsrechten, der der elektronischen Adresse für einen Dritten zugeordnet ist, und der Zugangskennung;

Übertragen der Zugangskennung und einer Zugangsanfrage für den Bildsatz gemäß einem der gewährten
Zugangsrechte seitens eines zweiten, vom ersten Endgerät und von der Verteilerstation entfernten Endgeräts
an die Verteilerstation;

dem zweiten Endgerät an dem Verteilerendgerät Gewähren des Zugangs zum Bildsatz ausschließlich gemäß
dem Satz an gewährten Zugangsrechten.

2. Verfahren nach Anspruch 1 mit zudem folgendem Schritt:

Modifizieren eines Satzes an gewährten Zugangsrechten, der an der Verteilerstation gespeichert ist, von ei-
nem Endgerät aus, das von der Verteilerstation entfernt ist.

3. Verfahren nach Anspruch 2, das zudem folgendes umfasst:

an der Verteilerstation Speichern der elektronischen Adresse des Dritten in Verbindung mit dem Satz an ge-
währten Zugangsrechten und der Zugangskennung;

nachdem ein Satz an gewährten Zugangsrechten modifiziert worden ist, automatisches Übertragen einer Liste
der Modifikationen oder des modifizierten Satzes an gewährten Zugangsrechten von der Verteilerstation an
die elektronische Adresse des Dritten, die dem Satz an gewährten Zugangsrechten zugeordnet ist.

4. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Vielzahl möglicher Zugangsrechte auch Rechte
für den Dritten umfasst, um an einem Endgerät, das von der Verteilerstation und vom ersten Endgerät entfernt ist,
ein Bild des Bildsatzes zu betrachten, zu drucken, herunterzuladen oder an ein anderes Endgerät weiterzuleiten,
das von der Verteilerstation entfernt ist.

5. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Zugangskennung die elektronische Adresse des
Dritten ist.

6. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Zugangskennung ein an der Verteilerstation
erzeugtes Kennwort ist.

7. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass:

eine Vielzahl von Sätzen an gewährten Zugangsrechten an einem ersten Endgerät ausgewählt und von dem
ersten Endgerät an die Verteilerstation gemäß der entsprechenden elektronischen Adresse Dritter übertragen
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wird;

die Vielzahl von Sätzen an gewährten Zugangsrechten und entsprechenden zugehörigen Zugangskennungen
an der Verteilerstation gespeichert wird;

die Verteilerstation die elektronische Adresse für die Verteilerstation, eine Liste der gewährten Zugangsrechte,
die der elektronischen Adresse zugeordnet sind, und die zugehörige Zugangskennung an jede elektronische
Adresse Dritter automatisch überträgt;

mehrere Endgeräte, die vom ersten Endgerät und von der Verteilerstation entfernt sind, entsprechende Zu-
gangskennungen und Anfragen für den Zugang auf den Bildsatz gemäß einem Zugangsrecht des Satzes an
gewährten Zugangsrechten übertragen; und dass

das Verteilerendgerät jedem der entfernten Endgeräte den Zugang zum Bildsatz nur gemäß dem Satz an
gewährten Zugangsrechten gewährt, der der von dem Endgerät empfangenen Zugangskennung zugeordnet
ist.

8. Bildverteilungssystem mit:

a) einem ersten Endgerät, das von der Verteilerstation entfernt ist, und folgendes umfasst:

eine Einrichtung zur Auswahl unter einer Vielzahl möglicher Zugangsrechte zwecks Erstellung eines Sat-
zes an gewährten Zugangsrechten, der einen Satz an Zugangsrechten zu einem entfernt gespeicherten
Bildsatz enthält;

eine Eingabeeinrichtung zur Eingabe einer elektronischen Adresse eines Dritten, die dem Satz an ge-
währten Zugangsrechten zugeordnet ist;

eine Kommunikationseinrichtung zum Übertragen des Satzes an gewährten Zugangsrechten und der zu-
gehörigen elektronischen Adresse eines Dritten; und

b) einer Verteilerstation, die vom ersten Endgerät entfernt ist und folgendes umfasst:

eine Einrichtung zum Speichern des Bildsatzes;

eine Einrichtung zum Empfangen der Übertragung von dem ersten entfernten Endgerät;

eine Einrichtung zum Speichern des Satzes an gewährten Zugangsrechten und einer zugehörigen Zu-
gangskennung;

eine Einrichtung zum automatischem Übertragen seitens der Verteilerstation an die elektronische Adresse
Dritter von: einer elektronischen Adresse für die Verteilerstation, einer Liste von Zugangsrechten des
Satzes an gewährten Zugangsrechten, die der elektronischen Adresse Dritter zugeordnet sind, sowie der
zugehörigen Zugangskennung; und

eine Einrichtung, um einem Dritten an einem Endgerät, das von der Verteilerstation entfernt ist, Zugang
zu dem Bildsatz ausschließlich gemäß dem Satz an gewährten Zugangsrechten zu gewähren.

9. Bildverteilungssystem nach Anspruch 8 mit zudem:

einer Einrichtung zum Speichern an der Verteilerstation der elektronischen Adresse eines Dritten zusammen
mit dem Satz an gewährten Zugangsrechten und der Zugangskennung; und

einer Einrichtung zum automatischen Übertragen an die elektronische Adresse eines Dritten, die dem Satz
an gewährten Zugangsrechten zugeordnet ist, von einer Liste der Modifikationen, die an dem Satz an gewähr-
ten Zugangsrechten von einem entfernten Endgerät vorgenommen worden sind, oder einer Liste des modifi-
zierten Satzes an Zugangsrechten.
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Revendications

1. Procédé pour distribuer un ensemble d'images mémorisé sous forme d'un signal d'ensemble d'images au niveau
d'une station pivot, comprenant :

une sélection, au niveau d'un premier terminal distant de la station pivot, parmi une pluralité de droits d'accès
possibles pour générer un ensemble de droits d'accès accordés qui contient un ensemble de droits d'accès
à l'ensemble d'images mémorisé ;
la transmission par le premier terminal à la station pivot, de l'ensemble de droits d'accès accordés associé à
l'adresse électronique d'une tierce personne ;
la mémorisation de l'ensemble de droits d'accès accordés et d'une identification d'accès associée au niveau
de la station pivot ;
la transmission automatique par la station pivot à l'adresse électronique de la tierce personne : d'une adresse
électronique pour la station pivot, d'une liste des droits d'accès de l'ensemble de droits d'accès accordés
associé à l'adresse électronique de la tierce personne, et de l'identification d'accès ;
la transmission à la station pivot par un second terminal distant du premier terminal et de la station pivot, de
l'identification d'accès et d'une demande d'accès à l'ensemble d'image conformément à l'un des droits d'accès
accordés ;
l'autorisation, au niveau de la station pivot, pour que le second terminal accède à l'ensemble d'images uni-
quement en conformité avec l'ensemble de droits d'accès accordés.

2. Procédé selon la revendication 1, comprenant de plus la modification, à partir d'un terminal distant de la station
pivot, d'un ensemble de droits d'accès accordés mémorisé au niveau de la station pivot.

3. Procédé selon la revendication 2, comprenant aussi :

la mémorisation, au niveau de la station pivot, de l'adresse électronique d'une tierce personne en association
avec l'ensemble de droits d'accès accordés et l'identification d'accès ;
après la modification d'un ensemble de droits d'accès accordés, la transmission automatique par la station
pivot à l'adresse électronique de la tierce personne associée à l'ensemble de droits d'accès accordés, d'une
liste des modifications ou de l'ensemble de droits d'accès modifié.

4. Procédé selon la revendication 1, dans lequel la pluralité de droits d'accès possibles comprend les droits pour que
la tierce personne, au niveau d'un terminal distant de la station pivot et du premier terminal, visualise, imprime,
télécharge ou retransmette à un autre terminal distant de la station pivot, une image de l'ensemble d'images.

5. Procédé selon la revendication 1, dans lequel l'identification d'accès est l'adresse électronique de la tierce per-
sonne.

6. Procédé selon la revendication 1, dans lequel l'identification d'accès est un mot de passe généré au niveau de la
station pivot.

7. Procédé selon la revendication 1, dans lequel :

une pluralité d'ensembles de droits d'accès accordés est sélectionnée au niveau du premier terminal et trans-
mise par le premier terminal à la station pivot en association avec les adresses électroniques respectives de
tierces personnes ;
la pluralité d'ensembles de droits d'accès et les identifications d'accès associées correspondantes sont mé-
morisées au niveau de la station pivot ;
la station pivot transmet automatiquement à chaque adresse électronique des tierces personnes, l'adresse
électronique de la station pivot, une liste des droits d'accès accordés associés à cette adresse électronique
et l'identification d'accès associée ;
les multiples terminaux distants du premier terminal et de la station pivot transmettent leurs identifications
d'accès et demandes respectives pour accéder à l'ensemble d'images conformément à un droit d'accès de
l'ensemble de droits d'accès accordés ; et
la station pivot autorise chacun des terminaux distants à accéder à l'ensemble d'images uniquement en con-
formité avec l'ensemble de droits d'accès accordés associé à l'identification d'accès reçue de ce terminal.
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8. Système de distribution d'images comprenant :

(a) un premier terminal distant de la station pivot ayant :

des moyens permettant d'effectuer une sélection parmi une pluralité de droits d'accès possibles pour
générer un ensemble de droits d'accès accordés qui contient un ensemble de droits d'accès à un ensemble
d'images mémorisé à distance ;
des moyens d'entrée de données permettant de saisir l'adresse électronique d'une tierce personne as-
sociée à l'ensemble de droits d'accès accordés ;
des moyens de communication permettant de transmettre l'ensemble de droits d'accès accordés et
l'adresse électronique associée de la tierce personne ; et

(b) une station pivot distante du premier terminal comprenant :

des moyens pour mémoriser l'ensemble d'images ;
des moyens pour recevoir les données transmises par le premier terminal distant ;
des moyens pour mémoriser l'ensemble de droits d'accès accordés et l'identification d'accès associée ;
des moyens permettant une transmission automatique par la station pivot à l'adresse électronique de la
tierce personne : d'une adresse électronique pour la station pivot, d'une liste des droits d'accès de l'en-
semble de droits d'accès accordés associé à l'adresse électronique de la tierce personne, et de l'identi-
fication d'accès associée ;
des moyens pour permettre à une tierce personne d'accéder à l'ensemble d'images à partir d'un terminal
distant de la station pivot, uniquement en conformité avec l'ensemble de droits d'accès accordés.

9. Système de distribution d'images selon la revendication 8, comprenant aussi :

des moyens pour mémoriser, au niveau de la station pivot, l'adresse électronique d'une tierce personne en
association avec l'ensemble de droits d'accès accordés et l'identification d'accès ; et
des moyens pour transmettre automatiquement à l'adresse électronique d'une tierce personne associée à
l'ensemble de droits d'accès accordés, une liste des modifications apportées à l'ensemble de droits d'accès
accordés à partir d'un terminal distant ou une liste de l'ensemble de droits d'accès modifié.
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