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(54) IC card and authentication method in electronic ticket distribution system

(57) Between an IC card (1) and an electronic ticket
server (2), upon purchasing an electronic ticket a public
key cryptosystem is employed for a mutual authentica-
tion to keep a strict security, and a shared secret be-
tween the electronic ticket and a ticket collecting ma-
chine is sent on a secure channel as well as the elec-
tronic ticket. Upon usage of the electronic ticket, the IC
card (1) and the ticket collecting machine (6) mutually
judge whether they carry out the mutual authentication
by using a public key cryptosystem or a symmetric key
cryptosystem. When they determine to use the symmet-
ric key cryptosystem, they carry out the mutual authen-
tication by using the shared secret exchanged before-
hand. When they determine to use the public key cryp-
tosystem, they carry out the mutual authentication by
using the same method as that used upon purchasing
the electronic ticket. This method of mutual authentica-
tion can dynamically switch cryptosystems for crypto-
graphic communication between the IC cards or be-
tween the IC card and a tamper resistant device having
an equivalent function to an IC card installed in related
servers or the ticket collecting machine, based on their
judgment of the types of bearers, the required degree
of security and the required processing speed.
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Description

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is based upon and claims the
benefit of priority from the prior Japanese Patent Appli-
cation No. 2002-169153, filed on June 10, 2002. The
entire contents of which are' incorporated herein by ref-
erence.

BACKGROUND OF THE INVENTION

1. Field of the invention

[0002] The present invention relates to an IC card and
an authentication method in an electronic ticket distribu-
tion system. More particularly, the present invention re-
lates to an IC card that can cryptographically communi-
cate with an opposite IC card or a tamper-resistant ap-
paratus having an equivalent function to an IC card. The
present invention also relates to an authentication meth-
od in an electronic ticket distribution system, which uses
a cryptographic communication between an IC card at-
tached in a communication terminal and the same IC
card or a tamper-resistant apparatus having an equiva-
lent function to the IC card.

2. Description of the related art

[0003] Cryptographic communication technologies,
such as "Internet Draft The SSL Protocol Version 3.0"
and "RFC2246 The TLS Protocol Version 1.0", are well
known, nowadays. Since these technologies do not
largely change the schemes of present network tech-
niques and network, protocols, they are very effective
for transmitting critical information such as personal in-
formation and credit card numbers secretly in an open
network such as the Internet,
[0004] In the conventional communication technolo-
gies, though switching encryption algorithms used for
mutual authentication was possible, to switch cryptosys-
tems in accordance with relations to the type of bearer,
processing speed and other factors required in the mu-
tual authentication was impossible,
[0005] In various situations such as purchasing an
electronic ticket by using an IC card, transferring the pur-
chased electronic ticket to other person through IC
cards, and using the purchased ticket by passing an IC
card through a ticket collecting machine, cryptographic
communications are used between IC cards or between
an IC card and an equivalent function to an IC card. In
some situations, strict security is required but high
speed is not required, and in other situations high speed
communication is required but strict security is not re-
quired. Strict security is required when purchasing an
electronic ticket because the payment process is carried
out in the communication, however, speediness is not
required for this communication. On the other hand,

speediness is required for ticket collecting machines in
order to avoid long queues forming clue to a slow col-
lecting speed.
[0006] Therefore, the ability to flexibly manipulate var-
ious cryptosystems in accordance with the above situ-
ations has long been required in a conventional crypto-
graphic communication system.

SUMMARY OF THE INVENTION

[0007] It is an object of the present invention to pro-
vide an authentication method in an electronic ticket dis-
tribution system, which can dynamically switch crypto-
systems for a cryptographic communication between IC
cards or between an IC card and a tamper resistant de-
vice having an equivalent function to an IC card installed
in related servers or a ticket collecting machine, based
on their judgment of the types of bearers, the required
degree of security and the required processing speed.
The related IC cards, servers, and the ticket collecting
machine can switch cryptosystems in accordance with
an instruction from a switching function of authentication
algorithms provided therein. For instance, they can em-
ploy an authentication process using a public key cryp-
tosystem and exchange a shared secret each other in
the purchasing process of an electronic ticket, and, in a
case where high speed is required, they can employ an
authentication process using a symmetric key crypto-
system, which uses the shared secret therebetween.
[0008] It is another object of the present invention to
provide an IC card, which can be used in an authenti-
cation method in an electronic distribution system as set
forth above.
[0009] The first aspect of the present invention is an
authentication method in an electronic ticket distribution
system, wherein the electronic ticket distribution system
comprises: an IC card having a contact-type or a non-
contact-type first interface for purchasing and storing an
electronic ticket ; a user terminal having a connecting
port for the IC card and having an electrical communi-
cation means ; a ticket server having a tamper resistant
device, which has a first equivalent function to an IC card
and which issues and sells electronic tickets ; and a tick-
et collecting machine having a second equivalent func-
tion to an IC card for collecting electronic tickets upon
their usage ; the method comprising the steps of: judg-
ing a bearer, a required degree of security and a re-
quired processing speed between the IC card and the
first or the second equivalent function to an IC card ;
switching an authentication algorithm in each of the IC
cards, the first equivalent function to an IC card and the
second equivalent function to an IC card, to a suitable
one based on a judgment regarding the bearer, the re-
quired degree of security and the required processing
speed ; and executing an authentication process by us-
ing the switched authentication algorithm between the
IC card and the first or the second equivalent function
to an IC card
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[0010] The second aspect of the present invention is
an authentication method in an electronic ticket distribu-
tion system, wherein the electronic ticket distribution
system comprises ; an IC card having a contact-type or
a noncontact-type first interface for purchasing and stor-
ing an electronic ticket ; a user terminal having a con-
necting port for the IC card and having an electrical com-
munication means ; a ticket server having a tamper re-
sistant device, which has a first equivalent function to
an IC card and which issues and sells electronic tickets ;
and a ticket collecting machine having a second equiv-
alent function to an IC card for collecting electronic tick-
ets upon their usage ; the method comprising the steps
of: switching an authentication algorithm in use in each
of the IC cards, the first equivalent function to an IC card
and the second equivalent function to an IC card to a
suitable one in accordance with a predetermined
setting ; and executing an authentication process by us-
ing the switched authentication algorithm between the
IC card and the first or the second equivalent function
to an IC card,
[0011] In the authentication methods in the electronic
ticket distribution system as set forth above, the IC card
and the ticket server can use a public key cryptosystem
for a mutual authentication, and the IC card and the tick-
et collecting machine can use a symmetric key crypto-
system for the mutual authentication,
[0012] The third aspect of the present invention is an
IC card comprising: a storage means for storing a plu-
rality of encryption algorithms; a communication means
for communicating with an opposite IC card or a device
having an equivalent function to an IC card ; and a
processing means for exchanging information about the
stored encryption algorithms at the beginning of a mu-
tual authentication with the opposite IC card or the de-
vice having an equivalent function to an IC card to select
an encryption algorithm in use for an authentication
process and for concealment of a communication mes-
sage.
[0013] The fourth aspect of the present invention is
an authentication method in an electronic ticket distribu-
tion system comprising the steps of: (a) sending a user's
certificate and information about an encryption algo-
rithm to be used for cryptographic communication after
the authentication from an IC card, which is connected
to a user terminal, to a tamper resistant device in a ticket
server ; (b) sending the user's certificate from the
tamper resistant device in the ticket server to an authen-
tication server in order to obtain a certification of the us-
er's certificate ; (c) sending a certificate of the tamper
resistant device, information about an encryption algo-
rithm, and encrypted data of first random numbers,
which are generated in the tamper resistant device and
encrypted by using a public key of the IC card, from the
ticket server to the IC card, when the user's certificate
is verified to be valid by the authentication server ; (d)
sending the certificate of the tamper resistant device
from the IC card to the authentication server in order to

obtain a certification of this certificate of the tamper re-
sistant device ; (e) sending encrypted data of second
random numbers, which are generated by the IC card
and encrypted by using a public key of the tamper re-
sistant device, and the first random numbers decrypted
by using a secret key of the IC card and attached with
a first digital signature signed by using the secret key of
the IC card from the IC card to the tamper resistant de-
vice, when the certificate of the tamper resistant device
is verified to be valid by the authentication server ; (f)
verifying the first digital signature in the tamper resistant
device by using the public key of the IC card, and de-
crypting the second random numbers by using the pub-
lic key of the tamper resistant device when the first dig-
ital signature is verified to be valid ; (g) attaching a sec-
ond digital signature signed by using a secret key of the
tamper resistant device to the decrypted second ran-
dom numbers and sending the second random numbers
attached with the second digital signature to the IC card
from the tamper resistant device ; and (h) verifying the
second digital signature in the IC card by using the pub-
lic key of the tamper resistant device, and completing a
mutual authentication between the IC card and the
tamper resistant device when the second digital signa-
ture is verified to be valid.
[0014] The fifth aspect of the present invention is an
authentication method in an electronic ticket distribution
system comprising the steps of: (a) sending a user's cer-
tificate and information about an encryption algorithm in
use for cryptographic communication after the authen-
tication from an IC card, which is connected to a user
terminal, to a tamper resistant device in a ticket server ;
(b) sending the user's certificate from the tamper resist-
ant device in the ticket server to an authentication server
in order to obtain a certification of the user's certificate ;
(c) sending a certificate of the tamper resistant device,
information about an encryption algorithm, and encrypt-
ed data of first random numbers, which are generated
in the tamper resistant device and encrypted by using a
public key of the IC card, from the ticket server to the IC
card, when the user's certificate is verified to be valid by
the authentication server ; (d) sending the certificate of
the tamper resistant device from the IC card to the au-
thentication server in order to obtain a certification of the
certificate of the tamper resistant device ; (e) sending
encrypted data of second random numbers, which are
generated by the IC card and encrypted by using a pub-
lic key of the tamper" resistant device, from the IC card
to the tamper resistant device, when the certificate of
the tamper resistant device is verified to be valid by the
authentication server ; (f) decrypting the encrypted sec-
ond random numbers by using the public key of the
tamper resistant device in the tamper resistant device ;
(g) connecting the user's certificate, the information
about the encryption algorithm in use for cryptographic
communication after the authentication, the certificate
of the tamper resistant device, the encrypted data of the
first random numbers and the encrypted data of the sec-
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ond random numbers to obtain information to be sent,
and encrypting the information to be sent by using a
common key in the tamper resistant device ; (h) sending
the encrypted information from the tamper resistant de-
vice to the IC card ; (i) decrypting the encrypted infor-
mation from the tamper resistant device by using the
common key in the IC card ; and (j) comparing the de-
crypted information with the original information in the
IC card, and completing a mutual authentication be-
tween the IC card and the tamper resistant device when
the comparison is successful.
[0015] According to an authentication method in an
electronic ticket distribution system of the present inven-
tion, it is possible to flexibly meet the requirements of a
communication-system whether the system requires
strict security for secret communication, or speediness
of the secret communication, while the method is used
in the same IC cards. For instance, it executes an au-
thentication process using a symmetric key cryptosys-
tem for speediness in the case of examining electronic
tickets, and it executes an authentication process using
a public key cryptosystem for strict security in other cas-
es.
[0016] Particularly, according to the first and second
aspects of the present invention, an authentication
method in an electronic ticket distribution system can
execute an authentication process using a suitable al-
gorithm that is selected from among a plurality of au-
thentication algorithms stored in an IC card and an
equivalent function to an IC card based on the judgment
of a bearer between related devices, the required de-
gree of security and the required processing speed,
[0017] Furthermore, according to the first and second
aspects of the present invention, the authentication
method in an electronic ticket distribution system can
select a public key cryptosystem used for communica-
tion between an IC card and servers upon issuing an
electronic ticket to the IC card for the purpose of strict
security for the communication. Further, the authentica-
tion method can select a symmetric key cryptosystem
used for communication between the IC card and a tick-
et collecting machine upon examining the electronic
ticket of the IC card for the purpose of speedy commu-
nication.
[0018] According to the third aspect of the present in-
vention, an IC card stores a plurality of encryption algo-
rithms, and it can select encryption algorithms in use for
authentication process and for concealment of commu-
nication messages from among the plurality of encryp-
tion algorithms stored therein, based on information
about encryption algorithms exchanged at the begin-
ning of a mutual authentication with an opposite device.
[0019] According to the fourth aspect of the present
invention, an authentication method in an electronic tick-
et distribution system can execute mutual authentica-
tion between an IC card connected to a user terminal
and a tamper resistant device in a ticket server by a
process that can reduce transactions therebetween.

[0020] According to the fifth aspect of the present in-
vention, an authentication method in an electronic ticket
distribution system can execute mutual authentication
between an IC card attached in a user terminal and a
tamper resistant device in a ticket server by a process
that can reduce transactions therebetween. Further, the
authentication method can eliminate the necessity of a
digital signature so that speediness can be acquired in
the authentication process, even if a public key crypto-
system is used,

BRIEF DESCRIPTION OF THE DRAWINGS

[0021]

FIG. 1 is a schematic block diagram showing an
electronic ticket distribution system of an embodi-
ment of the present invention.
FIG. 2 is a detailed schematic block diagram show-
ing the electronic ticket distribution system of the
embodiment.
FIG. 3 is a schematic block diagram showing a func-
tional construction of an IC card used in the elec-
tronic ticket distribution system of the embodiment.
FIG. 4 is a schematic block diagram showing an in-
ner configuration of an IC chip included in an IC
card, which is used in the electronic ticket distribu-
tion system of the embodiment.
FIG, 5 is a sequential flowchart showing an authen-
tication method using a public key cryptosystem ac-
cording to the electronic ticket distribution system
of the embodiment.
FIG. 6 is a sequential flowchart showing an authen-
tication method using a symmetric key cryptosys-
tem according to the electronic ticket distribution
system of the embodiment.
FIG. 7 is a sequential flowchart showing an authen-
tication method in an electronic ticket distribution
system of a second embodiment of the present in-
vention

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0022] Embodiments of the present invention will be
explained in detail with reference to the accompanying
drawings.
[0023] FIGs. 1 and 2 illustrate an electronic ticket dis-
tribution system of a preferred embodiment of the
present invention. The electronic ticket distribution sys-
tem comprises an electronic ticket server 2, a ticket is-
suing server 3, an authentication server 4, one or plural
user terminals 5 and 5', and one or plural ticket collecting
machines 6 and 6. These components are able to con-
nect to information network 8 for mutual communication.
The information network 8 includes the Internet, a mo-
bile network and other wired or wireless networks.
[0024] In the electronic ticket distribution system as
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shown in FIGs. 1 and 2, the electronic ticket server 2
has a tamper resistant device 2a, which has an equiva-
lent function to an IC card and sells electronic tickets.
The ticket issuing server 3 issues electronic tickets to
appointed customers in response to requests from the
electronic ticket server 2. The authentication server 4
authenticates a public key and an electronic signature.
Each of the user terminals 5 and 5' has an electrical
communication device and an interface such as a con-
necting port and an IC card slot for signal exchange with
an IC card 1 or 1 attached therein. Each of the user ter-
minals 5 and 5' can carry out the process of purchasing
and storing electronic tickets in cooperation with the IC
card 1 or 1' connected thereto. The ticket collecting ma-
chines 6 and 6 have equivalent functions to an IC card
and collect electronic tickets from IC cards by crypto-
graphic communication with the IC cards when the elec-
tronic tickets are used
[0025] According to this electronic ticket distribution
system, to deliver an electronic ticket to the IC card 1
from the electronic ticket server 2, they communicate
using a public key cryptosystem for strict security. The
electronic ticket server 2 also delivers to the IC card 1
via a secure channel an electronic ticket and the data of
a key, in which a piece of information containing a
shared secret between an electronic ticket and a ticket
collecting machine necessary for ticket examination, is
encapsulated. When authentication with the IC card 1
is successfully completed, the electronic ticket server 2
sends a request for the Issuing of an electronic ticket to
the ticket issuing server 3. To respond to this request
from the electronic ticket server 2, the ticket issuing
server 3 issues and delivers to the IC card 1 an elec-
tronic ticket of electronic value. The IC card 1 stores in
its memory the electronic ticket delivered from the ticket
issuing server 3. In some cases, there occurs the ne-
cessity of transferring electronic tickets between users.
In such cases, an authentication process by public key
cryptosystem is executed between the IC cards 1 and 1.
[0026] When the electronic ticket is used at the ticket
collecting machine 6 or 6, in accordance with commu-
nication interfaces provided therein, the IC card 1 and
the ticket collecting machine 6 or 6' judge whether to
use a public key cryptosystem or a symmetric key cryp-
tosystem in their mutual authentication process. In a
case where they decide to use a symmetric key crypto-
system for mutual authentication, they execute an au-
thentication process by using a shared secret, which
they exchange beforehand. On the other hand, in a case
where they decide to use a public key cryptosystem for
the authentication, they execute an authentication proc-
ess. by using the public key cryptosystem, as in the
process of purchasing an electronic ticket. It should be
noted that transfer of the electronic ticket is carried out
only between the IC cards 1 and 1 and between the IC,
card 1 or 1', and the tamper resistant device 2a incor-
porated in the electronic ticket server 2.
[0027] A procedure required for a user to purchase an

electronic ticket in this electronic ticket distribution sys-
tem is as follows. The user accesses the electronic ticket
server 2 from the user terminal 5 to purchase an elec-
tronic ticket. The IC card 1 in the user terminal 5 and the
tamper resistant device 2a having an equivalent func-
tion to an IC card in the electronic server 2 execute mu-
tual authentication by using a public key cryptosystem,
e.g., two-way authentication used SSL (step S1).
[0028] When the mutual authentication is successful,
the user sends necessary information such as a method
of payment for the electronic ticket and a request for pur-
chase. The electronic ticket server 2 processes the set-
tlement in accordance with the method of payment ac-
quired from the user and requests that the ticket issuing
server 3 issues an electronic ticket (step S2). The elec-
tronic ticket server 2 also sends to the ticket collecting
machine 6 a common key or a shared secret necessary
to produce a common key for a symmetric key crypto-
system, in a case where the ticket collecting machine 6
requires a high speed process for ticket examination
(step S3). The electronic ticket issued contains informa-
tion about the contents of the ticket such as title, effec-
tive date or term and price, and information about the
right or a pointer to the right as well as information about
the shared secret to be used upon usage of the ticket.
A digital signature is attached to this information, and
transmitted to the IC card 1 in the user terminal 5 from
the electronic ticket server 2.
[0029] Receiving the request for issue of an electronic
ticket from the electronic ticket server 2, the ticket issu-
ing server 3 transmits to the IC card 1 digital data cor-
responding to the electronic ticket (step S4). In the user
terminal 5, the electronic ticket is directly stored in a
memory of the IC card 1, and never remains in the user
terminal 5 itself. By this scheme, plural users can pur-
chase respective electronic tickets or other electronic
values from the same user terminal 5 by connecting re-
spective IC cards of their own thereto.
[0030] In a case where one user transfers an electron-
ic ticket to another user, the former user communicates
to the latter user by using their user terminals 5 and 5'.
In this case, the IC cards 1 and 1' execute a mutual au-
thentication by a public key cryptosystem and transfer
the electronic ticket therebetween (step S5).
[0031] When the user uses the electronic ticket stored
in the IC card 1 at the ticket collecting machine 6, if this
machine 6 has a noncontact-type interface and requires
a speedy process, the IC card 1 and the ticket collecting
machine 6 execute a two-path mutual authentication us-
ing a symmetric key cryptosystem, In this symmetric key
cryptosystem, the shared secret which was previously
exchanged between the IC card 1 and the electronic
ticket server 2 in the purchasing procedure of the elec-
tronic ticket us used. When the mutual authentication is
successful, the electronic ticket stored in the IC card 1
is transferred to the ticket collecting machine 6 (step
S6).
[0032] On the other hand, in a case where the ticket
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collecting machine 6' does not require a speedy process
but does require high security, e.g., in a case where the
electronic ticket is expensive or many users do not use
the ticket collecting machine 6' at the same time, the IC
card 1 and the ticket collecting machine 6 can process
ticket examination by using a public key cryptosystem
that is equivalent to that used between the IC cards 1
and 1 to transfer an electronic ticket (step S7).
[0033] Whether the public key cryptosystem, or the
symmetric key cryptosystem is used can be predeter-
mined by sending an indicator from the server to the IC
card 1 with the purchased electronic ticket. In another
method, it is possible to make the IC card 1 select a suit-
able cryptosystem that is mutually usable between the
ticket collecting machine 6 or 6' at the beginning of the
mutual authentication. The procedure of selecting a suit-
able cryptosystem will be explained later
[0034] To realize the selection function of cryptosys-
tems as set forth above, necessary functions as shown
in FIG. 3 are installed in the IC cards 1 and 1' as a soft-
ware program. The IC card 1 as well as the IC card 1'
incorporates an IC chip 1a. As precisely shown in FIG.
4. the IC chip 1a comprises a ROM 21 for storing an OS
program and other fixed programs and fixed data, a
RAM 22 as working storage, an EEPROM 23 for storing
an application program, and a CPU 24 for processing
operations. The IC card 1 also has a noncontact-type
interface and/or a contact-type interface 1b for commu-
nication with the user terminal 5.
[0035] When a user wants to purchase an electronic
ticket, first, the user should insert the IC card 1 to the
card slot of the user terminal 5 to connect the interface
1b with a corresponding interface provided in the user
terminal 5 for mutual communication therebetween.
Next, the user should connect the user terminal 5 to the
information network 8 to access the electronic ticket
server 2, and take the necessary steps for purchase
from the user terminal 5. By this operation of the user
terminal 5, a purchased electronic ticket is transmitted
from the ticket issuing server 3 into the RAM in the IC
chip 1a of the IC card 1 and stored therein. Together
with the data of the electronic ticket, data of an encryp-
tion key to be used for a mutual authentication with a
ticket collecting machine 6 or 6', and data of an encryp-
tion key to be used for concealment of data communi-
cation are transmitted. This encryption key data is also
stored in the RAM of the IC chip 1a.
[0036] Contents of the data of the encryption keys
stored in the IC card 1 are (1) data of a private key of a
user and of a public key of the electronic ticket server 2,
which are necessary for mutual authentication in a pub-
lic key cryptosystem, and f 2-1) data of a private key of
the user and of a public key of the ticket collecting ma-
chine, in a case where a public key cryptosystem is also
used in communication between the IC card 1 and the
ticket collecting machine 6, or (2-2) data of a common
key or shared secret necessary for producing a secret
key, in a case where a symmetric key cryptosystem is

used in communication between the IC card 1 and the
ticket collecting machine 6.
[0037] Referring to FIG, 3, a switching function of au-
thentication process 11 realized by application software
installed in the IC chip 1a selects one of plural authen-
tication algorithms A, B, C and so on. The switching
function of authentication process 11 uses the selected
authentication algorithm to convert encrypted data in the
IC chip 1a to data of a predetermined specific commu-
nication protocol and passes the converted data to a
communication protocol processing function 12, and re-
versely converts data of the predetermined communica-
tion protocol received from the communication protocol
processing function 12 into the original encrypted data.
The communication protocol processing function 12
conducts wireless or wired communication with other
devices by using a predetermined communication pro-
tocol.
[0038] When the IC card 1 communicates with the
electronic ticket server 2 for purchasing an electronic
ticket, when it communicates with other IC card 1 via the
user terminals 5 and 5 for transferring an electronic tick-
et and when it uses an electronic ticket at the ticket col-
lecting machine 6 or 6', authentication algorithms in use
may differ according to the types of the electronic ticket
server 2, the types of the ticket collecting machines 6
and 6, and also the types of the IC cards 1 and 1.
[0039] For instance, possible encryption algorithms
are such as "Camellia" and "AES" for a symmetric key
cryptosystem, and "Triple DES" for a public key crypto-
system, as well as others. It is preferable to give an order
of priority among the encryption algorithms for mutual
communication according to the types of IC cards and
types of ticket collecting machines. The order of priority
is determined according to whether speed or security
should be prioritized, and by taking into account machin-
ery performance, At the beginning of a mutual authen-
tication between IC cards or between an IC card and a
tamper resistant device having an equivalent function to
an IC card, they exchange information about types of
encryption algorithms stored therein and information
about the order of priority among the encryption algo-
rithms. Then, they select an encryption algorithm of the
highest priority from among mutually usable encryption
algorithms for their mutual authentication and commu-
nications. This information is stored in the ROM or the
EEPROM of the IC chip 1a in the IC card 1.
[0040] Referring to FIGS. 5 and 6, an authentication
method executed in the electronic ticket distribution sys-
tem will be explained hereinafter. Suppose that a user
A who wants to purchase an electronic ticket has al-
ready obtained a required certification and stored his/
her public key in his/her IC card 1, where the key is used
in cryptographic communication using a public key cryp-
tosystem. Also suppose that the user A has connected
the IC card 1 to a user terminal 5. Further, suppose that
the user A has accessed an electronic ticket server 2
from the user terminal 5 via information network 8 and
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has logged in to a page of an electronic ticket shop

<I> Mutual Authentication Procedure between the IC
Card and the Electronic Ticket Server

[0041] The procedure reduired after the login until the
purchase of an electronic ticket is as the sequence
shown in FIG. 5, In FIG. 5, the electronic ticket server 2
is identified as a server B and the user terminal 5 to
which the IC card 1 of the certified user A is connected,
is identified as a user terminal A, It should be noted that
the mutual authentication itself is actually executed be-
tween the IC carol 1 and a tamper resistant device,
which has an equivalent function to an IC card, incorpo-
rated in the electronic ticket server 2. The sequence of
the procedure shown in FIG. 5 is a method that requires
the least transactions between the user terminal A and
the server B.

(1) The user terminal A sends to the server B a us-
er's certificate A, a piece of information about an
encryption algorithm to be used in cryptographic
communication after the authentication (hereinaf-
ter, this information is referred to as "encryption al-
gorithm A" for short) and the public key k_A.
(2) The server B sends a piece of information about
the user's certificate IDA to an authentication server
4 (hereinafter, referred to as "authentication author-
ity") via an on-line network provided between them
in order to verify the validity of the certificate A.
(3) The authentication authority verifies whether the
user's certificate is valid or invalid and sends back
a result of the verification to the server B.
(4) When the server B confirms that the user's cer-
tificate A is bona fide and valid, the server B sends
to the user terminal A a server B's certificate B, a
piece of information about an encryption algorithm
(hereinafter, referred to as "encryption algorithm
B"), a public key of the server B K_B and encrypted
data of random numbers B EPK_A(Crandom num-
bers B), where the random numbers B are generat-
ed by the server B and encrypted by the public key
of the user A K_A.
(5) The user terminal A sends a piece of information
about the server B's certificate IDB to the authenti-
cation authority in order to obtain the verification of
the server B's certificate B.
(6) The authentication authority verifies whether the
server B's certificate B is valid or invalid and sends
back a result of the verification to the user terminal
A.
(7) When the user terminal A confirms that the serv-
er B's certificate B is bona fide and valid, the user
terminal A sends to the server B an encrypted data
of random numbers A EPR_B(random numbers A)
and the random numbers B with a digital signature
signed by a user A's private key SK_A singSK_A(ran-
dam numbers B), where the random numbers A are

generated by the user terminal A and encrypted by
the public key of the server B K_B, and the random
numbers B are decrypted by the user A's private key
SK_A.
(8) The server B verifies the digital signature of the
user A signed to the random numbers B by using
the user A's public key PK_A.
(9) When the server B validates the digital signature
of the user A, the server B decrypts the random
numbers A by using the server B's public key PK_B,
and sends to the user terminal A the random num-
bers A with a digital signature signed by a server
B's private key SK_B singsK_B(random numbers
A).
(10) The user A verifies the digital signature of the
server B signed to the random numbers A by using
the server B's public key PK_B. If this verification is
successful, the mutual authentication is successful-
ly completed,

[0042] With the completion of the mutual authentica-
tion, the IC card A and the electronic ticket server B mu-
tually proceed purchasing process of an electronic ticket
by using a cryptosystem. In this cryptosystem, a com-
mon key that is obtained by running the random num-
bers A and B through a hash function. The random num-
bers A and B are those that were restored by using the
most highly prioritized commonly usable encryption al-
gorithm between the IC card A and the server B, where
the information about the commonly usable encryption
algorithms were exchanged in steps (1) and (4).
[0043] In the case where an electronic ticket stored in
the IC card 1 is traded to another user's IC card 1, a
mutual authentication of the IC cards 1 and 1 is carried
out by using a public key cryptosystem between the user
terminals 5 and 5, to which the IC cards 1 and 1 are
connected, respectively. Here, it is supposed that both
parties relating to the trade of this ticket have obtained
information about the other party's public key and stored
it in the IC cards 1 and 1 beforehand by using the public
key cryptosystem, respectively.
[0044] According to this communication method using
the cryptosystem set forth above, transactions in a pro-
cedure for mutual authentication between the user ter-
minal and the electronic ticket server can be reduced.

<II> Mutual Authentication Procedure between the
Ticket Collecting Machine and the IC Card

[0045] Upon usage of electronic tickets, depending on
the situation, an authentication procedure between a us-
er terminal A and a ticket collecting machine C is carried
out by using a two-path mutual authentication that em-
ploys a symmetric key cryptosystem. In a case where
high speed performance is required for the ticket collect-
ing machine in accordance with circumstances relating
to where the machine is installed and other factors, the
symmetric key cryptosystem is used for the mutual au-
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thentication. In addition, in a case where load to the tick-
et collecting machine for an authentication process will
be too heavy if a public key cryptosystem is employed,
the symmetric key cryptosystem is also used. In these
Gases, the mutual authentication procedure is carried
out according to a sequence as shown in FIG. 6.

(1) The user terminal A generates random numbers
A and sends them to the ticket collecting machine C.
(2) The ticket collecting machine C encrypts the ran-
dom numbers A into EK(random numbers A) by a
symmetric key encryption algorithm which uses a
shared secret as a encryption key K obtained from
the ticket server upon the purchasing procedure of
the electronic ticket. The encrypted random num-
bers EK (random numbers A) is sent to the user ter-
minal A with random numbers C generated by the
ticket collecting machine C.
(3) The user terminal A confirms whether it is pos-
sible to decrypt the random numbers EK(random
numbers A) by using the shared secret as the key K.
(4) When the possibility of the decryption of the ran-
dom numbers A is confirmed, the user terminal A
encrypts the random numbers C to encrypted ran-
dom numbers EK(random numbers C) by using the
symmetric key encryption algorithm and the shared
secret as the key K, and sends the encrypted ran-
dom numbers EK(random numbers C) to the ticket
collecting machine C.
(5) The ticket collecting machine C confirms wheth-
er the encrypted random numbers EK(random num-
bers C) are properly encrypted by using the shared
secret as the key K.
(6) When the ticket collecting machine C can con-
firm that the encrypted random numbers EK(ran-
dom numbers C) are properly encrypted, the ma-
chine judges the completion of the mutual authen-
tication and sends an "OK" message to the user ter-
minal A. In the case where the confirmation fails,
the collecting machine C sends to the user terminal
A an "NG" message.

[0046] With the completion of the mutual authentica-
tion by the symmetric key cryptosystem, the IC card A
and the ticket collecting machine C mutually proceed
collecting process of the electronic ticket by using a
cryptosystem. In this cryptosystem, a common key that
is obtained by running the random numbers A and C
through a hash function. The random numbers A and C
are those that were exchanged during the authentica-
tion procedure.
[0047] In a case where the electronic ticket stored in
the IC card 1 is used at the ticket collecting machine 6',
which does not have a high performance as is shown in
FIGS. 1 and or which is installed at a place where a high
speed process is not required, it is possible to use a pub-
lic key cryptosystem. To meet this purpose, it is effective
for the electronic ticket server 2 to include a piece of

information about the use of the public key cryptosystem
upon usage of a ticket with a piece of information related
to the electronic ticket into the IC card 1 when the server
delivers the electronic ticket to the IC card 1. Alterna-
tively, it is also effective for the IC card 1 and the ticket
collecting machine 6' to exchange information about the
cryptosystem upon the usage of the ticket by a prede-
termined protocol at the beginning of the communication
between them via a noncontact interface or a contact
interface, With this preparation, the switching function
of authentication process 11 provided in the IC card 1
becomes capable of selecting the authentication proce-
dure using the public key cryptosystem. In this case, the
procedure <I> set forth above is used in the mutual au-
thentication using the public key cryptosystem between
the IC card I and the ticket collecting machine 6.
[0048] A second embodiment of the present invention
will be explained hereinafter with reference to FIG. 7.
The second embodiment relates to an authentication
method in an electronic ticket distribution system. The
method also uses a public key cryptosystem, though the
method of this embodiment differs from that of the first
embodiment and it does not employ the digital signa-
ture, so that the method of this embodiment is simpler
than that of the first embodiment.

(1) The user terminal A sends to the server B a us-
er's certificate A and a piece of information about
an encryption algorithm to be used in cryptographic
communication after the authentication (hereinaf-
ter, this information is referred to as "encryption al-
gorithm A).
(2) The server B sends a piece of information about
the user's certificate IDA to an authentication server
4 (hereinafter, referred to as "authentication author-
ity") via an on-line network provided between them
in order to verify the validity of the certificate A.
(3) The authentication authority verifies whether the
user's certificate A is valid or invalid and sends back
a result of the verification to the server B.
(4) When the server B confirms that the user's cer-
tificate A is bona fide and valid, the server B sends
to the user terminal A a server B's certificate B, a
piece of information about an encryption algorithm
(hereinafter, referred to as "encryption algorithm
B"), a public key of the server B K_B and encrypted
data of random numbers B EPK_A(random numbers
B), where the random numbers B are generated by
the server B and encrypted by the public key of the
user A K_A.
(5) The user terminal A sends a piece of information
about the server B's certificate IDB to the authenti-
cation authority in order to obtain the verification of
the server B's certificate B.
(6) The authentication authority verifies whether the
server B's certificate B is valid or invalid and sends
back a result of the verification to the user terminal
A.
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(7) When the user terminal A confirms that the serv-
er B's certificate B is bona fide and valid, the user
terminal A sends to the server B an encrypted data
of random numbers A EPK_B(random numbers A),
where the random numbers A are generated by the
user terminal A and encrypted by the public key of
the server B K_B.
(8) The server B combines the messages received
in steps (1), (4) and (7) to obtain combined data,
and against the combined data, the server B further
calculates an MAC (Message Authentication Code)
MACK_AB by using the key K_AB, The server B
sends the MACK_AB to the user terminal A. The user
terminal calculates against the messages sent in
steps (1), (4) and (7) in the same manner as the
server B and compares the result with the MACK_AB
received from the server B, If the comparison is suc-
cessful, the mutual authentication between the IC
card A and the electronic ticket server B is complet-
ed.

[0049] With the completion of the mutual authentica-
tion, the IC card A and the electronic ticket server B mu-
tually proceed purchasing process of the electronic tick-
et by using a cryptosystem. In this cryptosystem, a com-
mon key that is obtained by running the random num-
bers A and B through a hash function. The random num-
bers A and B are those that were restored by using the
most highly prioritized commonly usable encryption al-
gorithm between the IC card A and the server B, where
the information about the commonly usable encryption
algorithms were exchanged at steps (1) and (4),
[0050] In the second embodiment, trade of the elec-
tronic ticket between users and usage of the ticket at a
ticket collecting machine is the same as the first embod-
iment set forth above.
[0051] According to this communication method using
the cryptosytem set forth above, transactions in a pro-
cedure for mutual authentication between the user ter-
minal and the electronic ticket server can also be re-
duced.

Claims

1. An authentication method in an electronic ticket dis-
tribution system, wherein the electronic ticket distri-
bution system comprises: an IC card having a con-
tact-type or a noncontact-type first interface for pur-
chasing and storing an electronic ticket a user ter-
minal having a connecting port for the IC card and
having an electrical communication means ; a ticket
server having a tamper resistant device, the device
which has a first equivalent function to an IC card
and which issues and sells electronic tickets. and a
ticket collecting machine having a second equiva-
lent function to an IC card for collecting electronic
tickets upon their usage the method comprising the

steps of:

judging a bearer, a required degree of security
and a required processing speed between the
IC card and the first or the second equivalent
function to an IC card ;
switching an authentication algorithm in each
of the IC cards, the first equivalent function to
an IC card and the second equivalent function
to an IC card to a suitable one based on a judg-
ment regarding the bearer, the required degree
of security and the required processing speed
and
executing an authentication procedure by using
the switched authentication algorithm between
the IC card and the first or the second equiva-
lent function to an IC card

2. An authentication method in an electronic ticket dis-
tribution system, wherein the electronic ticket distri-
bution system comprises: an IC card having a con-
tact-type or a noncontact-type first interface for pur-
chasing and storing an electronic ticket ; a user ter-
minal having an connecting port for the IC card and
having an electrical communication means ; a ticket
server having a tamper resistant device, the device
which has a first equivalent function to an IC card
and which issues and sells electronic tickets and a
ticket collecting machine having a second equiva-
lent function to an IC card for collecting electronic
tickets upon their usage ; the method comprising
the steps of:

switching an authentication algorithm in each
of the IC cards, the first equivalent function to
an IC card and the second equivalent function
to an IC Card to a suitable one in accordance
with a predetermined setting; and
executing an authentication procedure by using
the switched authentication algorithm between
the IC card and the first or the second equiva-
lent function to an IC card.

3. An authentication method in an electronic ticket dis-
tribution system in accordance with claim 1 or 2,
wherein the IC card and the ticket server use a pub-
lic key cryptosystem for the autrentication between
them, and the IC card and the ticket collecting ma-
chine use a symmetric key cryptosystem between
them.

4. An IC card comprising:

a storage means for storing a plurality of en-
cryption algorithms ;
a communication means for communicating
with an opposite IC card or an equivalent func-
tion to an IC card ; and
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a processing means for exchanging informa-
tion about the stored encryption algorithms at
the beginning of a mutual authentication with
the opposite IC card or the equivalent function
to an IC card in order to select an encryption
algorithm in use for an authentication proce-
dure and for concealment of a communication
message,

5. An authentication method in an electronic ticket dis-
tribution system comprising the steps of:

(a) sending a user's certificate and information
about an encryption algorithm in use for cryp-
tographic communication after the authentica-
tion from an IC card connected to a user termi-
nal to a tamper resistant device in a ticket
server ;
(b) sending the user's certificate from the
tamper resistant device in the ticket server to
an authentication server in order to obtain a
certification of the user's certificate ;
(c) sending a certificate of the tamper resistant
device, information about an encryption algo-
rithm, and an encrypted data of first xandom
numbers, which are generated in the tamper re-
sistant device and encrypted by using a public
key of the IC card, from the ticket server to the
IC card, when the user's certificate is verified to
be valid by the authentication server ;
(d) sending the certificate of the tamper resist-
ant device from the IC card to the authentication
server in order to obtain a certification of this
certificate of the tamper resistant device ;
(e) sending encrypted data of second random
numbers, which are generated by the IC card
and encrypted by using a public key of the
tamper resistant device, and the first random
numbers decrypted by using a secret key of the
IC card and attached with a first digital signa-
ture signed by using the secret key of the IC
card from the IC card to the tamper resistant
device, when the certificate of the tamper re-
sistant device is verified to be valid by the au-
thentication server;
(f) verifying the first digital signature in the
tamper resistant device by using the public key
of the IC card, and decrypting the second ran-
dom numbers by using the public key of the
tamper resistant device when the first digital
signature is verified to be valid ;
(g) attaching a second digital signature signed
by using a secret key of the tamper resistant
device to the decrypted second random num-
bers and sending the second random numbers
attached with the second digital signature to the
IC card from the tamper resistant device and
(h) verifying the second digital signature in the

IC card by using the public key of the tamper
resistant device, and completing a mutual au-
thentication between the IC card and the
tamper resistant device when the second digital
signature is verified to be valid,

6. An authentication method in an electronic ticket dis-
tribution system comprising the steps of:

(a) sending a user's certificate and information
about an encryption algorithm in use for cryp-
tographic communication after the authentica-
tion from an IC card connected to a user termi-
nal to a tamper resistant device in a ticket serv-
er;
(b) sending the user's certificate from the
tamper resistant device in the ticket server to
an authentication server in order to obtain a
certification of the user's certificate ;
(c) sending a certificate of the tamper resistant
device, information about an encryption algo-
rithm, and an encrypted data of first random
numbers, which are generated in the tamper re-
sistant device and encrypted by using a public
key of the IC card, from the ticket server to the
IC card, when the user's certificate is verified to
be valid by the authentication server ;
(d) sending the certificate of the tamper resist-
ant device from the IC card to the authentication
server in order to obtain a certification of this
certificate of the tamper resistant device ;
(e) sending encrypted data of second random
numbers, which are generated by the IC card
and encrypted by using a public key of the
tamper resistant device, from the IC card to the
tamper resistant device, when the certificate of
the tamper resistant device is verified to be val-
id by the authentication server ;
(f) decrypting the encrypted second random
numbers by using the public key of the tamper
resistant device in the tamper resistant device ;
(g) connecting the user's certificate, the infor-
mation about the encryption algorithm to be
used in a cryptographic communication after
the authentication, the certificate of the tamper
resistant device, the encrypted data of the first
random numbers and the encrypted data of the
second random numbers to obtain information
to be sent, and encrypting the information to be
sent by using a common key in the tamper re-
sistant device ;
(h) sending the encrypted information from the
tamper resistant device to the IC card ;
(i) decrypting the encrypted information from
the tamper resistant device by using the com-
mon key in the IC card ; and
(j) comparing the decrypted information with
the original information to be sent in the IC card,

17 18



EP 1 372 096 A2

11

5

10

15

20

25

30

35

40

45

50

55

and completing a mutual authentication be-
tween the IC card and the tamper resistant de-
vice when the comparison is successful.
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