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Description

BACKGROUND OF THE INVENTION

[0001] This invention relates generally to land mobile
radios, and more particularly, to a device providing com-
munication between different land mobile radio systems.
[0002] Land mobile radios (LMRs) may be used to pro-
vide communication between different mobile units. Land
mobile radio communication, for example, public safety
radio communication (e.g., police, fire department, etc.)
is generally available within the VHF, UHF, 700 MHz and
800 MHz frequency bands. Part of each of these frequen-
cy bands is allocated by the Federal Communications
Commission (FCC) for public safety communication
services and are also referred to as Public Safety Fre-
quency Bands. These communications also may be pro-
vided using private land mobile radio services (PLMRS).
[0003] When LMRs are used, for example, to provide
emergency communications, interoperability between
different systems (e.g., fire department LMR system and
police department LMR system, or different fire depart-
ment LMR systems) is important. However, each of the
different systems may have different communication re-
quirements based on, for example, the manufacturer of
the LMR or LMR system and/or the air interface protocol
implemented on the system (e.g., trunked or convention-
al, M/A-COM or Motorola, P25, Enhanced Digital Access
Communications System (EDACS), OPENSKY® or Ter-
restrial Trunked Mobile Radio (TETRA)). Each of these
different systems typically include a specific voice encod-
er (vocoder) and have different encryption schemes. For
example, a P25 system typically uses an Improved Multi-
Band Excitation (IMBE) vocoder with Data Encryption
Standard (DES) or Advanced Encryption Standard (AES)
encryption while an OPENSKY® system typically uses
an Advanced Multi-Band Excitation (AMBE®) vocoder
with AES encryption. Thus, when attempting to commu-
nicate between different LMR systems, not only is inter-
operability an issue, including end-to-end security and
encryption, but also minimizing voice quality degrada-
tion.
[0004] Known systems use analog voice communica-
tion as the interface between two disparate LMR sys-
tems. Accordingly, a digital audio source from one sys-
tem is decrypted and de-vocoded. The resulting analog
audio is then re-vocoded and re-encrypted for transmis-
sion to the other LMR system. Further, end-to-end en-
cryption is only implemented between devices using the
same vocoder, encryption algorithm and encryption key.
Additionally, in some wide-area digital LMR systems
such as state-wide systems, for efficiency of RF cover-
age, different system types may be used in different parts
of the communication coverage area where users may
roam. These systems are sometime referred to as hybrid
systems. In such systems, different users within the same
organization may use different types of communication
protocols with different vocoders and encryption algo-

rithms. Accordingly, depending on the area in which a
user is communicating, the same radio may be forced to
switch between different system types. Therefore, inter-
operability may be needed not only between systems
using different communication protocols and operated
by different entities, but within a single system wherein
different communication protocols are used.
[0005] Thus, these known systems add significant
complexity in system design and control, thereby adding
cost. There is also the potential for significant audio qual-
ity degradation between the two systems. Further, the
intercommunication is typically limited in flexibility and
often includes at some point in the communication link a
clear unencrypted voice audio transmission. This unen-
crypted transmission between the two LMR systems re-
sults in a less secure communication connection.
[0006] Document US 2006/0058007 discloses a net-
work for inter-working a plurality of dispatch networks
having incompatible technologies includes a core inter-
working network, a plurality of points-of-presence
(POPs) and a plurality of border gateways. The core inter-
working network includes an inter-working group server
providing group management services between the inter-
worked dispatch networks. The core inter-working net-
work further includes a centralized database storing call
detail records and usage data reports relating to dispatch
sessions implemented across the network, and a billing
clearinghouse for receiving the call detail records and
usage data reports and generating invoices for each of
the dispatch networks.
[0007] Document US 2006/120350 discloses a meth-
od and apparatus of voice transcoding in a VoIP envi-
ronment that effectively interconnects multiple voice en-
coding formats. A packet-based tandem transcoder re-
ceives packets that include vocoder data frames in which
source voice samples encoded according to a first voc-
oding format. The transcoder then decodes the vocoder
data frames to produce a sequence of linear speech sam-
ples. Using a non-circuit switched communication path,
an encoder obtains linear speech samples from the se-
quence of linear speech samples and encodes groups
of speech samples from the sequence of linear speech
samples to produce vocoder data frames according to a
second vocoding format.

BRIEF DESCRIPTION OF THE INVENTION

[0008] The solution is provided by a land mobile radio
(LMR) system that includes a first communication site
configured to communicate using a first LMR communi-
cation protocol and a second communication site config-
ured to communicate using a second LMR communica-
tion protocol. The LMR system further includes a trans-
coder configured to receive LMR content from the first
communication site communicated using the first LMR
communication protocol and digitally convert the LMR
content to the second LMR communication protocol to
be communicated to the second communication site. Ac-
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cording to the present invention, the LMR comprises a
database including at least one of a preferred airlink
mode, a preferred vocoder and a preferred encryption
mode for at least one of a plurality of moible LMR units
and for at least one of a plurality of groups of users con-
figured to communicate via at least one of the first com-
munication site and the second communication site.
[0009] The solution is also provided by corresponding
a method for communicating content in a land mobile
radio (LMR) system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The invention will now be described by way of
example with reference to the accompanying drawings
in which:
[0011] Figure 1 is a block diagram of an exemplary
embodiment of a land mobile radio (LMR) communication
system.
[0012] Figure 2 is a block diagram of a voice switch
with a transcoder constructed in accordance with an ex-
emplary embodiment of the invention.
[0013] Figure 3 is a block diagram illustrating a format
for LMR content communicated in accordance with an
exemplary embodiment of the invention.
[0014] Figure 4 is a block diagram of a transcoder con-
figuration constructed in accordance with an exemplary
embodiment of the invention.
[0015] Figure 5 is a block diagram of a transcoder con-
figuration constructed in accordance with another exem-
plary embodiment of the invention.
[0016] Figure 6 is a block diagram illustrating trans-
coding and transcrypting in accordance with an exem-
plary embodiment of the invention.
[0017] Figure 7 is a flowchart illustrating a method for
providing transcoding in accordance with an exemplary
embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0018] Various embodiments of the invention include
a system for communicating between different LMR net-
works or systems without using analog baseband as an
intermediate step. Intersystem or internetwork commu-
nication is provided by transcoding the LMR content
transmitted between LMR systems or networks.
[0019] It should be noted that when reference is made
herein to LMR content, this refers generally to any type
or kind of LMR voice and/or data content, and may define
particular LMR services, operations, controls, etc. For
example, the LMR content may include, but is not limited
to, encrypted or unencrypted voice data, emergency sig-
nal data, control data relating to selecting a particular talk
group, LMR data for transfer between a radio unit and a
server, reprogramming data (e.g., software upgrade da-
ta), etc.
[0020] A wireless communication system will first be
described followed by a description of a transcoding/tran-

scrypting architecture and method provided in accord-
ance with various embodiments of the invention.
[0021] As shown in Figure 1, a wireless communication
system, and more particularly, an LMR communication
system 20 in connection within which various embodi-
ments of the invention may be implemented to provide
communication between a plurality of LMR units 22 or
LMR terminals. Each of the LMR units 22 may commu-
nicate using different protocol standards and/or with dif-
ferent vocoders. Communication between the LMR units
22 may be provided via one or more different LMR net-
works, for example, a first LMR network 24 (LMR Network
1) and a second LMR network 26 (LMR Network 2). For
example, the first LMR network 24 may be configured to
provide communication using an APCO Project 25 stand-
ard/protocol and the second LMR network 26 may be
configured to provide communication using a TETRA
standard/protocol. Thus, the LMR units 22 may include
one or more vocoders depending on the whether the LMR
unit communicates in the first LMR network 24, the sec-
ond LMR network 26 or both. Is should be noted that the
LMR unit 22 may be a mobile unit, for example, a mobile
radio, or may be a fixed unit, for example, a dispatch
console.
[0022] Further, various embodiments provide a trans-
coder 28 between one or more LMR networks or systems.
For example, the transcoder may provide transcoding
between the first LMR network 24 and the second LMR
network 26 as described in more detail below. More par-
ticularly, the transcoder 28 may be an Internet Protocol
(IP)-based network device that implements a transcoding
algorithm or process to convert between different com-
munication standards/protocols, for example, to convert
data communicated between different vocoder types.
The transcoder 28 optionally may perform additional
functions, such as, encryption conversion and transcryp-
tion. In such an embodiment, the transcoder 28 is con-
figured as a transcoder/transcryptor network device and
may be implemented in connection with an IP voice
switch 40 (shown in Figures 2 through 4) to provide com-
munication between LMR units 22 operating on different
LMR system types, for example, configured to commu-
nicate using different LMR systems, such as the first LMR
network 24 and the second LMR network 26.
[0023] It should be noted that that the transcoder 28
may be protected within a facility, for example, locked
within a secure room having limited and/or restricted ac-
cess. For example, the transcoder 28 may be provided
at a dispatch center or network operations center. Addi-
tionally, the transcoder 28 may be configured or pro-
grammed to perform functions or operations for specific
groups or users that may be identified by unique user
unit or user numbers. Accordingly, in an exemplary em-
bodiment, different entities (e.g., different organizations)
may provide a separate secure transcoder 28 to maintain
end-to-end security for users of the LMR network for that
entity.
[0024] In the various embodiments, the transcoder 28
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may be provided in connection with a voice switch, for
example, the IP voice switch 40 shown in Figure 2. How-
ever, it should be noted that the transcoder 28 may be
provided separate from the IP voice switch 40, for exam-
ple, as a separate unit. Further, the transcoder 28 may
include a transcryptor 42, for example, integrated there-
with. However, the transcryptor 42 may be provided sep-
arate from the transcoder 28, for example, as a separate
unit. The IP voice switch 40 also may include a processor
44 and a database 46 that may be stored within a memory
48. The processor 44 and database 46 and/or memory
48 are connected to the transcoder 28. Additionally, a
routing module 50 may be provided and integrated with
the transcoder 50. The routing module 50 includes at
least one input and at least one output for receiving LMR
content from one system in one format and transmitting
transcoded LMR content to a second system, respec-
tively.
[0025] In operation, the transcoder 28 receives LMR
content (e.g., accepts calls) in a first format from a first
LMR network, for example, the first LMR network 24
(shown in Figure 1) and transmits the LMR content (e.g.,
places calls) in a second format to a second LMR net-
work, for example, the second LMR network 26 (shown
in Figure 1). In the various embodiments, the transcoder
28 transmits transcoded voice packets to a final destina-
tion, for example, to a base station within the second
LMR network 26. Information regarding the format, net-
work requirements, encoding, encryption, etc. for each
of the different LMR networks may be stored in the da-
tabase 46 with the processor 44 configured to convert
LMR content, for example, encoding schemes and en-
cryption schemes of one LMR network to another LMR
network based on the stored information for each of the
LMR networks, communication groups and individual
mobile/fixed units. For example, the transcoder 28 oper-
ates to decode and re-encode the LMR content based
on the type of vocoder from which the LMR content was
received and the type of vocoder to which the LMR con-
tent is to be transmitted. It should be noted that any of
the information stored in the database 46 alternatively or
additionally may be stored in local memory within the
transcoder 28 and/or transcryptor 42. Additionally, differ-
ent information may be stored, including, for example,
preferred airlink modes, preferred vocoders, preferred
encryption modes, encryption keys, etc. as described in
more detail herein. Also, a routing function is performed
by the routing module 50 wherein LMR content received
from one domain (e.g., a dispatch console or an RF site)
addressed to the transcoder 28 via the voice switch 40,
and which is subsequently transcoded, is then transmit-
ted to another domain (e.g., a collection of disparate RF
sites). Essentially, the routing function receives IP pack-
ets, and after the transcoding/transcrypting has been per-
formed, assembles new IP packets with a list of destina-
tion addresses, which are then transmitted to the desti-
nation addresses using known IP routing techniques.
[0026] It also should be noted that when reference is

made herein to transcoding, this refers to the conversion
of voice from one format to another. The conversion in-
cludes, but is not limited to, vocoder conversion and tran-
scryption (encryption conversion).
[0027] The LMR content generally includes an LMR
data portion and a header/encapsulation portion. The
LMR content, for example, LMR voice packets may be
formatted as shown in Figure 3. In particular, the LMR
content 60 may include an encoder protocol header 62,
an encryption protocol header 64, and LMR data 66, for
example, an LMR payload. The LMR content 60 is es-
sentially digitally encoded and encrypted, for example,
in an IP encoded/encrypted format such that the proces-
sor 44 may convert and/or translate from one encoding/
encryption scheme to another so that the LMR content
60 may be transmitted from one LMR network to another
LMR network, thereby allowing users with different voc-
oders to communicate with each other. Accordingly, the
LMR content 60 is translated and/or converted in the dig-
ital domain instead of being subjected to devocoding and
transmission in the analog domain.
[0028] The various embodiments may be provided in
different configurations, for example, as shown in Figures
4 and 5. For example, an overlay configuration 70 is
shown in Figure 4 wherein different format RF sites are
operating on the same IP voice switch 40. In this example,
a first type of sites/base stations 72 communicate using
RF signal configured using a first format (e.g., TETRA)
and a second type of sites/base stations 74 communicate
using a second format (e.g., APCO Project 25). In this
embodiment, the transcoder 28 is separate from the IP
voice switch 40. Communication of LMR packets (e.g.,
voice packets) using the first type of sites/base stations
72 is illustrated by the solid arrows and communication
of LMR packets using the second type of sites/base sta-
tions 74 is illustrated by the dashed arrows. The commu-
nication may be, for example, communication of IP voice
packets. In operation, the transcoder 28 translates (e.g.,
digitally converts) the packets, for example, a message
76 from a first LMR communication protocol (e.g., first
encoding and encryption scheme) to a second LMR com-
munication protocol corresponding to the first and second
types of sites/base stations 72 and 74, respectively. Es-
sentially, the transcoder 28 receives the message 76 with
instructions or commands to translate the message 76
and forward the message 76 to a particular destination,
for example, a base station in one of the two LMR sys-
tems. The transcoding may be performed in different
manners as described herein to provide the translation
from one LMR format to another LMR format.
[0029] In another configuration, as shown in Figure 5,
the different LMR formats are isolated in separate phys-
ical regions, for example, a first region 78 and a second
region 80 with a separate IP voice switch 40 in each of
the first and second regions 78 and 80. In this embodi-
ment, the transcoder 28 is provided between the IP voice
switches 40. It should be noted that the transcoder gen-
erally also includes the transcryptor 42 (shown in Figure
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2) and may be integrated therewith. In this embodiment,
the two regions 78 and 80 may be, for example, two P25
systems, such as a Phase 1 FDMA system and a Phase
2 TDMA system, connected through an InterSwitching
System Interface (ISSI), also referred to as a call control.
This configuration operates similar to the configuration
shown in Figure 4. However, it should be noted that call
control is handled separately from transcoding, for ex-
ample, in any known manner.
[0030] It further should be noted that in the various
embodiments, including the configurations shown in Fig-
ures 4 and 5, the IP voice switch 40 is configured to de-
termine and identify LMR packets from different groups
of users (e.g., interoperability groups) that are to be
passed through and processed by the transcoder 28. In-
formation to identify groups of users to be associated and
communications from those groups may be stored in a
mobility database, for example, the database 46 (shown
in Figure 2). Further, information for each of the groups
of users may include a preferred format, thereby reducing
or minimizing the number of sites/base stations that re-
ceive a transcoded message from a user in that group.
[0031] In operation, the various embodiments provide
transcoding that essentially converts data from one voc-
oder format to another vocoder format without leaving
the vocoder domain. For example, the transcoder 28
translates parameters such as pitch, gain, sub-bands,
voiced/unvoiced decisions, etc. from one vocoder format
to another vocoder format. Further, the transcryptor 42
operates to covert from one encryption scheme to anoth-
er, for example, from DES to AES. Accordingly, the LMR
content is decrypted and re-encrypted, which includes
the use of encryption keys for the different vocoders or
LMR networks. The various embodiments maintain this
intermediate unencrypted copy of the LMR packet (e.g.,
copy of the voice transmission) in digital vocoder form.
For example, the unencrypted LMR packet may be briefly
stored within the volatile memory of a digital signal proc-
essor or processor before final re-encryption within the
transcoder 28 with the transcoder 28 physically secured
and programmed to perform specific functions for specific
groups and users.
[0032] It should be noted that the transcoding and tran-
scrypting may be performed in any known manner. As
illustrated in Figure 6, content, for example, digital voice
transmissions 80 from a first LMR unit using a first type
of vocoder (Vocoder A) and a first type of encryption (En-
cryption A) are decrypted by a decryption algorithm 82
(Algorithm A) using a decryption key (Key A) in any known
manner. If the digital voice transmission is to be trans-
mitted to a second LMR unit using a second type of voc-
oder (Vocoder B) and a second type of encryption (En-
cryption B), then the transcoder 28 translates the digital
voice transmission from a Vocoder A format to a Vocoder
B format. The translated digital voice transmission is then
encrypted by an encryption algorithm 84 (Algorithm B)
using an encryption key (Key B) in any known manner.
The digital voice transmission 80 can then be received

by the second LMR unit and, for example, output as audio
to a user.
[0033] Similarly, digital voice transmissions 80 from
the second LMR unit are decrypted by a decryption al-
gorithm 86 (Algorithm B) using a decryption key (Key B)
in any known manner. If the digital voice transmission is
to be transmitted to the first LMR unit, then the transcoder
28 translates the digital voice transmission from a Voc-
oder B format to a Vocoder A format. The translated dig-
ital voice transmission is then encrypted by an encryption
algorithm 88 (Algorithm A) using an encryption key (Key
A) in any known manner. The digital voice transmission
80 can then be received by the first LMR unit and, for
example, output as audio to a user.
[0034] Accordingly, communications, for example, IP
voice packets transmitted and received by RF base sta-
tions within an LMR network are communicated in the
native network and over-the-air formats. Encryption keys
are thereby contained in secured areas, for example,
within the transcryptor 42, which may be provided as part
of the transcoder 28.
[0035] Various embodiments of the invention allow
communication between LMR units having different com-
munication requirements and for communication in dif-
ferent LMR networks. A method 90 for providing trans-
coding is shown in Figure 7. The method 90 will be de-
scribed in connection with a multisite LMR system where-
in a P25 FDMA system is overlaid with an OPENSKY®

TDMA system. In this LMR system, P25 FDMA RF sites
(e.g., base stations) and OPENSKY® TDMA RF sites are
connected through an IP voice switch, for example, a
Voice Network Controller available from M/A-COM, Inc.,
a unit of Tyco Electronics. The LMR system includes a
mix of P25 radio users and OPENSKY® radio users. For
example, the OPENSKY® radio users may be located in
a metropolitan area where TDMA is used for capacity
and high data rates, with the P25 users located in the
outlying rural areas where FDMA is used for extended
coverage.
[0036] Referring to the method 90, at 92 an LMR unit
and/or user or group attempting to communicate with an-
other LMR unit is identified. For example, a P25 mobile
radio user such as a police person, fire person, EMS
person, etc. attempts to make an encrypted digital voice
group call and selects a desired group in any known man-
ner using the LMR unit (e.g., selecting from a group list
on a screen of the LMR unit). At this point the LMR unit,
for example, the mobile radio is registered on a P25
trunked RF site. Thereafter at 94 a determination is made
as to any communication preferences (e.g., LMR protocol
preference) for the user or group. For example, the user
or group may have a preferred vocoder or a preferred
airlink. Optionally, secondary, tertiary, etc. vocoders and
airlinks also may be determined. Continuing with the ex-
ample, the user/unit may have as a preferred vocoder a
P25 Full Rate Vocoder and have as a preferred airlink a
P25 Phase 1 FDMA airlink. The determination at 94 may
include determining group preferences and/or whether
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the group in which the user is registered is also registered
as a special interoperability group. For example, the spe-
cial interoperability group may be identified in the network
database as being a mixed group (versus an FDMA-only
group or TDMA-only group) also having a preferred voc-
oder and a preferred airlink such as a Full Rate IMBE
vocoder and a P25 Phase 1 FDMA airlink.
[0037] Thereafter at 96 a determination is made as to
the destination LMR unit/user or group for the LMR trans-
mission and the corresponding LMR network or unit com-
munication requirements, and in particular, the corre-
sponding destination LMR network native protocol re-
quirements. For example, a user may press and hold a
push-to-talk (PTT) button on a mobile LMR radio. The
call then proceeds in a known manner, for example, as
a normal P25 trunked digital voice group call on the site/
base station. The base station converts the air interface
voice data units to IP voice packets for transport (e.g.,
communication) through the network. At this point, the
IP voice switch in the network is notified of the group call
and prepares to receive and forward the voice packets
to other destinations (e.g., other RF sites, based stations,
dispatch consoles, etc.) as is known and using any known
manner. The IP voice switch determines where the des-
tination group is active, for example, from a mobility da-
tabase as is known and sets up a call with all the other
destinations in any known manner. The IP voice switch,
which may include the transcoder processes the com-
munication to identify a Group ID and in this example
determines that some of the destination are non-native
P25/FDMA sites/regions.
[0038] Thereafter, at 98, the LMR content, for example,
IP voice packets identified by the IP voice switch as pack-
ets to be transmitted to destination sites/regions that sup-
port a different airlink, are routed through the transcoder
for conversion. For example, non-native LMR protocol
content and destination addresses are transmitted to the
transcoder. It should be noted that the IP voice switch
creates a list of destination RF sites, regions, consoles,
etc. The list contains all of the IP addresses of the native
mode RF site channels and regions, the IP address of
the transcoder (and/or transcryptor) and a sublist of the
IP addresses of forwarding destinations for the transcod-
ed LMR content. It should be noted that the transcoder
may be configured to process communications from mul-
tiple groups and/or agencies, multiple transcoders may
be provided (one for each group transmission), or both.
Thus, the IP voice switch can determine where to transmit
the LMR content (e.g., voice) based on, for example, the
Group ID.
[0039] The various embodiments may have the com-
ponent parts provided at different locations. For example,
in an exemplary embodiment, the LMR content, such as
voice packets, are routed to dispatch consoles in native
(originated) formats with the dispatch consoles each hav-
ing all the various vocoder and encryption algorithms and
keys required to communicate with different groups/us-
ers. However, it should be noted that alternatively the

dispatch consoles may each support only one LMR for-
mat. Further, in the various embodiments, voice calls
made from a dispatch console are originated in the pre-
ferred vocoder and preferred airlink modes as identified
by the network database. It should be noted that the
transcoder may be loaded with the encryption keys in a
secure manner separate from, for example, a network
management/administration server.
[0040] It further should be noted that the IP voice switch
receives, for example, each voice packet and forwards
the voice packets to the various destinations including to
the transcoder. When LMR content, such as voice pack-
ets, are communicated to the transcoder at 98, in an ex-
emplary embodiment, the message transmitted to the
transcoder includes the following information: (x, y,
s1....sN), indicating and instructing the transcoder to
translate the LMR content from a type x format to a type
y format, and forward the packets to destinations s1....sN.
Continuing with the example, the information communi-
cated to the transcoder may be as follows:

1. x = P25 Full-Rate Vocoder, Key ID, Algorithm ID

2. y = OPENSKY® AMBE Vocoder, Key ID, Algorithm
ID

3. sN = information regarding the destination includ-
ing, for example, the device type, IP address, call
control parameters, etc.

It should be noted that the IP address may be a multicast
address.
[0041] Thereafter, at 100, the LMR content, for exam-
ple, voice packets received by the transcoder are trans-
coded and transcrypted as described in more detail here-
in, for example, as shown in Figure 6. The transcoding
includes direct digital to digital conversion or translation
without devocoding. The transcoder essentially operates
as an interface between two LMR networks or systems
that have different communications standards or proto-
cols. The transcoding and transcryption changes the
structure of the LMR content, for example, the LMR voice
packet. In particular, speech vectors (e.g., pitch, gain
sub-bands, voiced/unvoiced decisions, etc.) from one
vocoder type are translated into speech vectors for an-
other vocoder type. This may include mapping the
speech vectors between the two vocoder types using
stored information regarding the configuration, require-
ments, etc. of each of the speech vectors for the different
vocoder formats. This translation may include changing
the number of bits that represent the particular speech
vector, retiming or resynchronizing the data, etc. The
mapping information may be stored in a table, such as
in a matrix format, wherein for each vocoder type, the
details for each of the speech vectors is identified. Fur-
ther, the operations to be performed to translate each
speech vector between vocoder types also may be iden-
tified. Essentially, the mapping function translates the
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LMR content such that the speech parameters defined
by the speech vectors may be used to reconstructed the
LMR content that is communicated from one vocoder
type to another vocoder type. This translation may be
performed using known vocoder operations for each of
the different vocoder types between which the LMR con-
tent is to be translated.
[0042] Further, the transcryptor operates to convert
from one encryption scheme to another, for example,
from DES to AES in any known manner. This may be
performed using any known encryption and decryption
schemes. Accordingly, the format of the LMR content is
converted and also decrypted and re-encrypted, which
includes the use of encryption keys for the different voc-
oders or LMR networks.
[0043] The transcoded and transcrypted LMR content
(e.g., converted data packets) is then transmitted (e.g.
forwarded) to the destination IP addresses by the trans-
coder at 102. Alternatively, the transcoded and tran-
scrypted LMR content is transmitted to the IP voice switch
for distribution. It should be noted that as RF sites, con-
soles, etc. enter or leave an in-progress call, the IP voice
switch updates a routing table and the sublist for the
transcoder, if needed.
[0044] Using the various embodiments provides for
communicating LMR content within an LMR system or
between LMR systems that have different encoding types
(which may also include different encryption types). For
example, two different vocoder types in different LMR
systems may communicate IP packets structured in dif-
ferent configurations. This may include, for example, in
one network forming a voice packet that contains 60 mil-
liseconds (ms) of speech or voice content corresponding
to three 20 ms voice frames when using an IMBE or
AMBE vocoder. The voice packets contain the vocoder
parameters, and in particular, speech vectors, for the
voice segments and corresponding to the vocoder type.
This information, is the same information that is commu-
nicated over the air in the communication protocol (e.g.,
P25, OPENSKY®, etc.), but imbedded in an IP packet.
Assume that a communication is provided via a P25 RF
site, for example, the voice packets include IP/UDP head-
ers, a voice packet header (that identifies a group iden-
tification (Group ID), packet sequence numbers and oth-
er call control information), vocoder parameters and en-
cryption parameters (e.g., algorithm ID identifying the
type of encryption algorithm, algorithm key ID and current
cryptosync information), among other information. This
information is then remapped as described herein such
that the output of the transcoder 28 is an equivalent voice
packet formatted for the destination RF site using the
vocoder and encryption scheme for that site (e.g., differ-
ent vocoder parameters, different algorithm ID, different
key ID, etc.).
[0045] The transcoding algorithms may be based on
mapping information as described herein. For transcod-
ing that occurs between two vocoders from the same
family, for example, Full Rate IMBE and Half-Rate AMBE,

known algorithms may be implemented, for example, as
available from Digital Voice Systems, Inc. of Westford,
Massachusetts. In other embodiments, the transcoding
may include decoding the LMR content to the digital PCM
signal using one vocoder processing scheme and then
re-encoding the PCM digital using another vocoder
processing scheme. The vocoder processing schemes
are the operations performed by the vocoder when en-
coding LMR content, such as voice transmission, within
the LMR system for that vocoder type.
[0046] However, it should be noted that the transcod-
ing may include more than translating the encoding and
decrypting/re-encrypting. For example, an EDACS voice
packet includes 80 ms of speech instead of 60 ms of
speech. Accordingly, the transcoder 28, in addition to
converting the LMR content (e.g., voice), buffers and re-
times the data such that a steady stream of voice is main-
tained from a 60 ms based site interface protocol to an
80 ms based protocol. This may be provided using any
known timing scheme, for example, using a synchroniz-
ing clock, etc. Further, the transcoder 28 also determines
whether voice packets are late or missing, for example,
based on the header information, such as a time stamp.
Such delayed or missing data is compensated for by re-
aligning the received LMR content. Again, any synchro-
nizing process, for example, wireless communication
synchronizing scheme may be used.
[0047] The various embodiments may be implemented
in connection with different types of LMR systems and
for communicating different types of LMR content and
are not limited to the examples herein. In general, the
various embodiments provide transcoding of LMR con-
tent from one vocoder format to another vocoder format
in the vocoder domain. This transcoding allows for end-
to-end encryption within the LMR system.
[0048] The various embodiments or components, for
example, the LMR system, transcoder and components
or controller therein may be implemented using one or
more computer systems. For example, the various em-
bodiments may include a computer system that may in-
clude a computer, an input device, a display unit and an
interface. The computer may include a microprocessor.
The microprocessor may be connected to a communica-
tion bus. The computer may also include a memory. The
memory may include Random Access Memory (RAM)
and Read Only Memory (ROM). The computer system
further may include a storage device, which may be a
hard disk drive or a removable storage drive such as a
floppy disk drive, optical disk drive, and the like. The stor-
age device may also be other similar means for loading
computer programs or other instructions into the compu-
ter system.
[0049] As used herein, the term "computer" may in-
clude any processor-based or microprocessor-based
system including systems using microcontrollers, re-
duced instruction set circuits (RISC), application specific
integrated circuits (ASICs), logic circuits, and any other
circuit or processor capable of executing the functions
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described herein. The above examples are exemplary
only, and are thus not intended to limit in any way the
definition and/or meaning of the term "computer".
[0050] The computer system executes a set of instruc-
tions that are stored in one or more storage elements, in
order to process input data. The storage elements may
also store data or other information as desired or needed.
The storage element may be in the form of an information
source or a physical memory element within the process-
ing machine.
[0051] The set of instructions may include various
commands that instruct the computer as a processing
machine to perform specific operations such as the meth-
ods and processes of the various embodiments of the
invention. The set of instructions may be in the form of a
software program. The software may be in various forms
such as system software or application software. Further,
the software may be in the form of a collection of separate
programs, a program module within a larger program or
a portion of a program module. The software also may
include modular programming in the form of object-ori-
ented programming. The processing of input data by the
processing machine may be in response to user com-
mands, or in response to results of previous processing,
or in response to a request made by another processing
machine.
[0052] As used herein, the terms "software" and
"firmware" are interchangeable, and include any compu-
ter program stored in memory for execution by a compu-
ter, including RAM memory, ROM memory, EPROM
memory, EEPROM memory, and non-volatile RAM
(NVRAM) memory. The above memory types are exem-
plary only, and are thus not limiting as to the types of
memory usable for storage of a computer program.

Claims

1. A land mobile radio LMR system (20) comprising:

a first communication site configured to commu-
nicate using a first LMR communication proto-
col;
a second communication site configured to com-
municate using a second LMR communication
protocol; and
a transcoder (28) configured to receive LMR
content from the first communication site com-
municated using the first LMR communication
protocol and digitally convert the LMR content
to the second LMR communication protocol to
be communicated to the second communication
site
characterized by further comprising
a database (46) including at least one of a pre-
ferred airlink mode, a preferred vocoder and a
preferred encryption mode for at least one of a
plurality of mobile LMR units and for at least one

of a plurality of groups of users configured to
communicate via at least one of the first com-
munication site and the second communication
site.

2. An LMR system (20) in accordance with claim 1 fur-
ther comprising at least one voice switch (40) con-
figured to communicate LMR content to be digitally
converted to the transcoder (28).

3. An LMR system (20) in accordance with claim 2
wherein the voice switch (40) determines at least
one of a preferred vocoder and a preferred airlink to
identify LMR content to be digitally converted and
communicated to the transcoder.

4. An LMR system (20) in accordance with claim 1
wherein the first and second communication proto-
cols comprise at least one of a voice encoding
scheme and an encryption scheme.

5. An LMR system (20) in accordance with claim 1
wherein the first communication site is configured to
communicate using a first encryption scheme and
the second communication site is configured to com-
municate using a second encryption scheme and fur-
ther comprising a transcryptor (42) configured to
convert between the first and second encryption
schemes when communicating LMR content from
the first communication site to the second commu-
nication site.

6. An LMR system (20) in accordance with claim 1
wherein the first communication site is configured to
communicate using a first vocoder type and the sec-
ond communication site is configured to communi-
cate using a second vocoder type and wherein the
transcoder (28) is configured to convert between the
first and second vocoder types when communicating
LMR content from the first communication site to the
second communication site.

7. An LMR system (20) in accordance with claim 1 fur-
ther comprising a database (46) including a listing
of a plurality of users and groups of users registered
to communicate via at least one of the first commu-
nication site and the second communication site.

8. An LMR system (20) in accordance with claim 1 fur-
ther comprising a dispatch console configured to
communicate with each of the first communication
site and the second communication site, and wherein
encoder and encryption information for each of a plu-
rality of users or groups of users is stored within the
dispatch console.

9. An LMR system (20) in accordance with claim 1
wherein the first LMR communication protocol and

13 14 



EP 2 057 853 B1

9

5

10

15

20

25

30

35

40

45

50

55

second LMR communication protocol are based on
different vocoder formats.

10. An LMR system (20) in accordance with claim 1
wherein the transcoder (28) is configured to perform
the converting in a digital vocoder form.

11. An LMR (20) system in accordance with claim 1
wherein the transcoder (28) is configured to store
voice encoder requirements and encryption algo-
rithm requirements for each of the first and second
communication sites.

12. An LMR system (20) in accordance with claim 1
wherein the transcoder (28) is configured to stored
a plurality of encryption keys corresponding to a user
or group of users.

13. A method for communicating content in a land mobile
radio, LMR, system (20), the method comprising:

receiving LMR content to be converted from a
first vocoder type to a second vocoder type; and
converting digitally the LMR content from the
first vocoder type to the second vocoder type
characterized by further comprising
determining at least one of a preferred airlink
mode, a preferred vocoder and a preferred en-
cryption mode for at least one of a plurality of
mobile LMR units and for at least one of a plu-
rality of groups of users configured to commu-
nicate via at least one of the first communication
site and the second communication site.

14. A method in accordance with claim 13 further com-
prising determining whether the LMR content com-
municated between LMR units includes non-native
LMR content and converting the non-native LMR
content.

15. A method in accordance with claim 14 further com-
prising decrypting and re-encrypting the non-native
LMR content to be communicated between different
communication sites using encryption keys corre-
sponding to each of the different communication
sites.

16. A method in accordance with claim 15 wherein the
converting comprises digitally decoding and re-en-
coding the non-native LMR content using two differ-
ent encoding schemes.

Patentansprüche

1. Bewegliches Landfunk-, LMR-, System (20), aufwei-
send:

einen ersten Kommunikationsstandort, der da-
zu eingerichtet ist, unter Verwendung eines er-
sten LMR-Kommunikationsprotokolls zu kom-
munizieren;
einen zweiten Kommunikationsstandort, der da-
zu eingerichtet ist, unter Verwendung eines
zweiten LMR-Kommunikationsprotokolls zu
kommunizieren; und
einen Codeumsetzer (28), der dazu eingerichtet
ist, einen LMR-Inhalt von dem ersten Kommu-
nikationsstandort unter Verwendung des ersten
LMR-Kommunikationsprotokolls zu empfangen
und den LMR-Inhalt digital in das zweite LMR-
Kommunikationsprotokoll umzuwandeln, das
zu dem zweiten Kommunikationsstandort über-
tragen werden soll,
dadurch gekennzeichnet, dass es ferner auf-
weist:

eine Datenbank (46), umfassend einen be-
vorzugten Luftverbindungsmodus, einen
bevorzugten Vocoder und/oder einen be-
vorzugten Verschlüsselungsmodus für zu-
mindest eine einer Vielzahl von mobilen
LMR-Einheiten und für zumindest eine ei-
ner Vielzahl von Gruppen von Nutzern, die
dazu eingerichtet sind, über den ersten
Kommunikationsstandort und/oder den
zweiten Kommunikationsstandort zu kom-
munizieren.

2. LMR-System (20) nach Anspruch 1, ferner aufwei-
send zumindest einen Sprachschalter (40), der dazu
eingerichtet ist, einen LMR-Inhalt, der digital umge-
wandelt werden soll, zu dem Codeumsetzer (28) zu
übertragen.

3. LMR-System (20) nach Anspruch 2, bei dem der
Sprachschalter (40) einen bevorzugten Vocoder
und/oder eine bevorzugte Luftverbindung bestimmt,
um einen LMR-Inhalt, der digital umgewandelt und
zu dem Codeumsetzer übertragen werden soll, zu
identifizieren.

4. LMR-System (20) nach Anspruch 1, bei dem das
erste und das zweite Kommunikationsprotokoll ein
Sprachkodierungsschema und/oder ein Verschlüs-
selungsschema aufweisen.

5. LMR-System (20) nach Anspruch 1, bei dem der er-
ste Kommunikationsstandort dazu eingerichtet ist,
unter Verwendung eines ersten Verschlüsselungs-
schemas zu kommunizieren, und der zweite Kom-
munikationsstandort dazu eingerichtet ist, zwischen
dem ersten und dem zweiten Verschlüsselungs-
schema umzuwandeln, wenn ein LMR-Inhalt von
dem ersten Kommunikationsstandort zu dem zwei-
ten Kommunikationsstandort übertragen wird.
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6. LMR-System (20) nach Anspruch 1, bei dem der er-
ste Kommunikationsstandort dazu eingerichtet ist,
unter Verwendung einer ersten Art von Vocoder zu
kommunizieren, und der zweite Kommunikations-
standort dazu eingerichtet ist, unter Verwendung ei-
ner zweiten Art von Vocoder zu kommunizieren, und
bei dem der Codeumsetzer (28) dazu eingerichtet
ist, zwischen der ersten und der zweiten Art von Vo-
coder umzuwandeln, wenn ein LMR-Inhalt von dem
ersten Kommunikationsstandort zu dem zweiten
Kommunikationsstandort übertragen wird.

7. LMR-System (20) nach Anspruch 1, ferner aufwei-
send eine Datenbank (46), umfassend eine Aufli-
stung einer Vielzahl von Nutzern und Gruppen von
Nutzern, die dazu registriert sind, über den ersten
Kommunikationsstandort und/oder den zweiten
Kommunikationsstandort zu kommunizieren.

8. LMR-System (20) nach Anspruch 1, ferner aufwei-
send eine Leitstellenkonsole, die dazu eingerichtet
ist, mit dem ersten Kommunikationsstandort und
dem zweiten Kommunikationsstandort zu kommuni-
zieren, und bei dem eine Kodier- und Verschlüsse-
lungsinformation für jeden einer Vielzahl von Nut-
zern oder Gruppen von Nutzern in der Leitstellen-
konsole gespeichert wird.

9. LMR-System (20) nach Anspruch 1, bei dem das
erste LMR-Kommunikationsprotokoll und das zweite
LMR-Kommunikationsprotokoll auf unterschiedli-
chen Vocoderformaten beruhen.

10. LMR-System (20) nach Anspruch 1, bei dem der Co-
deumsetzer (28) dazu eingerichtet ist, das Umwan-
deln in eine digitale Vocoder-Form durchzuführen.

11. LMR-System (20) nach Anspruch 1, bei dem der Co-
deumsetzer (28) dazu eingerichtet ist, Sprachkodie-
rungsanforderungen und Verschlüsselungsalgorith-
musanforderungen für den ersten und den zweiten
Kommunikationsstandort zu speichern.

12. LMR-System (20) nach Anspruch 1, bei dem der Co-
deumsetzer (28) dazu eingerichtet ist, eine Vielzahl
von Verschlüsselungsschlüsseln, die einem Nutzer
oder einer Gruppe von Nutzern entsprechen, zu
speichern.

13. Verfahren zum Übertragen eines Inhalts in einem
beweglichen Landfunk-, LMR-, System (20), wobei
das Verfahren aufweist:

Empfangen eines LMR-Inhalts, der von einer er-
sten Art von Vocoder in eine zweite Art von Vo-
coder umgewandelt werden soll; und
digitales Umwandeln des LMR-Inhalts von der
ersten Art von Vocoder in die zweite Art von Vo-

coder,
dadurch gekennzeichnet, dass es ferner auf-
weist:

Bestimmen eines bevorzugten Luftverbin-
dungsmodus’, eines bevorzugten Code-
umsetzers und/oder eines bevorzugten
Verschlüsselungsmodus’ für zumindest ei-
ne einer Vielzahl von mobilen LMR-Einhei-
ten und für zumindest eine einer Vielzahl
von Gruppen von Nutzern, die dazu einge-
richtet sind, über den ersten und/oder den
zweiten Kommunikationsstandort zu kom-
munizieren.

14. Verfahren nach Anspruch 13, ferner aufweisend ein
Bestimmen, ob zwischen den LMR-Einheiten über-
tragener LMR-Inhalt nicht-nativen LMR-Inhalt ent-
hält, und Umwandeln des nicht-nativen LMR-Inhalts.

15. Verfahren nach Anspruch 14, ferner aufweisend ein
Entschlüsseln und erneutes Verschlüsseln des
nicht-nativen LMR-Inhalts, der zwischen unter-
schiedlichen Kommunikationsstandorten übertra-
gen werden soll, und zwar unter Verwendung von
Verschlüsselungsschlüsseln, die jedem der unter-
schiedlichen Kommunikationsstandorte entspre-
chen.

16. Verfahren nach Anspruch 15, bei dem das Umwan-
deln ein digitales Dekodieren und erneutes Kodieren
des nicht-nativen LMR-Inhalts aufweist, und zwar
unter Verwendung zweier unterschiedlicher Kodie-
rungsschemata.

Revendications

1. Système radio mobile terrestre LMR (20)
comprenant :

un premier site de communication configuré
pour communiquer en utilisant un premier pro-
tocole de communication LMR ;
un deuxième site de communication configuré
pour communiquer en utilisant un deuxième pro-
tocole de communication LMR ; et
un transcodeur (28) configuré pour recevoir un
contenu LMR du premier site de communication
communiqué en utilisant le premier protocole de
communication LMR et convertir numérique-
ment le contenu LMR au deuxième protocole de
communication LMR destiné à être communi-
qué au deuxième site de communication
caractérisé en ce que comprenant en outre
une base de données (46) incluant au moins l’un
d’un mode de liaison radio préféré, d’un voco-
deur préféré et d’un mode de cryptage préféré
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pour au moins une d’une pluralité d’unités LMR
mobiles et pour au moins un d’une pluralité de
groupes d’utilisateurs configurés pour commu-
niquer par l’intermédiaire d’au moins l’un du pre-
mier site de communication et du deuxième site
de communication.

2. Système LMR (20) selon la revendication 1, com-
prenant en outre un commutateur vocal (40) confi-
guré pour communiquer un contenu LMR destiné à
être numériquement converti au transcodeur (28).

3. Système LMR (20) selon la revendication 2, dans
lequel le commutateur vocal (40) détermine au
moins l’un d’un vocodeur préféré et d’une liaison ra-
dio préférée pour identifier un contenu LMR destiné
à être numériquement converti et communiqué au
transcodeur.

4. Système LMR (20) selon la revendication 1, dans
lequel le premier et le deuxième protocoles de com-
munication comprennent au moins l’un d’un schéma
d’encodage vocal et d’un schéma de cryptage.

5. Système LMR (20) selon la revendication 1, dans
lequel le premier site de communication est configu-
ré pour communiquer en utilisant un premier schéma
de cryptage et le deuxième site de communication
est configuré pour communiquer en utilisant un
deuxième schéma de cryptage et comprenant en
outre un transcripteur (42) configuré pour convertir
entre le premier et le deuxième schémas de cryptage
lors de la communication d’un contenu LMR du pre-
mier site de communication au deuxième site de
communication.

6. Système LMR (20) selon la revendication 1, dans
lequel le premier site de communication est configu-
ré pour communiquer en utilisant un premier type de
vocodeur et le deuxième site de communication est
configuré pour communiquer en utilisant un deuxiè-
me type de vocodeur, et dans lequel le transcodeur
(28) est configuré pour convertir entre le premier et
le deuxième types de vocodeur lors de la communi-
cation d’un contenu LMR du premier site de commu-
nication au deuxième site de communication.

7. Système LMR (20) selon la revendication 1, com-
prenant en outre une base de données (46) incluant
une liste d’une pluralité d’utilisateurs et de groupes
d’utilisateurs enregistrés pour communiquer par l’in-
termédiaire d’au moins l’un du premier site de com-
munication et du deuxième site de communication.

8. Système LMR (20) selon la revendication 1, com-
prenant en outre une console de répartition configu-
rée pour communiquer avec chacun du premier site
de communication et du deuxième site de commu-

nication, et dans lequel des informations sur l’enco-
deur et le cryptage pour chacun d’une pluralité d’uti-
lisateurs ou de groupes d’utilisateurs sont stockées
dans la console de répartition.

9. Système LMR (20) selon la revendication 1, dans
lequel le premier protocole de communication LMR
et le deuxième protocole de communication LMR
sont basés sur des formats différents de vocodeur.

10. Système LMR (20) selon la revendication 1, dans
lequel le transcodeur (28) est configuré pour exécu-
ter la conversion à une forme de vocodeur numéri-
que.

11. Système LMR (20) selon la revendication 1, dans
lequel le transcodeur (28) est configuré pour stocker
des exigences d’encodeur vocal et des exigences
d’algorithme de cryptage pour chacun du premier et
du deuxième sites de communication.

12. Système LMR (20) selon la revendication 1, dans
lequel le transcodeur (28) est configuré pour stocker
une pluralité de clés de cryptage correspondant à
un utilisateur ou un groupe d’utilisateurs.

13. Procédé de communication de contenu dans un sys-
tème radio mobile terrestre, LMR (20), le procédé
comprenant :

la réception d’un contenu LMR destiné à être
converti d’un premier type de vocodeur à un
deuxième type de vocodeur ; et
la conversion numérique du contenu LMR du
premier type de vocodeur au deuxième type de
vocodeur
caractérisé en ce que comprenant en outre
la détermination d’au moins l’un d’un mode de
liaison radio préféré, d’un vocodeur préféré et
d’un mode de cryptage préféré pour au moins
une d’une pluralité d’unités LMR mobiles et pour
au moins un d’une pluralité de groupes d’utilisa-
teurs configurés pour communiquer par l’inter-
médiaire d’au moins l’un du premier site de com-
munication et du deuxième site de communica-
tion.

14. Procédé selon la revendication 13, comprenant en
outre la détermination que le contenu LMR commu-
niqué entre unités LMR inclut un contenu LMR non
natif et la conversion du contenu LMR non natif.

15. Procédé selon la revendication 14, comprenant en
outre le décryptage et le recryptage du contenu LMR
non natif destiné à être communiqué entre sites de
communication différents en utilisant des clés de
cryptage correspondant à chacun des sites de com-
munication différents.
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16. Procédé selon la revendication 15, dans lequel la
conversion comprend le décodage et le réencodage
numériques du contenu LMR non natif en utilisant
deux schémas d’encodage différents.

21 22 



EP 2 057 853 B1

13



EP 2 057 853 B1

14



EP 2 057 853 B1

15



EP 2 057 853 B1

16



EP 2 057 853 B1

17

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• US 20060058007 A [0006] • US 2006120350 A [0007]


	bibliography
	description
	claims
	drawings

