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Description 

Technical  field 
This  invention  relates  to  a  method  and 

apparatus  for  locking  records  in  data  bases  to 
prevent  multiple  simultaneous  modifications  to  a 
single  data  base  entry. 

It  is  well-known  to  use  digital  storage  facilities 
and  a  programmed  digital  computer  to  provide, 
respectively,  a  data  base  storage  medium  and  a 
data  base  manager.  The  storage  facilities  serve  to 
store  large  amounts  of  information  in  digital  form 
while  the  data  base  manager  is  a  computer 
program  facility  for  reading,  writing  and  search- 
ing  the  data  base. 

It  is  convenient  to  define  a  "record"  as  a  basic 
data  base  unit.  Each  record  consists  of  a  number 
of  "fields"  which  store  specific  information  which 
constitutes  the  content  of  the  record.  A  number  of 
similar  record  comprises  a  "file".  A  "transaction" 
is  a  set  of  steps  or  procedures  which  take  the  data 
base  file  from  one  consistent  state  to  another 
consistent  state  by  modifying  the  fields  in  the 
records. 

It  is  often  necessary  to  change  records  in  a  data 
base,  sometimes  to  correct  errors,  and  some- 
times  to  reflect  changes  in  the  physical  world 
such  as  additions  or  deletions  to  inventory  or 
consumption  of  resources.  Indeed,  with  large 
data  bases  having  many  users,  it  is  possible  to 
have  more  than  one  user  simultaneously  access  a 
record  and  attempt  to  change  that  record.  This 
possibility  of  multiple  simultaneous  access  must 
be  prevented  to  guard  against  ambiguity  concern- 
ing  the  contents  of  the  data  base.  That  is,  data 
base  records  which  are  in  use  by  one  user  must 
be  locked  out  of  use  for  all  other  users.  This  is  the 
well-known  data  locking  problem  which  arises 
whenever  there  is  a  concurrency  of  multiple 
transactions. 

It  is,  of  course,  possible  to  lock  out  the  entire 
data  base  while  any  user  is  accessing  that  data 
base.  This  is  not  a  practical  solution  for  large  data 
bases  with  many  users  because  an  unacceptably 
low  number  of  serial  transactions  can  take  place 
against  the  data  base.  The  system  throughput  can 
then  become  inadequate  to  fill  the  requirements 
of  the  application.  In  an  airline  reservation 
system,  for  example,  reservation  posting  for  one 
day's  flight  might  well  take  longer  than  the 
number  of  hours  in  a  day. 

On  the  other  hand,  only  the  record  being 
actually  accessed  can  be  locked  out,  with  all  other 
records  remaining  accessible.  Since  a  significant 
amount  of  time  is  required  to  lock  and  unlock 
each  data  record,  however,  expending  this  time 
for  every  record  accessed  may  well  also  reduce 
the  system  throughput  below  acceptable  levels. 

Review  of  the  Electrical  Communication 
Laboratories,  vol.  29,  Nos.  1,  2;  Jan/Feb  1981 
(Tokyo  JP)  M.  Hashimoto  et  al:  "Time  sharing 
system  oriented  database  management  system", 
pages  16  —  30  describes  in  section  5.1  two 
schemes  for  locking  out  a  subset  of  a  data  base: 

(i)  a  so-called  all-exclusive  lock  method  which 

inhibits  all  access  by  others  to  a  page  in  the 
database  already  accessed  for  updating,  or  if 
access  is  for  reference  only  this  method  sets  up  a 
so-called  protected  lock  which  permits  others  to 

5  make  reference  only;  and 
(ii)  a  so-called  part-exclusive  lock  method  which 

sets  up  a  protected  lock  against  either  (a)  any 
reference  access  to  a  page  likely  to  be  updated,  or 
(b)  to  a  page  to  be  only  referred  to  in  the  course  of 

io  updating,  or  sets  up  an  exclusive  lock  to  a  page  to 
be  really  updated.  ACM  Transactions  on  Database 
Systems,  Vol.  7,  No.  3,  September  1982,  in  an 
article  by  R.  Fagin  et  al:  "A  simplified  universal 
relation  assumption  and  its  properties"  pages 

15  343  —  360,  describes  various  terms  in  the  field  of 
the  art  to  which  the  present  invention  relates. 

What  is  desired  is  a  compromise  which  locks 
out  a  block  of  records  which  is  a  relatively  small 
subset  of  the  entire  data  base,  and  yet  which 

20  includes  a  significantly  related  set  of  individual 
records.  While  subset  locking  can  be  and  has 
been  done  arbitrarily,  optimum  performance 
requires  that  several  other  parameters  be  met. 
The  overhead  involved  in  placing  and  detecting 

25  data  locks  must  be  kept  to  a  minimum  and  the 
locked  subset  should  preferably  not  be  arbitrarily 
chosen. 

According  to  one  aspect  of  this  invention  there 
is  provided  a  method  for  locking  records  in  a  data 

30  base  management  system  including  the  steps  of 
(1)  creating  a  directed  acyclic  locking  graph  of 
records  in  said  data  base  including  the  sub-steps 
of  creating  a  directed  graph  representing  the 
relationships  between  the  entities  specified  in  the 

35  records  in  said  data  base,  and  selecting  a  subset 
of  the  edges  of  said  graph  which  have  a  common 
attribute  in  respect  of  said  relationship,  (2)  for 
each  record  accessed,  using  said  locking  graph  to 
identify  the  closest  root  record  of  said  locking 

40  graph,  and  (3)  locking  said  root  record  to  prevent 
concurrent  access  thereto  when  a  record  in  said 
locking  graph  is  accessed. 

According  to  another  aspect  of  this  invention 
apparatus  for  providing  data  locking  in  a  data 

45  base  system  including  a  plurality  of  "records 
includes  a  physical  facility  for  storing  said  plu- 
rality  of  records,  means  for  representing  a 
directed  acyclic  locking  graph  of  all  of  said 
records  in  said  facility,  means,  utilizing  said  graph 

so  representation,  for  locating  the  root  record  in  said 
facility  closest  to  an  accessed  record  in  said 
graph,  and  means  for  locking  said  root  record  in 
said  facility  to  prevent  concurrent  access  to  said 
accessed  record. 

55  In  an  illustrative  embodiment  of  the  present 
invention,  data  record  subsets  in  a  data  base  are 
selected  optimally  for  data  lockout  and  such 
lockout  is  assisted  by  local  lists,  one  for  each 
transation.  Internally  explicit  relationships 

60  between  the  data  records  are  used  to  select  the 
subset  of  records  for  locking  which  includes  the 
records  most  likely  to  affect  each  other  by 
changes.  Moreover,  only  one  record  of  each 
subset  is  locked  out  by  the  file  system.  The 

65  identifications  of  the  remaining  records  of  each 
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subset  are  kept  on  a  lock-out  list  associated  with 
each  transaction  which  can  be  returned  to  deter- 
mine  the  lock-out  status  of  these  other  records. 
The  burden  on  the  file  system  lock-out 
mechanism  is  thereby  minimized. 

Brief  description  of  the  drawings 
Figure  1  is  a  general  flow  chart  of  the  locking 

procedure  in  a  computerized  data  base  manage- 
ment  system; 

Figure  2  is  a  block  diagram  of  one  application  of 
a  data  base  for  the  assignment  of  facilities  to 
users  of  those  facilities; 

Figure  3  is  a  generalized  block  diagram  of  the 
telephone  outside  plant  facilities  used  in  provid- 
ing  telephone  service; 

Figure  4  is  a  graphical  representation  of  typical 
outside  plant  facilities  used  to  provide  service  to  a 
particular  telephone  subscriber; 

Figure  5  is  a  directed  graph  representation  of  an 
inventory  of  the  facilities  shown  in  Figure  4; 

Figure  6  is  a  directed  graph  representation  of 
the  connectivity  of  the  facilities  shown  in  Figure  4; 

Figure  7  is  a  complete  graphical  representation 
of  one  node  of  the  graph  of  Figure  6; 

Figure  8  is  a  typical  data  base  record  for  the 
node  of  Figure  7,  illustrating  the  locking  infor- 
mation;  and 

Figure  9  is  a  graphical  representation  of  a 
portion  of  a  directed  acyclic  graph  for  locking 
nodes  in  the  graph  of  Figure  6. 

Detailed  description 
Referring  more  particularly  to  Figure  1,  there  is 

shown  a  generalized  flow  chart  of  the  file  access 
process  in  a  typical  data  base  management 
system.  The  process  starts  at  box  10  with  the 
request  to  access  (FETCH)  the  record  identified 
with  the  noted  record  identification  (rid)  number. 
In  box  1  1  ,  the  lock  status  of  this  record  is  checked, 
using  either  local  or  global  locking  information.  If 
the  record  has  been  locked  by  some  other  trans- 
action,  the  present  transaction  simply  waits  for 
the  lock  to  clear. 

When  the  record  to  be  accessed  is  no  longer 
ocked,  box  12  is  entered  in  which  the  record  to  be 
accessed  is  locked  to  prevent'  other  users  from 
gaining  access  while  this  user  is  in  the  process  of 
jsing  the  record.  Once  the  record  access  is 
ocked,  the  data  base  manager  can  access  the 
•ecord  in  box  13  and  bring  it  into  the  work  space 
Df  the  computer.  As  noted  in  box  14,  application 
jrograms  can  process  the  record  to  change  the 
ecord  contents. 

When  manipulation  or  use  of  the  record  is 
:omplete,  the  record  can  be  returned  to  the  data 
Dase,  using  box  15.  Finally,  in  box  16,  after  the 
ecord  is  returned  to  the  data  base,  the  file  access 
s  unlocked  and  the  procedure  returns  to  the 
jriginal  request  point. 

The  access  procedure  of  Figure  1  is  perfectly 
jeneral  and  can  be  used  for  virtually  all  data  base 
systems.  In  order  to  make  this  process  more 
specific,  a  particular  data  base  and  data  base 
ipplication  will  be  described  in  detail  so  that  the 

locking  procedure  of  the  present  invention  will  be 
more  readily  understood. 

Referring  more  particularly  to  Figure  2,  there  is 
shown  a  general  block  diagram  of  a  particular 

5  data  base  application.  The  information  pro- 
cessing  system  of  Figure  2  comprises  a  data  base 
30,  illustrated  as  being  contained  on  a  magnetic 
disc-pack,  a  data  base  manager  31,  a  group  of 
application  programs  32,  an  input  device  33  and 

10  an  output  device  34.  The  data  base  manager  31 
and  the  application  programs  32  are  both  com- 
puter  programs,  written  in  source  code  by  pro- 
grammers,  compiled  into  object  code  by  a  com- 
piler  program  (not  shown)  and  loaded  into  the 

15  internal  memory  of  a  general  purpose  data  pro- 
cessor  35.  The  file  locking  mechanism  is  usually 
part  of  the  data  base  manager  31  . 

The  input  device  33  provides  a  request  to  the 
application  programs  32  for  service  requiring 

20  information  in  the  data  base  30.  Application  pro- 
grams  32  decide  what  information  is  required  to 
fill  the  service  request  and  format  a  request  for 
specific  records  and  forward  that  request  to  the 
data  base  manager  31  .  The  data  base  manager  31 

25  retrieves  or  stores  records. 
The  record  access  routines  of  data  base  man- 

ager  31  retrieve  the  desired  record  from  data  base 
30  and  pass  the  information  as  values  back  to 
application  programs  32.  These  records  will  then 

30  be  utilized,  and  possibly  changed,  by  application 
programs'  32  to  provide  the  particular  service 
requested  by  input  device  33.  The  result  will  be 
forwarded  to  output  device  34. 

While  device  33  may  be  a  keyboard  and  device 
35  34  a  display  screen  in  an  integral  terminal 

operated  by  a  human  user,  device  33  may  just  as 
well  be  an  automtic  electronic  or  mechanical 
device  (e.g.,  a  parts  counter  in  an  assembly  line) 
and  device  34  may  likewise  be  an  automatic 

40  device  (e.g.,  a  purchase  order  generator  to  reor- 
der  inventory  parts  when  levels  fall  too  low). 
Thus,  the  system  of  Figure  2  is  a  service-providing 
system  rather  than  simply  an  information-provid- 
ing  system.  The  service  (inventory  control, 

is  facilities  assignments,  ticket  preparation,  etc.) 
depends  on  the  availability  of  the  information  in 
data  base.  30,  but  goes  beyond  that  information  to 
provide  a  basis  for  service  of  some  type  in  the 
outside  world. 

>o  Having  explained  the  system  using  the  present 
invention  in  a  generalized  way  in  connection  with 
Figures  1  and  2,  the  balance  of  the  figures  will  be 
used  to  explain  in  detail  a  particular  application  of 
the  data  base  representation.  This  application  is 

>5  the  assignment  of  physical  facilities  (wires, 
cables,  terminal  boxes,  etc.)  to  a  telephone  sub- 
scriber  in  order  to  connect  that  subscriber  tele- 
phone  to  the  local  telephone  central  office.  While 
such  assignments  are  maintained  for  a  relatively 

re  long  period  of  time,  customers  do  move  and 
facilities  must  be  reassigned.  In  central  offices 
serving  tens  of  thousands  of  customers,  such 
reassignments  of  facilities  constitute  a  major, 
labor-intensive  activity.  Maximizing  the  efficiency 

•5  and  minimizing  the  cost  of  such  reassignments 

5 
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ias  therefore  become  an  important  telephone 
company  activity. 

Referring  then  to  Figure  3,  there  is  shown  a 
schematic  diagram  of  typical  facilities  used  to 
:onnect  a  telephone  subscriber  to  the  local  cen- 
tral  office.  Since  these  facilities  are  all  outside  of 
the  central  office  40,  they  have  been  termed 
"outside  plant"  facilities.  Such  outside  plant 
Facilities  consist  of  multiconductor  cables  such  as 
sables.-  41  through  45,  each  of  which  includes  a 
large  number  of  twisted  pairs  of  copper  wires, 
multichannel  pair-gain  systems,  or  optical  fibers. 
In  general,  one  twisted  pair  is  used  to  provide 
telephone  service  to  one  customer.  Some  areas 
require  three  or  more  levels  of  cable  (f3,  f4,  etc.)  in 
the  outside  plant  interconnection  system. 

Cross-connect  terminals  46  and  47  are  devices 
for  connecting  electrical  wire  pairs  to  each  other. 
They  have  one  set  of  binding  posts  for  connecting 
wire  pairs  from  the  central  office  side  (the  IN  side) 
and  another  set  for  connecting  wire  pairs  from  the 
other  (field)  direction  (the  OUT  side).  In  addition, 
cross-connect  terminals  have  jumper  wires  selec- 
tively  interconnecting  selected  IN  pairs  with 
selected  OUT  pairs,  thereby  effectuating  the  phys- 
ical  interconnection  between  distribution  cables 
pairs  and  feeder  cable  pairs.  Cables  and  pairs 
have  central  office  ends  and  field  ends. 

At  selected  points  along  cables  41  through  45 
are  distribution  terminals  48.  These  distribution 
terminals  also  have  binding  posts  for.connecting 
cable  pairs  to  customer  service  wires  such  as 
drop  wires  49  and  50  connected  to  customer 
living  units  51  and  53,  respectively.  Distribution 
terminals  are  typically  located  at  concentrations 
of  subscriber  living  units  and  can  be  located  on 
telephone  poles,  in  pedestals  or  on  customer's 
premises. 

The  assignment  problem  in  providing  tele- 
phone  service  to  the  living  unit  of  a  telephone 
subscriber  is  to  assign,  in  the  data  base,  the 
necessary  cable  pairs,  terminals,  binding  posts 
and  customer  service  wires  to  create  a  complete 
and  continuous  electrical  circuit  (a  local  loop) 
between  the  customers'  telephone  set  and  the 
central  office.  Once  the  assignment  is  made  in  the 
data  base,  the  corresponding  physical  connec- 
tions  have  to  be  made  out  in  the  field  at  the  time 
service  is  to  be  initiated. 

In  Figure  4,  there  is  shown  the  specific  facilities 
assigned  to  provide  telephone  service  to  living 
unit  53  in  Figure  3.  Thus,  cable  41  connecting 
central  office  40  with  cross-connect  terminal  46  is 
identified  as  cable  "01".  The  specific  pair  in  cable 
01  assigned  to  living  unit  53  is  pair  "21",  repre- 
sented  by  the  cable-pair  dyad  "01:21".  The  field 
end  of  pair  01  :21  is  connected  to  binding  posts  52 
on  the  IN  side  of  terminal  46.  The  IN  binding  posts 
52  are  cross-connected  by  wire  jumpers  to  OUT 
binding  posts  302.  The  central  office  end  of  the 
1  21  st  pair  of  cable  44  (pair  01  01  :  1  21  )  is  connected 
to  binding  posts  302  in  terminal  46.  At  the  other 
(field)  end,  the  pair  0101:121  is  connected 
through  distribution  terminal  48  to  drop  wire  50 
and  thence  to  living  unit  53. 

It  will  be  noted  that  each  facility  used  for  this 
loop  has  both  a  type  (pair,  cable,  terminal,  etc.) 
and  an  identification  (pair  01:21,  terminal  46, 
binding  posts  302,  etc).  The  general  problem  is  to 

5  create  a  data  base  which  serves  as  an  inventory  of 
the  facilities  and  simultaneously  facilitates  the 
assignement  and  reassignment  of  those  facilities 
into  service-providing  loops  between  customers 
and  the  central  office. 

to  In  Figure  5  there  is  shown  a  standard  directed 
graph  representing  the  inventory  of  facilities  mak- 
ing  up  the  outside  plant  facilities  illustrated 
graphically  in  Figure  4.  Each  box  in  Figure  5  is  a 
node  of  the  graph  and  one  node  is  provided  for 

is  each  physical  entity  in  the  inventory.  Thus  box  60 
is  a  graph  node  representing  cable  41,  node  61 
represents  cross-connect  terminal  46,  node  62 
represents  pair  01:21,  node  63  represents  cable 
44,  node  64  represents  pair  0101:121,  node  65 

20  represents  distribution  terminal  48  and  node  66 
represents  living  unit  53.  These  nodes  are  the 
entities  in  the  entity-relationship  data  base. 

The  relationships  between  these  entities  are 
represented  in  Figure  5  by  the  directed  arrows 

25  between  the  nodes.  Thus,  arrow  67  represents  the 
relationship  "connected  to"  since  cable  41  is 
connected  to  terminal  46.  Arrow  68  represents  the 
relationship  "included  in"  since  pair  01:21  is 
included  in  cable  41.  Finally,  the  arrow  69 

30  represents  the  relationship  "connected  to"  and 
carries  further  information  identifying  the  binding 
posts  ("CO  BP  52"),  i.e.,  binding  posts  52  on  the 
central  office  (IN)  side  of  terminal  46.  The  other 
directed  arrows  in  Figure  5  have  analogous  mean- 

35  ings  and  will  not  be  further  discussed  here  except 
to  note  that  the  distribution  terminal  48  and  the 
living  unit  53  have  "served  by"  and  "serves" 
interrelationships  and  the  customer  service  wire 
50  has  been  left  out  for  simplicity. 

40  The  inventory  information  contained  in  Figure  5 
is  necessary  to  keep  track  of  the  physical  facilities 
used  in  the  loop  plant.  It  is  not  particularly 
convenient,  however,  in  assigning  an  electrical 
circuit  (a  loop)  to  a  customer.  In  Figure  6,  there  is 

45  shown  another  set  of  edges  between  these  same 
nodes  that  better  serve  the  loop  assignment  need. 

In  Figure  6,  the  same  nodes  shown  in  Figure  5 
are  repeated  (except  for  the  cable  nodes)  and  a 
circuit  node  80  has  been  added.  The  graph  of 

so  Figure  6  can  be  said  to  represent  the  connectivity 
of  the  communication  circuit  as  distinguished 
from  the  inventory  of  the  parts  (Figure  5).  The 
circuit  (usually  called  a  "loop"  and  named  with  a 
telephone  number  in  node  80)  is  composed  of 

55  three  parts:  pair  01:21,  pair  0101:121  and  living 
unit  53  (along  with  drop  wire  50).  These  three 
parts  are  connected  to  each  other  through  ter- 
minals.  For  efficiency  of  assignment  processing,  it 
is  desirable  to  know  directly  that  pair  01:21  is 

60  connected  to  pair  0101  :  121.  At  the  same  time,  it  is 
necessary  to  know  that  the  interconnection  takes 
place  in  a  specific  terminal  and  at  specific  binding 
posts.  The  edges  81  and  82  are  used  to  simul- 
taneously  point  to  the  connected  pair  and  the 

65  terminal  through  which  this  connection  is 
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effected.  The  representation  of  Figure  5  in  which 
the  pair-to-pair  connection  could  be  discovered 
by  further  searching  in  the  data  base  is  very 
inefficient  for  assigning  facilities. 

The  interconnection  of  pair  0101:121  (box  64) 
and  living  unit  53  (box  66)  is  likewise  represented 
by  two  edges  83  and  84,  serving  the  same 
function  for  this  part  of  the  circuit.  It  should  be 
noted  that  a  rearrangement  of  the  jumper  wires 
could  be  used  to  reassign  the  physical  facilities  to 
other  circuits  without  changing  the  inventory. 
That  is,  the  connectivity  of  Figure  6  could  change 
without  changing  the  inventory  of  Figure  5. 

The  graph  of  Figure  6  serves  to  maintain  an 
inventory  of  assigned  electrical  circuits  while  that 
of  Figure  5  maintains  an  inventory  of  physical 
parts.  Both  are  necessary  to  describe  the  inventor 
of  loops  of  the  telephone  subscribers. 

In  Figure  7  there  is  shown  a  graphical 
representation  of  one  record  of  the  data  base 
used  to  represent  both  the  physical  facilities  and 
the  circuit  assignment  illustrated  in  Figure  3.  The 
record  represented  in  Figure  7  is  that  representing 
pair  101:121.  The  record  includes  a  body  portion 
(box  64)  and  a  plurality  of  edges  82,  83,  86,  87,  88 
and  85,  some  of  which  (82  and  83)  are 
hyperedges.  The  record  illustrated  in  Figure  7 
contains  all  of  the  information  about  pair 
0101:121  that  is  in  the  data  base.  It  will  be  noted 
that  the  "name"  of  this  pair  by  which  it  is  known 
in  the  outside  world  (pair  101:121)  is  a  separate 
entity  91  pointed  to  by  edge  90.  The  internal 
identification  of  each  record  is  by  way  of  an 
internal  number  which  permits  direct  access  to 
the  associated  record.  Moreover,  the  external 
name  of  an  entity  can  change  without  changing 
all  of  the  internal  references  thereto. 

In  Figure  8  there  is  shown  an  alphanumeric 
representation  of  the  record  in  the  data  base  for 
pair  0101:121.  The  body  portion  of  the  record 
appears  first,  but  the  edges  are  ordered 
haphazardly.  A  specific  edge  must  be  searched 
for  in  this  arrangement.  Alternatively,  the  edges 
could  be  ordered  in  a  preselected  sequence  and 
accessed  directly.  The  contents  of  the  data  record 
of  Figure  8  will  now  be  discussed. 

It  will  be  first  noted  that  each  physical  facility  is 
identified  with  an  internal  identification  number 
different  from  the  name  by  which  it  is  known  in 
the  external  world.  These  internal  identification 
numbers  simplify  the  computer  record-keeping 
and  permit  arbitrary  and  changeable  names  in  the 
outside  world.  A  special  edge  90  points  to  the 
external  identification  91  ("pair  0101:121"),  as 
shown  in  Figure  7,  and  at  lines  g1  —  g3  in  Figure  8. 

Edges  at  lines  c1  —  c5  and  f1  —  f5  are 
hyperedges,  each  including  two  record  identifica- 
tions.  Each  body  or  edge  has  one  or  more  lines  of 
so-called  "application  data",  i.e.,  information  use- 
ful  in  applying  the  data  base  information  to  a 
problem  in  the  outside  world.  For  example,  at  line 
c-5,  the  edge  is  identified  as  pointing  to  binding 
posts  on  the  central  office  side  of  the  terminal  (as 
distinguished  from  the  "field"  side  of  the  ter- 
minal).  At  line  e-3,  the  pair  is  connected  to  the 

"blue-green"  stub  wires  on  the  "IN"  side  of  the 
distribution  terminal  (as  distinguished  from 
"OUT"  side).  The  edge  hi  —  h2  identifies  the  loop 
circuit  of  which  this  pair  is  a  part. 

5  As  is  usual  in  data  bases  of  this  sort,  it  is 
necessary  to  prevent  more  than  one  user  from 
modifying  any  record  of  the  data  base  at  the  same 
time  to  prevent  ambiguities  in  the  record  content. 
Moreover,  the  usual  solutions  of  locking  out  each 

10  record  accessed,  or  locking  out  all  records  when 
any  one  of  them  is  accessed,  have  grave  dis- 
advantages.  The  overhead  involved  in  locking  out 
each  record  individually  is  prohibitive  in  both 
processor  time  and  memory  space.  Locking  out 

15  all  records  for  each  access,  on  the  other  hand, 
forces  all  accesses  to  be  sequential,  thus  prohibi- 
tively  reducing  the  number  of  transactions  per 
hour  which  can  be  handled.  Neither  approach  is 
feasible  for  the  illustrative  telephone  loop 

20  facilities  assignment  and  control  system 
described  above. 

The  solution  to  this  problem  is  accomplished  by 
locking  a  small  subset  of  records  including  the 
record  accessed  and  leaving  all  other  records 

25  open  for  simultaneous  access.  More  specifically, 
the  attributes  of  the  physical  system  represented 
by  the  data  base  records  are  exploited  to  choose  a 
subset  of  records  which  is  of  reasonable  size  and 
which  also  is  functionally  related  in  such  a  way 

30  that  denial  of  access  at  a  single  record  protects  an 
entire  dependent  multirecord  data  structure  from 
access.  In  the  particular  system  of  Figures  3 
through  8,  locking  the  f1  feeder  cable  record  (the 
cable  closest  to  the  central  office)  serves  to 

35  prevent  access  to  all  pairs,  terminals,  distribution 
cables  and  living  units  which  could  be  served  by' 
that  feeder  cable.  Since  all  assignments  of 
facilities  require  the  assignment  of  the  approp- 
riate  feeder  cable,  if  that  feeder  cable  is  locked 

40  out,  all  facilities  connectable  to  that  feeder  cable 
can  likewise  be  denied  access. 

Locking  is  accomplished  with  the  aid  of  a 
locking  graph,  i.e.  a  system  of  vertices  and  edges 
superimposed  on  the  directed  graph  represented 

45  by  Figures  7  and  8.  This  superimposed  locking 
graph  includes  all  of  the  vertices  of  the  original 
graph  (ail  of  the  physical  facilities)  but  includes 
only  those  edges  pointing  toward  a  feeder  cable. 
An  inspection  of  this  locking  graph  shows  that  the 

50  graph  does  not  close  on  itself.  The  graph  is  open 
and  does  not  form  a  repeating  function.  This  is 
called  an  acyclic  graph.  This  acyclic  graph,  called 
herein  a  directed  acyclic  graph  (DAG),  can  be 
worked  by  well-known  methods  to  identify  all 

55  feeder  cables  from  which  any  particular  record 
can  be  accessed.  These  feeder  cable  records  are 
then  locked  to  insure  denial  of  a  second  access  to 
any  previously  accessed  records. 

The  superimposed  directed  acyclic  graph  is 
60  contained  in  separate  locking  field  LK  (line  a-5) 

appended  to  the  body  of  each  record.  The  ready 
availability  of  the  locking  path  for  each  record  in 
the  record  itself  greatly  reduces  the  processing 
time  necessary  to  lock  that  record  and  thus 

65  further  reduces  the  overhead  for  locking  and 
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Increases  the  speed  of  locking  and  unlocking 
records. 

In  Figure  9  there  is  shown  a  partial  locking  graph 
Forthe  directed  graph  of  Figures  5  and  6.  Reference 
numerals  common  to  Figure  5  are  repeated  in 
Figure  9.  The  edges  shown  in  Figure  9  are  only 
those  edges  pointing  back  toward  the  f1  cable  60 
[or  other  fl  cable).  Each  fl  cable  record  can 
therefore  be  thought  of  as  the  "root"  of  a  tree 
including  all  other  records  accessible  through  the 
F1  cable  record.  The  locking  algorithm,  then, 
simply  consists  of  using  the  locking  entry  of  the 
accessed  record  to  walk  the  directed  acyclic  graph 
(DAG)  to  each  of  its  roots  and  to  lock  each  root 
(each  fl  cable).  Since  such  a  DAG  has  few  roots, 
this  process  can  be  accomplished  quickly  and  with 
little  software  overhead. 

In  Figure  8,  the  locking  DAG  information  is  found 
in  line  a-5  where  the  "LK"  lock  edge  is  identified  as 
pointing  toward  node  453,  i.e.,  cable  63.  This 
information  is  used  by  the  data  base  manager  to 
rapidly  lock  out  this  record  and  all  other  records  up 
to  and  including  the  f1  cable  record  60. 

The  locking  of  records  is  accomplished  as 
shown  in  the  pseudo-code  of  Table  I.  A  list  (LIST)  is 
constructed  during  each  transaction  so  that  all 
records  already  locked  are  on  the  list.  In  this  way, 
much  time  is  saved  in  not  attempting  to  lock 
records  already  locked  by  a  previous  portion  of  a 
transaction.  Since  most  transactions  involve 
reeords  on  the  same  branch  of  the  locking  DAG, 
maintaining  LIST  is  well  worthwhile. 

TABLE  I 
procedure  lock  (rid) 

if  rid  is  in  LIST  then  return; 
node_a=  read  (rid); 
if  LK(node_a)  is  empty  then 

DBMSLOCK(rid) 
add  rid  to  LIST; 
return; 

else 
lock(LK(node_a)); 

node_b=read(rid); 
if  LK(node_a)=LK(node_b)  then 
.  add  rid  to  LIST; 

return; 
else 

lock(rid); 
return; 

The  procedure  "DBMSLOCK"  actually  locks  the 
root  record  (the  record  with  no  "LK"  entry)  and  is 
specific  to  the  hardware  system  used. 

Claims 

1.  A  method  for  locking  records  in  a  data  base 
management  system  including  the  steps  of  (1) 
creating  a  directed  acyclic  locking  graph  of  records 
in  said  data  base  including  the  sub-steps  of 
creating  a  directed  graph  representing  the  rela- 
tionship  between  the  entities  specified  in  the 
records  in  said  data  base,  and  selecting  a  subset  of 
the  edges  of  said  graph  which  have  a  common 

attribute  in  respect  of  said  relationship,  (2)foreach 
record  accessed,  using  said  locking  graph  to 
identify  the  closest  root  record  of  said  locking 
graph,  and  (3)  locking  said  root  record  to  prevent 

5  concurrent  access  thereto  when  a  record  in  said 
locking  graph  is  accessed. 

2.  A  method  according  to  Claim  1  wherein  step 
(1  )  includes  providing  in  each  said  record  a  storage 
location  for  identifying  the  next  nearest  neighbour 

m  to  said  record  in  said  locking  graph. 
3.  A  method  according  to  Claim  1  including  the 

steps  of  maintaining  a  list  of  records  previously 
locked  during  a  single  transaction,  checking  the 
present  record  against  said  list  before  performing 

w  steps  (2)  and  (3),  and  performing  steps  (2)  and  (3) 
only  if  said  list  does  not  include  the  present  record. 

4.  A  method  according  to  Claim  1  wherein  step 
(1)  includes  the  substeps  of  associating  said 
records  in  a  "used  in"  or  "included  in"  hierarchy, 

20  and  selecting  edges  for  said  locking  graph 
representing  said  "used  in"  or  "included  in" 
relationship  between  records. 

5.  Apparatus  for  providing  data  locking  in  a  data 
base  system  including  a  plurality  of  records,  said 

25  apparatus  including  a  physical  facility  for  storing 
said  plurality  of  records,  means  for  representing  a 
directed  acyclic  locking  graph  of  all  of  said  records 
in  said  facility,  means,  utilizing  said  graph 
representation,  for  locating  the  root  record  in  said 

30  facility  closestto  an  accessed  record  in  said  graph, 
and  means  for  locking  said  root  record  in  said 
facility  to  prevent  concurrent  access  to  said  acces- 
sed  record. 

6.  Apparatus  according  to  Claim  5  including 
35  means  for  storing  in  each  said  record  in  said 

facility  except  said  root  records  at  least  one  of  the 
edges  of  said  directed  acyclic  graph. 

7.  Apparutus  according  to  Claim  5  including 
means  for  storing  in  said  facility  a  list  of  records 

40  previously  locked  during  a  single  transaction,  and 
means  for  disabling  said  locating  and  locking 
means  if  said  accessed  record  is  on  said  list. 

Patentanspriiche 
45 

1.  Verfahren  zur  Sperrung  von  Aufzeichnungen 
in  einem  Datenbasis-Managementsystem  mit  den 
Verfah  renssch  ritten  : 

(1)  Erzeugen  eines  gerichteten,  azyklischen 
so  Sperrgraphen  von  Aufzeichnungen  in  der 

Datenbasis  einschlielSlich  der  Teil- 
schritte: 

Erzeugen  eines  gerichteten  Graphen, 
der  die  Beziehungen  zwischen  den  in 

55  den  Aufzeichnungen  der  Datenbasis 
angegebenen  Einheiten  angibt,  und 
Auswahl  einer  Untergruppe  von  Ecken 
des  Graphen,  die  ein  gemeinsames 
Attribut  mit  Bezug  auf  die  Beziehung 

60  besitzen, 
(2)  Verwenden  des  Sperrgraphen  fur  jede 

zugegriffene  Aufzeichnung,  um  die  am 
nachsten  liegende  Wurzelaufzeichnung 
der  Sperrgraphen  zu  identifizieren,  und 

65  (3)  Sperren  der  Wurzelaufzeichnung,  um 
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einen  gleichzeitigen  Zugnff  darauf  zu 
verhindern,  wenn  ein  Zugriff  auf  eine 
Aufzeichnung  in  dem  Sperrgraphen 
erfolgt. 

2.  Verfahren  nach  Anspruch  1,  bei  dem  der 
Schritt  (1)  beinhaltet,  da(5  in  jeder  Aufzeichnung 
eine  Speicherstelle  vorgesehen  wird,  um  den 
zweitnachsten  Nachbarn  der  Aufzeichnung  in 
dem  Sperrgraphen  zu  identifizieren. 

3.  Verfahren  nach  Anspriiche  1,  mit  den  Schrit- 
ten:  Zuruckbehalten  einer  Liste  von  Aufzeichnun- 
gen,  die  fruher  wahrend  einer  einzigen  Transak- 
tion  gesperrt  worden  sind,  Prtifen  der  augenblick- 
lichen  Aufzeichnung  anhand  der  Liste,  bevor  die 
Schritte  (2)  und  (3)  durchgefuhrt  werden,  und 
Durchfiihren  der  Schritte  (2)  und  (3)  nur  dann, 
wenn  die  List  die  augenblickliche  Aufzeichnung 
nicht  enthalt. 

4.  Verfahren  nach  Anspruch  1,  bei  dem  der 
Schritt  (1)  die  Teilschritte  enthalt:  Einordnen  der 
Aufzeichnungen  in  eine  "Benutzt"  oder 
"Enthalten"  Hierarchie  und  Auswahlen  von  Ecken 
fur  den  Sperrgraphen,  die  die  "Benutzt"  oder 
"Enthalten"-Beziehung  zwischen  den  Aufzeich- 
nungen  darstellen. 

5.  Vorrichtung  zur  Bereitstellung  einer  Daten- 
sperrung  in  einem  Datenbasisystem,  das  eine 
Vielzahl  von  Aufzeichnungen  enthalt,  mit  einer 
physikalischen  Einrichtung  zur  Speicherung  der 
Vielzahl  von  Aufzeichnungen,  mit  einer  Einrich- 
tung  zur  Darstellung  eines  gerichteten,  azykli- 
schen  Sperrgraphen  fur  alle  Aufzeichnungen  in 
der  Speichereinrichtung,  eine  Einrichtung,  die 
unter  Verwendung  der  Darstellung  des  Graphen 
die  Wurzelaufzeichnung  in  der  Speichereinrich- 
tung  feststellt,  die  einer  zugegriffenen  Aufzeich- 
nung  in  dem  Graphen  am  nachsten  liegt,  und  eine 
Einrichtung  zur  Sperrung  der  Wurzelaufzeich- 
nung  in  der  Speichereinrichtung,  um  einen 
gleichzeitigen  Zugriff,  zu  der  zugegriffenen  Auf- 
zeichnung  zur  verhindern. 

6.  Vorrichtung  nach  Anspruch  5,  mit  einer 
Einrichtung  zur  Einspeicherung  in  jeder  Aufzeich- 
nung  in  der  Speichereinrichtung  mit  Ausnahme 
der  Wurzelaufzeichnungen  wenigstens  eine  der 
Ecken  des  gerichteten  azyklischen  Graphen. 

7.  Vorrichtung  nach  Anspruch  5,  mit  einer 
Einrichtung  zur  Einspeicherung  einer  Liste  von 
*Uifzeichnungen  in  die  Speichereinrichtung,  die 
Tiiher  wahrend  einer  einzigen  Transaktion 
gesperrt  waren,  und  mit  einer  Einrichtung  zur 
Oibschaltung  der  Festell-  und  Sperreinrichtung, 
wenn  die  zugegriffene  Aufzeichnung  sich  auf  der 
-iste  befindet. 

tevendications 

1.  Un  procede  pour  verrouiller  des  enregistre- 
ments  dans  un  systeme  de  gestion  de  base  de 
ionnees,  comprenant  les  operations  suivantes: 
1)  on  cree  un  graphe  de  verrouillage  acyclique 
jriente  pour  des  enregistrements  dans  la  base  de 
Ionnees,  cette  operation  comprenant  les  sous- 
)perations  qui  consistent  a  creer  un  graphe 
>riente  representant  les  relations  entre  les  entites 

specifiees  dans  les  enregistrements  dans  la  base 
de  donnees,  et  a  selectionner  un  sous-ensemble 
des  branches  de  ce  graphe  qui  ont  un  attribut 
commun  en  ce  qui  concerne  ia  relation  precitee, 

5  (2)  pour  chaque  enregistrement  faisant  I'objet 
d'un  acces,  on  utilise  le  graphe  de  verrouillage 
pour  identifier  I'enregistrement  racine  le  plus 
proche  du  graphe  de  verrouillage,  et  (3)  on  ver- 
rouille  I'enregistrement  racine  pour  empecher  un 

io  acces  simultane  a  celui-ci  au  moment  de  I'acces  a 
un  enregistrement  dans  le  graphe  de  verrouillage. 

2.  Un  procede  selon  la  revendication  1,  dans 
lequel  I'operation  (1)  comprend  I'operation  qui 
consiste  a  etablir  dans  chaque  enregistrement 

15  une  position  d'enregistrement  pour  ('identifica- 
tion  du  voisin  le  plus  proche  de  I'enregistrement 
dans  le  graphe  de  verrouillage. 

3.  Un  procede  selon  la  revendication  1,  compre- 
nant  les  operations  qui  consistent  a  conserver 

20  une  liste  d'enregistrements  qui  ont  ete  verrouilles 
precedemment  pendant  une  seule  transaction,  a 
comparer  I'enregistrement  present  avec  la  liste 
precitee  avant  d'effectuer  les  operations  (2)  et  (3), 
et  a  effectuer  les  operations  (2)  et  (3)  seulement  si 

25  la  liste  precitee  ne  contient  pas  I'enregistrement 
present. 

4.  Un  procede  selon  la  revendication  1,  dans 
lequel  I'operation  (1)  comprend  les  sous-opera- 
tions  consistant  a  associer  les  enregistrements 

30  selon  une  hierarchie  "utilise  dans"  ou  "contenu 
dans",  et  a  selectionner  pour  le  graphe  de  ver- 
rouillage  des  branches  representant  la  relation 
"utilise  dans"  un  "contenu  dans"  entre  des  enre- 
gistrements. 

35  5.  Dispositif  destine  a  assurer  le  verrouillage  de 
donnees  dans  un  systeme  de  base  de  donnees 
comprenant  un  ensemble  d'enregistrements,  ce 
dispositif  comprenant  un  equipment  physique 
destine  a  enregistrer  I'ensemble  d'enregistre- 

40  ments,  des  moyens  destines  a  representor  un 
graphe  de  verrouillage  acyclique  oriente  pour 
tous  les  enregistrements  se  trouvant  dans  cet 
equipement,  des  moyens,  utilisant  la  representa- 
tion  sous  forme  de  graphe,  destines  a  localiser 

45  dans  I'equipement  I'enregistrement  racine  le  plus 
proche  d'un  enregistrement  qui  figure  dans  le 
graphe  et  qui  fait  I'objet  d'un  acces,  et  des 
moyens  destines  a  verrouiller  I'enregistrement 
racine  dans  I'equipement,  pour  empecher  un 

>o  acces  simultane  a  I'enregistrement  qui  fait  I'objet 
d'un  acces. 

6.  Dispositif  selon  la  revendication  5,  compre- 
nant  des  moyens  destines  a  enregistrer  dans 
chaque  enregistrement  se  trouvant  dans  I'equipe- 

>5  ment,  sauf  dans  les  enregistrements  racine,  I'une 
au  moins  des  branches  du  graphe  acyclique 
oriente. 

7.  Dispositif  selon  la  revendication  5,  compre- 
nant  des  moyens  destines  a  enregistrer  dans 

io  I'equipement  une  liste  d'enregistrements  ver- 
rouilles  precedemment  pendant  une  seule  trans- 
action,  et  des  moyens  destines  a  invalider  les 
moyens  de  localisation  et  de  verrouillage  si  I'en- 
registrement  qui  fait  I'objet  d'un  accesse  trouve 

is  sur  cette  liste. 

r 
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