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(54) Content-log analyzing system and data-communication controlling device

(57) In a content-log analyzing system 1, content in-
cludes additional information indicating, according to a
property of the content, whether or not to record com-
munication of the content in the content-log. When
transmitting content to a TV 20 or a PC 30, a data-com-
munication controlling device 40 judges whether or not

to record the communication in the content-log based
upon additional information of the content, and when
judging affirmatively, generates and stores content-log
information. A content-log analyzing server 50 obtains
the content-log stored in the data-communication con-
trolling device 40, and analyzes the obtained content-
log.
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Description

[0001] This application is based upon an application
No. 2002-170253 filed in Japan, the content of which is
hereby incorporated by reference.

BACKGROUND OF THE INVENTION

(1) Field of the Invention

[0002] The present invention relates to a content dis-
tributing technique for transmitting and receiving con-
tent between devices connected to a home network, and
particularly to a content-log analyzing technique for use
in distributing content.

(2) Description of the Related Art

[0003] In recent years, the business of distributing
"content" such as movies and music as being recorded
on DVDs or CDs, or via the Internet or broadcast satel-
lites has been widespread. Such content distributed
from suppliers to users is copyrighted. In view of pro-
tecting the copyright, the suppliers are required to man-
age content so as not to allow the users to use the con-
tent beyond the scope of their license.
[0004] The non-patent document 1 discloses a tech-
nique relating to DTCP (Digital Transmission Content
Protection). The DTCP technique provides a system for
mutual authentication between devices connected via
the IEEE1394 high-speed serial bus. According to this
technique, devices licensed to use content are each giv-
en a secret key. When one device intends to transmit or
receive content to or from another device, the two de-
vices first perform mutual authentication between them
using their secret keys. Then, the device transmits or
receives the content to the other device using a shared
key resulting from the mutual authentication. Without an
authentic license, therefore, a device cannot use con-
tent even if it belongs to a home network.
[0005] While great many pieces of content are provid-
ed to the users, some of them are highly valuable con-
tent (high-value content) for which a license that limits
the number of copying times or the like is set. Examples
of such high-value content include high-quality digital
video, and movies released just recently. The suppliers
desire to prohibit distribution of high-value content to
such devices that may possibly decode and rewrite the
license set for the high-value content. For example, a
PC (personal computer) obtaining high-value content
within a home network may possibly decode and rewrite
its license. In such a case, the higher the frequency of
the PC obtaining content, the higher the possibility of
the PC having the intention to break the copyright pro-
tection. Non-patent Document 1: 5C Digital Transmis-
sion Content Protection White Paper (Revision 1.0 July
14, 1998)

SUMMARY OF THE INVENTION

[0006] In view of the above problems, the object of the
present invention is to provide a content distributing sys-
tem that can detect at an early stage an unauthorized
device that frequently obtains high-value content with
the possible intention of breaking the content's copyright
protection.
[0007] The above object of the present invention can
be achieved by a content distributing system for trans-
mitting content from a transmission device to a reception
device via a routing device. The system includes the
transmission device, the routing device, the reception
device, and an analyzing device. The transmission de-
vice is operable to generate additional information of
content according to a property of the content, the ad-
ditional information indicating whether or not to log com-
munication of the content when the content is transmit-
ted from the routing device to the reception device, and
transmit the additional information, a transmission tar-
get address specifying the reception device, and the
content, to the routing device. The routing device is op-
erable to receive the additional information, the trans-
mission target address, and the content from the trans-
mission device, and transmit the content to the reception
device specified by the transmission target address, and
when the additional information indicates to log the com-
munication, generate log information indicating that the
content has been routed from the transmission device
to the reception device, and store the log information.
The reception device is operable to receive the content
transmitted from the routing device. The analyzing de-
vice is operable to obtain the log information from the
routing device, and judge whether the reception device
is an unauthorized device, based upon the obtained log
information.
[0008] According to this construction, the routing de-
vice records the communication in the content-logwhen
transmitting such content that includes additional infor-
mation indicating to record the communication in the
content-log. Accordingly, the analyzing device is given
information about how many times the reception device
has obtained the content. By comparing the number of
times the reception device has obtained the content with
a predetermined number of times, therefore, the analyz-
ing device can judge a possibility of the content being
subjected to attacking by the reception device.
[0009] The above object of the present invention can
also be achieved by a transmission device that transmits
content to a reception device via a routing device, the
transmission device including an additional information
generating unit operable to judge a property of content,
and generate additional information of the content ac-
cording to the property, the additional information indi-
cating whether or not to log communication of the con-
tent when the content is transmitted from the routing de-
vice to the reception device, and a transmitting unit op-
erable to transmit the additional information, a transmis-
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sion target address specifying the reception device, and
the content, to the routing device.
[0010] According to this construction, the transmis-
sion device can judge, as the property of content, a val-
ue of the content. The transmission device can then
generate, for high-value content, additional information
indicating to record the communication in the content-
log, and for low-value content, additional information in-
dicating not to record the communication in the content-
log.
[0011] The above object of the present invention can
also be achieved by a routing device that routes content
from a transmission device to a reception device, the
routing device including a receiving unit operable to re-
ceive content, additional information of the content, and
a transmission target address specifying the reception
device, from the transmission device, the additional in-
formation indicating, according to a property of the con-
tent, whether or not to log communication of the content
when the content is transmitted from the routing device
to the reception device, a routing unit operable to trans-
mit the content to the reception device specified by the
transmission target address, and a log information gen-
erating unit operable to generate log information indicat-
ing that the content has been routed from the transmis-
sion device to the reception device, and store the gen-
erated log information, when the additional information
received by the receiving unit indicates to log the com-
munication.
[0012] According to this construction, the routing de-
vice can generate content-log information according to
the property of content.
[0013] Here, the routing device may have a device ID
that uniquely identifies the routing device, and a certifi-
cate that is used to authenticate the device ID, and the
routing device may further include a log request receiv-
ing unit operable to receive a log request from an ana-
lyzing device that analyzes log information, the log re-
quest requesting to transmit the log information stored
in the log information generating unit, and a log trans-
mitting unit operable to transmit, to the analyzing device,
the device ID, the certificate, and the log information that
is stored in the log information generating unit. The rout-
ing device may be authenticated by the analyzing device
based upon the device ID and the certificate transmitted
to the analyzing device.
[0014] According to this construction, the routing de-
vice transmits a certificate to be used to authenticate a
device ID to the analyzing device. Therefore, the routing
device is prohibited from altering the device ID, and also,
the transmission source of the content-log can be clearly
specified.
[0015] Further, the receiving unit may be operable to
receive content that includes first encrypted content in-
formation, the first encrypted content information having
been generated by encrypting, using first key informa-
tion, content information that is composed of video data
and audio data, and the routing device may further in-

clude a first key information obtaining unit operable to
obtain the first key information, a decrypting unit opera-
ble to decrypt the first encrypted content information us-
ing the first key information obtained by the first key in-
formation obtaining unit, so as to generate first content
information, a second key information storing unit oper-
able to store second key information that is different
from the first key information, an encrypting unit opera-
ble to encrypt the first content information generated by
the decrypting unit, using the second information stored
in the second key information storing unit, so as to gen-
erate second encrypted content information, and a
transmitting unit operable to transmit content that in-
cludes the second encrypted content information gen-
erated by the encrypting unit, to the reception device.
[0016] According to this construction, content is en-
crypted twice each time using a different key before be-
ing transmitted or received, thereby enabling high-se-
curity to be maintained in transmitting and receiving the
content.
[0017] Further, the first key information obtaining unit
may include a third key information storing unit operable
to store third key information that is different from the
first key information and the second key information, an
encrypted first key information receiving unit operable
to receive, from the analyzing device, encrypted first key
information generated by encrypting the first key infor-
mation using the third key information, and a decrypting
unit operable to decrypt the encrypted first key informa-
tion received by the encrypted first key information re-
ceiving unit, using the third key information, so as to ob-
tain the first key information.
[0018] According to this construction, encrypted key
information generated by encrypting key information to
be used to decrypt encrypted content is used, thereby
enabling the security to be further enhanced.
[0019] Also, the routing device may further include an
analyzing condition storing unit operable to store an an-
alyzing condition that serves as a criterion to judge
whether the reception device is an unauthorized device
when the log information stored in the log information
generating unit is analyzed, and an analyzing unit oper-
able to analyze the log information based upon the an-
alyzing condition, to judge whether the reception device
is an unauthorized device.
[0020] According to this construction, the routing de-
vice is not required to transmit the content-log to the an-
alyzing device, but can analyze the content-log internal-
ly stored therein, thereby enabling the processing to be
simplified.
[0021] The above object of the present invention can
also be achieved by an analyzing device that analyzes
log information generated by a routing device that routes
content from a transmission device to a reception de-
vice. The analyzing device includes an analyzing con-
dition storing unit operable to store an analyzing condi-
tion that serves as a criterion to judge whether the re-
ception device is an unauthorized device, when log in-
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formation generated by the routing device is analyzed,
a log receiving unit operable to obtain, from the routing
device, log information indicating that content has been
routed from the transmission device to the reception de-
vice, and an analyzing unit operable to analyze the log
information received by the log receiving unit, based up-
on the analyzing condition stored in the analyzing con-
dition storing unit, to judge whether the reception device
is an unauthorized device.
[0022] According to this construction, an unauthor-
ized reception device can be detected by the analyzing
device analyzing the content-log obtained from the rout-
ing device.
[0023] Here, the routing device may have a device ID
that uniquely identifies the routing device, and the ana-
lyzing device may further include a log transmission ta-
ble storing unit operable to store a log transmission table
showing a device ID of the routing device that has trans-
mitted log information to the analyzing device in re-
sponse to a log request from the analyzing device, the
log request requesting to transmit the log information, a
device ID receiving unit operable to receive the device
ID together with the log information, from the routing de-
vice, and a log transmission table writing unit operable
to write the device ID into the log transmission table
when the log receiving unit receives the log information
and the device ID.
[0024] According to this construction, even when a
plurality of routing devices each transmit its content-log
to the analyzing device, the analyzing device can differ-
entiate a routing device that has transmitted the content-
log thereto and a routing device that has not transmitted
the content-log thereto. Therefore, an unauthorized
routing device can be detected.
[0025] Here, the routing device may have a device ID
that uniquely identifies the routing device, and a certifi-
cate that is used to authenticate the device ID, and the
analyzing device may further include a log transmission
table storing unit operable to store a log transmission
table showing a device ID of the routing device that has
transmitted log information to the analyzing device in re-
sponse to a log request from the analyzing device, the
log request requesting to transmit the log information, a
certificate receiving unit operable to receive the device
ID and the certificate, together with the log information,
from the routing device, an authenticating unit operable
to authenticate the device ID by authenticating the cer-
tificate received by the certificate receiving unit, and a
log transmission table writing unit operable to write the
device ID into the log transmission table when the de-
vice ID is successfully authenticated by the authenticat-
ing unit.
[0026] According to this construction, the analyzing
device receives and authenticates a certificate for the
purpose of authenticating a device ID of the routing de-
vice. Therefore, a routing device transmitting the con-
tent-log together with an unauthorized device ID can be
detected.

[0027] Here, the analyzing device may further include
a key information generating unit operable to generate
key information when the device ID is written into the
log transmission table, an encryption key storing unit op-
erable to store an encryption key that is different from
the key information, an encrypting unit operable to en-
crypt the key information using the encryption key, so
as to generate encrypted key information, and an en-
crypted key information transmitting unit operable to
transmit the encrypted key information to the routing de-
vice identified by the device ID.
[0028] According to this construction, the analyzing
device makes it a rule to transmit an encrypted content
key to the routing device only when the routing device
has transmitted the content-log thereto. This urges the
routing device to transmit the content-log to the analyz-
ing device.
[0029] The above object of the present invention can
also be achieved by a content distributing system for
transmitting content from a transmission device to a re-
ception device via a routing device. The system includes
the transmission device, the routing device, and the re-
ception device. The transmission device is operable to
transmit content, additional information of the content,
and a transmission target address specifying the recep-
tion device, to the routing device, the additional informa-
tion indicating, according to a property of the content,
whether or not to log communication of the content when
the content is transmitted from the routing device to the
reception device. The routing device is operable to re-
ceive the content, the additional information, and the
transmission target address, and transmit the content to
the reception device specified by the transmission target
address, and when the additional information indicates
to log the communication, generate log information in-
dicating that the content has been routed from the trans-
mission device to the reception device, and analyze the
generated log information based upon an analyzing
condition internally stored therein, to judge whether the
reception device is an unauthorized device. The recep-
tion device is operable to receive the content transmitted
from the routing device.
[0030] According to this construction, the routing de-
vice records the communication in the content-log when
transmitting such content that includes additional infor-
mation indicating to record the communication in the
content-log. Accordingly, the analyzing device is given
information about how many times the reception device
has obtained the content. The analyzing device there-
fore can judge a possibility of the content being subject-
ed to attacking by the reception device.
[0031] Here, the content distributing system may fur-
ther include an analyzing-condition updating device op-
erable to transmit, to the routing device, information for
updating the analyzing condition stored in the routing
device. The routing device may be operable to receive
the update information from the analyzing-condition up-
dating device and update the analyzing condition inter-
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nally stored therein based upon the received update in-
formation.
[0032] According to this construction, the analyzing
condition can be changed by an instruction from the con-
tent management center that manages content.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] These and other objects, advantages and fea-
tures of the invention will become apparent from the fol-
lowing description thereof taken in conjunction with the
accompanying drawings that illustrate a specific embod-
iment of the invention. In the drawings:

FIG. 1 shows the construction of a content-log an-
alyzing system 1;
FIG. 2 is a block diagram showing the construction
of a broadcast receiving device 10;
FIG. 3 shows the data structure of encrypted con-
tent;
FIG. 4 is a block diagram showing the construction
of a TV 20;
FIG. 5 is a block diagram showing the construction
of a PC 30;
FIG. 6 is a block diagram showing the construction
of a data-communication controlling device 40;
FIG. 7A shows key information stored in a decrypt-
ing unit 404 of the data-communication controlling
device 40;
FIG. 7B shows key information stored in an encrypt-
ing unit 405 of the data-communication controlling
device 40;
FIG. 8 shows the data structure of an address con-
version table stored in the data-communication
controlling device 40;
FIG. 9 shows the data structure of a content-log ta-
ble stored in the data-communication controlling
device 40;
FIG. 10 is a block diagram showing the construction
of a content-log analyzing server 50;
FIG. 11 is a flowchart showing the operation of the
content-log analyzing system 1, to be continued to
FIG. 12;
FIG. 12 is a flowchart showing the operation of the
content-log analyzing system 1, to be continued to
FIG. 13;
FIG. 13 is a flowchart showing the operation of the
content-log analyzing system 1;
FIG. 14 shows the construction of a content-log an-
alyzing system 2;
FIG. 15 is a block diagram showing the construction
of a data-communication controlling device 40a;
FIG. 16 is a flowchart showing the operation of the
content-log analyzing system 2, to be continued to
FIG. 17;
FIG. 17 is a flowchart showing the operation of the
content-log analyzing system 2, to be continued to
FIG. 18; and

FIG. 18 is a flowchart showing the operation of the
content-log analyzing system 2.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[First Embodiment]

[0034] The following describes a content-log analyz-
ing system 1 as a first embodiment of the present inven-
tion, with reference to the drawings.

<Construction>

[0035] FIG. 1 shows the construction of the content-
log analyzing system 1. As shown in the figure, the con-
tent-log analyzing system 1 is composed of a broadcast
receiving device 10, a TV (television) 20, a PC (personal
computer) 30, a data-communication controlling device
40, a content-log analyzing server 50, and a broadcast
device 60.
[0036] In FIG. 1, the broadcast receiving device 10,
the TV 20, the PC 30, and the data-communication con-
trolling device 40 encircled by a broken line are devices
placed in a home of the user who views and/or listens
to content. The broadcast receiving device 10, the TV
20, and the PC 30 are each connected to the data-com-
munication controlling device 40 via a LAN cable, and
communicate with the data-communication controlling
device 40. The content-log analyzing server 50 and the
broadcast device 60 are placed in a convent provision
center that provides content. The content-log analyzing
server 50 is connected to the data-communication con-
trolling device 40 via an Internet 70. The broadcast de-
vice 60 broadcasts content via a broadcast satellite 80.
[0037] The following describes each component of
the system 1 in detail.

1. Broadcast Receiving Device 10

[0038] The broadcast receiving device 10 receives
and stores encrypted content that is broadcasted from
the broadcast device 60 via the broadcast satellite 80.
Within the home network, the broadcast receiving de-
vice 10 is connected to the data-communication control-
ling device 40 via a LAN cable. The broadcast receiving
device 10 receives a request for playing back content
(hereafter, a "content request") from the TV 20 or the
PC 30 via the data-communication controlling device
40, and transmits the requested content that is in an en-
crypted form, to the data-communication controlling de-
vice 40.
[0039] FIG. 2 is a block diagram showing the con-
struction of the broadcast receiving device 10. As shown
in the figure, the broadcast receiving device 10 is com-
posed of a receiving unit 101, a processing unit 102, a
content storing unit 103, a controlling unit 104, a com-
municating unit 105, and a memory unit 106.
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(1) Receiving Unit 101

[0040] The receiving unit 101 includes an antenna,
and receives, via the antenna, a digital broadcast wave
that is broadcasted from the broadcast device 60 via the
broadcast satellite 80. The receiving unit 101 extracts,
from the received digital broadcast wave, packets that
constitute encrypted content, and outputs the extracted
packets one after another to the processing unit 102.

(2) Processing Unit 102

[0041] The processing unit 102 receives packets one
after another from the receiving unit 101, and recon-
structs encrypted content using the received packets,
and stores the encrypted content into the content storing
unit 103.

(3) Content Storing Unit 103

[0042] The content storing unit 103 is specifically a
hard disk unit, and stores encrypted content that is out-
putted from the processing unit 102.
[0043] The encrypted content 150 shown in FIG. 3 is
one example of encrypted content stored in the content
storing unit 103.
[0044] As shown in the figure, the encrypted content
150 is composed of header information, encrypted con-
tent information, and end code. The header information
includes "content ID" 151, "license information" 152,
"additional information" 154, "data size of header infor-
mation", and the like.
[0045] The "content ID" is an ID used to uniquely iden-
tify content. The "content ID" 151 of the encrypted con-
tent 150 is "Program. 01".
[0046] The "license information" is information de-
scribing a content type and copy control information of
content. To be specific, the content type is "High-Value"
or "Free", and the copy control information is "Copy
Free", "Copy Once", "Copy No More", or "Copy Never".
In the case of the "license information" 152 of the en-
crypted content 150, the content type is "High-Value"
and the copy control information is "Copy Never".
[0047] The "additional information" is used to judge
whether or not to record the communication in the "log"
for content's communication (hereafter, the "content-
log") when the content is distributed to a certain device
within the home network via a LAN cable. The "addition-
al information" is a flag set at "0" or "1" . The additional
information being "1" indicates to record the communi-
cation in the content-log, whereas the additional infor-
mation being "2" indicates not to record the communi-
cation in the content-log. The "additional information"
154 of the encrypted content 150 is "1". The additional
information is described in more detail later.
[0048] The "data size of header information" is a data
length of the header information expressed in units of
bytes. It should be noted here that the "data size of

header information" is not shown in FIG. 3.
[0049] The encrypted content information is specifi-
cally main data of the content that has been encrypted
by the broadcast device 60 using a content key "KC" as
an encryption key, according to the encryption algorithm
"E1" To be specific, the DES (Data Encryption Standard)
is employed as the encryption algorithm "E1"
[0050] The end code is a predetermined bit sequence
representing the end of the content.

(4) Controlling Unit 104

[0051] The controlling unit 104 includes a CPU, a
ROM, a RAM, and the like. The controlling unit 104 con-
trols the entire broadcast receiving device 10 by its CPU
executing a computer program stored in its ROM.
[0052] The controlling unit 104 receives a content re-
quest from the data-communication controlling device
40 via the communicating unit 105. The controlling unit
104 reads a content ID included in the received request,
and reads encrypted content having the same content
ID, from the content storing unit 103. The controlling unit
104 outputs the read encrypted content to the commu-
nicating unit 105.

(5) Communicating Unit 105

[0053] The communicating unit 105 is a LAN-connect-
ed unit including an IEEE1394 connector and the like,
and is connected to the data-communication controlling
device 40 via a LAN cable. The communicating unit 105
receives the encrypted content from the controlling unit
104, divides the encrypted content into packets, and
transmits the packets one after another to the data-com-
munication controlling device 40.

(6) Memory Unit 106

[0054] The memory unit 106 is connected to the com-
municating unit 105. In the memory unit 106, a network
address "IPC", a device ID "IDC", and a certificate "CI-
DC" are stored. The network address "IPC" is an IP ad-
dress that is transmitted from the data-communication
controlling device 40 when the broadcast receiving de-
vice 10 is newly connected to the data-communication
controlling device 40. The device ID "IDC" is specifically
a MAC address assigned to a NIC (Network Interface
Card) at the time of manufacture. The certificate "CIDC"
has been issued by a certification authority and is used
to authenticate the device ID "IDC".
[0055] It should be noted here that the device ID "IDC"
and the certificate "CIDC" are stored at an OS level or
a BIOS level to prevent them from being tampered by
the user.

2. TV 20

[0056] The TV 20 is a device for decoding, and playing
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back content, i.e., displaying content. The TV 20 is spe-
cifically a computer system that is composed of a micro-
processor, a ROM, a RAM, a LAN-connected unit, and
the like.
[0057] FIG. 4 is a block diagram showing the con-
struction of the TV 20. As shown in the figure, the TV 20
is composed of a communicating unit 201, a memory
unit 202, an input unit 203, a controlling unit 204, a de-
crypting unit 205, an audio decoder 206, a video decod-
er 207, a speaker 208, and a monitor 209.

(1) Communicating Unit 201

[0058] The communicating unit 201 is a LAN-connect-
ed unit including an IEEE1394 connector and the like.
Via a LAN cable, the communicating unit 201 is connect-
ed to the data-communication controlling device 40.
[0059] The communicating unit 201 receives a con-
tent request, and a network address "IPA" outputted
from the controlling unit 204, and transmits the received
content request and network address "IPA" to the data-
communication controlling device 40.
[0060] Also, the communicating unit 201 receives
packets of encrypted content from the data-communi-
cation controlling device 40, and outputs the packets of
encrypted content to the encrypting unit 205.

(2) Memory Unit 202

[0061] The memory unit 202 is connected to the com-
municating unit 201. In the memory unit 202, a network
address "IPA", a device ID "IDA", and a certificate "CI-
DA" are stored. The network address "IPA" is an IP ad-
dress transmitted from the data-communication control-
ling device 40 when the TV 20 is newly connected to the
data-communication controlling device 40. The device
ID "IDA" is specifically a MAC address assigned to a
NIC at the time of manufacture. The certificate "CIDA"
has been issued by a certification authority and is used
to authenticate the device ID "IDA".
[0062] It should be noted here that the device ID "IDA"
and the certificate "CIDA" are stored at an OS level or
a BIOS level to prevent them from being tampered by
the user.

(3) Input Unit 203

[0063] The input unit 203 is specifically a user inter-
face including a button and the like. Upon receipt of a
user operation of the button and the like, the input unit
203 generates an input signal corresponding to the op-
eration, and outputs the generated input signal to the
controlling unit 204.
[0064] When the user operation indicates a request
for playing back content, the input unit 203 generates,
as the input signal, a content request including a content
ID, and outputs the generated content request to the
controlling unit 204.

(4) Controlling Unit 204

[0065] The controlling unit 204 includes a CPU, a
ROM, a RAM, and the like. The controlling unit 204 con-
trols the entire TV 20 by its CPU executing a computer
program stored in its ROM.
[0066] The controlling unit 204 receives an input sig-
nal from the input unit 203, and executes processing
suitable for the received input signal. Upon receipt of a
content request including a content ID as an input signal
from the input unit 203, the controlling unit 204 reads
the network address "IPA" stored in the memory unit
202, and transmits the read network address "IPA" and
the content request, to the data-communication control-
ling device 40 via the communicating unit 201.

(5) Decrypting Unit 205

[0067] The decrypting unit 205 includes a CPU, a
ROM, a RAM, and the like, and internally stores a device
key "KA".
[0068] The decrypting unit 205 receives encrypted
content from the communicating unit 201, and decrypts
the encrypted content in the following way, so as to gen-
erate content.
[0069] The decrypting unit 205 first refers to the "data
size of header information" included in header informa-
tion of the encrypted content, to detect a start position
of the encrypted content information. The decrypting
unit 205 then starts decrypting, from the detected start
position, the encrypted content information using the de-
vice key "KA" according to the decryption algorithm
"D2", so as to generate content information. The de-
crypting unit 205 continues the decryption process of the
encrypted content information until detecting the end
code. It should be noted here that an algorithm designed
to decrypt data that has been encrypted according to
the encryption algorithm "E2" is employed as the de-
cryption algorithm "D2".
[0070] The decrypting unit 205 demultiplexes the con-
tent information into an audio stream and a video
stream, and outputs the audio stream to the audio de-
coder 206 and the video stream to the video decoder
207.

(6) Audio Decoder 206

[0071] The audio decoder 206 receives an audio
stream from the decrypting unit 205, expands the re-
ceived audio stream to an audio signal, and outputs the
audio signal to the speaker 208.

(7) Video Decoder 207

[0072] The video decoder 207 receives a video
stream from the decrypting unit 205, expands the re-
ceived video stream to a video signal, and outputs the
video signal to the monitor 209.
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3. PC 30

[0073] The PC 30 is a personal computer system that
is composed of a microprocessor, a ROM, a RAM, a
hard disk unit, a display unit, a keyboard, a mouse, a
LAN-connected unit, and the like.
[0074] FIG. 5 is a block diagram showing the con-
struction of the PC 30. As shown in the figure, the PC
30 is composed of a communicating unit 301, a memory
unit 302, an input unit 303, a controlling unit 304, an au-
dio decoder 305, a video decoder 306, a speaker 307,
and a monitor 308.

(1) Communicating Unit 301

[0075] The communicating unit 301 is a LAN-connect-
ed unit including an IEEE1394 connector and the like,
and is connected to the data-communication controlling
device 40 via a LAN cable.
[0076] The communicating unit 301 receives a con-
tent request and a network address "IPB" from the con-
trolling unit 304, and transmits the received content re-
quest and network address to the data-communication
controlling device 40.
[0077] Also, the communicating unit 301 receives
packets of encrypted content from the data-communi-
cation controlling device 40, and outputs the packets of
encrypted content to the controlling unit 304.

(2) Memory Unit 302

[0078] The memory unit 302 is connected to the com-
municating unit 301. In the memory unit 302, a network
address "IPB", a device ID "IDB", and a certificate "CI-
DB" are stored. The network address "IDB" is an IP ad-
dress transmitted from the data-communication control-
ling device 40 when the PC 20 is newly connected to
the data-communication controlling device 40 as de-
scribed above. The device ID "IDB" is specifically a MAC
address assigned to a NIC at the time of manufacture.
The certificate "CIDB" has been issued by a certification
authority and is used to authenticate the device ID "IDB".
[0079] It should be noted here that the device ID "IDB"
and the certificate "CIDB" are stored at an OS level or
a BIOS level to prevent them from being tampered by
the user.

(3) Input Unit 303

[0080] The input unit 303 is specifically a user inter-
face including a keyboard, a mouse, and the like. Upon
receipt of a user operation of the keyboard, mouse, or
the like, the input unit 303 generates an input signal cor-
responding to the operation, and outputs the generated
input signal to the controlling unit 304.
[0081] When the user operation indicates a request
for playing back content, the input unit 303 generates,
as the input signal, a content request including a content

ID, and outputs the generated content request to the
controlling unit 304.

(4) Controlling Unit 304

[0082] The controlling unit 304 includes a CPU, a
ROM, a RAM, an HDD, and the like. The controlling unit
304 controls the entire PC 30 by its CPU executing a
computer program stored in its ROM or HDD.
[0083] The controlling unit 304 receives an input sig-
nal from the input unit 303, and executes processing
suitable for the received input signal. Upon receipt of a
content request including a content ID as an input signal
from the input unit 303, the controlling unit 304 reads
the network address "IPB" stored in the memory unit
302, and transmits the read network address "IPB" and
the content request, to the data-communication control-
ling device 40 via the communicating unit 301.
[0084] Also, the controlling unit 304 internally stores
a device key "KB". The device key "KB" is a decryption
key to be used to decrypt encrypted content when the
PC 30 receives the encrypted content from the data-
communication controlling device 40.
[0085] Upon receipt of encrypted content including
encrypted content information encrypted using the de-
vice key "KB" from the data-communication controlling
device 40, the controlling unit 304 decrypts the encrypt-
ed content in the following way, so as to generate con-
tent.
[0086] The controlling unit 304 first refers to the "data
size of header information" included in header informa-
tion of the encrypted content, to detect a start position
of the encrypted content information. The controlling
unit 304 then starts decrypting, from the detected start
position, the encrypted content information using the de-
vice key "KB" as a decryption key, according to the de-
cryption algorithm "D2", so as to generate content infor-
mation. The controlling unit 304 continues the decryp-
tion process of the encrypted content information until
detecting the end code. The controlling unit 304 demul-
tiplexes the content information, into an audio stream
and a video stream, and outputs the audio stream to the
audio decoder 305 and the video stream to the video
decoder 306.

(5) Audio Decoder 305

[0087] The audio decoder 305 receives an audio
stream from the controlling unit 304, expands the re-
ceived audio stream to an audio signal, and outputs the
audio signal to the speaker 307.

(6) Video Decoder 306

[0088] The video decoder 306 receives a video
stream from the controlling unit 304, expands the re-
ceived video stream to a video signal, and outputs the
video signal to the monitor 308.
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4. Data-Communication Controlling Device 40

[0089] The data-communication controlling device 40
routes content from the broadcast receiving device 10
to the TV 20 or to the PC 30. Also, the data-communi-
cation controlling device 40 is connected to the content-
log analyzing server 50 via the Internet 70. The data-
communication controlling device 40, being connected
at a juncture of the home network and another network
external to the home network, functions as a secure
router or a gateway for controlling transmission of con-
tent from the home network to the external network. Up-
on receipt of an instruction from the content-log analyz-
ing server 50, the data-communication controlling de-
vice 40 transmits the content-log recorded therein, to
the content-log analyzing server 50.
[0090] FIG. 6 is a block diagram showing the con-
struction of the data-communication controlling device
40. As shown in the figure, the data-communication con-
trolling device 40 is composed of communicating units
401, 402, and 403, a decrypting unit 404, an encrypting
unit 405, a communication controlling unit 406, a con-
tent-log storing unit 407, and a transmission/reception
unit 408.

(1) Communicating Units 401, 402, and 403

[0091] The communicating unit 401 is specifically a
LAN-connected unit including an IEEE1394 connector
and the like, and is connected to the broadcast receiving
device 10 via a LAN cable . The communicating unit 401
receives a content request and a network address trans-
mitted from the TV 20 or PC 30 via the communication
controlling unit 406, and transmits the received content
request and network address to the broadcast receiving
device 10.
[0092] The communicating unit 402 has the same
construction and function as the communicating unit
401, and is connected to the TV 20 via a LAN cable. The
communicating unit 402 receives a content request and
the network address "IPA" from the TV 20, and transmits
the received content request and network address "IPA"
to the communicating unit 401 via the communication
controlling unit 406. Also, the communicating unit 402
divides encrypted content outputted from the communi-
cation controlling unit 406 via the communicating unit
401 into packets, and transmits the packets one after
another to the TV 20.
[0093] The communicating unit 403 has the same
construction and function as the communicating units
401 and 402, and is connected to the PC 30 via a LAN
cable. The communicating unit 403 receives a content
request and the network address "IPB" from the PC 30,
and transmits the received content request and network
address "IPB" to the communicating unit 401 via the
communication controlling unit 406. Also, the communi-
cating unit 403 divides encrypted content outputted from
the communication controlling unit 406 via the commu-

nicating unit 401 into packets, and transmits the packets
one after another to the PC 30.

(2) Decrypting Unit 404

[0094] The decrypting unit 404 includes a CPU, a
ROM, a RAM, and the like. As shown in FIG. 7A, the
decrypting unit 404 internally stores a device key "KD"
and a content key "KCN". The device key "KD" is record-
ed in advance on the ROM, and this key is shared with
the content-log analyzing server 50. The content key
"KCN" (where N is an integer equal to or greater than 2)
is key information obtained by decrypting, using the de-
vice key "KD" as a decryption key, the encrypted content
key "EKCN" received from the content-log analyzing
server 50 via the Internet 70, the transmission/reception
unit 408, and the communication controlling unit 406.
[0095] The decrypting unit 404 is provided in advance
with a content key "KC1" from the content-log analyzing
server 50. The decrypting unit 404 generates a new con-
tent key "KCN" by decrypting the encrypted content key
"EKCN" using the device key "KD" upon every receipt
of the encrypted content key "EKCN" from the content-
log analyzing server 50. The decrypting unit 404 writes
the new content key "KCN" over the content key "KC(N-
1)" that has been stored therein.
[0096] The decrypting unit 404 receives encrypted
content and a transmission target device ID from the
broadcast receiving device 10 via the communicating
unit 401 and the communication controlling unit 406.
The decrypting unit 404 first refers to the "data size of
header information" included in header information of
the encrypted content, to detect a start position of the
encrypted content information. The decrypting unit 404
then starts decrypting, from the detected start position,
the encrypted content information using the device key
"KC" as a decryption key, according to the decryption
algorithm "D1" , so as to generate content information.
The decrypting unit 404 continues the decryption proc-
ess of the encrypted content information until detecting
the end code. The decrypting unit 404 then outputs the
decrypted content and the transmission target device ID
to the encrypting unit 405.

(3) Encrypting Unit 405

[0097] The encrypting unit 405 includes a CPU, a
ROM, a RAM, and the like. As shown in FIG. 7B, the
encrypting unit 405 stores the device ID "IDA" and the
device key "KA" of the TV 20 in association with each
other. The device key "KA" is an encryption key to be
used to encrypt content when the content is transmitted
to the TV 20. The encrypting unit 405 further stores the
device ID "IDB" and the device key "KB" of the PC 30 in
association with each other. The device key "KB" is an
encryption key to be used to encrypt content when the
content is transmitted to the PC 30.
[0098] The encrypting unit 405 stores the device key
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"KA" and the device ID "IDA" of the TV 20 in association
with each other, and the device key "KB" and the device
ID "IDB" of the PC 30 in association with each other.
[0099] The encrypting unit 405 receives content and
a transmission target device ID from the decrypting unit
404. The encrypting unit 405 reads a device key asso-
ciated with the received transmission target device ID,
and encrypts the received content using the read device
key according to the encryption algorithm "E2", so as to
generate encrypted content.
[0100] To be specific, when the transmission target
device ID received from the decrypting unit 404 is "IDA",
the encrypting unit 405 encrypts content information in-
cluded in the received content using the device key "KA"
as an encryption key, according to the encryption algo-
rithm "E2", so as to generate encrypted content infor-
mation. The encrypting unit 405 outputs encrypted con-
tent that is composed of header information, the en-
crypted content information, and end code, together
with the transmission target device ID "IDA", to the com-
munication controlling unit 406.
[0101] When the transmission target device ID re-
ceived from the decrypting unit 404 is "IDB", the encrypt-
ing unit 405 encrypts content information included in the
received content using the device key "KB" as an en-
cryption key, according to the encryption algorithm "E2",
so as to generate encrypted content information. The
encrypting unit 405 outputs encrypted content that is
composed of header information, the encrypted content
information, and end code, together with the transmis-
sion target device ID "IDB", to the communication con-
trolling unit 406.

(4) Communication Controlling Unit 406

[0102] The communication controlling unit 406 in-
cludes a CPU, a ROM, a RAM, and the like. The com-
munication controlling unit 406 controls the entire data-
communication controlling device 40 by its CPU execut-
ing a computer program stored in its ROM.
[0103] The communication controlling unit 406 inter-
nally stores an address conversion table 420. As shown
in FIG. 8, the address conversion table 420 is a table for
associating a device ID and a network address of each
of the devices connected to the data-communication
controlling device 40 via the communicating units 401,
402, and 403. To be specific, a device ID is a MAC ad-
dress, and a network address is an IP address assigned
by the communication controlling unit 406 to each de-
vice when the device is newly connected thereto. Also,
the communication controlling unit 406 internally has a
clock.

(Content Request Transfer)

[0104] Upon receipt of a content request and the net-
work address "IPA" from the TV 20 via the communicat-
ing unit 402, the communication controlling unit 406

transmits the received content request and network ad-
dress "IPA" to the broadcast receiving device 10 via the
communicating unit 401. Also, upon receipt of a content
request and the network address "IPB" from the PC 30
via the communicating unit 403, the communication
controlling unit 406 transmits the received content re-
quest and network address "IPB" to the broadcast re-
ceiving device 10 via the communicating unit 401.

(Content-Log)

[0105] The communication controlling unit 406 re-
ceives packets of encrypted content from the broadcast
receiving device 10 via the communicating unit 401. The
communication controlling unit 406 reads a transmis-
sion target address and a transmission source address
included in a header of each of the received packets.
The communication controlling unit 406 accumulates
packets received from the broadcast receiving device
10, until being able to read a content ID and additional
information included in header information of the en-
crypted content. Upon completion of reading the content
ID and the additional information, the communication
controlling unit 406 stops accumulating packets.
[0106] When the additional information is "0", the
communication controlling unit 406 refers to the inter-
nally stored address conversion table 420 to obtain the
transmission target device ID, without generating con-
tent-log information. The communication controlling unit
406 outputs the encrypted content and the transmission
target device ID to the decrypting unit 404.
[0107] When the additional information is "1", the
communication controlling unit 406 generates content-
log information in the following way.
[0108] The communication controlling unit 406 first re-
fers to the internally stored address conversion table
420, to obtain the transmission target device ID and the
transmission source device ID.
[0109] The communication controlling unit 406 out-
puts the encrypted content and the transmission target
device ID to the decrypting unit 404. Here, the commu-
nication controlling unit 406 records, as a transmission
time, the time at which it transmits the first packet of en-
crypted content to the decrypting unit 404.
[0110] The communication controlling unit 406 gener-
ates content-log information that is composed of the
transmission time, the content ID, the transmission tar-
get device ID, and the transmission source device ID.
The communication controlling unit 406 additionally
writes the generated content-log information, into the
content-log table 450 stored in the content-log storing
unit 407. The content-log table 450 herein is the content-
log into which communication of content is to be record-
ed.
[0111] The communication controlling unit 406 re-
ceives the encrypted content that has been encrypted
using a device key shared with the transmission target
device, and the transmission target device ID, from the
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encrypting unit 405. The data-communication control-
ling device 406 then selects a communicating unit to
which a device identified by the transmission target de-
vice ID is connected, and transmits the encrypted con-
tent to the transmission target device via the selected
communicating unit.

(Content-Log Transmission)

[0112] The communication controlling unit 406 inter-
nally stores identification information "DID" and a certif-
icate "S_DID". The identification information "DID"
uniquely identifies the data-communication controlling
device 40 . The certificate "S_DID" is used to authenti-
cate the identification information "DID". The certificate
"S_DID" has been issued by a certification authority, and
is composed of the identification information "DID", a
certification authority name, and a serial number, each
of which is digitally signed by the certification authority.
[0113] The communication controlling unit 406 is con-
nected to the content-log analyzing server 50 via the
transmission/reception unit 408 and the Internet 70, and
receives at regular intervals, a request for transmitting
its content-log (hereafter, a "content-log request") from
the content-log analyzing server 50 via the Internet 70
and the transmission/reception unit 406. Upon receipt
of the content-log request, the communication control-
ling unit 406 reads the content-log table 450 stored in
the content-log storing unit 407, and transmits the read
content-log table 450, together with the identification in-
formation "DID" and the certificate "S_DID", to the con-
tent-log analyzing server 50 via the transmission/recep-
tion unit 408 and the Internet 70.

(Content Key Update)

[0114] The communication controlling unit 406 re-
ceives an encrypted content key "EKCN" from the con-
tent-log analyzing server 50 via the Internet 70 and the
transmission/reception unit 408 . The communication
controlling unit 406 outputs the encrypted content key
"EKCN" to the decrypting unit 404.
[0115] The encrypted content key "EKCN" has been
generated by the content-log analyzing server 50 en-
crypting the content key "KCN" using the device key
"KD" as an encryption key. The content key "KCN" is
key information that is different from the content key
"KC" that has been stored in the decrypting unit 404.
[0116] The communication controlling unit 406 trans-
mits the content-log to the content-log analyzing server
50, so that it can receive a new encrypted content key
"EKCN" in exchange for the transmission of the content-
log. As described later, the broadcast device 60 makes
it a rule to broadcast content that is encrypted using a
new content key "KCN". This means that encrypted con-
tent received from the broadcast receiving device 10
cannot be decrypted without first transmitting the con-
tent-log to the content-log analyzing server 50 and re-

ceiving the new encrypted content key "EKCN" in ex-
change for the transmission of the content-log.

(5) Content-Log Storing Unit 407

[0117] The content-log storing unit 407 internally
stores the content-log table 450, and receives content-
log information outputted from the communication con-
trolling unit 406. Upon every receipt of content-log infor-
mation from the communication controlling unit 406, the
content-log storing unit 407 stores the received content-
log information into the content-log table 450.
[0118] FIG. 9 shows the content-log table 450. The
content-log table 450 stores a plurality of pieces of con-
tent-log information. Each piece of content-log informa-
tion is composed of a transmission time, a content ID,
a transmission target device ID, and a transmission
source device ID. According to the content-log informa-
tion 451 shown in the figure, for example, the content
with the content ID "Program. 01" was transmitted from
the device with the device ID "IDC" to the device with
the device ID "IDA" at 10:29:33.

(6) Transmission/Reception Unit 408

[0119] The transmission/reception unit 408 is con-
nected to the content-log analyzing server 50 via the In-
ternet 70, and transmits and receives information be-
tween the content-log analyzing server 50 and the com-
munication controlling unit 406.
[0120] The information that the transmission/recep-
tion unit 408 receives from the content-log analyzing
server 50 is specifically a content-log request and a new
encrypted content key "EKCN". The information that the
transmission/reception unit 408 transmits to the con-
tent-log analyzing server 50 is specifically the identifica-
tion information "DID", the certificate "S_ DID", and the
content-log table 450.

5. Content-Log Analyzing Server 50

[0121] The content-log analyzing server 50 is owned
by a manager of content that is distributed in the content-
log analyzing system 1. The content-log analyzing serv-
er 50 is specifically a computer system that is composed
of a CPU, a ROM, a RAM, a hard disk unit, an Internet-
connected unit, and the like. The content-log analyzing
server 50 is connected to the data-communication con-
trolling device 40 and to the broadcast device 60 via the
Internet 70.
[0122] FIG. 10 is a block diagram showing the con-
struction of the content-log analyzing server 50. As
shown in the figure, the content-log analyzing server 50
is composed of a transmission/reception unit 501, a con-
trolling unit 502, a content key generating unit 503, and
an encrypting unit 504.
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(1) Transmission/Reception Unit 501

[0123] The transmission/reception unit 501 is con-
nected to the data-communication controlling device 40
via the Internet 70, and transmits and receives informa-
tion between the controlling unit 502 and the data-com-
munication controlling device 40.
[0124] The information that the transmission/recep-
tion unit 501 receives from the data-communication con-
trolling device 40 is specifically the identification infor-
mation "DID", the certificate "S_DID", and the content-
log table 450. The information that the transmission/re-
ception unit 501 transmits to the data-communication
controlling device 40 is specifically a content-log request
and a new encrypted content key "EKCN".
[0125] Also, the transmission/reception unit 501 is
connected to the broadcast device 60 via the Internet
70. The transmission/reception unit 501 receives the
content key "KCN" generated by the content key gener-
ating unit 503 via the controlling unit 502, and transmits
the received content key "KCN" to the broadcast device
60 via the Internet 70.

(2) Controlling Unit 502

[0126] The controlling unit 502 includes a CPU, a
ROM, a RAM, and the like. The controlling unit 502 con-
trols the entire content-log analyzing server 50 by its
CPU executing a computer program stored in its ROM.

(Content-Log Request)

[0127] The controlling unit 502 stores a content-log
analyzing condition that is set in advance. The content-
log analyzing condition includes an interval at which a
content-log request is to be transmitted to the data-com-
munication controlling device 40, and a method for an-
alyzing the content-log table 450 received.
[0128] The controlling unit 502 internally has a clock,
and transmits a content-log request according to the
content-log analyzing condition, to the data-communi-
cation controlling device 40, via the transmission/recep-
tion unit 501 and the Internet 70. For example, when the
content-log analyzing condition includes information in-
dicating that the content-log is to be requested every 10
min., the controlling unit 502 outputs a content-log re-
quest every 10 min.

(Authentication of Identification Information and
Certificate)

[0129] The controlling unit 502 internally stores a con-
tent-log transmission table. The content-log transmis-
sion table is a table for storing identification information
of a device that has transmitted its content-log (i.e., con-
tent-logtable) in response to a content-log request is-
sued by the content-log analyzing server 50.
[0130] The controlling unit 502 receives the identifica-

tion information "DID", the certificate "S_DID", and the
content-log table 450 from the data-communication con-
trolling device 40 via the Internet 70 and the transmis-
sion/reception unit 501. The controlling unit 502 authen-
ticates the received certificate "S_DID". When the au-
thentication is successful, the controlling unit 502 writes
the received identification information "DID" into the
content-log transmission table. Also, the controlling unit
502 stores the received content-log table 450.
[0131] Following this, the controlling unit 502 outputs
an instruction to generate a new content key, to the con-
tent key generating unit 503.

(Content-Log Analysis)

[0132] The controlling unit 502 analyzes the content-
log table 450 that has been received from the data-com-
munication controlling device 40 and stored therein,
based upon the content-log analyzing condition that has
been set in advance. As a specific example, the follow-
ing describes the case where

(a) the content-log analyzing condition indicates "a
device ID of a device accessing the same content
three or more times within 10 min. is to be extracted"
and (b) the content-log table 450 shown in FIG. 9 is
stored therein.

[0133] The controlling unit 502 checks, one after an-
other, the pieces of content-log information included in
the content-log table 450. To be more specific, the con-
trolling unit 502 checks the content-log information 452,
the content-log information 453, and the content-log in-
formation 454. As a result of this checking, the control-
ling unit 502 judges that the device with the device ID
"IDB" accessed the content with the content ID "Pro-
gram.05" three times within 10 min., and accordingly de-
termines that the device with the device ID "IDB" satis-
fies the above content-log analyzing condition. The con-
trolling unit 502 generates a black list and writes the de-
vice ID "IDB" into the black list, for the purpose of there-
after monitoring the device with the device ID "IDB".

(3) Content Key Generating Unit 503

[0134] The content key generating unit 503 includes
a CPU, a ROM, a RAM, and the like. The content key
generating unit 503 is specifically a random number
generator.
[0135] The content key generating unit 503 first gen-
erates a content key "KC1", and transmits the generated
content key "KC1" to the data-communication control-
ling device 40 and the broadcast device 60 via the In-
ternet 70. The content key generating unit 503 then re-
ceives an instruction to generate a new content key from
the controlling unit 502. Upon every receipt of such an
instruction, the content key generating unit 503 gener-
ates a new content key.
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[0136] The content key generating unit 503 outputs
the generated new content key to the encrypting unit
504, and also, transmits the generated new content key
to the broadcast device 60 via the controlling unit 502,
the transmission/reception unit 501, and the Internet 70.

(4) Encrypting Unit 504

[0137] The encrypting unit 504 includes a CPU, a
ROM, a RAM, and the like, and internally stores a device
key "KD". The device key "KD" is recorded in advance
on the ROM, and this key is shared with the data-com-
munication controlling device 40.
[0138] The encrypting unit 504 receives the content
key "KCN" from the content key generating unit 503, and
encrypts the received content key "KCN" using the de-
vice key "KD" as an encryption key, so as to generate
an encrypted content key "EKCN". The encrypting unit
504 transmits the encrypted content key "EKCN" to the
data-communication controlling device 40, via the con-
trolling unit 502, the transmission/reception unit 501,
and the Internet 70.

6. Broadcast Device 60

[0139] The broadcast device 60 is a computer system
that is made up a CPU, a ROM, a RAM, a hard disk unit,
an Internet-connected unit, and the like.
[0140] The broadcast device 60 includes a content
storing unit, a content key storing unit, and an encrypting
unit.
[0141] The content storing unit stores content that is
constructed by multiplexing video data and audio data
together. The content key storing unit is provided in ad-
vance with the content key "KC1" from the content-log
analyzing server 50. Upon receipt of the content key
"KCN (N^2)" generated by the content key generating
unit 503 of the content-log analyzing server 50 via the
Internet 70, the content key storing unit writes the re-
ceived content key "KCN" over the content key "KC (N-
1) ". The encrypting unit reads content from the content
storing unit, the contentkey "KCN" from the content key
storing unit, and encrypts the read content using the
content key "KCN" as an encryption key, according to
the encryption algorithm "E1" so as to generate encrypt-
ed content.
[0142] The broadcast device 60 broadcasts the en-
crypted content on a digital broadcast wave via the
broadcast satellite 80.

<Operation>

[0143] The following describes the operation of the
content distributing system 1, with reference to flow-
charts shown in FIGS. 11 to 13.

1. Content Transmission Process

[0144] The broadcast device 60 broadcasts digitized
encrypted content on a digital broadcast wave, via the
broadcast satellite 80. The broadcast receiving device
10 receives the encrypted content via the antenna (step
S101), and stores the encrypted content into the content
storing unit 103.
[0145] The TV 20 or the PC 30 transmits a content
request including a content ID, and its internally stored
network address, to the broadcast receiving device 10
via the data-communication controlling device 40. The
broadcast receiving device 10 receives the content re-
quest and the network address (step S102). Here, the
network address is "IPA" for the TV 20, and "IPB" for the
PC 30.
[0146] The broadcast receiving device 10 reads en-
crypted content identified by the content ID included in
the content request, from the content storing unit 103
(step S103). The broadcast receiving device 10 trans-
mits the encrypted content and the transmission target
address, to the data-communication controlling device
40. The data-communication controlling device 40 re-
ceives the encrypted content and the transmission tar-
get address (step S104).
[0147] The data-communication controlling device 40
obtains a device ID corresponding to the transmission
target address, by referring to the internally stored ad-
dress conversion table (step S105).
[0148] Following this, the data-communication con-
trolling device 40 reads additional information included
in the encrypted content received from the broadcast re-
ceiving device 10 (step S106). When the additional in-
formation is "0" ("0" in step S107), the data-communi-
cation controlling device 40 moves to step S201. When
the additional information is "1" ("1" in step S107), the
data-communication controlling unit 40 generates con-
tent-log information that is composed of a transmission
time, a content ID, a transmission target device ID, and
a transmission source device ID (step S108), and inter-
nally stores the generated content-log information ( step
S109).
[0149] The data-communication controlling device 40
decrypts the encrypted content using the content key
"KC(N-1)" (step S201). Following this, the data-commu-
nication controlling device 40 encrypts the decrypted
content using a device key shared with a device having
the transmission target address, namely, the TV 20 or
the PC 30, so as to generate encrypted content (step
S202). The data-communication controlling device 40
transmits the encrypted content that has been encrypt-
ed using the device key, to the TV 20 or the PC 30. The
TV 20 or the PC 30 receives the encrypted content (step
S203). The TV 20 or the PC 30 decrypts the encrypted
content using its internally stored device key (step
S204), and plays back the decrypted content (step
S205). The TV 20 or the PC 30 returns to the start and
continues the processing.
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2. Content-Log Transmission Process

[0150] The content-log analyzing server 50 transmits
start-information "I_S" indicating to start a content-log
request process, to the data-communication controlling
device 40. The data-communication controlling device
40 receives the start-information "I_S" (step S301). The
data-communication controlling device 40 reads the
content-log (step S302), and transmits the read content-
log, together with the device identifier "DID" and the cer-
tificate "S_DID", to the content-log analyzing server 50.
The content-log analyzing server 50 receives the con-
tent-log, the device identifier "DID", and the certificate
"S_DID" (step S303) . The content-log analyzing server
50 authenticates the received certificate "S_DID" (step
S304). When the authentication is unsuccessful ("NO"
in step S305), the content-log analyzing server 50 ends
the process. When the authentication is successful
("YES" in step S305), the content-log analyzing server
50 generates a new content key "KCN" (step S401). The
content-log analyzing server 50 transmits the new con-
tent key "KCN" to the broadcast device 60. The broad-
cast device 60 receives the new content key "KCN"
(step S402). The broadcast device 60 encrypts the con-
tent using the received new content key "KCN" . The
broadcast device 60 returns to the start and continues
the processing.
[0151] The content-log analyzing server 50 encrypts
the generated new content key "KCN" using, as an en-
cryption key, the device key "KD" that is shared with the
data-communication controlling device 40, so as to gen-
erate an encrypted content key "EKCN" (step S404).
The content-log analyzing server 50 transmits the en-
crypted content key "EKCN" and reception-confirma-
tion-information "I_A" indicating that the content-log has
been received, to the data-communication controlling
device 40. The data-communication controlling device
40 receives the encrypted content key "EKCN" and the
reception-confirmation-information "I_A" (step S405).
The data-communication controlling device 40 decrypts
the encrypted content key "EKCN" using the device key
"KD", so as to obtain the new content key "KCN" (step
S406). The data-communication controlling device 40
writes the new content key "KCN" over the content key
"KC(N-1)" that has been stored therein (step S407). The
data-communication controlling device 40 returns to the
start and continues the processing.
[0152] The content-log analyzing server 50 analyzes
the content-log received in step S303, based upon its
internally stored analyzing condition (step S408). The
content-log analyzing server 50 returns to the start and
continues the processing.

[Second Embodiment]

[0153] The following describes a content-log analyz-
ing system 2 as a second embodiment of the present
invention, with reference to the drawings.

<Construction>

[0154] FIG. 14 shows the construction of the content-
log analyzing system 2. As shown in the figure, the con-
tent-log analyzing system 2 is composed of a broadcast
receiving device 10a, a TV 20a, a PC 30a, a data-com-
munication controlling device 40a, an analyzing-condi-
tion changing server 50a, and a broadcast device 60a.
[0155] In FIG. 14, the broadcast receiving device 10a,
the TV 20a, the PC 30a, and the data-communication
controlling device 40a encircled by a broken line are de-
vices placed in a home of the user who views and/or
listens to content. The broadcast receiving device 10a,
the TV 20a, and the PC 30a are each connected to the
data-communication controlling device 40a via a LAN
cable, and communicate with the data-communication
controlling device 40a. The analyzing-condition chang-
ing server 50a and the broadcast device 60a are placed
in a convent provision center that provides content. The
analyzing-condition changing server 50a is connected
to the data-communication controlling device 40a via an
Internet 70a. The broadcast device 60a broadcasts con-
tent via a broadcast satellite 80a.
[0156] The broadcast receiving device 10a, the TV
20a, the PC 30a, and the broadcast device 60a respec-
tively have the same constructions and functions as the
broadcast receiving device 10, the TV 20, the PC 30,
and the broadcast device 60 in the first embodiment,
and therefore are not described in the present embodi-
ment. The following describes the data-communication
controlling device 40a and the analyzing-condition
changing server 50a, which are different from the cor-
responding components in the first embodiment.

1. Data-Communication Controlling Device 40a

[0157] The data-communication controlling device
40a routes content from the broadcast receiving device
10a to the TV 20a or to the PC 30a. The data-commu-
nication controlling device 40a is specifically a router or
a gateway. Also, the data-communication controlling de-
vice 40a is connected to the analyzing-condition chang-
ing server 50a via the Internet 70a, and changes its in-
ternally stored analyzing condition upon receipt of an in-
struction from the analyzing-condition changing server
60a.
[0158] FIG. 15 is a block diagram showing the con-
struction of the data-communication controlling device
40a. As shown in the figure, the data-communication
controlling device 40a is composed of communicating
units 401a, 402a, and 403a, a decrypting unit 404a, an
encrypting unit 405a, a communication controlling unit
406a, a content-log managing unit 407a, and a trans-
mission/reception unit 408a. Here, the communicating
units 401a, 402a, and 403a, the decrypting unit 404a,
the encrypting unit 405a, the communication controlling
unit 406a, and the transmission/reception unit 408a re-
spectively have the same functions as the components

25 26



EP 1 372 318 A2

15

5

10

15

20

25

30

35

40

45

50

55

having the corresponding reference numerals in the da-
ta-communication controlling device 40 in the first em-
bodiment, and therefore are not described in the present
embodiment.
[0159] The following particularly describes the con-
tent-log managing unit 407a that is a component unique
to the data-communication controlling device 40a. The
content-log managing unit 407a stores content-log in-
formation outputted from the communication controlling
unit 406a into a content-log table. Also, the content-log
managing unit 407a internally stores a content-log ana-
lyzing condition. The content-log analyzing condition in-
cludes an interval at which its internally stored content-
log is to be analyzed, and a method for analyzing the
content-log. The content-log managing unit 407a ana-
lyzes the internally stored content-log, based upon the
content-log analyzing condition. It should be noted here
that the content-log analyzing process executed by the
content-log managing unit 407a is the same as the proc-
ess executed by the content-log analyzing server 50 in
the first embodiment.
[0160] Also, the content-log managing unit 407a up-
dates its internally stored content-log analyzing condi-
tion, based upon update-information transmitted from
the analyzing-condition changing server 50a via the
communication controlling unit 406a and the transmis-
sion/reception unit 408a. Upon completion of updating
the content-log analyzing condition, the content-log
managing unit 407a generates update-end-information,
and transmits the update-end-information to the analyz-
ing-condition changing server 50a.
[0161] It should be noted here that the decrypting unit
404a receives an encrypted content key transmitted
from the analyzing-condition changing server 60a, de-
crypts the encrypted content key using the device key
"KD" in the same manner as that described in the first
embodiment, and outputs the decrypted content key to
the encrypting unit 405a.

2. Analyzing-Condition Changing Server 50a

[0162] The analyzing-condition changing server 50a
is owned by a manager of content that is distributed in
the content-log analyzing system 2. The analyzing-con-
dition changing server 50a is specifically a computer
system that is composed of a CPU, a ROM, a RAM, a
hard disk unit, an Internet-connected unit, and the like.
The analyzing-condition changing server 50a is con-
nected to the data-communication controlling device
40a and to the broadcast device 60a via the Internet
70a. It should be noted here that the construction of the
analyzing-condition changing server 50a is not shown.
[0163] The analyzing-condition changing server 50a
transmits update-information to be used to update the
content-log analyzing condition, to the data-communi-
cation controlling device 40a via the Internet 70a. As a
specific example, the following describes the case
where the update-information indicates "an interval at

which the content-log is analyzed is to be shortened
from 10 min. to 5 min." or the like. The analyzing-condi-
tion changing server 50a receives update-end-informa-
tion indicating that the change of the content-log condi-
tion based upon the update-information has been com-
pleted, from the data-communication controlling device
40a via the Internet 70a.
[0164] Upon receipt of the update-end-information,
the analyzing-condition changing server 50a generates
a content key, and transmits the generated content key
to the broadcast device 60a via the Internet 70a. Also,
the analyzing-condition changing server 50a, which in
advance shares the device key "KD" with the data-com-
munication controlling device 40a, encrypts the gener-
ated content key using the device key "KD", so as to
generate an encrypted content key, and transmits the
encrypted content key to the data-communication con-
trolling device 40a via the Internet 70a.

<Operation>

[0165] The following describes the operation of the
content-log analyzing system 2, with reference to flow-
charts shown in FIGS. 16 to 18.

1. Content Transmission Process

[0166] The broadcast device 60a broadcasts digitized
encrypted content on a digital broadcast wave, via the
broadcast satellite 80a. The broadcast receiving device
10a receives the encrypted content via the antenna
(step S501), and stores the encrypted content.
[0167] The TV 20a or the PC 30a transmits a content
request including a content ID, and its internally stored
network address, to the broadcast receiving device 10a
via the data-communication controlling device 40a. The
broadcast receiving device 10a receives the content re-
quest and the network address (step S502). Here, the
network address is "IPA" for the TV 20a, and "IPB" for
the PC 30a.
[0168] The broadcast receiving device 10a reads en-
crypted content identified by the content ID included in
the content request (step S503). The broadcast receiv-
ing device 10a transmits the encrypted content and the
transmission target address, to the data-communication
controlling device 40a. The data-communication con-
trolling device 40a receives the encrypted content and
the transmission target address (step S504).
[0169] The data-communication controlling device
40a obtains a device ID corresponding to the transmis-
sion target address, by referring to the internally stored
address conversion table (step S505).
[0170] Following this, the data-communication con-
trolling device 40a reads additional information included
in the encrypted content received f rom the broadcast
receiving device 10a (step S506). When the additional
information is "0" ("0" in step S507), the data-communi-
cation controlling device 40a moves to step S601. When
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the additional information is "1" ("1" in step S507), the
data-communication controlling unit 40a generates con-
tent-log information that is composed of a transmission
time, a content ID, a transmission target device ID, and
a transmission source device ID (step S508), and inter-
nally stores the generated content-log information (step
S509).
[0171] The data-communication controlling device
40a decrypts the encrypted content using the content
key "KC(N-1)" (step S601). Following this, the data-
communication controlling device 40a encrypts the de-
crypted content using a device key shared with a device
having the transmission target address, namely, the TV
20a or the PC 30a, so as to generate encrypted content
(step S602). The data-communication controlling de-
vice 40a transmits the encrypted content that has been
encrypted using the device key, to the TV 20a or the PC
30a. The TV 20a or the PC 30a receives the encrypted
content (step S603). The TV 20a or the PC 30a decrypts
the encrypted content using its internally stored device
key (step S604), and plays back the decrypted content
(step S605). The TV 20a or the PC 30a returns to the
start and continues the processing.
[0172] The data-communication controlling device
40a analyzes the internally stored content-log, based
upon the set content-log analyzing condition (step
S606).

2. Analyzing-Condition Changing Process

[0173] The analyzing-condition changing server 50a
transmits change-start-information "I_S" to the data-
communication controlling device 40a. The data-com-
munication controlling device 40a receives the change-
start-information "I_S" (step S701). The data-communi-
cation controlling device 40a transmits reception-confir-
mation-information "I_R" indicating that the change-
start-information "I_S" has been received, to the analyz-
ing-condition changing server 50a. The analyzing-con-
dition changing server 50a receives the reception-con-
firmation-information "I_R" (step S702).
[0174] Upon receipt of the reception-confirmation-in-
formation "I_R", the analyzing-condition changing serv-
er 50a generates update-information "I_N" (step S703),
and transmits the generated update-information "I_N"
to the data-communication controlling device 40a. The
data-communication controlling device 40a receives the
update-information "I_N" (step S704). The data-com-
munication controlling device 40a updates the internally
stored content-log analyzing condition based upon the
received update-information "I_N" (step S705). The da-
ta-communication controlling device 40a generates up-
date-end-information "I_A", and transmits the generat-
ed update-end-information "I_A", to the analyzing-con-
dition changing server 50a. Theanalyzing-condition
changing server 50a receives the update-end-informa-
tion "I_A" (step S706).
[0175] The analyzing-condition changing server 50a

generates a new content key "KCN" (step S707). The
analyzing-condition changing server 50a transmits the
new content key "KCN" to the broadcast device 60a.
The broadcast device 60a receives the new content key
"KCN" (step S708). The broadcast device 60a encrypts
the content using the received new content key "KCN"
(step S709), and returns to the start and continues the
processing.
[0176] The analyzing-condition changing server 50a
encrypts the generated new content key "KCN" using,
as an encryption key, the device key "KD" that is shared
with the data-communication controlling device 40a, so
as to generate an encrypted content key "EKCN" (step
S710). The analyzing-condition changing server 50a
transmits the encrypted content key "EKCN" to the data-
communication controlling device 40a. The data-com-
munication controlling device 40a receives the encrypt-
ed content key "EKCN" (step S711). The data-commu-
nication controlling device 40a decrypts the encrypted
content key "EKCN" using the device key "KD", so as to
generate a new content key "KCN" (step S712). The da-
ta-communication controlling device 40a writes the new
content key "KCN" over the content key "KC(N-1)" that
has been stored therein (step 5713). The data-commu-
nication controlling device 40a and the analyzing-con-
dition changing server 50a return to the start and con-
tinue the processing.

<Conclusions>

[0177] As described above, the present invention re-
lates to a secure router or a home gateway that judges
whether or not to record communication of content in
the content-log according to a value of the content, and
when judging affirmatively, records the communication
in the content-log. The present invention also relates to
a system including the secure router or the home gate-
way.
[0178] Content to be distributed includes additional in-
formation indicating whether or not to record communi-
cation of content in the content-log according to a value
of the content. The broadcast receiving device that func-
tions as a server in the home network transmits content
to a TV, a PC, or the like, via the secure router.
[0179] When transmitting content to the TV, the PC,
or the like, the secure router reads additional information
included in the content. When the additional information
indicates to record the communication in the content-
log, the secure router generates and stores content-log
information, and then transmits the content.
[0180] Also, the present invention includes an analyz-
ing device that analyzes the content-log into which con-
tent-log information is accumulated by the secure router,
for the purpose of early-detecting such a situation where
the content is being subjected to attacking. For the pur-
pose of urging the secure router to transmit the content-
log, the analyzing device makes it a rule to transmit a
new content key to the secure router only when the se-
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cure router has transmitted the content-log thereto. Al-
so, the broadcast device makes it a rule to broadcast,
to the secure router, encrypted content that has been
encrypted using the new content. With the system con-
struction described above, the secure router cannot de-
crypt encrypted content received from the broadcast re-
ceiving device without first transmitting the content-log
to the analyzing device.

<Other Modifications>

[0181] Although the present invention is described
based upon the above embodiments, it should be clear
that the present invention is not limited to the above em-
bodiments. For example, the following modifications are
within the scope of the present invention.
[0182] (1) Although the above embodiments describe
the construction where the TV 20 or the PC 30 transmits
a content request to the broadcast receiving device 10,
the present invention also includes the construction
where the broadcast receiving device 10 prestores a
transmission target address of content, and transmits
content and its corresponding transmission target ad-
dress prestored therein to the data-communication con-
trolling device 40 upon receipt of the content.
[0183] (2) Although the above embodiments describe
the construction where the home network is realized by
connection via a LAN cable, the present invention also
includes the construction where each device belonging
to the home network communicates with one another
via a wireless LAN.
[0184] (3) Although the above embodiments describe
the construction where each of the content key "KC1",
the device key "KA", the device key "KB", and the device
key "KD" is recorded in advance on a ROM, to allow
each key to be shared between devices, the present in-
vention also includes the construction where these keys
can be shared by way of communication between de-
vices. A method for sharing keys by way of communica-
tion is described in detail in Tatsuaki Okamoto and Hi-
rosuke Yamamoto's "Gendai Ango (Modern Cryptogra-
phy)" published by Sangyo Tosho in 1977. Further, an
encryption algorithm used therein is not limited to the
DES.
[0185] (4) The newly generated content key "KCN" is
transmitted from the content-log analyzing server 50 to
the broadcast device 60 via the Internet 70 using a meth-
od for realizing secure transmission.
[0186] (5) The additional information may be a part or
all of a content ID.
[0187] (6) The present invention also includes the
construction where the broadcast receiving device 10
includes the data-communication controlling device 40.
To be more specific, the broadcast receiving device 10
may have the construction of the data-communication
controlling device 40 and the routing function, and may
check additional information included in content, and
generate and store content-log information.

[0188] (7) Although the above embodiments describe
the case where two devices, namely, the TV 20 and the
PC 30, can be transmission target devices, three or
more devices may be provided as transmission target
devices. Also, although the above embodiment de-
scribes the case where content may be of either of two
types, namely, "Free" or "High-Value", the content may
be of another type. Further, according to types of con-
tent, more types of additional information may be pro-
vided.
[0189] (8) Examples of content include digitized mov-
ies, music, still images, moving images, game software,
computer programs, and various other kinds of data. Al-
so, a path on which content is to be distributed is not
limited to digital broadcasting. The present invention al-
so includes other content distribution paths such as the
Internet, analogue broadcast waves, cable television,
and packaged software.
[0190] (9) Although the above embodiments describe
the construction where the content key used by the data-
communication controlling device 40 to decrypt encrypt-
ed content is to be updated to the new content key,
which is obtained from the content-log analyzing server
50 in exchange for the transmission of the content-log,
the present invention also includes the construction
where the content key is not updated to the new content
key but the old and new content keys are accumulated.
[0191] (10) Although the above embodiment de-
scribes the construction where the judgment about
whether or not to record communication of content in
the content-log is performed using additional informa-
tion included in the content, the present invention also
includes the construction where this judgment is per-
formed using license information included in the con-
tent. For example, the construction may be such that the
communication is recorded when the license informa-
tion indicates the content type "High-Value", and the
communication is not recorded when the license infor-
mation indicates the content type "Free".
[0192] (11) When the data size of content is large, the
data-communication controlling device 40 may not re-
ceive the entire content, but may receive a predeter-
mined part of the content to judge whether or not to
record communication of the content in the content-log.
After the judgment, the data-communication controlling
device 40 may receive the entire content while succes-
sively transmitting received parts of the content to a
transmission target device.
[0193] Also, although the above embodiment de-
scribes the construction where the data-communication
controlling device 40 obtains a device ID using the ad-
dress conversion table upon receipt of a network ad-
dress, the present invention also includes the construc-
tion where a network address is not provided and the
transmission target device is specified using only a de-
vice ID. In this case, the TV 20 or the PC 30 transmits
a content request and a device ID to the broadcast re-
ceiving device 10 via the data-communication control-
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ling device 40, and the broadcast receiving device 10
transmits the content and the device ID to the data-com-
munication controlling device 40.
[0194] (12) The present invention may be realized by
methods described in the above embodiment. Also, the
present invention may be realized by a computer pro-
gram executed on a computer for realizing these meth-
ods, or by a digital signal representing the computer pro-
gram.
[0195] Also, the present invention may be realized by
a computer-readable recording medium on which the
computer program or the digital signal is recorded. Ex-
amples of the computer-readable recording medium in-
clude a flexible disk, a hard disk, a CD-ROM, an MO, a
DVD-ROM, a DVD-RAM, and a semiconductor memory.
Also, the present invention may be realized by the com-
puter program or the digital signal recorded on such re-
cording media. Further, the present invention may be
realized by the computer program or the digital signal
transmitted via an electric communication line, a wired/
wireless line, or a network such as the Internet.
[0196] Moreover, the present invention may be real-
ized by a computer system including a microprocessor
and a memory. The memory may store the computer
program, and the microprocessor may operate in ac-
cordance with the computer program.
[0197] The computer program or the digital signal
may be transferred as being recorded on the recording
medium, or via the network and the like, so that the com-
puter program or the digital signal may be executed by
another independent computer system.
[0198] (13) The above embodiment and the modifica-
tions can be freely combined.
[0199] Although the present invention has been fully
described by way of examples with reference to the ac-
companying drawings, it is to be noted that various
changes and modifications will be apparent to those
skilled in the art. Therefore, unless such changes and
modifications depart from the scope of the present in-
vention, they should be construed as being included
therein.

Claims

1. A content distributing system for transmitting con-
tent from a transmission device to a reception de-
vice via a routing device, the system comprising:

the transmission device operable to generate
additional information of content according to a
property of the content, the additional informa-
tion indicating whether or not to log communi-
cation of the content when the content is trans-
mitted from the routing device to the reception
device, and transmit the additional information,
a transmission target address specifying the re-
ception device, and the content, to the routing

device;
the routing device operable to receive the ad-
ditional information, the transmission target ad-
dress, and the content from the transmission
device, and transmit the content to the recep-
tion device specified by the transmission target
address, and when the additional information
indicates to log the communication, generate
log information indicating that the content has
been routed from the transmission device to the
reception device, and store the log information;
the reception device operable to receive the
content transmitted from the routing device;
and
an analyzing device operable to obtain the log
information from the routing device, and judge
whether the reception device is an unauthor-
ized device, based upon the obtained log infor-
mation.

2. A transmission device that transmits content to a
reception device via a routing device, the transmis-
sion device comprising:

an additional information generating unit oper-
able to judge a property of content, and gener-
ate additional information of the content ac-
cording to the property, the additional informa-
tion indicating whether or not to log communi-
cation of the content when the content is trans-
mitted from the routing device to the reception
device; and
a transmitting unit operable to transmit the ad-
ditional information, a transmission target ad-
dress specifying the reception device, and the
content, to the routing device.

3. A routing device that routes content from a trans-
mission device to a reception device, the routing de-
vice comprising:

a receiving unit operable to receive content, ad-
ditional information of the content, and a trans-
mission target address specifying the reception
device, from the transmission device, the addi-
tional information indicating, according to a
property of the content, whether or not to log
communication of the content when the content
is transmitted from the routing device to the re-
ception device;
a routing unit operable to transmit the content
to the reception device specified by the trans-
mission target address; and
a log information generating unit operable to
generate log information indicating that the
content has been routed from the transmission
device to the reception device, and store the
generated log information, when the additional

33 34



EP 1 372 318 A2

19

5

10

15

20

25

30

35

40

45

50

55

information received by the receiving unit indi-
cates to log the communication.

4. The routing device of Claim 3,
wherein the routing device has a device ID

that uniquely identifies the routing device, and a cer-
tificate that is used to authenticate the device ID,

the routing device further comprises:

a log request receiving unit operable to receive
a log request from an analyzing device that an-
alyzes log information, the log request request-
ing to transmit the log information stored in the
log information generating unit; and
a log transmitting unit operable to transmit, to
the analyzing device, the device ID, the certifi-
cate, and the log information that is stored in
the log information generating unit, and
the routing device is authenticated by the ana-
lyzing device based upon the device ID and the
certificate transmitted to the analyzing device.

5. The routing device of Claim 4,
wherein the receiving unit is operable to re-

ceive content that includes first encrypted content
information, the first encrypted content information
having been generated by encrypting, using first
key information, content information that is com-
posed of video data and audio data, and the routing
device further comprises:

a first key information obtaining unit operable
to obtain the first key information;
a decrypting unit operable to decrypt the first
encrypted content information using the first
key information obtained by the first key infor-
mation obtaining unit, so as to generate first
content information;
a second key information storing unit operable
to store second key information that is different
from the first key information;
an encrypting unit operable to encrypt the first
content information generated by the decrypt-
ing unit, using the second information stored in
the second key information storing unit, so as
to generate second encrypted content informa-
tion; and
a transmitting unit operable to transmit content
that includes the second encrypted content in-
formation generated by the encrypting unit, to
the reception device.

6. The routing device of Claim 5,
wherein the first key information obtaining unit

includes:

a third key information storing unit operable to
store third key information that is different from

the first key information and the second key in-
formation;
an encrypted first key information receiving unit
operable to receive, from the analyzing device,
encrypted first key information generated by
encrypting the first key information using the
third key information; and
a decrypting unit operable to decrypt the en-
crypted first key information received by the en-
crypted first key information receiving unit, us-
ing the third key information, so as to obtain the
first key information.

7. The routing device of Claim 3, further comprising:

an analyzing condition storing unit operable to
store an analyzing condition that serves as a
criterion to judge whether the reception device
is an unauthorized device when the log infor-
mation stored in the log information generating
unit is analyzed; and
an analyzing unit operable to analyze the log
information based upon the analyzing condi-
tion, to judge whether the reception device is
an unauthorized device.

8. An analyzing device that analyzes log information
generated by a routing device that routes content
from a transmission device to a reception device,
the analyzing device comprising:

an analyzing condition storing unit operable to
store an analyzing condition that serves as a
criterion to judges whether the reception device
is an unauthorized device, when log informa-
tion generated by the routing device is ana-
lyzed;
a log receiving unit operable to obtain, from the
routing device, log information indicating that
content has been routed from the transmission
device to the reception device; and
an analyzing unit operable to analyze the log
information received by the log receiving unit,
based upon the analyzing condition stored in
the analyzing condition storing unit, to judge
whether the reception device is an unauthor-
ized device.

9. The analyzing device of Claim 8,
wherein the routing device has a device ID

that uniquely identifies the routing device, and the
analyzing device further comprises:

a log transmission table storing unit operable
to store a log transmission table showing a de-
vice ID of the routing device that has transmit-
ted log information to the analyzing device in
response to a log request from the analyzing
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device, the log request requesting to transmit
the log information;
a device ID receiving unit operable to receive
the device ID together with the log information,
from the routing device; and
a log transmission table writing unit operable to
write the device ID into the log transmission ta-
ble when the log receiving unit receives the log
information and the device ID.

10. The analyzing device of Claim 8,
wherein the routing device has a device ID

that uniquely identifies the routing device, and a cer-
tificate that is used to authenticate the device ID,
and the analyzing device further comprises:

a log transmission table storing unit operable
to store a log transmission table showing a de-
vice ID of the routing device that has transmit-
ted log information to the analyzing device in
response to a log request from the analyzing
device, the log request requesting to transmit
the log information;
a certificate receiving unit operable to receive
the device ID and the certificate, together with
the log information, from the routing device;
an authenticating unit operable to authenticate
the device ID by authenticating the certificate
received by the certificate receiving unit; and a
log transmission table writing unit operable to
write the device ID into the log transmission ta-
ble when the device ID is successfully authen-
ticated by the authenticating unit.

11. The analyzing device of Claim 10, further compris-
ing:

a key information generating unit operable to
generate key information when the device ID is
written into the log transmission table;
an encryption key storing unit operable to store
an encryption key that is different from the key
information;
an encrypting unit operable to encrypt the key
information using the encryption key, so as to
generate encrypted key information; and
an encrypted key information transmitting unit
operable to transmit the encrypted key informa-
tion to the routing device identified by the de-
vice ID.

12. A content distributing system for transmitting con-
tent from a transmission device to a reception de-
vice via a routing device, the system comprising:

the transmission device operable to transmit
content, additional information of the content,
and a transmission target address specifying

the reception device, to the routing device, the
additional information indicating, according to
a property of the content, whether or not to log
communication of the content when the content
is transmitted from the routing device to the re-
ception device;
the routing device operable to receive the con-
tent, the additional information, and the trans-
mission target address, and transmit the con-
tent to the reception device specified by the
transmission target address, and when the ad-
ditional information indicates to log the commu-
nication, generate log information indicating
that the content has been routed from the trans-
mission device to the reception device, and an-
alyze the generated log information based up-
on an analyzing condition internally stored
therein, to judge whether the reception device
is an unauthorized device; and
the reception device operable to receive the
content transmitted from the routing device.

13. The content distributing system of Claim 12, further
comprising

an analyzing-condition updating device oper-
able to transmit, to the routing device, information
for updating the analyzing condition stored in the
routing device,

wherein the routing device is operable to re-
ceive the update information from the analyzing-
condition updating device and update the analyzing
condition internally stored therein based upon the
received update information.

14. A content distributing method for use in a content
distributing system for transmitting content from a
transmission device to a reception device via a rout-
ing device, the method comprising:

generating additional information of content ac-
cording to a property of the content, the addi-
tional information indicating whether or not to
log communication of the content when the
content is transmitted from the routing device
to the reception device, and transmitting the ad-
ditional information, a transmission target ad-
dress specifying the reception device, and the
content, to the routing device;
receiving the additional information, the trans-
mission target address, and the content from
the transmission device, and transmitting the
content to the reception device specified by the
transmission target address, and when the ad-
ditional information indicates to log the commu-
nication, generating log information indicating
that the content has been routed from the trans-
mission device to the reception device, and
storing the log information;
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receiving the content transmitted from the rout-
ing device; and
obtaining the log information from the routing
device, and judging whether the reception de-
vice is an unauthorized device, based upon the
obtained log information.

15. A content distributing program for use in a content
distributing system for transmitting content from a
transmission device to a reception device via a rout-
ing device, the program comprising:

a transmitting operating of generating addition-
al information of content according to a property
of the content, the additional information indi-
cating whether or not to log communication of
the content when the content is transmitted
from the routing device to the reception device,
and transmitting the additional information, a
transmission target address specifying the re-
ception device, and the content, to the routing
device;
a routing operation of receiving the additional
information, the transmission target address,
and the content from the transmission device,
and transmitting the content to the reception
device specified by the transmission target ad-
dress, and when the additional information in-
dicates to log the communication, generating
log information indicating that the content has
been routed from the transmission device to the
reception device, and storing the log informa-
tion;
a receiving operation of receiving the content
transmitted from the routing device; and
an analyzing operation of obtaining the log in-
formation from the routing device, and judging
whether the reception device is an unauthor-
ized device, based upon the obtained log infor-
mation.

16. A computer-readable recording medium on which a
content distributing program is recorded for use in
a content distributing system for transmitting con-
tent from a transmission device to a reception de-
vice via a routing device, the program comprising:

a transmitting operation of generating addition-
al information of content according to a property
of the content, the additional information indi-
cating whether or not to log communication of
the content when the content is transmitted
from the routing device to the reception device,
and transmitting the additional information, a
transmission target address specifying the re-
ception device, and the content, to the routing
device;
a routing operation of receiving the additional

information, the transmission target address,
and the content from the transmission device,
and transmitting the content to the reception
device specified by the transmission target ad-
dress, and when the additional information in-
dicates to log the communication, generating
log information indicating that the content has
been routed from the transmission device to the
reception device, and storing the log informa-
tion;
a receiving operation of receiving the content
transmitted from the routing device; and
an analyzing operation of obtaining the log in-
formation from the routing device, and judging
whether the reception device is an unauthor-
ized device, based upon the obtained log infor-
mation.

17. A routing method for use in a routing device that
routes content from a transmission device to a re-
ception device, the method comprising:

receiving content, additional information of the
content, and a transmission target address
specifying the reception device, from the trans-
mission device, the additional information indi-
cating, according to a property of the content,
whether or not to log communication of the con-
tent when the content is transmitted from the
routing device to the reception device;
transmitting the content to the reception device
specified by the transmission target address;
and
generating log information indicating that the
content has been routed from the transmission
device to the reception device, and storing the
generated log information, when the additional
information received by the receiving unit indi-
cates to log the communication.

18. A routing program for use in a routing device that
routes content from a transmission device to a re-
ception device, the program comprising:

a receiving operation of receiving content, ad-
ditional information of the content, and a trans-
mission target address specifying the reception
device, from the transmission device, the addi-
tional information indicating, according to a
property of the content, whether or not to log
communication of the content when the content
is transmitted from the routing device to the re-
ception device;
a routing operation of transmitting the content
to the reception device specified by the trans-
mission target address; and
a log information generating operation of gen-
erating log information indicating that the con-
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tent has been routed from the transmission de-
vice to the reception device, and storing the
generated log information, when the additional
information received by the receiving unit indi-
cates to log the communication.

19. A computer-readable recording medium on which a
routing program is recorded for use in a routing de-
vice that routes content from a transmission device
to a reception device, the program comprising:

a receiving operation of receiving content, ad-
ditional information of the content, and a trans-
mission target address specifying the reception
device, from the transmission device, the addi-
tional information indicating, according to a
property of the content, whether or not to log
communication of the content when the content
is transmitted from the routing device to the re-
ception device;
a routing operation of transmitting the content
to the reception device specified by the trans-
mission target address; and
a log information generating operation of gen-
erating log information indicating that the con-
tent has been routed from the transmission de-
vice to the reception device, and storing the
generated log information, when the additional
information received by the receiving unit indi-
cates to log the communication.
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