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(54) Vehicle providing a secured access to security data

(57) The invention relates to a vehicle (1) comprising:
-a multiplexed communication bus (2);
-an engine control unit (4) connected to the communica-
tion bus (2);

-a secure element (6) hosted in the vehicle and config-
ured to communicate through the communication bus,
the secure element securely storing (64) security data
related to the vehicle.
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Description

[0001] The present invention generally relates to the
automotive, and more particularly to the storage of se-
curity data relating to a vehicle, for which a protected
access must be provided to prevent forgery.
[0002] A vehicle stores various data associated to it,
either in digital or in analog form. Stored data are for
instance the mileage, the distance to the next overhaul,
the vehicle serial number, the license plate data, the date
and type of vehicle defects, etc. Stored data may either
be accessed visually or electronically according to its
storage medium. For instance, the mileage is stored in
an engine control module (ECM) and is displayed on the
dashboard. The date and type of a vehicle defect are
also stored in the engine control module. Such data can
be read and sometimes modified using specific electronic
equipment connected to the engine control module
through a dedicated connector.
[0003] The engine control module commonly collects
data from various devices in the car. Vehicles now include
a great number of electronic control units distributed
throughout the vehicle, for performing safety, control or
comfort functions. Such control units are notably used to
manage the transmission, the airbags, the antilock brak-
ing/ABS, the cruise control, the electric power steer-
ing/EPS, the audio systems, the windows, the doors, the
mirror adjustment, etc. Some of these electronic control
units form independent subsystems, but communica-
tions among others or with the ECM are essential. The
ECM may notably edit data to be protected like the mile-
age based on information provided by other electronic
control units. A subsystem may also need to control ac-
tuators or receive feedback from sensors.
[0004] CAN (for Controller Area Network) is a serial
communication technology that supports distributed re-
al-time control and multiplexing for use within road vehi-
cles. CAN is a message based protocol. Nowadays, the
majority of the produced vehicles integrate a CAN bus.
The CAN standard is notably defined in the ISO 11898
specification.
[0005] The access to the security data is either not se-
cure enough to prevent forgery or not possible for an end
user without a specific diagnostic tool.
[0006] Thus, there is a need for a vehicle overcoming
one or more of these drawbacks. The invention thus re-
lates to a vehicle comprising:

- a multiplexed communication bus ;
- an engine control unit connected to the communica-

tion bus ;
- a secure element hosted in the vehicle and config-

ured to communicate through the communication
bus, the secure element securely storing security da-
ta related to the vehicle.

[0007] According to another embodiment, the secure
element is configured to communicate with the engine

control unit to retrieve security data related to the vehicle
and store the retrieved security data.
[0008] According to a further embodiment, the vehicle
further comprises several electronic control units con-
nected to the communication bus, the secure element
being configured to communicate with these electronic
control units and to securely store data provided by these
electronic control units.
[0009] According to an embodiment, the communica-
tion bus is a Controller Area Network compliant bus.
[0010] According to a further embodiment, the vehicle
further comprises a device powering battery, the secure
equipment comprising a power transformer connected
to the device powering battery and powering the elec-
tronic circuitry of the secure equipment.
[0011] According to further embodiment the secure el-
ement includes a wireless communication interface.
[0012] According to another embodiment the secure
element includes a persistent memory area storing said
security data related to the vehicle.
[0013] According to an embodiment, the secure ele-
ment includes a security management module config-
ured to authenticate an entity requesting a read or write
access to said persistent memory area.
[0014] According to a further embodiment, the persist-
ent memory area and the security management module
are embedded in a smartcard chip.
[0015] According to another embodiment, the secure
element includes a transducer connected to said com-
munication bus and further includes a communication
management module forming a communication bridge
between the transducer and the smartcard chip.
[0016] The advantage of the present invention will be-
come apparent from the following description of several
embodiments with reference to the accompanying draw-
ings, in which:

- Figure 1 is a schematic view of an example of vehicle
according to the invention;

- Figure 2 is a schematic view of a secure element
fastened to the vehicle of figure 1;

- Figure 3 is a schematic view of another embodiment
of a secure element;

- Figure 4 is a schematic view of another embodiment
of a secure element.

[0017] Figure 1 is a schematic view of an example of
vehicle 1 according to an embodiment of the invention.
The vehicle 1 includes a communication bus 2, for in-
stance a CAN bus. Various devices managing the vehicle
safety features are connected to the bus 2 and are dis-
tributed throughout vehicle 1. The vehicle notably in-
cludes an engine 31, a transmission 32, a dashboard 33,
a lock system 34 and an anti lock brake system 35. Each
of these devices performs functionalities in relation with
the vehicle security. For instance, maintaining the engine
31 on when the vehicle 1 is moving is a major safety
concern to avoid unwanted accidents. The engine also
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has to be maintained at regular intervals. The control of
the transmission 32 may also be related with safety for
vehicles provided with an automatic transmission, for
avoiding unwanted engine overspeed when the gear is
changed by the user. The dashboard 33 has security
features: it shall notably display the exact mileage. The
lock system 34 is related with safety, since it may auto-
matically lock the doors once the car is moving or it can
unlock all the vehicle doors once the driver actuates a
corresponding remote controller. The anti lock brake sys-
tem 35 obviously relates to safety features since it has
to release the braking power when a locked wheel is de-
tected. Further security or safety features, like driver rec-
ognition or the like can also be performed by additional
devices connected to the CAN bus 2. Major concerns
concerning the management performed by these devices
are avoiding fraud or guaranteeing reliable safety data.
[0018] An engine control module 4, a body control
module 5 and a secure module 6 are also connected to
the CAN bus 2. These devices 4, 5 and 6 are powered
by a device powering battery 7, typically applying a 12V
voltage on a vehicle electric network. The engine control
module ECM 4 is in charge of managing the electronic
control units or sensors of various devices through the
CAN bus 2, for instance the engine 31, the transmission
32 or the dashboard 33. The body control module 5 is in
charge of managing the electronic control units or sen-
sors of various other devices through the CAN bus 2, for
instance the lock system 34 or the various lights of vehicle
1.
[0019] A Secure Element usually defines a device in-
cluding a tamper proof smart card chip capable to embed
smart card-grade applications with the required level of
security. The Secure Element can be integrated in vari-
ous form factors: SIM Card or SD Card, M2M form factor
or embedded in a larger circuit.
[0020] The secure module 6 includes a secure ele-
ment, for instance a smartcard. The secure element is
intended to store various security data and to provide an
access to these data if authentication requirements are
fulfilled. The secure module 6 may authenticate one or
more authorized entities. Stored security data are for in-
stance the mileage, the distance to the next overhaul,
the vehicle serial number, the type of the vehicle, the car
manufacturer data, the license plate data, the main driver
identification, the mileage or date of the last technical
control, the date and type of vehicle defects, etc. Stored
security data may be duplicates from data stored in other
places in the vehicle 1. For instance, the mileage can be
redundant information copied from the ECM 4. The li-
cense plate data may be stored in a RFID tag embedded
in the license plate. The vehicle serial number may be
stored in a RFID tag embedded in a carved plate located
in the engine compartment.
[0021] The secure element may also store safety re-
lated data. For instance, parameters in relation to the
engine management may be stored in the secure ele-
ment (for instance injection timings, turbocompressor

pressure...) to check if the user has not fraudulently mod-
ified these parameters. A fraudulent modification of such
parameters may for instance have an incidence on the
engine behavior and could lead to an unexpected dys-
function.
[0022] The secure element is machine-to-machine
(M2M) compliant. The secure element should be remov-
able or not (for instance soldered, depending of the tar-
geted security level M2M refers to technologies that allow
a device to communicate with other devices and get spe-
cific properties as support a large temperature range from
-40°C up to 125°C. M2M uses a device (such as a sensor
or meter) to capture an event (such as temperature, pres-
sure, etc.), which is relayed through a network to an ap-
plication in another device. The application translates the
captured event into meaningful information. According
to such functionalities, various devices can act as mas-
ters for the secure element.
[0023] Figure 2 schematically illustrates a first embod-
iment of a secure module 6. The secure module 6 in-
cludes a smartcard 65 used as a secure element and a
smartcard interface translator 8. The smartcard 65 is in-
serted in a connection slot 85 of the smartcard interface
translator 8.
[0024] The smartcard 6 includes a chip 62 embedded
in a card substrate in a manner known per se. The chip
62 includes a security management module 63 and a
persistent data storage area 64. The security manage-
ment module 63 performs secure applications. The per-
sistent data storage area 64 stores said security data.
Such a smartcard 6 is commonly used to perform a user
or device authentication. The security management mod-
ule 63 is therefore configured to perform an authentica-
tion before it provides a write/read access to the data
stored in area 64. Such a smartcard 6 can have any suit-
able format, for instance one of the standard UICC for-
mats or QFN (for Quad Flat No, which is a standard non
removable format) package for M2M application.
[0025] The smartcard interface translator 8 includes a
CAN compliant transceiver 81 connected to the CAN bus
2. The smartcard interface translator 8 advantageously
includes a wireless communication interface 83. The
smartcard interface translator 8 includes a communica-
tion management module 82. The communication man-
agement module 82 communicates with the smartcard
65 through the connection slot 85. The communication
management module 82 manages the communication
between the interface 81 and the smartcard 65, as well
as the communication between the wireless interface 83
and the smartcard 65. The communication management
module 82 may form a protocol bridge between the smart-
card 65 and the communication interfaces 81 and 83.
The smartcard interface translator 8 further includes a
power transformer 84. The power transformer 84 is con-
nected to the battery 7 through the electric network of
the vehicle 1. The power transformer 84 converts the
battery voltage into a lower voltage to power the various
circuits of the smartcard interface translator 8 and the
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smartcard 6.
[0026] Due to the presence of the communication man-
agement module 82, a standard smartcard 65 may be
used, to obtain a very cost efficient solution. The smart-
card 65 may communicate with the communication man-
agement module 82 using a suitable protocol and a suit-
able interface, for instance according to the SWP stand-
ard.
[0027] The wireless communication interface 83 may
be compliant with various standards, to communicate for
instance through mobile phone communication networks
or to communicate according to NFC protocols or accord-
ing to further protocols like the Bluetooth or IEEE 802.15
compliant protocol.
[0028] The wireless communication interface 83 may
be used to have the secure module 6 communicate with
other devices that do not have an access to the CAN bus
2. Such devices could notably be a global positioning
system, a smart mobile phone, a license plate provided
with a RFID tag or a carved plate provided with a RFID
tag and displaying a vehicle serial number. The secure
module 6 can thereby retrieve data from such devices
and store these data in the storage area 64. Different
kind of users can also access the secure module 6
through the wireless communication interface 83, without
any CAN specific communication device. A end user can
thereby access the secure module 6 to consult the next
occurrence of an overhaul or of a technical control. Au-
thorities can thereby check whether the license plate or
the carved plate has been forged by comparing their data
with the data stored in the storage area 64. The secure
module 6 may also detect and authenticate a driving li-
cense provided with a RFID tag. The authenticated driv-
ing license may be related with vehicle driving permis-
sions for instance a dedicated speed limit. The ECM 4
may access the secure module 6 to determine which
speed limit it may have to apply when controlling the en-
gine 31.
[0029] The secure module 6 may behave as a slave
device when another device intends to access its content
or may behave as a master device when it retrieves data
from another device.
[0030] The interface adaptor 8 may be fastened to the
vehicle frame at a well hidden location to make the access
to it difficult for a fraudulent user. The adaptor 8 may be
sealed to the vehicle frame for instance. The adaptor may
be hosted between the vehicle front seats and may be
accessed through a dedicated trap. Fraudulent change
or removal attempt of the adaptor shall be difficult, long
and if possible easily detectable if a non compliant tool
was used for such an attempt. The secure module 6 is
designed to match the automotive constraints, for in-
stance working temperatures, life cycle or working ca-
pacity in a dusty or wet environment.
[0031] Figure 3 schematically illustrates a second em-
bodiment of the secure module 6. This embodiment dif-
fers from the first one in that the smartcard interface trans-
lator 8 is deprived of the communication management

module 82 and in that the smartcard 65 is configured to
manage the communication interfaces 81 and 83 on its
own.
[0032] In this embodiment, a specific chip 62 is used.
The specific chip 62 is connected to the CAN transceiver
81 through connector 85. The specific chip 62 provides
two input/output interfaces connected to said CAN trans-
ceiver 81.
[0033] Figure 4 schematically illustrates a third embod-
iment of the secure module 6. The secure module 6 in-
cludes a microcontroller 9 (for instance at the QNF for-
mat) used as a secure element and an interface translator
8. The microcontroller 9 is soldered in a connection slot
85 of the interface translator 8. The microcontroller 9 in-
cludes for instance pads belonging to a first communica-
tion interface 95 and pads belonging to a second com-
munication interface 96. These pads are soldered to the
connection slot 85.
[0034] The microcontroller 9 includes a chip 92 in a
manner known per se. The chip 92 includes a security
management module 93 and a persistent data storage
area 94. The security management module 93 and the
persistent data storage area 94 may be identical to the
security management module 63 and the persistent data
storage area 64.
[0035] The interface translator 8 includes a CAN com-
pliant transceiver 81 connected to the CAN bus 2. The
interface translator 83 advantageously includes a wire-
less communication interface 83. The microcontroller 9
is configured to manage the communication interfaces
81 and 83 on its own. The interface translator 8 further
includes a power transformer 84. The power transformer
84 is connected to the battery 7 through the electric net-
work of the vehicle 1.
[0036] The secure module 6 may behave as a slave
device when another device intends to access its content
or may behave as a master device when it retrieves data
from another device. The interface adaptor 8 may be fas-
tened to the vehicle frame at a well hidden location to
make the access to it difficult for a fraudulent user.
[0037] Though the disclosed embodiments both in-
clude a smartcard removably inserted in a connection
slot, the invention also applies to a secure element where
the security management circuit is soldered to the re-
mainder of the secure element circuit.
[0038] Though the embodiment was disclosed in ref-
erence to a CAN bus, other types of multiplexed commu-
nication buses may be used to perform the invention, like
the bus known under the name Flexray.

Claims

1. Vehicle (1), characterized in that it comprises:

- a multiplexed communication bus (2);
- an engine control unit (4) connected to the com-
munication bus (2);
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- a secure element (6) hosted in the vehicle and
configured to communicate through the commu-
nication bus, the secure element securely stor-
ing (64) security data related to the vehicle.

2. Vehicle (1) according to claim 1, wherein the secure
element is configured to communicate with the en-
gine control unit (4) to retrieve security data related
to the vehicle and configured to store the retrieved
security data.

3. Vehicle according to claim 1, further comprising sev-
eral electronic control units (33) connected to the
communication bus, the secure element being con-
figured to communicate with these electronic control
units and to securely store data provided by these
electronic control units.

4. Vehicle according to claim 1, wherein the communi-
cation bus is a Controller Area Network compliant
bus (2).

5. Vehicle according to claim 1, further comprising a
vehicle device powering battery (7), the secure
equipment (6) comprising a power transformer (84)
connected to the device powering battery and pow-
ering the electronic circuitry of the secure equipment.

6. Vehicle according to claim 1, wherein the secure el-
ement (6) includes a wireless communication inter-
face (83).

7. Vehicle according to claim 1, wherein the secure el-
ement (6) includes a persistent memory area (64)
storing said security data related to the vehicle (1).

8. Vehicle according to claim 7, wherein the secure el-
ement (6) includes a security management module
(63) configured to authenticate an entity requesting
a read or write access to said persistent memory
area (64).

9. Vehicle according to claim 7 and 8, wherein the per-
sistent memory area (64) and the security manage-
ment module (63) are embedded in a smartcard chip
(62).

10. Vehicle according to claim 9, wherein the secure el-
ement (6) includes a transducer (81) connected to
said communication bus and further includes a com-
munication management module (82) forming a
communication bridge between the transducer and
the smartcard chip (62).
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