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Description

Field of the Invention

[0001] This invention relates to a method and a sys-
tem for network managing, and more particularly to a
method and system for network managing by providing
a plurality of network modules when in a system allo-
cates management functions are allocated among dif-
ferent modules in a network chassis.

Background of the Invention

[0002] US-A-5 226 120 discloses an apparatus for
monitoring and displaying a status of a local area net-
work including a hub with ports for connection to data
terminal equipment and to other hubs. The hubs each
have different types of plug-in modules having different
ports for connection to different types of network cable.
Information is automatically provided to a control con-
sole identifying the types of modules and location in the
hub.
[0003] EP-A-0 384 339 discloses to provide, in a com-
puter network, a broker mechanism allocating a plurality
of servers to a plurality of clients. The broker operates
by monitoring a subset of all available servers capable
of delivering requested service. It receives client re-
quests for the services and suggests one of the servers
to one of the clients making a request.
[0004] WO 92/19054 discloses to do monitoring of
communications which occur in a network of nodes,
wherein communication is effected by a transmission of
one or more packets among two or more communication
nodes, complying with a predefined communication pro-
tocol selected from among protocols available in the net-
work.
[0005] In general, a computer network management
system typically provides one or more of the following
functions: monitoring activity on the network, detecting
faults, generating alarms and/or isolating faults, allocat-
ing network resources, directing traffic, and determining
or reconfiguring the network topology. As the complexity
of computer networks increases, there is a growing
need for improved management systems. In particular,
there are concerns about a total or partial system
"crash" (i.e., loss of network function) caused by a mal-
function in the management system, the transmission
and processing delays and reduction in memory space
caused by the management operations themselves,
and the inability to expand the network and/or major ex-
pense of replacing or upgrading the management sys-
tem to accommodate a larger network.
[0006] In one prior art system, all management func-
tions are provided on one module ("the management
module") which is plugged into the networking chassis.
A "networking chassis" is a housing and backplane
which receives "networking cards" that perform various
networking services, such as repeating, bridging and

routing. Each networking card or module includes its
own microprocessor. In this prior art system, the "man-
agement module" has all of the hardware and firmware
necessary to collect, store and process all of the data
required to manage the system. This creates a serious
problem if there is a malfunction in the management
module and it needs to be pulled, i.e., there is nothing
left to manage the system. To guard against this catas-
trophe, the user may purchase a spare module but this
is an expensive method of insurance. Also, even during
normal operation, consolidating all of the management
functions in one module creates a potential bottleneck
when there is an increasing level of transmissions and/
or processing. Still further, the management module has
a defined capacity and thus there is an upper limit on
the amount of allowable network expansion (i.e., in-
crease in the number of ports and/or traffic). For this rea-
son, the purchaser of the system must decide whether
to buy a larger management system than it presently
needs but which will accommodate future expansion, or
an adequate system which may have to be fully replaced
if there is further expansion.
[0007] In another prior art system, each module in the
chassis separately manages its own functions. In this
case the chassis is merely a "housing" containing inde-
pendent networking systems. In addition to the com-
plexities of separate management, this system has
problems similar to the "one management module" sys-
tem in regard to the loss of network service accompa-
nying each management malfunction, a potential bottle-
neck where each module must conduct its own manage-
ment, and limited expansion capacity.
[0008] It is an object of the present invention to pro-
vide a new type of network management system where-
in the system is managed "as a whole" but the manage-
ment functions are "distributed" across the system.
[0009] It is an object to provide a plurality of modules
in a networking chassis which together handle the man-
agement functions and wherein a malfunction in one
module will not substantially effect the functions of the
other modules and the overall management of the net-
work.
[0010] Another object is to provide a system which
permits ready expansion of the network without requir-
ing replacement of the management system.
[0011] Another object is to provide a system which al-
lows modification of the management functions without
requiring replacement of the entire management sys-
tem.
[0012] Still another object is to provide a method and
a system with excellent allocation of resources for man-
agement functions in order to obtain high throughput.

Summary of the Invention

[0013] These and other objects of the present inven-
tion are attained by the method according to claim 1 and
by the system according to claim 4, respectively.
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[0014] A distributed chassis agent ("DCA") for a net-
work is provided which enables the chassis to be man-
aged as a single system, and wherein any module can
perform the management function or it can be per-
formed by multiple modules simultaneously. The system
scales to increasing module complexity and number as
it spreads its workload across the modules contained
within the chassis, discriminating against the most used
modules. Using this system the degree of fault tolerance
for the management of the chassis is equal to the
number of modules contained within the chassis, as
each module may be capable of performing the man-
agement function for the entire chassis.
[0015] The management function can be performed,
for example, using the SNMP protocol which is part of
the TCP/IP protocol suite. The management system is
accessed via a network address which is known as the
"chassis address." The management function may be
run on one or more modules within the chassis, but is
always assessed via the same chassis address.
[0016] Three new functions of the chassis agent are:
a) a discovery function conducted by each module to
determine, store and send to the other modules infor-
mation specific to that module, and to listen to the mes-
sages of other modules and store similar information re-
garding the other modules; b) an election function con-
ducted by each module to determine which module(s)
should conduct a specific management function; and c)
distributed MIBs, wherein each object in the MIB has an
identifier (known as an OID) which is registered both lo-
cally (i.e., on the module on which it resides) and re-
motely (on all other modules in the chassis) in a naming
tree (MIB) located on every module, while the data for
each object is stored only in one module. These and oth-
er new functions of the chassis agent are more fully de-
scribed below. The chassis agent may be implemented
in an object-oriented software language such as C++.
[0017] One of the benefits of the new system is that it
can operate without synchronization of the modules.
This avoids the problems and complexities inherent in
a synchronized system. Thus, each module can have
its own clock and broadcast asynchronously (after a
specified announcement period of, for example, one
second), during discovery and other functions. Each
module will continuously receive information from the
other modules and update its own slot table of module
information. The system is in a continuous state of "con-
trolled instability" such that the necessary database up-
dates and allocation of management functions are
achieved within a few clock ticks by each of the modules.
[0018] In order for the networking chassis to function
as a single system (i.e., in the view of the network and
its users), the networking modules and other compo-
nents (e.g., the power supply) within the chassis need
to discover each other. Each module is required to keep
track of the presence or absence of other modules and
components within the same chassis, and of other op-
erational parameters of each module/component. Mod-

ule discovery is a continuous process, with each module
issuing on a timely basis (order of seconds) an unsolic-
ited message on the backplane of the chassis. The mes-
sage contains basic information about the module, such
as its slot ID within the chassis, internal management
and external data link addresses, and the status of var-
ious objects on the module. Each module uses this in-
formation to build its own slot table containing the basic
information about itself and similar information regard-
ing the other modules. This information is used by a
module to discover in which chassis it is currently in-
stalled. Once the module is discovered and entered into
the slot table, the module may be polled for information
about its resources. Each module includes its own proc-
essor (CPU), memory, and interfaces. The information
in the slot table compiled by each module may include
information concerning the type, speed and utilization
of its CPU, the type, size and consumed amount of its
memory, and the type and speed of its interfaces. The
information may further describe applications on that
module, such as the type of application (stand-alone or
distributed), and its status (enable, disable, standby). As
described hereinafter, once the modules have discov-
ered one another, additional discovery may take place
regarding the managed objects within the chassis's da-
tabase and an election of modules is made to perform
each specific management application.
[0019] At start-up or after a system change (module
failure/removal, etc.), an election process is required to
discover the best location(s) to run a management ap-
plication(s). The decision on where to locate an appli-
cation (i.e., which module) within the chassis may be
based on the following: module's available resources,
current applications, current profile (i.e., current
processing load), module type, and slot number. Each
application may have its own set of instructions for se-
lecting the best location at which to be executed. The
election instructions are performed by each module us-
ing the data found in its slot table. As each module has
the same view of the system, each election process will
arrive at the same result. The module selected will issue
an unsolicited message with the new status of its appli-
cation list.
[0020] With respect to distributed MIBs, in one em-
bodiment a MIB tree is maintained on every module with
local or remote addresses (in the form of OIDs) for every
managed object in the system, but the data for each ob-
ject in the MIB is distributed and kept on only the local
module (i.e., the module on which it resides). This saves
space in that the data is not stored on every module.
However, by registering each object both locally and re-
motely, each module can provide a single-point-of-ac-
cess for all of the objects in the management system.
Meanwhile, the system is fault tolerant in that the data
for all objects is not stored on one module. In an alter-
native embodiment, the MIB tree is provided on only one
module, while the data remains distributed. This system
is fault tolerant in terms of the data, but does not provide
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a single-point-of-access on each module.
[0021] One method by which the present embodiment
achieves fault tolerance is that faults in the modules are
detected by the other modules using module discovery.
Module discovery allows the modules to discover the
presence or absence of other modules in the chassis
and their status. The system is designed to take advan-
tage of the module discovery information by dynamically
reconfiguring when a module is detected or lost with a
minimal loss of network service.
[0022] A further measure of fault tolerance is
achieved by providing two backplanes for intermodule
management communications. The module discovery
messages may be sent out on both backplanes, with a
decision being made by the receiving module to elect
one backplane (e.g., the fastest) for further communica-
tion with that module, until some failure necessitates a
new election. The ability to switch immediately to the al-
ternative backplane prevents a loss of network services.
[0023] These and other functions and benefits of the
present invention will be more fully described in the fol-
lowing detailed description.

Brief Description of the Drawings

[0024]

Fig. 1 is a perspective view of a networking chassis
according to the present invention;
Fig. 2 is a logical view of the networking chassis;
Fig. 3 is a schematic illustration showing the net-
working modules connected by two system man-
agement buses (SMB1 and SMB10);
Fig. 4 is a schematic illustration of packet encapsu-
lation for transmission on SMB10;
Fig. 5 is a schematic illustration of intermodule dis-
covery showing the transmission of module discov-
ery messages on the SMBs and the formation of a
slot table;
Fig. 6 is a schematic illustration showing the local
and remote registration of a distributed managed
object on the chassis modules (entities);
Fig. 7 is a schematic illustration showing generally
the retrieval of a managed object (MO) in response
to instructions received on both local and remote
modules; and
Fig. 8 is a schematic illustration similar to Fig. 7
showing more specifically a method of retrieving a
managed object held on a local or remote module.

Detailed Description

[0025] As shown in Fig. 1, a networking chassis 10 is
a mechanical enclosure 12 that is used to house net-
working modules 14 such as repeater modules, bridge
modules, terminal servers, file servers, etc. The chassis
provides slots into which networking modules are insert-
ed. Each module occupies one or more slots within the

chassis.
[0026] The chassis in addition to being a mechanical
enclosure provides a backplane 16 through which the
modules inserted into the chassis are provided power
from the chassis' power supply 18. The backplane is al-
so used to provide networking connectivity between
modules.
[0027] The chassis power supplies are modular units
that are also inserted into the chassis, either at the back
of the chassis or underneath the chassis. The network-
ing chassis supports three types of power supplies:

• Traditional Power Supplies (AC to DC supplies)
• Uninterruptable Power Supplies (AC to DC/DC sup-

plies)
• Battery Backed Units (DC supplies)

[0028] Logically a traditional networking chassis may
be viewed as a collection of network service providers
connected via a common network (or networks). The
common network (or networks) is provided by the chas-
sis' backplane. Fig. 2 is a logical view of a networking
chassis showing a pair of backplanes 20, 22 with con-
nections to three modules 24, 26, 28, and each of the
modules having a series of front panel ports 25, 27, 29,
respectively.
[0029] Networking modules are microprocessor
based (CPUs 24A, 26A, 28A in Fig. 2) and are generally
constructed with two or more network ports; the network
ports may appear at the front panel of the module (ports
25, 27, 29), or may be ports that connect to the chassis
backplane (ports 19, 21, 23). The network ports are
used for two purposes, firstly to perform networking
services as repeating, bridging and routing, and second-
ly to provide access to the modules microprocessor for
management purposes. Modules are traditionally man-
aged using the SNMP protocol, a protocol which is part
of the TCP/IP protocol suite. Each module is required to
have its own network address known as an IP address.
Each module also has a data link address known as a
MAC address.
[0030] The SNMP protocol was developed by the
IETF (Internet Engineering Task Force) and is specified
in the following RFC:

• RFC 1155 Structure of Management Information
• RFC 1157 Simple Network Management Protocol
• RFC 1212 Concise MIB definitions
• RFC 1213 Management Information Base II (MIB-II)

[0031] The apparatus of the present invention, here-
inafter referred to as the "Distributed Chassis Agent"
(DCA), builds upon this model using the SNMP process
in each module but only requiring a single IP and MAC
address for the entire chassis. Also the DCA allows
MIBs to be distributed across all modules in the chassis
and accessible by each module's SNMP process. This
allows the chassis to be viewed as a single system for
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management purposes rather than a collection of sys-
tems. The chassis and all it contains can be managed
via a single agent who's work load is distributed across
all the modules in the chassis. The construction of the
DCA is broken down into the following parts:

1. Intermodule Communications
2. Discovery
3. Chassis Election
4. Chassis Agent Access
5. MIB distribution.

1. Intermodule Communications

[0032] A major component of the DCA is some form
of intermodule communication. While the DCA appears
as a single entity to the outside world, internal to the
chassis it is a collection of programs running on a col-
lection of modules. In order for the DCA to appear as a
single agent the individual modules must be able to
communicate with one another. In order for this commu-
nication to take place a common bus or network must
be available to all the modules. In the present implemen-
tation a common communication protocol must be used
by all the modules.
[0033] Intermodule communications are accom-
plished in the present implementation via a system man-
agement bus (SMB). As shown in Fig. 3, the SMB 30 is
composed of two LANs -- SMB10 (based on ETHER-
NET), and SMB1 (based on LOCALTALK). The SMB is
a means of communication between networking mod-
ules 32-36, and also provides an "out-of-band" link to
NMSs (Network Management Stations) and file servers.
The use of two common networks provides a level of
fault tolerance; the SMB1 acts as a backup for the
SMB10, and vice-a-versa. The SMB does not perform
any form of load sharing. The DCA only requires that
one common network be available. More than two com-
mon networks may be provided to gain even greater
fault tolerance.
[0034] As illustrated in Fig. 4, intermodule communi-
cation by applications is performed using the TCP/IP
protocol stack 40. The protocol stack allows applications
running on modules 32-36 to communicate using either
UDP sockets or TCP sockets. Most applications com-
municating over the SMB utilize UDP sockets, which
provide a connectionless service. TCP provides a con-
nection oriented service. TCP and UDP sockets are de-
scribed in any documentation for Berkeley 4BSD UNIX
and are readily known to those skilled in the art.
[0035] TCP and UDP run over an IP layer which per-
forms the network addressing function. Each module/
component on the SMB requires an internal IP address,
which in this embodiment takes the following form:

• 127.chassis id.slot.host

[0036] Each module automatically assigns its own in-

ternal IP address based on its own information about
the chassis in which it is installed, the slot it occupies
and the number of hosts it supports. A 127.xx.xx.xx
class A network number is used to ensure that internally
assigned IP addresses will not clash with any externally
assigned IP address. IP datagrams, when encapsulated
for transmission over ethernet, use the ethernet protocol
type assigned for IP protocol, namely type 080Oh. IP
datagrams using the internally assigned addresses,
when encapsulated for transmission over the SMB10,
use the ethernet protocol type 81CFh. IP datagrams us-
ing the internally assigned addresses, when encapsu-
lated for transmission over the SMB1, use the LLAP pro-
tocol type 3. These protocols are described in and are
readily known to those skilled in the art. By way of illus-
tration, Fig. 4 shows (on the left) an "externally" ad-
dressed IP packet 42 encapsulated for ethernet, with
SMB10 driver 44 accessing the destination address DA
(43) in the header of packet 42. Fig. 4 shows on the right
an "internally" addressed IP packet 46 encapsulated for
ethernet, wherein the SMB10 driver 44 accesses the IP
packet or data portion 47 of packet 46.
[0037] Each module on the SMB10 is also assigned
a data link MAC address by the module's address
PROM. MAC addresses are globally unique and are as-
signed by the IEEE.
[0038] Each module further assigns itself a LO-
CALTALK address based on the slot it occupies in the
chassis.

2. Discovery

[0039] In order for the chassis to function as a single
system (i.e., to the rest of the world), the modules and
other components (e.g., the power supplies) within the
chassis need to discover the chassis in which they are
installed, the presence or absence of other modules and
components within the same chassis, and other opera-
tional parameters within each module/component.

2.1. Slot Table

[0040] Module discovery is a continuous process.
Each module on a timely basis (order of seconds) issues
an unsolicited message on both the SMB1 network (in
the form of a broadcast) and the SMB10 network (in the
form of a multicast). This is illustrated in Fig. 5 wherein
a representative module 50 sends its module discovery
message onto both SMB1 and SMB10, for receipt by
the other modules 52 and 54. The message is an NVMP
(network Variable Monitor Protocol) network variable
containing basic information about module 50, such as:

Slot ID
LLAP address
MAC address
IP address
Module Type

7 8
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Chassis IP address
Chassis MAC address
Chassis Serial number
SMB controller status
Model CPU status
Model CPU profile (i.e., CPU's current processing
load)

[0041] The above information is used to build a slot
table having an entry for each of the discovered mod-
ules. For example, in Fig. 5 a slot table 60 is shown
which includes (from left to right) the following catego-
ries:

• Slot: the slot number on the chassis occupied by
the module

• SMB1, SMB10: whether the module can be reached
via one or both of the SMBs and which is preferred

• IP: the IP address of the module
• MAC: the MAC address of the module
• Other Stuff: other information regarding the module

such as CPU status, CPU profile, module type, etc.

Each module (50, 52, 54) builds its own slot table. Each
module monitors the SMB for messages from other
modules in order to determine:

• The presence or absence of a module
• The ability to communicate with a module over the

SMB1
• The ability to communicate with a module over the

SMB10
• The current status, profile, type, etc., information for

other modules

[0042] Discovery only maintains the "current state" of
the chassis. No attempt is made to maintain any histor-
ical information about'the chassis slots.

2.2 Resource Discovery

[0043] Once a module is discovered and entered into
the slot table, the module may be polled for information
about its resources, such as:

• CPUs (type, speed, utilization)
• Memories (type, size, memory consumed)
• Interfaces (type, speed)

2.3 Application Discovery

[0044] Once a module is discovered and entered into
the slot table, the module may be polled for information
about its applications, such as:

• Application list

- Type (Distributed or Nondistributed)

- Status (Enabled, Disabled, Standby)

3. Chassis Election

[0045] Certain applications need to be supported by
the chassis, but can be executed on any module (e.g.,
the distributed chassis agent). At start-up or after a sys-
tem change (module failure/removal etc.), an election
process is required to discover the best location(s) on
which to run the chassis application(s). The decision on
where to locate an application (i.e., which module) within
the chassis is based on the following:

• Module's Available Resources
• Current Applications
• Current Profile (i.e., CPU's current processing load)
• Module Type
• Slot Number

[0046] Each application may have its own set of in-
structions for selecting the best location for execution.
The election instructions are performed by each module
using the data found in its slot table. As each module
has the same view of the chassis, each election process
will arrive at the same result. In the event of a tie (two
modules with exactly the same resources), then the
module with the lower slot number may be chosen (or
some other criteria used to resolve the tie). The module
selected will issue an unsolicited message (application
discovery) reflecting the new status of its application list.

4. Chassis Agent Access

[0047] The "chassis agent" is the software that allows
the networking chassis to be managed as a single sys-
tem. It is accessed via the network address known as
the "chassis address." As communications with the
chassis are performed using multiaccess networks like
Ethernet, the chassis must also have a data-link ad-
dress (or "MAC address"). The chassis address is a
combination of its IP network and MAC address, and is
referred to as the chassis IP/MAC address. The module
acting as the DCA listens for packets having the chassis
IP/MAC address.
[0048] The software may run on one or more modules
within the chassis, but is always accessed via the same
chassis address. The software is not dependent on any
one module to perform its function. Each module may
also have its own network address known as an "IP ad-
dress." Each module must have a data link address
known as a "MAC address." The chassis agent, regard-
less of where (on which module) it resides, always uses
the same chassis IP/MAC address.
[0049] Packets destined for the Distributed Chassis
Agent DCA (i.e., packets using the chassis IP/MAC ad-
dress as the destination address) may arrive at the
chassis via any one (or more) of its front panel ports (see
ports 25, 27, 29 in Fig. 2), or in the case of the present
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implementation, it may also arrive via the SMB10, as the
SMB10 is externalized. The packet is terminated (from
the network point of view) at the entry point to the chas-
sis. The module terminating the packet has two choices
after it has terminated a packet destined to the DCA:

a) It may service the packet itself (i.e. act as the
DCA)

or
b) It may forward the packet to another module for
service.

[0050] The present implementation allows the SMB10
common network to be accessed from outside the chas-
sis. The SMB10 may be used by a network management
station (NMS) as a channel on which to manage the
chassis. In the event that a NMS is located on the
SMB10, a single module is elected to act as the DCA as
all modules will receive packets destined to the DCA (i.
e., the SMB10 is a multiaccess network).

5. MIB Distribution

[0051] The DCA uses MIBs to gather information
about the chassis and to effect control on the chassis.
A MIB is a collection of managed objects (MOs) organ-
ized into a naming (MIB) tree with each object having a
unique name or identifier within the tree. The identifier
is known as an OID or Object IDentifier. In order for the
DCA to operate as a single entity across all the modules
in the chassis, all the MIBs supported by the chassis
must be distributed across all the modules.

5.1 MIB Tree

[0052] The MIB tree is distributed across all modules
within the chassis. The data contained within the distrib-
uted MIB is not fully distributed, rather each module
maintains some of the data locally and fetches the rest
from the remote modules The data within a distributed
MIB can be broken down into the following types: .

• Local Data
• Remote Data

[0053] The MIB tree contains data that is maintained
locally and pointers to remote data (pointers to data on
other modules).

5.2 Distributed Managed objects

[0054] To implement a distributed MIB, a remote reg-
istration process is needed. In this remote registration
process, as illustrated in Fig. 6, every registering module
or entity 72, 74, 76, 78 in the chassis registers under a
particular branch (OID) on every other entity, as well as
locally.
[0055] The same managed object MO (70) appears

in each MIB object 73, 75, 77, 79, respectively, under
the same branch. Remote or local access to the man-
aged object is transparent to SNMP operation. A SET,
GET or GETNEXT operation acts as if the remotely reg-
istered object were local.
[0056] To resolve a SNMP operation on the MIB ob-
ject, the SNMP agent searches the MIB (via the MIB ob-
ject) and finds the MO registered for the OID in the op-
eration. Once the MO is found, the MO's member func-
tion corresponding to the particular operation (GET,
GETNEXT, SET) is called. Before distributed MO's, this
was a "local" procedure call, meaning that all the soft-
ware code that ran as a result of this call was local to
this processor (in local memory). Now with distributed
MO's, this is not the case. If a SNMP operation resolves
to an operation on a remote MO, a MORPC (Managed
Object Remote Procedure Call) will be performed. Figs.
7-8 depict this situation, where it is assumed that the
MO has been registered successfully with all chassis
entities.
[0057] The above-described type of registration is not
limited to leaf objects. Table objects may also be regis-
tered in this manner.

5.3 Distributed Managed Object RPCs

[0058] As discussed in the previous section, man-
aged objects can be distributed across multiple entities
through the use of MORPCs. There are six MORPCs
that can be generated by an SNMP agent: REGISTER,
UNREGISTER, GET, GETNEXT, SETVALIDATE and
SET. A response packet for MORPC is generated by the
MORPC "server" on the remote side of a call. This is
completely analogous to a return value for a local MO
call and is illustrated in Fig. 8.
[0059] MORPC can be implemented over any trans-
port layer protocol. The only change would be in the ad-
dress field of the MIBNode object (indicating the remote
address of the managed object). The present implemen-
tation uses UDP, which is part of the TCP/IP protocol
suite.
[0060] MORPC REGISTER operations occur with all
chassis entities when a MO registers as a distributed
MO. Registration is a guaranteed operation. An MO can-
not be partially registered (i.e., registered with a subset
of chassis entities). If a chassis entity becomes active
after a MO has registered, the MO (or set of MOs) is
registered with it during the entity's start-up (module dis-
covery).
[0061] MORPC UNREGISTER operations occur with
all chassis entities when a distributed MO unregisters.
The unregister operation is also guaranteed. An MO
cannot be partially unregistered.
[0062] MORPC GET, GETNEXT, SET, and SETVAL-
IDATE are not guaranteed operations. If they fail after a
specified time-out period, the entire SNMP packet is
dropped.
[0063] Fig. 7 shows generally four chassis modules
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or entities 100, 102, 104, 106. MIB object 101 is regis-
tered locally on module 100, and remotely as MIB object
103, 105, 107 on modules 102, 104, 106, respectively.
Managed object (MO) 110 is maintained locally on mod-
ule 100. A GET operation 111 on module 100 finds the
MO 110 locally, and issues a local call procedure (local
get 120) to resolve the operation. In contrast, a SET op-
eration 112 received on module 102, finds the MO 110
located remotely and issues a remote procedure call
(set RPC 122) to resolve the operation. Similarly, GET
operation 113 received on module 104 is resolved via a
remote procedure call (get RPC 124), and GETNEXT
operation 114 on module 106 is resolved as a remote
procedure call (getnext RPC 126).
[0064] Fig. 8 illustrates more specifically the method
of local and remote retrieval and call processing. Illus-
trated on the right, an SNMP operation is received by
SNMP agent 142 in chassis entity 140. The agent lo-
cates a remote MIBNode 146 in MIB tree 144 and initi-
ates a remote operation via MORPC client 148. Then
MORPC client 148 issues a call to MORPC server 158
on chassis entity 150 where the managed object 160 is
maintained. The MORPC server 158 retrieves the man-
aged object 160 and sends a MORPC response to
MORPC client 148, which sends the return values from
MO 160 back to SNMP agent 142. In the case (on the
left) of a local SNMP operation, SNMP agent 152 dis-
covers the local MIBNode 156 in the MIB tree 154, and
retrieves the MO 160 locally on chassis entity 150. The
return values are sent to SNMP agent 152 without re-
quiring utilization of the MORPC server.
[0065] The present invention is not limited to the allo-
cation of management functions across the chassis, but
may be utilized to allocate any type of application across
one or more modules in the chassis.
[0066] The present invention is particularly useful in
combination with the subject matter disclosed in two co-
pending and commonly-owned applications:

• U.S. Serial No. 08/188,238 filed January 28, 1994,
entitled "Network Having Secure Fast Packet
Switching And Guaranteed Quality Of Service", by
Kurt Dobbins et al.; and

• U.S. Serial No. 08/188,033 filed January 28, 1994,
entitled "Fault Tolerant System Management Bus
Architecture", by Brendan Fee et al.

which are each hereby incorporated by reference in their
entirety.
[0067] While there have been shown and described
several embodiments of the present invention, it will be
obvious to those skilled in the art that various changes
and modifications may be made therein without depart-
ing from the scope of the invention as defined by the
appending claims.

Claims

1. A method of network managing in a plurality of net-
work modules (14; 24, 26, 28; 32, 33, 34, 35, 36;
50, 52, 54) wherein

each network module exchanges with other
network modules module information including one
or more of resources and applications of the respec-
tive network module;

each network module elects, based on the
module information, which of the network modules
will execute a distributed application; and

a single agent address is provided for access-
ing the distributed application, wherein the respec-
tive agent address is a combination of a chassis IP
network address and a chassis MAC address.

2. The method of claim 1, wherein each network mod-
ule executing the distributed application, listens for
packets having the agent address.

3. The method of claim 1 or 2, wherein the network
modules are disposed in slots of a chassis and the
distributed application is a network management
application which enables the chassis to be man-
aged as a whole.

4. A system for network managing, comprising
a plurality of network modules (14; 24, 26, 28;

32, 33, 34, 35, 36; 50, 52, 54) wherein
each network module is adapted to exchange

with other network modules module information in-
cluding one or more of resources and applications
of the respective network module; and

each network module is adapted to elect,
based on the module information, which of the net-
work modules will execute a distributed application;

wherein the distributed application has a sin-
gle agent address for access, said agent address
being a combination of a chassis IP network ad-
dress and a chassis MAC address.

5. The system of claim 4, wherein each network mod-
ule executing the distributed application, listens for
packets having the agent address.

6. The system of claim 4 or 5, wherein the network
modules are disposed in slots of a chassis (10) and
the distributed application is a network manage-
ment application which enables the chassis to be
managed as a whole.

Patentansprüche

1. Verfahren des Netzmanagements in einer Vielzahl
von Netzmodulen (14; 24, 26, 28; 32, 33, 34, 35,
36; 50, 52, 54), wobei
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jedes Netzmodul mit anderen Netzmodulen Mo-
dulinformation austauscht einschließlich einer oder
mehrerer Ressourcen und Anwendungen der je-
weiligen Netzmodule;
jedes Netzmodul basierend auf Modulinformation
auswählt, welches der Netzmodule eine verteilte
Anwendung ausführen wird; und
eine einzelne Agent-Adresse vorgesehen ist für
den Zugriff auf eine verteilte Anwendung, wobei die
jeweilige Agent-Adresse eine Kombination einer
Gestell-IP-Netzadresse und einer Ge-
stell-MAC-Adresse ist.

2. Verfahren nach Anspruch 1, wobei jedes die verteil-
te Anwendung ausführende Netzmodul auf Pakete
mit der Agent-Adresse hin mithört.

3. Verfahren nach Anspruch 1 oder 2, wobei die Netz-
module in Schlitzen eines Gestells angeordnet sind
und die verteilte Anwendung eine Netzmanage-
mentanwendung ist, die das Managen des Gestells
als ein ganzes ermöglicht.

4. System für Netzwerkmanagement, umfassend eine
Vielzahl von Netzmodulen (14; 24, 26, 28; 32, 33,
34, 35, 36; 50, 52, 54), wobei
jedes Netzmodul angepasst ist, um mit anderen
Netzmodulen Modulinformation auszutauschen
einschließlich einer oder mehrerer Ressourcen und
Anwendungen des jeweiligen Netzmoduls; und
jedes Netzmodul eingerichtet ist, um basierend auf
der Modulinformation auszuwählen, welches der
Netzmodule eine verteilte Anwendung ausführen
wird;
wobei die verteilte Anwendung eine einzelne
Agent-Adresse für einen Zugriff hat und die Agent-
Adresse eine Kombination einer Gestell-IP-Netz-
adresse und einer Gestell-MAC-Adresse ist.

5. System nach Anspruch 4, wobei jedes die verteilte
Anwendung ausführende Netzmodul auf Paketen
mit der Agent-Adresse hin mithört.

6. System nach Anspruch 4 oder 5, wobei die Netz-
module in Schlitzen eines Gestells (10) angeordnet
sind und die verteilte Anwendung eine Netzmana-
gementanwendung ist, die das Managen des Ge-
stells als ein Ganzes ermöglicht.

Revendications

1. Procédé de gestion d'un réseau dans une pluralité
de modules de réseau (14 ; 24, 26, 28 ; 32, 33, 34,
35, 36 ; 50, 52, 54) dans lequel

chaque module de réseau échange avec
d'autres modules de réseau des informations de
module incluant une ou plusieurs parmi des res-

sources et des applications du module de réseau
respectif ;

chaque module de réseau élit, sur la base des
informations de module, lequel des modules du ré-
seau exécutera une application distribuée ; et

une adresse d'agent unique est prévue pour
accéder à l'application distribuée, où l'adresse
d'agent respectif est une combinaison d'une adres-
sé de réseau IP du châssis et d'une adresse MAC
du châssis.

2. Procédé selon la revendication 1, dans lequel cha-
que module du réseau exécutant l'application dis-
tribuée, guette les paquets ayant l'adresse de
l'agent.

3. Procédé selon la revendication 1 ou 2, dans lequel
les modules de réseau sont disposés dans des fen-
tes d'un châssis et l'application distribuée est une
application de gestion du réseau qui permet au
châssis d'être géré comme un ensemble.

4. Système pour la gestion de réseau, comprenant :

une pluralité de modules de réseau (14 ; 24, 26,
28 ; 32, 33, 34, 35, 36 ; 50, 52, 54) dans lequel
chaque module de réseau est adapté pour
échanger avec d'autres modules du réseau des
informations de module incluant une ou plu-
sieurs ressources et applications du module de
réseau respectif; et
chaque module de réseau est adapté pour éli-
re, sur la base des informations de module, le-
quel des modules de réseau exécutera une ap-
plication distribuée ;

dans lequel l'application distribuée comporte
une adresse d'agent unique pour accès, ladite
adresse d'agent étant une combinaison d'une
adresse de réseau IP du châssis et d'une adresse
MAC du châssis.

5. Système selon la revendication 4, dans lequel cha-
que module de réseau exécutant l'application dis-
tribuée, guette les paquets comportant l'adresse
d'agent.

6. Système selon la revendication 4 ou 5, dans lequel
les modules de réseau sont disposés dans des fen-
tes d'un châssis (10) et l'application distribuée est
une application de gestion de réseau qui permet au
châssis d'être géré comme un ensemble.
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